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Abstract

In this paper, the Co_Z idea is adopted to propose the
Co_Z point addition formulae in Jacobian projective co-
ordinate and Lopez & Dahab projective coordinate on el-
liptic curve over GF(3™) in order to improve the efficiency
and safety of scalar multiplication algorithm. Considering
the optimized symmetric ternary algorithm for scalar mul-
tiplication against Simple Power Attack (SPA), the com-
putational efficiency is increased by 16%, 26% and 10%
compared with the balanced ternary scalar multiplication
algorithm, the symbolic ternary form(STF) algorithm and
the optimized symmetric ternary scalar multiplication al-
gorithm. In addition, the new formula for 3P + @ oper-
ation in Jacobian projective coordinate is also proposed.
The efficiency of improved balanced ternary scalar multi-
plication algorithm is increased by 7% compared with the
previous algorithm.

Keywords: Characteristic Three; Co_Z Operation; Pro-
jective Coordinate; Scalar Multiplication

1 Introduction

Elliptic curve, as an important issue of algebraic geom-
etry, has been studied for more than 100 years. Until
in the year of 1985, Kolitz and Miller introduced it into
the field of cryptography and constructed ECC (Ellip-
tic Curve Cryptography). Compared with other cryp-
tosystems, ECC has advantages such as short key, less
storage space and low bandwidth requirements, which
makes it has a superior development prospect. In 2017,
Du [5] constructed an ID-based dynamic group communi-
cation sign-cryption scheme by using hyperelliptic curve
cryptosystem and ID-based sign-cryption model. Elliptic
curve cryptosystem mainly includes elliptic curve key gen-
eration, key exchange, encryption, decryption, signature
and other algorithms. In these elliptic curve cryptogra-
phy algorithms, scalar multiplication is the most time-
consuming operation. How to improve the efficiency of

scalar multiplication on the elliptic curve has been a hot
topic of public key cryptography. Scalar multiplication,
ie, the computation of the point kP = P + ... + P, where
k is an integer and P is a point on the elliptic curve.
There are two main ways to improve the efficiency of
scalar multiplication. On the one hand, it is the effective
representation of scalar k, such as Binary Scalar Multi-
plication (BSM), non-adjacent form (NAF) [18] and Bal-
anced Ternary form (BTF) [4]. On the other hand, it is
the improvement of point addition and doubling formu-
las. Point doubling and addition involve operations over
prime or ternary fields, In these operations, it is inver-
sion that is the most time-consuming. We can change
the coordinates to reduce the number of field inversions,
the commonly used coordinate systems are projective co-
ordinate, Jacobian coordinate [3], and Lopez & Dahab
coordinate [12].

In recent years, there have been many studies on ellip-
tic curves over GF(2™) and GF(p). References [1,9,13]
provided the fast scalar multiplication algorithms over
GF(p), which accelerate the computing speed of elliptic
curve cryptosystem. Hisil et al. [8] provided a faster mixed
addition on modified Jacobiquartic coordinates, and in-
troduced tripling formulae for different forms. In 2007,
Meloni [15] proposed the earliest Co_Z point addition op-
eration on Weierstra$ elliptic curves, which used a small
amount of computation to calculate the addition opera-
tion of two different points with identical Z coordinate.
Goundar et al. [7] presented the further Co_Z addition
formula for various point additions on Weierstrag ellip-
tic curves. In 2017, Yu et al. [19] proposed the Co_Z
montgomery algorithm over the finite field of characteris-
tic three by using the same Z-coordinate. In this paper,
we develop the fast Co_Z point addition formulas in dif-
ferent projective coordinate systems over GF(3™), these
new operational formulas are used to optimize the exist-
ing scalar multiplication algorithms [4,13,14]. As a result,
we get efficient scalar multiplication algorithms based on
Co_Z point addition using signed ternary representation.

The organizational structure of the paper is as fol-
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lows. The next section introduces the basics of elliptic
curves over GF(3™), the point operations under differ-
ent projective coordinate systems, and the scalar mul-
tiplication algorithm based on symmetric ternary repre-
sentation. The third section describes the specific steps
to improve the calculation formula of point addition in
different coordinates by using Co_Z idea. We also opti-
mize 3P + () formula for Jacobian projective coordinate,
then the improved scalar multiplication algorithm is pro-
posed. The fourth section gives the performance analysis
of the scalar multiplication algorithm combined with new
formulas. Finally, the fifth section draws a conclusion.

2 Preliminaries

2.1 Basic Knowledge of Elliptic Curve
over GF(3™)

Definition 1. An elliptic curve over Fp is given by using
the generalized Weierstrass equation:

E :y® 4+ a1zy + asy = 2° + asx® + sz + ag,

where a1, as,as,a4,a¢ € Fp, and satisfy the discrimi-
nant A # 0 on elliptic curve E. The condition of a = 0
ensures the smoothness of the elliptic curve, that is to
say, no point on the curve has two or more tangent lines.
If the characteristic of Fp is equal to 3 and a? # —as ,
elliptic curve E can be given by:

y? =23 4+ az® + b,

where a,b € Fp,a,b # 0, and the curve is nonsuper sin-
gular. The basic operations of points on the elliptic curve
are defined as follows:

Let P = ($17y1) € E(GF(Sm))7 Q = ($27y2) €
E(GF(3™)), P # +Q, then R=P + Q = (x3,ys3)

(=) -2 —a2—a

I3 —

ys = L8 (21 — 23) — 1.
Given the point P = (z1,y1) € E(GF(3™)), its double
R = 2P = (x3,ys) is obtained by:

{I‘3 = (%)2 +x1—a

Yz = %(xl —x3) — 41

(1)

It can be seen from Equation (1) that 1I + 2M + 1S
is required for point addition. If a = 1, point doubling
needs 17 + 1.5 + 2M. We denote field inversion as I, field
squaring as S, field multiplication as M, and field cubing
as C.

2.2 Projective Coordinate System

In affine coordinate, point doubling and addition on the
elliptic curve over GF(3™) involve the number of field
inversions, which is a quite time-consuming operation. In
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order to avoid inversion operation, projective coordinate
systems (X,Y, Z) are introduced. There are mainly two
types of projective coordinate systems discussed in this
paper, that is Jacobian projective coordinate and Lopez
& Dahab projective coordinate.

2.2.1 Jacobian Projective Coordinate

Let P = (x,y) € E(GF(3™)), the correspondence be-
tween the Jacobian projective coordinate and the affine
coordinate is: (z,y) — (25, 23)-

The curve equation in Jacobian projective coordinate
is represented by:

Y? = X%+ aX?Z% + b2°.
Given two points P = (X1,Y1,71), Q = (X2,Ys,Z5) €

E(GF(3™)), and P # %@, the point R = P+ Q
(X3,Y5,Z3) is obtained by:

X3 :U—(U1+U2)H2
Yy = —RU+ (S + So)H? (2)
Zs =HZZy

where U1 = X1222, U2 = XQle,Sl = leg, SQ = YQZ?,H
:U27U1;R:527S1;U:R27(IZ§.

Let P = (X1,Y1,71) € E(GF(3™)), its double R =
2P = (X3,Y3, Z3) is obtained by

Xy =U+ X,Y2
Ys = —(aZ2X)U — Y}t
Zs =Y1Z,

where U = (a22X1)° — aZ2Y2.

From the above equations, if ¢ = 1, the point addition
costs 10M + 3C + 35, and the point doubling costs 5M +
3S5. The mixed addition P+ @ costs 7TM +2C'+ 2S5 when
Zy = 1.

2.2.2 Lopez &Dahab Projective Coordinate

In the Lopez &Dahab coordinate, the point addition for-
mula is as follows:

Suppose P = (X1,Y1,71), Q@ = (X2,Y3,72) €
E(GF(3™)). If P # +Q, the point R = P+ Q =
(X3,Y3, Z3) is obtained by:

X, :(A—B)2—E(C—D)2(C+D_GE)

Y; = E(C — D)(A— B)[DE(C — D)? — X3] 3)
—Z3B(C — D)?

Z3 - [E(C - D)]2

where A = Y'2Z12,B = leg,c = XQZl;D = Xle;E =
From Equation (3), the point addition costs 13M +55.
The mixed addition P + @ costs 10M + 4S5 when Z> = 1.
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2.3 Scalar Multiplication  Algorithm
Based on Symmetric Ternary

Definition 2. An arbitrary positive integer K is ex-
pressed as K = anGn_1...a109, where a,0,_1...01609 are
numbers from -1, 0, 1. It is called symmetric ternary
representation.

In 2017, Liu et al. [13] optimized the bottom opera-
tion using the Jacobian coordinate on elliptic curves over
GF(p). And they also optimized the symmetric ternary
representation. In Jacobian coordinate system, point dou-
bling is faster than point addition, so the non-zero Ham-
ming weight is reduced by changing operations, and the
efficiency of scalar multiplication is improved by replac-
ing point addition with point doubling. Algorithm 1 de-
scribes the optimized symmetric ternary scalar multipli-
cation method.

Algorithm 1 Optimized symmetric ternary scalar mul-
tiplication algorithm

1: Input: K= (knflkn,Q...klko)g,P(X,Yv,Z)

2: Output: KP

3:1=0,P =x,Q =x

4: whilei <n—-1do

5. if k; =1 then

6: Q=Q+P,P=3P

7. elseif k; = —1 then

8: Q=Q—-PP=3P

9: else if k; =2 then

10: P =2PQ=Q+ P,,P=3P
11: elseif k; = —2 then

12: P1:2P,Q:Q—P1,P:3P
13:  else

14: P =3P

15:  end if

16: end while

17 1=1+1

18: Return Q = (X, Y, Z,)

19: End

According to the analysis, the calculation of Algo-
rithm 1 requires n(9M +78)+ ¢ (4M +65)+ 5 (12M +45).

3 The Improved Scalar Multipli-
cation Algorithm

3.1 Scalar Multiplication Algorithm

Based on Co_Z Operation

3.1.1 Co_Z Point Addition in Jacobian Projec-
tive Coordinate

Let P = (X,Y,2),Q = (X,Y, Z) be two points with the
same Z-coordinate in Jacobian projective coordinate on
elliptic curve over GF(3™). We perform the Co_Z opera-
tion on Equation (2) and obtain the Co_Z point addition
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formula:
X3 :Z6(}/2—Y1)2—CLZ§—Z6(X1 +X2)'(X2—X1)2
Y3 =-23(Ye —Y1)[Z%(Ys — Y7)? — aZ3]
+ Z9°(Y1 + Ya) (X2 — X1)3
Z3s = 74Xy — Xy).

After simplification, we get:

X; =(Y2—Y1)? —alZ(X, - Xo)]?
—(X1 + Xo) - (X — X1)?
V3 =—(Y2—1)[(Y2 = Y1)* - a[Z(X>
—X1)2]+ (Y1 4 Y2)(Xo — X3)?
Zs = Z(Xs — X1).

Algorithm 2 describes the Co_Z point addition opera-
tion in Jacobian projective coordinate, where the coor-
dinate representation of output point satisfies (X;(Xs —
X1)27Y1(X2 — X1)3,Z(X2 — Xl) ~ (Xl,Yl,Z)). In Al-
gorithm 2, it requires 4M + 35 + 1C for per bit. In this
paper, we take S = 0.8M,C = 1.37TM. Compared with
mixed addition, the reduced cost is about 2M + 1C.

Algorithm 2 Co_Z point addition algorithm in Jacobian
projective coordinate(J-ZADD)
1: Input: P(X,,Y1,2),Q(Xs,Ya, Z)
Output: P+ Q = (X3,Y3, Z3)
A<—(X2—X1),B%Z'A
C «+ (ng — Y1)27D — (XQ — X1)3
X3=C—aB?*— (X1 + Xy) - (X5 — X;)?
Vs =—(Y2 = Y1) (C—aB?) + (Y1 + Ya) - (X2 — X1)°
Zs=7-A
Return Q = (X3,Y3,Z3)
End

3.1.2 Co_Z Point Addition in Lopez &Dahab
Projective Coordinate

Let P = (X1,Y1,7Z1) and Q = (X2, Ys, Z5) be two points
with the same Z coordinate in Lopez & Dahab projec-
tive coordinate, then the operation formula of P + Q =
(X3,Y3, Z3) can be simplified as:

Xy = (Yo—Y1)% - Z(Xs — X1)2(X1 + Xo + aZ)

Y3 :Z(XQ—Xl)(YQ—Yl)[X1Z(X2—X1)2—X3]
-N[Z(Xs — X1)*?

Zs = [Z2(Xs— X))

In Algorithm 3, the Co_Z point addition operation in
Lopez &Dahab projective coordinate is given, which sat-
isfies (X1U,Y1U?, ZU) ~ (X1,Y1,Z) in the process of al-
gorithm execution, so P + @ = (X3, Y3, Z3) has the same
7Z coordinate as input points P and Q.

The computation of Algorithm 3 requires 8 M + 3.5 per
bit, and the reduced cost is about 5M +25 compared with
previous point addition. Compared with mixed addition,
the reduced cost is about 3M.

Although the Algorithm 1 mentioned in section 2.3 im-
proves the efficiency of scalar multiplication algorithm,
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Algorithm 3 Co_Z point addition algorithm in Lopez
&Dahab projective coordinate(LD-ZADD)

1: Input: P(Xl,Yl,Z),Q(XQ,YQ,Z)

2: Output: P+ Q = (X3,Y3, Z3)
3:S<—(X2—X1)2,U<—Z'S
4:V(—Z'(X2—X1),W(—(1/2—Y1)2

5: X3:W7U’(X1+X2+CLZ)
6:Y3:V'(}/2—Y1)‘(X1'U—X3)—Y1'U2
7 Z3=27-U

8 Return Q = (X3,YE),, Zg)

9: End

it cannot resist SPA attack. Therefore, combining with
Co_Z point addition operation in Jacobian projective co-
ordinate, we propose an optimized symmetric ternary
scalar multiplication algorithm to resist SPA attacks.

Algorithm 4 Optimized symmetric ternary scalar mul-
tiplication algorithm against SPA

P = (X,Y,Z) € E(GF(3™)),and k =
(—2,-1,0,1,2)

1: Input:

i=0
Output: kP
onle :PvQ—l = _PaQQ :2PaQ—2 = —-2P
fort=n—-1,...,0do
Q=3Q
Q=J—-ZADD(Q, Q)
end for
Return @
End

In Algorithm 4, each loop performs point addition
and tripling(T") operation, and two doublings are re-
quired in precomputation. Through the analysis, we
can get computation complexity of Algorithm 4 about
n(ZA+T)+2D, where Z A represents Co_Z addition and
D represents doubling operation. The implementation of
the process in Algorithm 4 is independent of specific lo-
cation of scalar k, so attacker can’t get the information
about scalar k through the side channel information. Al-
gorithm 4 can resist the SPA attack. Compared with
Algorithm 1, the proposed Algorithm 4 improves security
and efficiency of ECC system.

3.2 Tripling-Add Operation in Jacobian
Coordinate

Computing 3P + Q. The Literature [20] proposed 3P +
Q@ formula in affine coordinate, in order to avoid inverse
operation, let 3P +Q = (X3, Y3, Z3), according to 3P+ Q
formula in affine coordinate, we get:

X! = C?—B(DZ>)?—(Z]AD)?*(aZ3—X>2)
D o W
/ — 23 422 12

Yy = ZZADZQ(Zg Z2 z‘§>

where A = a(X1+bZ%); B = (X{+0Z9)2-Z12a30X3; C =
Z3IYP - P ZYP X 02D - V(24D = B3 -

o972

Xo(Z7A)%, Then we take Z3 = Z{ ADZ,, The formula of
3P + @ is derived as followed:

X3 =C2— B(DZ)? — (ZTAD)(aZ3 — X5)
Yy = C[Xs — Xo(ZTAD)?] + Y (Z7 AD)?
Zs = ZTADZ,.

By storing the intermediate results and setting a = 1, it
can be seen that the computation of 3P + @ is 23M +
4C + 85 instead of 11 + 13M + 55 + 6C. We use com-
bined tripling-add operation in Jacobian coordinate to re-
place point addition and tripling operation, and get an im-
proved balanced ternary scalar multiplication algorithm.

Algorithm 5 Improved balanced ternary scalar multipli-
cation algorithm

1: Input: P = (X,Y,Z) € E(GF(3™)),and k =
n—1
S ki3t ks € (—1,0,1)

2: 6101tput: kP

3: Q<+ 0

4. fori=n-1,...,0do

5 if k; =1 then

6 Q=3Q+P

7. end if

8 if k; = —1 then

9: Q=3Q—-P

10:  end if

11:  if k; =0 then

12: Q=3Q

13:  end if

14: end for

15: Return @

16: End

The computation amount of Algorithm 5 is %nT—i— %n
T A, where T'A represents tripling-add operation.

4 Performance Analysis

In this section, we analyze the computational efficiency of
improved scalar multiplication algorithm on the elliptic
curve over GF(3™). First, Table 1 shows the comparisons
of calculation costs in different coordinate systems. It
can be seen from Table 1, the newly proposed Co_Z point
addition formula is more efficient than traditional point
addition.

In order to analyze the efficiency better, we choose the
ternary length of scalar k£ to be 101 bits, and consider
the typical ratio of inversion and multiplication: I = 8M.
The calculation comparisons of different scalar multipli-
cation algorithms are given in Table 2, it can be seen
from Table 2, that compared with other scalar multiplica-
tion algorithms, the computational efficiency of our Algo-
rithm 4 is increased by 16%, 26%, 10%, 3%, respectively.

Second, before we analyze the efficiency of 3P + @ in
Jacobian coordinate, We define « is the ratio of field in-
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Table 1: Comparisons of computation costs in different coordinate systems

Operation Jacobian projective coordinate | Lopez &Dahab projective coordinate
Point addition 10M +3C + 3S 13M + 58
Mixed addition(Zy = 1) TM +2C + 28 10M 448
Co_Z point addition 4M +1C' 43S 8M + 35
Tripling 5M + 25 +5C TM+ 1S +5C

Table 2: Computation costs of different scalar multiplication algorithms

Algorithm Total cost Anti-SPA | n=101bits
BTF Algorithm [4] n(I+4S+7M)+ 3n(I + 5 +2M) no 2565M
STF Algorithm [14] n(I+4S+7M)+n(I+ S5+ 2M) yes 2929M
Algorithm 3 in Ref. [13] n(OM +78) + F(4M + 65) + 5(12M + 4S) no 2390M
Alggjﬁ?gff;’g‘;rﬁg] n(10M + C +3S) + I +10M + S+ C yes 2293 M
Proposed Algorithm 4 | n(5M + 25 +5C) + n(4M + 1C + 35) + 2(5M + 35) yes 2158 M

Table 3: Calculation comparisons of different algorithms

Bit legth Algorithms
BTSM Algorithm [20] | Ternary scalar multiplication Algorithm [20] | Proposed Algorithm 5
101 3006 M 3407M 2801 M
122 3630M 4113M 3384M
142 4225M 4786 M 3939M
162 4820M 5458 M 4493 M

version and multiplication. The efficiency can be derived
from the following equation:

34.88

ef ficiency =1 —

25.224-«

o
>

o
w
T

efficiency(%)

o
N
T

01

Figure 1: Efficiency of 3P + ) formula in Jacobian coor-
dinate

Figure 1 shows the efficiency analysis of 3P + @ for-
mula in Jacobian coordinate and affine coordinate. In
Table 3, we choose the scalar symmetric ternary length
as 101,122,142 and 162. When the scalar length of the
ternary expansion is 162, it can be seen from Table 3 that
our proposed Algorithm 5 improves the computational
efficiency by 7% and 18% compared with the BTSM al-
gorithm and the ternary scalar multiplication algorithm.

5 Conclusions

In this paper, the Co_Z point addition formula in differ-
ent projective coordinates on elliptic curve over GF(3™)
is proposed. Compared with previously mixed point addi-
tion formulas, the computational time is reduced. Com-
bined the new formulaes and optimized symmetric ternary
scalar multiplication algorithm against SPA, the compu-
tational efficiency is improved. Compared with other al-
gorithms, the efficiency of Algorithm 4 is increased by
16%, 26%, and 10%, respectively. We also proposed
3P+ @ formula in Jacobian coordinate. The average run-
ning time of the improved balanced ternary scalar mul-
tiplication algorithm is about 7% faster than that of the
BTSM algorithm.
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