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Abstract

In this paper, we present a novel (2, 2) reversible secret
image sharing scheme. Our scheme permits secret mes-
sages to be shared with two participants by splitting the
marked encrypted image into two shadows. The secret
messages can be reconstructed if two participants collab-
orate with each other. The proposed scheme chooses suit-
able binary blocks of a cover image in which to embed the
secret message and divides those blocks into two shadow
blocks by executing a logical operation with all of the
other binary blocks, thereby producing two shadows. In
the data extraction procedure, the secret messages and
the cover image can be reconstructed by the logical oper-
ation of the corresponding binary blocks of the two shad-
ows. A practical application is demonstrated by model-
ing our scheme as a reversible watermarking scheme in
the Cloud. The experimental results indicated that the
proposed method is reversible and that it can restore the
image and watermark properly.

Keywords: Data Hiding; Reversible Watermarking; Secret
Image Sharing

1 Introduction

It is very important to secure information [1,12,14,15,18]
in today’s information age. Secret sharing is an effec-
tive approach to protect the security of information by
sharing parts of the data with different holders to avoid
leaking useful information. In 1979, Shamir and Blakley
independently introduced the concept of secret sharing
and proposed two (¢, m) threshold schemes [1,15]. In
Shamir’s scheme [15], a dealer divides a secret, D, into

m pieces, which are kept by a group of m users; Then,
t or more users can collaborate to recover D, and less
than ¢ users cannot restore D. Inspired by these (¢, m)
threshold schemes [3, 5,10, 13, 16], many researchers fo-
cused on the study of secret sharing. In 1995, Naor and
Shamir extended the (¢, m) threshold scheme to secret
image sharing and proposed the concept of visual secret
sharing (VSS) [13]. Although their scheme was a novel
method for sharing secrets, it applies only to binary im-
ages and incurs the pixel expansion problem.

In the past decades, as an important direction for secret
message delivery applications, some schemes [2,4,6-9,11]
have been proposed. Chang et al. introduced a secret
image sharing scheme [2] in 2008. In their scheme, a
magic matrix was used to modify the cover image in or-
der to embed the secret digits. Their scheme can com-
pletely restore a cover image after the secret digits are ex-
tracted. In 2009, Lee et al. proposed a reversible data hid-
ing scheme [9] in which two steganographic images were
used. According to their scheme [9], a cover pixel pair
is changed at most by one when two secret bits are em-
bedded. Therefore, a high steganographic image quality
is provided. In 2015, Lu et al. proposed a dual-image-
based data hiding method [11]. In their study, the center
folding strategy was used to reduce the value of the se-
cret symbols to obtain the folded secret information that
was embedded in the two images. Recently, Chang and
Liu presented a novel (2, 2) secret sharing method [7]. In
their research, the balance between the quality and the
payload of the shadows can be achieved easily by adjust-
ing a control parameter. Compared with the methods of
Lee et al. [9] and Lu et al. [11], Chang and Liu’s scheme [7]
achieved the highest payload and best flexibility.
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Inspired by the above schemes, we present a novel (2,
2) reversible secret sharing scheme. The proposed scheme
uses the logical operation on bit-planes [17] to embed se-
cret data, such as the watermark, and then splits the data
into two shares. Thus, our scheme generates two mean-
ingful images, called shadows. Furthermore, we applied
the proposed secret image sharing scheme to a reversible
watermarking scheme in the Cloud to demonstrate its va-
lidity.

The rest of this paper is organized as follows. Section 2
reviews Chang and Liu’s scheme. Section 3 presents the
proposed reversible secret sharing scheme. Section 4 pro-
vides our experimental results, and Section 5 gives our
conclusions.

2 Brief Introduction of Chang and
Liu’s Scheme

Chang and Liu’s scheme [7] is a reversible (2, 2) secret
image sharing method. Their scheme consists of two pro-
cedures, i.e., the secret sharing procedure and the secret
and image reconstructing procedure. Here, the secret im-
age and the cover image are both grayscale images. The
two procedures are described in the following subsections.

2.1 Secret Sharing Procedure

In this process, a grayscale secret image is embedded into
a grayscale cover image P. Assume that P with size of
Hx W isexpressed as P={p;li =1, 2, ..., (HxW)},
where p; is the i-th pixel of P and p; € [0,255]. Let G be a
binary stream representing a secret image, with the length
of |G|. G issplit into k segments, and each segment, ¢, is
the size of w bits whose value is in the range of 0 to 2 —1.
Here w is considered as a control parameter. Thus, G
can be represented as G = {cq4l¢ =1, 2, ..., k}, where
k =[|G| /w]. Two shadow images, P; and P,, which are
the same size as P, are generated after G is embedded.
The detailed steps are as follows:

Step 1: Set a value of w.

Step 2: Sequentially read each segment ¢, of w bits
from G.

Step 3: Embed ¢, into p, to produce two shadow pixels
Pg1 and pga. Let w* = 2¥/2, and then perform dif-
ferent embedding processes for ¢, < w* or ¢q > w*.

Step 3.1: Embed ¢, for ¢; < w*. There are three cases
to deal with.

Case 1: If 0 < pg £ ¢4 < 255, pg1 and pgo are com-
puted as

(1)

(2)

pql
P2 =

Pq — Cq,

Pq + Cq-

952

Case 2: If p, + ¢4 > 255, py1 and pge are computed
as

(3)

(4)

P2 =
P =

Pq;

Py — (26 — 1),
where e = p, + ¢4 — 255.

Case 3: If p; — ¢4 <0, pg1 and pgo are computed as

()

(6)

Pqg1 =

P2 =

Dq>
Pq + (2f - 1)7

where f =0— (py — ¢q)-

Step 3.2: Embed ¢, for ¢, > w*. Firstly, set ¢, = ¢;—w”
to satisfy ¢, < w*. Secondly, perform Step 3.1 to
obtain pg1 and pge. Finally, swap pg1 and pgo.

Step 4: Repeat Step 2 and Step 3 until G is fully pro-
cessed and P; and P, are generated.

Step 5: Give P; to one receiver and give P, to another
receiver.

In the above steps, (2e-1) and (2f-1), which appear in
Cases 2 and 3, respectively, are set to be odd in order to
identify the overflow condition, which will be described
in detail in the subsequent extraction process. Setting
cq = cq —w™* in Step 3.2 is to decrease distortion. Then,
Dq1 and pgo are swapped to satisfy pg1 > pge.

Example 1. Assume that a binary stream S= 00111101’
is part of the secret image G and that p1 = 80 and
p2 = 253 are two pixels of the cover image P. Next is how
to embed S into p1 and ps. First, we set w =4 and w* =
2¥/2 =8. So, S is separated into two segments ¢ and ca,
both of which are 4 bits, i.e., ¢; = (0011)y = 3 and co =
(1101), = 13.

1) Embed ¢; = 3 into p; = 80: Since ¢; < w* and 0 <
p1 £ < 255, it is Case 1. And we apply Equa-
tions (1) and (2) to produce two shadow pixels p;; =
p1—c1 =80—3 =77and p12 = p1+c1 = 80+3 = 83.

Embed ¢y = 13 into po = 253: Since ¢y > w*, the
process turns to Step 3.2 to set co = ¢y — W =
13 — 8 = 5. Then, the process turns to Step 3.1.
Since ps + co = 253 + 5 > 255, it is Case 2,
and Equations (3) and (4) are applied to compute
p21 and pay where pay = p and py; = pa—(2e—1) =
p2 — (2 (p2 + c2 — 255) — 1) = 248. Finally, pos and
po1 are swapped.

2.2 Secret and Image Reconstructing
Procedure

Let pj; and pj2 be the corresponding pixels of the two
shadow images P; and P, respectively. The secret image
and the cover image can be reconstructed by the following
steps:
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Figure 1: Schematics of bit-planes and a binary block

Step 1: Swap p;1 and pjo if pj1 > pjo.

Step 2: Reconstruct secret segment c, and cover pixel
Dg- The reconstruction process consists of the follow-
ing three cases:

Case 1: If (ps1 + pg2) mod 2 =0,

Pq1 + Dg2
bq = %7 (7)
Cq = DPq = Pq1 OT Cqg = Pg2 — Pgq- (8)

Case 2: If (ps1+p42) mod 2 # 0 and pge+w* > 255,
(9)

According to Equations (3) and (4), ¢, can be
calculated as

Pq = Pq2-

2 —Pg1+1
2

cq =255+ Py — Dg2- (10)

Case 3: If (ps1 + pg2) mod 2 # 0 and p,1 — w* <0,

Pq = Pq1-

According to Equations (5) and (6), ¢, can be
calculated as

_ Pg P+l
B e—

q

Step 3: Set ¢q = cq +w™ if Step 1 is executed.

Step 4: Repeat Steps 1-3 until all the pixels of the
shadow images are processed.

In this scheme, the parity of a number is used to distin-
guish whether or not it is overflow. The order of the values
of two shadow pixels is employed to determine whether a
normal value or a processed value was embedded.

Example 2. Use the two pairs of shadow pizels generated
in Example 1, (p11 = 77, p12 = 83) and (pa1 = 253, pa2 =
248), to demonstrate the reconstructing procedure for the
secret and the cover images.

1) Use p11 and pi2 to restore ¢; and p;. Notice that
p11 < P12, we can get ¢; < w* based on the method
used in the secret sharing procedure. Since (p11 +
p12) mod 2 = 0, Equations (7) and (8) are applied to
reconstruct p; as p1 = (p11 +pi12)/2 = (77+83)/2 =
80 and ¢y as ¢; = p; —p11 = 80 — 77 =3 = (0011)a.

2) Use po1 and pag to restore co and po. Here pa; > poo
means that co > w*, and the process turns to Step 1.
Also, because (p21 + p22) mod 2 # 0 and pag + w* >
255, that is Case 2, and Equations (9) and (10) are
used to calculate ps and co. Here po = pag = 253 and
Cy = 2554 P22=batl _ )y — 9554 2324841 _ 953 —
5. Finally, adjust ¢ to co + w* =5+ 8 = 13 =
(1101)3. Accordingly, we obtain the binary secret
stream S = ’00111101" and the cover image pixels
are p; = 80 and py = 253.

3 Proposed Secret Image Sharing
Scheme

Inspired by Chang and Liu’s scheme [7], we propose a
novel (2, 2) secret image sharing scheme using a model in
which an image is watermarked and shared by the Cloud.
The bit-planes-based technique is used for image process-
ing in the proposed scheme, and it is introduced as follows.
An original grayscale image of 8-bit resolution can be de-
composed into eight bit-planes in such a way that we can
perform image processing at the bit-level. Yi et al. [17]
embedded the bits in the lower bit-planes of an original
image into the higher bit-planes, allowing the lower bit-
planes to be reserved for hiding secret data later.

The logical operation is performed on the binary blocks
in the bit-planes and the binary blocks with certain char-
acteristics are selected to embed the watermark. Then,
the embedded bit-planes are combined to form a stego-
image. A schematic of the bit-planes of an image and a
binary block is shown in Figure 1.

After receiving an image, the Cloud embeds a water-
mark in it, produces two shadows, S and Sy, of the
marked image, and then distributes them to the two re-
cipients. By incorporating S; and S, we can extract the
watermark and recover the original image. The proce-
dures in our proposed scheme are shown schematically in
Figure 2.

3.1 Watermark Embedding and Shadows
Generating

To prevent revealing any information of an original im-
age I, the proposed method encrypts I by processing the
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Figure 2: Procedures of (a) Secure image sharing; (b) Secret data retrieving and image restoring

encryption procedure, and only the encrypted image will
be sent to the Cloud. Let EF be an encrypted image.
E={nl=1,2, ..., (M x N)}, where r; € [0, 255].
Now we decompose F into eight bit-planes, and every bit-
plane then is divided into a set of non-overlapping 3 x 3
binary-blocks. For each block, let b be the central bit of
the block. Let n and n’ be the total numbers of the re-
maining bits in this block excluding b that are equal to
b or not, respectively. Based on the result of the com-
parison of n and n’; all the blocks are classified into two
categories, i.e., the Nice block where n > n’ and the Bad
block where n < n/'.

The Nice blocks are selected and the central bits of
them will be modified to embed the watermark. Since
the Cloud will produce two shadows of FE, i.e., S; and
Sy, for the two receivers, the proposed scheme utilizes
different combinations of the values of the central bits of
the blocks in the corresponding S; and S5 to denote that
0 or 1 has been embedded. Next, we give an example of
the Nice block and the Bad block and the structure of the
shadow block in Figure 3.

The Nice blocks will be chosen to embed the water-
mark. In the proposed scheme, we generate two corre-
sponding shadow blocks for one block of the cover image.
The central point bits of a block and its corresponding
shadow blocks are designed and shown in Table 1. The
column L; indicates which number in a block is more. The
column Ly represents the combination of b; and by, the
central bits of the two corresponding shadow blocks. Ac-
cording to the columns L; and Lo, the proposed scheme
gives four scenarios, respectively, against b = 0 or b = 1.

Let B be a 3 x 3 Nice block divided from the bit-
planes of the cover image, whose structure is shown in
Figure 4(a). Let SB; and SBs be two corresponding
shadow blocks to B, and distribution of their bits is shown
in Figures 3 (c) and (d), respectively. The two shadow

o | 0| o Be-lLd0-1- 6
o | OB | 1 1 | 0B | 1
0| 1 1 1| 1 1
(a) Niceblock (b) Bad block
& | & | & a' | &' | &'
di | b | d di’ | by | o5
ds | dv | o ds" | & | o8

(c) Shadowblock 1 (d) Shadow block 2

Figure 3: An example of the blocks in encrypted image
and shadow image where the value of the central point,
b, is 0; (a) The Nice block for n = 5 and n’ = 3; (b) The
Bad block with n = 3 and n’ = 5; (¢) and (d) The bits
structure of shadow blocks corresponding to (a).

mo| @ | a @ | @ | a

a4 | p as a4 | as | as

a5 | ar | az a | @ | ae
(=) (b)

di | dr | o5 di' | &' | &'

da | ds | ds dy' | &5 | df

dr | di | db di' | & | &
(c) (d)

Figure 4: Examples of the structure of the blocks
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Table 1: Central point bits of the binary block and its corresponding shadow blocks

b=0 b=1
Majority bit | b1bo Description Majority bit | b1bs Description
L1 L2 L3 Ll L2 L3
0 00 embedding 0 0 11 bad block
0 01 embedding 1 1 01 | no embedding
0 10 | no embedding 1 10 embedding 0
1 00 bad block 1 11 embedding 1
Original Shadow Shadow
Cate 0 ti
block BO | PR block1 block 2

0|o|a i 1{0]1 1{0]1

0] 1]] Miceblock | T et [ [1]of1]|{1]0]0

and sharing

111 1101 1110
glofao o 0 1 0f1(1
0[0]1]| Niceblock E“";E';"’“?E Yitlolo||[1]1]1

and sharin

o1]1 S]]l {1]e]1
glofao 1100 1{0]0

01 Bad block diving 0(0]1 1100
1(1]1 110]0 0f1(1

Figure 5: Examples of an original block being divided into two shadow blocks

blocks SB; and SBy must satisfy d; @ d; = a;, where
i=1,2, ..., 8 @ represents the XOR operation, and
(b1, b2) must satisfy the conditions in Table 1 for embed-
ding zero and one. Similarly, for the Bad block B is equal
to Figures 4 (b). Let the two shadow blocks SB1 and S B>
be equal to Figures 4 (c) and (d), respectively. And SB;
and S By must satisfy d; ®d; = a;, wherei =1, 2, ..., 9.

As we can see, d; can be replaced by 0 or 1, so can
d;. Thus, d; and d; are unfixed for a shadow block. After
all the binary-blocks are processed as shown above, the
Cloud produces two shadows of the encrypted image and
delivers them to the two receivers. However, they only
can obtain the original block of the encrypted image by
the cooperation of the two shadow blocks, since neither
of the single shadow blocks can give the original block.
Therefore, the proposed scheme allows the secure sharing
of secret images.

Example 3. The following example illustrates how to
generate two shadow blocks for embedding a single bit in
a giwen Nice block with the situation that the central bit
equal zero. Figure 5 lists three cases of the process. Simi-
larly, for the case of the central bit being one, we can also
list like this according to the conditions in Table 1.

3.2 Watermark Extraction and Image

Recovering

After embedding the watermark in the encrypted image,
the Cloud delivers two shadows, S; and S of the en-
crypted image to two different receivers, R; and Ro. After
being permitted, R; and Rs can extract the watermark
and restore the image to the state that the Cloud ac-
cepted, and they can restore the image to original image
by decryption. The process is as follows. First, two shad-
ows will be decomposed into 8 bit-planes, and, then, each
bit-plane will be divided into a set of non-overlapping 3 x 3
binary blocks. Second, we perform the XOR operation on
a pair of blocks from corresponding bit-plane pairs from
the two shadows. Finally, according to the state of the
two central point values and the operating result blocks,
we can obtain the original block without any embedded
secret bits.

Example 4. Use two shadow blocks to perform the restor-
ing and extracting process. We can use the two shadow
blocks generated in Fxample 3. Three examples of ob-
taining the original blocks and secret bits are shown in
Figure 6.

First, the XOR operation is performed on two shadow
blocks to get a result block, where their central bits are
labeled as b; and by. Second, determine the number, d,
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Figure 6: Examples of the restoration of the original block and the extraction of secret bits

that appears more often except for the central point. Fi-
nally, according to columns L; and Ly in Table 1, we can
get the original block and the secret bit by comparing the
relationships between L; and d and between Lo and the
connection string of b; and by. Therefore, in the first row
of Figure 6, the central bit of the original block and the
secret bit are both 0 when d = 0 and the concatenation
of by and by is 00’. By proceeding with all of the blocks
in the two shadows in this way, the encrypted image that
was sent to the Cloud is restored, and the watermark is
extracted.

4 Experimental Results

In this section, some experiments were conducted on some
test images to evaluate the correctness of the proposed
scheme. Our experiments were conducted by using soft-
ware MATLAB R2012b running on a personal computer
whose operation system is Windows 10. The CPU of
the computer is Intel Xeon E3-1225 v5, 3.3GHz, and the
memory is 8GB. Focusing on the method related to se-
cret sharing rather than encrypting images, the Henon
map, an extensively-used, easily-implemented method,
was used as the simulation to encrypt our test image. The
Henon map is a two-dimensional, non-linear map, and it
is defined as follows:

Tpp1 = 1—ax%+yn (11)
Yn+1 = bxn
In our experiments, we set xr1 = —04, y; = —0.4, a =

1.2, b = 0.3, and these four values represent the secret
key. By using Equation (11), two one-dimensional chaotic
maps can be produced for use in creating a transform ma-
trix to change the pixel locations of the original image
and to obtain the shuffled image, i.e., the encrypted im-
age. Two test grayscale images with sizes of 512 x 512

were encrypted by using a Henon map with the above
parameters to generate two encrypted images, while two
grayscale watermark images were embedded into the en-
crypted images, respectively. The two watermark images
we used are shown in Figure 7.

(a) watermark image 1 with size 37 %57

() watermark image 2 with size 102102

Figure 7: Two test watermark images

Figure 8 shows the test image "Lena” and its encrypted
image and the corresponding two sets of shadow images.
Figure 9 shows the case in which the test image was ”Ba-
boon”. Then, in the reconstruction process, we used the
two cooperative shadow images generated above to ex-
tract the logos and reconstruct the encrypted images suc-
cessfully. We also used Equation (11) to restore the en-
crypted image exactly to its original state after obtaining
the secret key used for encryption. We also used addi-
tional images to test the payload of the proposed scheme.

To illustrate the security of the proposed scheme, we
will explain it from two different perspectives. One is the
computational cost, and the other is the most common
quantities, i.e., the number of pixels change rate (NPCR)
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(a) Testimage “Lena” (b} Encrypted image (c) Shadow image 1 for
watermark image 1

(d) Shadow image 2 for (e} Shadow image 1 for (f) Shadow image 2 for
watermark image 1 watermark image 2 watermark image 2

Figure 8: Example of the proposed scheme using the test image ”Lena”

(a) Test image “Baboon” () Encrypted image (c) Shadow image 1 for

watermark image 1

d} Shadow i e 2 for e) Shadow i e 1 for Shadow i e 2 for
mag mag mag
watermark image 1 watermark image 2 watermark image 2

Figure 9: Example of the proposed scheme using the test image ”Baboon”
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and the unified average changing intensity (UACI). As-
sume that an attacker gets one shadow image, which
won’t leak any secret information. As described in Sec-
tion 3 of the shadow images generation process, if he/she
applies a brute-force attack to obtain the other shadow
image, the possibility of success can be calculated as:

N S
PO = SMxNx8 T opgMxN

Obviously, this is very hard to accomplish. The compu-
tational cost of our method is mainly the XOR opera-
tion of the bit matrix in the image, which is linear, so
the computational complexity of the proposed scheme is
low. Next, we look at the second perspective, NPCR and
UACI. Generally, a high NPCR/UACI score is inter-
preted as a stronger anti-attack performance, and they
are the most common standardized tests for the security
of an image. These two quantities were used in our exper-
iment to test the two shadow images. Let us assume that
we tested the two shadow images A' and A2, respectively;
the pixel value at corresponding positions were denoted as
Al(i,§) and A2(i,j), and an array F is defined in Equa-
tion (12). Then, the NPCR and UACI are defined by
Equations (13) and (14), respectively, where M and N
are the width and height of the shadow images, L is the
maximum pixel value, which is 255 for a grayscale image.

o 0, if AY(i,5) = A%(i, )
e = { Lt A1) % A% (12
J)

NPCR(A',A%) = >, ,JM( leoo% (13)
A Z,] 7"42 Z,]
UACI(A', A?) Zm«‘ (MiNX(L )
x100%.  (14)

The ranges of NPCR and UACI are all [0, 1]. If
NPCR(A', A?) = 0, it means that all of the pixels in A2
have the same value as in A, and, if NPCR(A!, A?) =1,
then all of the corresponding pixels have different values in
Al and A2%. Obviously, the ideal value for NPCR is close
to 1, but, for UACI, it is not obvious that the better value
also is close to 1. However, it generally is believed that the
expected UACI value of a grayscale image is about 33%.
Based on Eqgs. 12- 14, we calculate the NPCR and UACI
scores of the four sets of shadow images in the previous
examples, and the data are shown in Table 2. It can be
observed that the NPCR scores of the shadow images are
greater than 99.8%. It indicates that the two shadow im-
ages in each pair differ greatly. In addition, UACI scores
of the shadow images are higher than 34%. It is obvious
that the average changing intensity of the corresponding
pixels in the shadow images is very strong.

In terms of image embedding capacity, in addition to
the previous two test images, we also tested several other
images in our experiment. Figure 10 shows the other four
test images and their encrypted images. Table 3 shows
the payloads of all six encrypted images, from which it
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can be seen that the payload of the encrypted aircraft
image reaches the maximum of 117805 bits and the en-
crypted baboon image has the smallest payload of 87272
bits. Thus, the experimental results show that proposed
scheme can successfully share a secret image. It is a good
method for the watermarking in the Cloud and achieving
the secure sharing of secret information.

5 Conclusions

In this paper, a novel (2, 2) reversible secret sharing
scheme is proposed, and the scheme was demonstrated
by an application model of reversible watermarking in
the Cloud. In this scheme, first, the original image is
encrypted before uploading to the Cloud so that it can-
not be leaked to any third party. Second, two shadows of
the encrypted image with watermark information are gen-
erated. The test results in Table 2 indicate that NPCR
score and UACT score are ideal. And from the experimen-
tal results in Table 3, we find that the average payload
of these six encrypted images is 99185 bits. Finally, only
through the collaboration of the two recipients can the
exact watermark be determined and the encrypted image
be obtained. The original image can be recovered without
any damage, if desired.
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