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Abstract

Based on chaotic system and improved krill herb algo-
rithm, so password flow is generated, and we put forward
an effective medical image encryption method in this pa-
per. The new method adopts adaptive function to sort
krill individuals and select the best results. The output
sequence of sub-key formed by location of part of individ-
ual encrypts medical image. Experimental results show
that the new algorithm is more complexity and random-
ness than ordinary pseudo-random sequence generator. It
limits the possibility of inferring all keys by attacker, and
ensures the effectiveness of resistance in known plaintext
attack. Finally, it achieves high security of encryption for
medical images compared with other encryption methods.

Keywords: Chaotic System; Krill Herb Algorithm; Medi-
cal Image Encryption

1 Introduction

Medical image security [7, 17, 25] technology plays an
important role in the military, medical fields and other
highly confidential fields. In the transmission or archiv-
ing of encrypted images, it is necessary to analyze them
with keys in the encryption stage. In particular, data
compression and authentication of reversible data hiding
in the encryption field must be completed in the encryp-
tion stage. For example, in a cloud computing scenario,
if the original content of the image or the key used to en-
crypt the image is not known, the secret message can be
encapsulated in the encrypted image. But in the decoding
stage, the original image must be completely recoverable
and the secret information must be extracted without er-
rors. Therefore, there is a trade-off between packaging ca-
pacity and reconstructed image quality. Compared with
text data, image data has larger amount of encrypted
data and redundant information and stronger resistance
to malicious exhaustive attack [8–11].

Compared with the traditional encryption system,
chaotic system [22, 23] has the advantages of stronger.
The trajectory of the aperiodic and extreme sensitivity to
initial conditions, nonlinear, each state ergodicity, unpre-
dictability and other features, are attached great impor-
tance by many scholars and experts. Krill herb optimiza-
tion (KH) algorithm [18, 19] is a bionic algorithm macro
sense, it mimics all life and the generation of intelligence
and evolution process. It is the optimal random search
algorithm based on natural selection principle, which has
a simple and good robustness, parallel and adaptive na-
ture, etc.

In recent years, it has been widely used in cryptogra-
phy, machine learning, neural network training, combina-
torial optimization and other fields due to its great poten-
tial in solving complex optimization problems [20,21,24].
The application of krill swarm algorithm for encrypting
data is also one of the research frontiers in medical image
encryption field currently.

Cao [4] presented a medical image encryption algo-
rithm using edge maps derived from a source image. The
algorithm was composed by three parts: bit-plane decom-
position, generator of random sequence, and permutation.
Chen [5] proposed an adaptive medical image encryption
algorithm based on improved chaotic mapping in order to
overcome the defects of the existing chaotic image encryp-
tion algorithm. First, the algorithm used Logistic-sine
chaos mapping to scramble the plain image. Then, the
scrambled image was divided into 2-by-2 sub blocks. By
using the hyper-chaotic system, the sub blocks were adap-
tively encrypted until all the sub block encryption was
completed. Nematzadeh [15] aimed at proposing a med-
ical image encryption method based on a hybrid model
of the modified genetic algorithm (MGA) and coupled
map lattices. First, the proposed method employed cou-
pled map lattice to generate the number of secure cipher-
images as initial population of MGA. Next, it applied
the MGA to both increase the entropy of the cipher-
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Figure 1: Proposed encryption framework

images and decreased the algorithm computational time.
Prabhavathi [16] proposed a chaos-based image encryp-
tion conspire utilizing Lorentz map and Logistic condition
with numerous levels of diffusion. The Lorentz map was
utilized for confusion and the Logistic condition for dif-
fusion, in this work, stenography and encryption systems
were joined to ensure the patient secrecy, and increment
the security in medicinal images. However, the encryp-
tion efficiency is not high. To perfect these demerits, we
present an improved krill herb algorithm and chaotic sys-
tem for medical image encryption.

The rest of this paper is organized as follows. Section 2
introduces the framework of proposed image encryption
algorithm. Section 3 provides improved krill herb algo-
rithm for image encryption. Section 4 provides chaotic
encryption. Section 5 shows the results and discussions.
The conclusions are drawn in the final section.

2 Framework of Proposed Medi-
cal Image Encryption

As shown in Figure 1, the krill herb algorithm is used to
generate the cryptographic stream, which mainly includes
three steps:

1) Firstly, the pseudo-random number generator is used
to generate the 128-bit random sequence and the krill
herb algorithm is used to generate the cryptographic
stream;

2) The plaintext image is scrambled and diffused to ob-
tain the scrambled graph by a series of algorithms;

3) Combined with the password stream generated by
krill herb algorithm, the scrambled graph is en-
crypted again to obtain the final encrypted image.

3 Improved Krill Herb Algorithm
for Medical Image Encryption

The KH algorithm is a new heuristic intelligent optimiza-
tion algorithm, which is mainly based on the simulation
study of the survival process of the Antarctic krill group
in the marine environment. For each krill individual, its
location update is mainly affected by three factors:

1) Induced exercise (induction of surrounding krill);

2) Foraging activities;

3) Random diffusion.

The speed update formula for krill individuals uses the
following Lagrangian model:

dxi
dt

= Ni + Fi +Di.

Where, Ni, Fi, Di represent induced movement, foraging
movement and random diffusion, respectively.

The formula for the three factors is constructed as fol-
lows:

Ni = Nmaxαi + wnN
old
i (1)

Fi = Vfβi + wfF
old
i (2)

Di = Dmax(1− t

tmax
) · δ.

Where, Nmax, Vf and Dmax represent the maximum in-
duction speed, the maximum foraging speed and the max-
imum diffusion speed, respectively. αi, βi, δ represent the
direction of induction, the direction of foraging and the
direction of diffusion, respectively. wn and wf denote the
induced weight and the foraging weight respectively. t and
tmax are the current iteration number and the maximum
number of iterations.

The position update formula for krill individuals in the
interval t to t+ ∆t is as follows:

xi(t+ ∆t) = xi(t) +
dxi
dt

(∆t).

∆t = Ct

NV∑
j=1

(UBj − LBj).

Where ∆t is the scaling factor of the velocity vector,
Ct is the step size scaling factor, taking a constant be-
tween [0,2]. NV represents the number of variables. UBj

and LBj are the upper and lower bounds of the j − th
variable, respectively.

In order to further improve the performance of the al-
gorithm, the genetic operator (crossover or mutation) is
executed in the algorithm. After testing, the crossover
operator is more effective.

xi,m = xr,m randi,m < Cr

xi,m = xgbest,m + µ(xp,m − xq,m) randi,m < Mu.
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Where Cr is a crossover operator, M is a genetic opera-
tor, and rand is an uniformly distributed random number
on [0,1]. u is a constant in [0,1].

In the KH algorithm, assuming that αi = βi = 0 in
Equations (1) and (2), the krill individuals will always in-
duce movement and foraging movement with wnN

old
i and

wfF
old
i until the boundary. It can be seen that the larger

wn and wf are beneficial to jump out of the local min-
imum point, and the algorithm has strong global search
ability; the smaller wn and wf are beneficial to the accu-
rate local search of the current region, and improve the
local search ability of the algorithm. Therefore, reason-
able adjustment of the induced weight wn and foraging
weight wf is the key to efficient algorithm search and
avoid falling into local optimum. This paper proposes a
time-based nonlinear diminishing strategy, namely:

wn = wf =
wmax − wmin

tmax
· (tmax − t) + wmin · rand.

Where t and tmax are the current iteration number and
the maximum number of iterations, respectively. wmax

and wmin represent the maximum and minimum values
of the induced weight and the foraging weight, respec-
tively. This strategy makes the overall wn and wf of
the algorithm gradually decrease. The introduction of
the random number rand changes its monotonic mode of
linear decrement, so that the algorithm can adapt to the
current search situation well throughout the iterative pro-
cess, thus more effectively adjusting the global search and
local exploration ability of the algorithm.

In the KH algorithm, the krill individuals are randomly
distributed in various locations in the solution space, and
the position of the food is calculated based on the current
location of the krill individuals. However, as the iterative
process progresses, the location of the krill population
and the location of the food tend to be the same, so that
the exchange of information between the krill population
and the exchange of information between the krill pop-
ulation and the food location becomes significant. Get-
ting smaller and smaller. So we add random disturbances
when generating a new generation of populations, and
update the formula as follows:

xi(t+ ∆t) = xi(t) +
dxi
dt
· (∆t) · rand.

Through the random perturbation of the above update
method, the amount of information contained in the new
generation of krill group can be increased, so that the krill
individual who falls into the local optimum jumps out of
the local optimum and moves toward the global optimal
direction. In the later stage of the algorithm, the local
exploration ability of the algorithm can be obviously en-
hanced and the accuracy of the solution can be improved.

4 Chaotic Encryption

Firstly, Logistic chaotic mapping was used to scramble the
pixels of the original image [3,6,14]. Logistic chaotic map-

Figure 2: The process of generating a cryptographic
stream using KH algorithm

ping expression is xn+1 = µ·xn(1−xn), where xn ∈ (0, 1),
n = 1, 2, · · · . 0 < µ ≤ 4 is a bifurcation parameter.
xi ∈ (0, 1), i = 0, 1, 2, · · · . When µ ∈ [3.6, 4], Logistic
systems are chaotic systems. When the initial value is x0,
the sequence can be obtained. The detailed steps are as
follows:

1) Supposing the original image size is m×n, the initial
value of chaotic mapping is µ and xi to generate one-
dimensional chaotic sequence xk, k = 1, 2, · · · ,m×n.

2) The elements in xk are rearranged with a certain rule,
that is, the scrambling operation, and then the new
sequence is obtained, denoted as x′k.

3) The image obtained from the previous step of scram-
bling is evenly divided into two sub-blocks, denoted
as P1 and P2. The XOR operation of P1 and P2
is performed to obtain P11, and the XOR operation
of P11 and P2 is performed to obtain P22. Finally,
a new matrix is synthesized from P11 and P22 to
complete the image diffusion.

4) Repeat the above steps for n scrambling and m dif-
fusion.

5 Experiment Results

We conduct experiments on matlab. The image size
is 128× 128pixel. Figure 3 is the original medical image.
Figure 4 is the corresponding encrypted image. Figure 5
is the decrypted image. Figure 6 is the gray histogram of
Figure 3. Figure 7 is the gray histogram of Figure 4.

According to Figure 4, it can be obtained that:

1) The encrypted image approximates a white noise;

2) The decrypted image is relatively clear, and the pix-
els are almost close to the original image;
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(a) Image 1 (b) Image 2 (c) Image 3 (d) Image 4

Figure 3: Testing images

(a) Image 1 (b) Image 2 (c) Image 3 (d) Image 4

Figure 4: Encrypted images

(a) Image 1 (b) Image 2 (c) Image 3 (d) Image 4

Figure 5: Decrypted images

(a) Image 1 (b) Image 2 (c) Image 3 (d) Image 4

Figure 6: Gray histogram

(a) Image 1 (b) Image 2 (c) Image 3 (d) Image 4

Figure 7: Gray histogram
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3) The histogram of the encrypted image is smooth,
which is different from the histogram of the origi-
nal image, indicating the effectiveness of the image
encryption algorithm based on KH algorithm and
chaotic system.

We also make comparison with some newest encryption
methods including DHDL [12], EST [13], SDWT [1] and
PSC [2]. Operational efficiency analysis is shown in Ta-
ble 1.

Table 1: Time analysis / s

Method DHDL EST SDWT PSC Proposed
Image 1 0.38 0.26 0.25 0.31 0.12
Image 2 0.58 0.46 0.31 0.47 0.23
Image 3 0.37 0.28 0.22 0.23 0.14
Image 4 0.41 0.37 0.26 0.22 0.17

The following two factors are tested for demonstrating
the efficient of proposed method in Tables 2 and 3.

1) Pixel change rate:

NPC =

∑m−1
i=0

∑n−1
j=0 d(i, j)

m× n
× 100%,

where d(i, j) = 1, if p(i, j) = p′(i, j).

2) The mean intensity varies uniformly:

U =
100

m× n

m−1∑
i=0

n−1∑
j=0

|p(i, j)− p
′(i, j)|

255

Table 2: Pixel change rate comparison

Method DHDL EST SDWT PSC Proposed
Image 1 85.62 88.46 89.74 91.59 98.67
Image 2 89.67 91.06 92.38 92.97 98.75
Image 3 86.79 93.65 95.62 96.83 99.12
Image 4 90.32 92.65 96.37 96.22 99.14

Table 3: U comparison

Method DHDL EST SDWT PSC Proposed
Image 1 26.34 28.54 30.94 29.67 32.44
Image 2 25.97 28.66 30.12 31.12 33.09
Image 3 26.11 26.97 30.58 28.66 32.95
Image 4 26.21 27.56 31.68 30.38 34.25

The tables show that the new method has better en-
cryption effect than other three methods.

6 Conclusions

In this paper, we put forward a new medical image en-
cryption algorithm based on KH algorithm and chaotic
system. The algorithm by using the improved KH algo-
rithm has a simple and good robustness, nature paral-
lel and adaptive advantages. It effectively combines with
chaotic system for image encryption. To test and verify
the effectiveness of the proposed algorithm, the experi-
mental results show that the new method has good effect
of encryption.
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