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Abstract

Blockchain can be seen as a shared database, and keep all
data public and traceable. Everyone is accessible to the
data recorded on the blockchain, which brings the risk of
privacy leakage. When digital currency transactions are
performed on the blockchain, users may not want to reveal
their real identities. Therefore, it is particularly impor-
tant to preserve the identity privacy of users. To solve the
problem, we present an anonymous transaction scheme of
digital currency to ensure the anonymity of the sender and
receiver. we design a linkable ring signature algorithm
based on elliptic curve cryptography (ECC) to conceal
the real identity of sender and check double-spending. It
is intermediate address that is used for concealing the real
identity of receiver. Furthermore, we utilize a agency to
reduce computational burden for receiver. Throughout
the transaction process, the real identities of two sides
are not disclosed to others, ensuring anonymous transac-
tion.

Keywords: Anonymous Transaction; Blockchain; Digital
Currency; Linkable Ring Signature

1 Introduction

The essence of blockchain is a huge distributed database
without unified manager. The data is stored in blocks,
and all blocks are linked in the form of chain structure.
All records on the blockchain are public and traceable.
Users can believe in records on the blockchain, and not
have to trust the third parties such as banks or govern-
ments. Blockchain is mostly used for storing transactions
information to keep traceable and avoid central domina-
tion. It has wide application prospect in various fields,
especially digital currency.

Bitcoin [16] is regarded as the first digital currency
based on blockchain, and also the most typical and suc-
cessful application of blockchain technology. Bitcoin
transactions are verified by all nodes on the blockchain
and can never be falsified. All digital currencies based

on blockchain that appear after Bitcoin are derived from
Bitcoin. Therefore, our scheme can also be regarded as
being based on Bitcoin.

To verify transactions without relying on the third par-
ties, blockchain must build consensus among distributed
nodes [8]. Therefore, all records on the blockchain must
be public and can be viewed by any node, which leads to
plenty of private information being exposed [10].

In response to the demand for privacy-preserving, there
are some schemes have been proposed. Most schemes
utilize mixing coins, being divided into centralized and
decentralized. The idea of mixing coins originates from
the paper published by Chaum [3]. It is used to achieve
anonymous communication between the two sides through
the intermediary transferring information, so that the at-
tacker is unable to accurately determine whether the two
sides communicate. The mixing coins in the transaction
of digital currency draws on this idea, and confuses the
transaction contents without changing the transaction re-
sults, hiding the relationship between input and output.

Some centralized mixing coins are operated by the
third parties. Many companies offer mixing coins ser-
vice to make money, such as Bitcoin Fog and Bitlaunder.
Users can enjoy the mixing coins service after paying the
service fee, but this approach carries the risk of funds
being stolen by the third parties. There are some central-
ized mixing cions algorithms by utilizing a central node to
execute. Mixcoin [2] adds an accountability mechanism
to expose theft. Blindcoin [24] is optimizing of Mixcoin,
and use blind signature to hide the relationship between
input and output. Then, ShenTu et al. [22] propose a
mixing coins scheme based on blind signature and it in-
creases computational efficiency on the basis of ensuring
anonymity. Recently, Liu et al. [13] propose a mixing
coins scheme based on ring signature with centralized
mixing server. However, centralized mixing coins has a
distinct shortcoming and the central node may leak the
information about mixing coins.

The decentralized mixing coins has been first proposed
by Gregory in CoinJoin [14]. It combines multiple trans-
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actions into one transaction to provide anonymity for
users, which requires users to execute mixing coins au-
tonomously. CoinShuffle [18] designs a shuffle protocol
to improve CoinJoin, and requires participants to be on-
line at the same time. Thus, it has low efficiency and is
vulnerable to Dos attack. Subsequently, Xim [1] utilizes
announcements on the blockchain for aggregating users
who want to take part in mixing coins, and is able to
resist Dos attack, but it only supports two-party mixing
coins and has low efficiency. SecureCoin [7] improves se-
curity and efficiency over the CoinShuffle. Coinparty [27]
makes use of secure multi-party computation to ensure
the availability of mixing coins when there are malicious
processing. In short, mixing coins need numerous users
to participate and cooperate with each other, so there is
still a risk of information leakage.

Many anonymous digital currencies also provide a new
way for privacy-preserving. We take Zerocash and Mon-
ero as example in the following. Zerocash [20] inherits the
thought of Zerocoin [15] scheme, forming the best anony-
mous digital currency. It converts the user’s coins into
equivalent commitment. When users want to spend the
funds, they utilize zero-knowledge proofs to prove that
the funds belong to themselves and have not been spent.
It ensures unlinkability of transactions, but has a bottle-
neck in efficiency. The core of Monero is CryptoNote [19]
protocol. It ensures anonymity of transaction by ring sig-
nature based on non-interactive zero-knowledge proofs, so
it is quite complicated in calculation.

Recently, some new privacy-preserving schemes are
proposed about blockchain. Heilman et al. [5] present
the micropayment channel networks and combine blind
signature with smart contract, to achieve the anonymity
for Bitcoin transactions. Kosba et al. [9] present
Hawk scheme, and it combines zero-knowledge proofs
with secure multiparty computation to achieve privacy-
preserving about smart contract on the blockchain.
Yuan et al. [26] propose a new ring signature scheme for
the transactions on blockchain based on aggregate sig-
nature and ECC. When the transaction contains multi-
ple inputs and outputs, it can achieve both hiding the
amount of the transactions and constant-size signature,
but it is only aimed at privacy-preserving of the transac-
tions, without regarding to double-spending. There are
also encryption schemes about identity, such as Liu et
al. [12] propose an anonymous identity-based encryption
scheme, and it improves the SKOS scheme [21] and proves
its security under l-computational Diffie-Hellman assump-
tion.

Based on blockchain, we propose a anonymous trans-
action scheme about digital currency without the third
parties. There are two crucial technologies, that is, link-
able ring signature and intermediate address. We design
a new linkable ring signature algorithm based on ECC
and make use of the advantages of ECC, that is, high
security and fast processing. Linkable ring signature is
used for concealing the real identity of sender to ensure
anonymous payment, and also used for checking double-

spending. Namely, double-spending means that someone
spends the same money twice, and it especially occurs in
the transactions of digital currency. Intermediate address
can be regarded as a virtual address, which is generated
by sender. Intermediate address is used for concealing
the real identity of receiver to ensure anonymous receiv-
ing. Nobody has the ability to judge who the intermediate
address belongs to, except the sender and receiver. Our
scheme is able to preserve simultaneously the identity pri-
vacy of two sides and achieve anonymous transaction.

The content of this paper is organized as follows: Sec-
tion 1 introduces briefly some background knowledge and
major components about this paper. Section 2 introduces
the preliminaries. Section 3 proposes a linkable ring sig-
nature algorithm based on ECC. Section 4 introduces de-
tails of our anonymous transaction scheme. we present
analysis about our proposed scheme in Section 5. The
last section concludes this paper.

2 Preliminaries

2.1 Ring Signature

In 2001, ring signature was first proposed by Rivest,
Shamir and Tauman [17]. The signer aggregates an arbi-
trary set of users (their public keys) with his own private
key to form a ring structure in a certain rule. Ring sig-
nature provides an anonymous way to sign message with-
out revealing any identity information. The verifiers can
be convinced that the signature comes from this group.
However, nobody has the ability to identify who is the
real signer unless the real signer exposes himself.

In some cases, While ensuring anonymity, we also need
to know whether two signatures are signed by the same
signer. To solve this problem, Liu et al. [11] first propose
the concept of linkable ring signature. It has the char-
acteristic of linkability compared to ordinary ring signa-
tures. It can prove whether two signatures are signed by
the same signer by means of adding an linkable tag to the
signature. If two signatures have the same linkable tag,
it means that they are signed by a signer for the same
message, so they are linked. Base on this notion, Gu et
al. [4] present a fully traceable certificateless ring signa-
ture scheme. However, it is not enough efficient in judging
linkability of signatures.

In this paper, we design a new linkable ring signa-
ture algorithm, and utilize the linkability to check double-
spending in the transactions of digital currency. To ensure
the uniqueness of every linkable tag, we add the private
key of signer and the signature of previous transaction to
generate the linkable tag.

2.2 Elliptic Curve Cryptography

The elliptic curve cryptography (ECC) is an important
branch of the public key cryptosystem (PKC), and its se-
curity is based on the difficulty of elliptic curve discrete
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logarithm problem [23,25]. Compared with the RSA pub-
lic key cryptosystem, ECC has less computation, faster
processing, and less storage space and transmission band-
width [6]. The Bitcoin also selects ECC as the encryption
algorithm. Our scheme is based on ECC and completely
compatible with Bitcoin.

We briefly introduce the principle of ECC as follow-
ing. Consider A = aP , where A,P are the points on the
elliptic curve E, q is the order of P , and a is an integer
less than q. According to the addition rule on the ellip-
tic curve, given a and P , it is easy to compute A, but
conversely, given A and P , it is very difficult to find a.
Therefore, we usually take a as private key, A as public
key.

3 Linkable Ring Signature Based
on ECC

Let E represent an elliptic curve defined on a finite field
GF (p). Let G be a group with generator P on elliptic
curve E. Let q represent the order of P, where q is a large
prime number. L = {K1,K2,· · · ,Kn} represents the list of
n public keys. For i = 1,2,· · · ,n, each user i has a distinct
public key Ki and private key ki such that Ki = kiG,
where ki ∈ [1, q− 1]. It is worth noting that µ represents
the signature of previous transaction in our anonymous
transaction scheme, that is to say, it stands for the source
of the funds in the current transaction, so it is public and
unique on the blockchain. We define two cryptographic
hash functions :

H1 : Zq → G and H2 : {0, 1}∗ → {0, 1}d.

3.1 Signature Generation

Given message m ∈ {0, 1}∗, list of public keys L =
{K1,K2,· · · ,Kn}. Let j stand for the real signer, and the
public key Kj corresponding to private key kj , where 1 ≤
j ≤ n. User j generates a linkable ring signature σ(m) as
following steps:

1) Compute h = H1(µ), W = µh, and U = µG = (x,
y).

2) Compute h̃ = xkjh, and (h̃, U) is regarded as linkable
tag.

3) Pick t ∈ R[1, q − 1], and compute T = tG, T ′ = th,
and cj+1 = H2(m, T , T ′).

4) For i = j+1, · · · , n, 1, · · · , j-1, pick si ∈ R[1, q − 1],
and compute ci+1 = H2(m, siG + xciKi + ciU , sih
+ cih̃ + ciW ), and take c1 = cn+1.

5) Compute sj = t − xcjkj − cj µ (mod q).

6) Finally, construct the signature

σ(m) = {L, c1, s1, · · · , sn, h, h̃, U}.

3.2 Signature Verification

The verifier verifies the validity of the signature σ(m) as
follows:

1) Extract µ from blockchain, and compute W = µh.

2) Extract x from U , for i = 1,2,· · · ,n, compute Ti =
siG + xciKi + ciU , Ti

′ = sih + cih̃ + ciW , and then
ci+1 = H2(m, Ti, Ti

′) if i 6= n.

3) Check whether c1
?
= H2(m, Tn, Tn

′). If yes, accept.
Otherwise, reject.

3.3 Linkability

Given two signatures,

σ′(m′) = {L′,c1′,s1′,· · · ,sn′,h′,h̃′,U ′},
σ′′(m′′) = {L′′,c1′′,s1′′,· · · ,sn′′,h′′,h̃′′,U ′′},

the verifier checks if h̃′
?
= h̃′′ and U ′

?
= U ′′. If two equa-

tions both hold, it means that the linkable tag of two
signatures are the same. The verifier can conclude that
σ′(m′) and σ′′(m′′) are linked, namely, they are gener-
ated when a user signs two transactions m′ and m′′ that
include the same money. Otherwise, the verifier concludes
that two signatures are not linked. Therefore, two signa-
tures are linked if and only if their linkable tags are the
same.

In our anonymous transaction scheme, the linkable tag
is generated by utilizing the private key kj of signer and
the signature µ of previous transaction. Because kj is un-
nique for the signer, and µ is also unique for the funds
in the current transaction, the linkable tag is certainly
unique. Therefore, two linkable tags must be the same
when a user signs two transactions that include the same
money, and it indicates that the user spends the same
money twice, that is to say, double-spending. Conse-
quently, we check double-spending in our scheme by uti-
lizing the linkability of linkable ring signature.

3.4 Properties of the Signature

This linkable ring signature algorithm based on ECC in-
herits the characteristics of both ECC and linkable ring
signature, like high security, anonymity, linkability, and
unforgeability.

1) anonymity. User signs the transaction by utilizing
the linkable ring signature. The verifier can be con-
vinced that the signature comes from the group.
Since every member of the group has equal posi-
tion, anyone of the group may generate the signature
σ(m). Therefore, nobody has the ability to identify
who is the real signer unless the real signer exposes
himself.

2) linkability. Both the private key kj of signer and
the signature µ of previous transaction are unique,
so the linkable tag (h̃, U) is certainly unique. If two
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signatures have the same linkable tags, and it means
that two signatures are linked. If two signatures are
linked, they have the same linkable tags. Therefore,
two signatures are linked if and only if their linkable
tags are the same. When a user signs two transac-
tions that include the same money, two signatures are
linked and have the same linkable tags. It indicate
that the user spends the same money twice, that is
to say, double-spending.

3) unforgeability. Firstly, this linkable ring signature al-
gorithm is based on ECC, and its security is based
on the difficulty of elliptic curve discrete logarithm
problem. Secondly, the signer generates a valid link-
able ring signature σ(m) and must use his own pri-
vate key. If the attacker wants to forge the signature
σ(m), he must solve the elliptic curve discrete loga-
rithm problem and also hold the real signer’s private
key. It is difficult to solve the elliptic curve discrete
logarithm problem, and he is also unable to obtain
the real signer’s private key. Therefore, nobody can
forge the signature σ(m).

4 Transaction Scheme

4.1 Scheme Overview

We present the details of our anonymous transaction
scheme in this section. This scheme has a virtual inter-
mediate address and three participants, that is, sender
Alice, receiver Bob and agency Carlo. The overview of
our anonymous transaction scheme is shown in Figure 1.
The symbols used in our scheme are listed in Table 1.

Alice Bob

Carol

intermediate

address

retrieve

pay spend

em
pow
er

Figure 1: Overview of the scheme

In order to ensure anonymous simultaneously of sender
Alice and receiver Bob, they have three public and private
key pairs in our scheme as shown in Table 2, that is, a
main public and private key pair and two standby public
and private key pairs. The main public and private key
pair is used for generating linkable ring signature σ(m).
Two standby public and private key pairs are used for
generating the intermediate address and empowering the
agency Carlo to retrieve transactions. The intermediate
address of our scheme is slightly similar to the stealth
address of CryptoNote [19]. However, the difference is

that our scheme uses three public and private key pairs
and adds an agency Carlo to help receiver Bob retrieve
transactions.

It is worth noting that agency Carlo can only be re-
garded as an assistant to receiver Bob for retrieving trans-
actions. Since it has heavy computational burden to re-
trieve transactions on the blockchain, our scheme adds an
agency Carlo to help receiver Bob retrieve transactions.
When Bob empowers Carlo to retrieve transactions on
the blockchain, Bob sends anonymously a part of keys to
Carlo with a sum of agency fee. Carlo retrieves transac-
tions belonging to Bob on the blockchain. Certainly, Bob
can also retrieve it by himself if he has plenty of comput-
ing resources. Emphatically, we add the agency in our
scheme only when Bob has limited computing resources.
The agency is based on reputation for the purpose of mak-
ing money in our scheme. If the agency has fraudulent
behavior, his reputation will be damaged leading to poor
business.

Table 1: Symbol and description

Symbol Description
p Order of the generator P
H Hash function
R Payment evidence
L The list of public keys
Y Intermediate address
Y ∗ The address computed by agency
K∗ Sum of the Bob’s standby public keys
σ(m) Linkable ring signature for message m

(h̃, U) Linkable tag

Table 2: Key and description

Key Description

Ka1 = ka1G

Ka1 is the main public key of
Alice.
ka1 is the main private key of
Alice.

Ka2 = ka2G
Ka3 = ka3G

Ka2 and Ka3 are the standby
public keys of Alice.
ka2 and ka3 are the standby
private keys of Alice.

Kb1 = kb1G

Kb1 is the main public key of
Bob.
kb1 is the main private key of
Bob.

Kb2 = kb2G
Kb3 = kb3G

Kb2 and Kb3 are the standby
public keys of Bob.
kb2 and kb3 are the standby
private keys of Bob.
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4.2 Payment Protocol

Alice intends to initiate a payment of digital currency to
Bob, and generates a transaction including receiver’s ad-
dress, payment amount, payment evidence, time-stamp,
sender’s signature. Let m represent the transaction infor-
mation. In fact, Alice pays a sum of money to intermedi-
ate address instead of the real address of Bob.

Alice generates a transaction as following steps:

1) Obtain the main public key Kb1 and two standby
public keys Kb2 and Kb3 of Bob from blockchain.

2) Pick r ∈ R[1, q− 1], and compute R = rG, and com-
pute intermediate address Y = H(rKb1)G + Kb2 +
Kb3. Y is specified as receiver’s address. R is speci-
fied as payment evidence, which is used for resisting
to denial of receiver.

3) Send R to Bob.

4) Use the main public key Ka1 and main private key
ka1 to construct the linkable ring signature σ(m) by
the signature generation algorithm of Section 3.1.
σ(m) is specified as sender’s signature, and it includes
linkable tag (h̃, U).

5) The time-stamp is generated automatically by
blockchain to record current time.

6) Finally, broadcast the transaction anonymously to
blockchain.

4.3 Verification Protocol

Our transaction scheme is based on blockchain, and it
is based on Bitcoin for the process of verifying transac-
tion. Therefore, we omit the details about verifying Bit-
coin transaction, and only describe the part of our design.

When the verifier receives the transaction, he firstly
checks double-spending then verifies signature σ(m). Our
scheme requires that all nodes on the blockchain store a
spent-list including the linkable tag of every transaction
to check double-spending. Every node verifies the trans-
action as following steps:

1) Extract linkable tag (h̃, U) from signature σ(m).

2) Check (h̃, U) whether exist in the spent-list. If yes,
indicate double-spending and reject this transaction.
Otherwise, go on verifying σ(m) according to the sig-
nature verification algorithm of Section 3.2.

3) If σ(m) is verified being valid, this transaction is also
valid and can be recorded in blocks, then is added to
the blockchain. Otherwise, reject this transaction.

4.4 Retrieval Protocol

Bob empowers Carlo to retrieve transactions on the
blockchain When his computing resources are limited.
Bob sends anonymously a part of keys to Carlo and does

not reveal his own identity. The steps of retrieving trans-
actions are as following:

1) Bob computes R∗ = kb1R and K∗ = Kb2 + Kb3, and
sends the set (R∗, K∗) anonymously to Carlo with a
sum of agency fee.

2) Carlo computes Y ∗ = H(R∗)G + K∗, and retrieve
whether there is a transaction on the blockchain that
satisfies Y ∗ = Y . If yes, it stands for this transaction
belonging to Bob, and Carlo issues an announcement
about this transaction.

3) Once Bob observes this announcement, he looks for
this transaction on the blockchain.

4) Bob computes again H(kb1R)G + Kb2 + Kb3 to en-
sure this transaction belong to him.

4.5 Spend Protocol

Bob takes advantage of his own three private keys for
computing x =H(kb1R ) + kb2 + kb3, and x is exactly the
private key of the intermediate address. When Bob wants
to spend the funds, he uses x for signing it. Because only
Bob has the private key corresponding to the intermediate
address, he can spend the funds instead of others.

5 Analysis

5.1 Anonymity

There are three participants as Alice, Bob and Carlo in
our scheme. Carlo is only an agency, who has no knowl-
edge about the relationship between Alice and Bob. Alice
as sender signs the transaction by utilizing the linkable
ring signature algorithm based on ECC. The verifier can
confirm that the signature is generated by someone in-
cluded in the group. The real identity of signer is abso-
lutely anonymous for any verifier. Therefore, the linkable
ring signature ensures the anonymity of the sender.

The intermediate address is used for concealing the
real identity of receiver. Alice uses a part of Bob’s pub-
lic keys, and generates the intermediate address. Al-
ice pays the funds to the intermediate address instead
of the real address of Bob. No one has the ability to
judge who the intermediate address belongs to, except
Alice and Bob. Therefore, the intermediate address en-
sures the anonymity of the receiver. Although we utilize
the agency Carlo to help receiver Bob retrieve transac-
tions when he has finite computing resources, Carlo has
no knowledge about the real identity of Bob. Bob sends
a message anonymously to Carlo, and Carlo replies with
an announcement. The receiver Bob is still anonymous
for agency Carlo.

5.2 Resistant to Double-spending

Our scheme not only achieves completely anonymous
transaction, but also can resist double-spending. When
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users spend a sum of money, he must sign it by utilizing
linkable ring signature in our scheme. Due to the linkabil-
ity of linkable ring signature, nobody can spend the same
money twice. We make use of the linkable tag to realize
the linkability and resist double-spending.

Especially, the linkable tag is generated by utilizing the
private key kj of signer and the signature µ of previous
transaction on the blockchain. With emphasis, µ stands
for the source of the funds in the current transaction and
it is public and unique. In addition, every user has unique
private key. Therefore, if the malicious user attempts to
spend the same money twice, he must sign it twice and
result in generating two signatures with the same linkable
tags. When there are the same linkable tags, the verifier
can conclude that the user spends the same money twice,
that is to say, double-spending. Once the verifier finds
double-spending, he can reject directly the transaction.
Therefore, the malicious user can certainly fail to double-
spending.

5.3 Resistant to Denial of Receiver

Since the intermediate address conceals the real identity
of the receiver, the receiver can deny that he receives the
payment from sender. To solve this problem, the pay-
ment evidence R plays a important role in our scheme. R
is recorded in the transaction and public to all nodes on
the blockchain, but only the sender knows r. When the
receiver deny that he receives the payment from sender,
the sender can disclose r and prove that he pays indeed a
sum of money to the intermediate address and it belongs
to the receiver. Once the sender discloses r, all nodes
on the blockchain can verify the correctness of R = rG.
Therefore, all nodes on the blockchain can prove the inno-
cence of sender and expose the denial behavior of receiver.

6 Conclusions

It is transaction information that are public on the
blockchain leading to leakage about privacy information.
Our scheme aims to ensure anonymous transaction and
preserve the identity privacy of two sides in the trans-
action. We make use of the linkable ring signature to
conceal the real identity of sender, and the intermedi-
ate address to conceal the real identity of receiver. The
funds are deposited in the intermediate address, and only
the receiver can spend it, so users do not have to worry
about the funds being stolen. Nobody has ability to know
the relation of sender and receiver. There is a agency,
but he has no knowledge of two sides in the transac-
tion. Furthermore, we add a agency in our scheme only
when the receiver has limited computing resources. Cer-
tainly, the receiver can also retrieve transactions by him-
self if he has plenty of computing resources. In short, our
scheme achieves completely anonymous. All algorithms
used in our scheme are based on ECC having high se-
curity, and fully compatible with Bitcoin. It is worth

noting that users have three public and private key pairs
in our scheme, resulting in a large amount of computa-
tion. However, It is significant for us to ensure completely
anonymous transactions at the expense of a large amount
of computation.
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