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Abstract

Packet omission and subsequently data loss is inevitable
when the network traffic exceeds the load capacity thresh-
old of Network Intrusion Detection System (NIDS). In
these circumstances, relatively dangerous packets should
be given priority for processing by NIDS. To address this
problem and offer a possible remedy, this paper proposes a
multi-threading solution specifically for multimedia pack-
ets in NIDS by using two different genetic algorithm. In
this solution, two optimization objectives are achieved si-
multaneously: One is to maximize the sum of danger coef-
ficient of multimedia packets in every thread and the other
is to process the workload of each thread at its maximum
workload. This paper also compares the advantages of hy-
brid genetic algorithm to simple genetic algorithm in the
implementation process of the proposed solutions. By us-
ing this proposed solution, NIDS can identify multimedia
packets and then select the more dangerous multimedia
packets for processing within the maximum processing ca-
pacity of different threads when packet omission occurs.
Experimental results indicate that this solution can help
NIDS to improve its differentiation and selection ability
for dangerous multimedia packets effectively.

Keywords: Danger Coefficient; Genetic Algorithm; Mul-
timedia Packets; Network Intrusion Detection System
(NIDS); The Solution of Choosing Danger

1 Introduction

1.1 Background

NIDS is a system that detects malicious activities by mon-
itoring network traffic. With the rapid increase of net-
work speed, the requirements of the NIDS’s processing

efficiency has also increased. Nevertheless, packet omis-
sion is inevitable when the network traffic exceeds the load
capacity of NIDS. This problem has stimulated extensive
research studies on how to reduce the omission ratio of
NIDS and how to minimize the security risks when the
omission becomes inevitable. Among these reseach activ-
ities for finding a optimal solution, artificial intelligence
has attracted considerable interest from the research com-
munity and various artificial intelligence algorithms in im-
proving NIDS has been investigated, such as Artificial
Neural Networks [9, 12], Clustering algorithm [3, 7, 11],
Particle Swarm Optimization [1,4,10] and genetic algo-
rithm [2,5,13,14]. However, artificial intelligence algo-
rithms have not been found for multimedia traffic analysis
for NIDS, and the study in this paper addresses this gap
in order to solve this shortcoming.

With the rapid development of high-speed networks,
the proportion of multimedia packets in the network traf-
fic is increasing. The targeted method of processing multi-
media packets can greatly improve the efficiency of NIDS.
Previously we have proposed an identifying method and
two separate processing methods for multimedia packets
to raise the efficiency of the NIDS and have gained satis-
factory results [6].

Because of the various types of multimedia, the secu-
rity of multimedia packets can vary according to differ-
ent types of packets. Under the premise of limited sys-
tem processing capacity, the more dangerous multimedia
packets should be given priority for processing when the
network traffic is too great and packet omission becomes
inevitable. On this basis, we propose a multi-threading
solution to multimedia packets in NIDS systems based
on genetic algorithm. When packet omission occurs, this
solution can select more dangerous multimedia packets
for processing within the maximum processing capacity
of different threads.
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1.2 Contributions Summary

The main contributions of this paper are:

1) The study of multimedia packets relating to NIDS
in the networks. On the basis of previous stud-
ies [6,8,15,16] for multimedia packets, we propose
a multi-threading solution for multimedia packets
based on hybrid genetic algorithm. By using this so-
lution, NIDS can focus its limited processing power
on more dangerous multimedia packets when omis-
sion becomes inevitable.

2) We propose two optimization objectives to optimize
NIDS:

e The sum of danger coefficients of multimedia
packets in every threads is maximal.

e When the above objective is achieved, the load
of each thread exacctly reaches the highest.

3) We introduce two concrete implementations with
simply genetic algorithm and hybrid genetic algo-
rithm of the solution. The advantages and disad-
vantages of the two solutions are also analyzed. In
addition, we also design several experiments which
compare the packet loss rate, the sum of danger coef-
ficients, the detection number of multimedia packets
and the detection rate of dangerous incident when us-
ing different solutions. We also prove its effectiveness
based on above-mentioned experimental results.

1.3 Paper Organization

The rest of the paper is organized as follows: First, related
studies are discussed in Section 2; Section 3 presents the
description of the solution; Section 4 describes the deter-
mination of the value of parameters. Section 5 presents
the implementation of the solution with two different ge-
netic algorithms; The experiment and an analysis of the
result for contrasting the differences before and after us-
ing the solution is in Section 6; Section 7 summarizes the
whole paper and presents some directions for the future
work.

2 Related Work

2.1 Artificial Intelligent Algorithms on
NIDS

Artificial intelligent algorithms usually offer an automatic
mechanism to enhance the performance of NIDS. Here are
several common algorithms.

1) Artificial Neural Networks [3,9,12]: DeLima [12] pre-
sented a method for building a prototype for NIDS,
which uses an artificial neural network as a detection
mechanism. Nevertheless, the adjustment of weights
is somewhat complex.
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2) Clustering algorithm [1,4,7,11]: Chandrashekhar [11]
proposed an efficient intrusion detection model by
amalgamating competent data mining techniques
such as K-means clustering, Multilayer layer percep-
tion (MLP) neural network and support vector ma-
chine (SVM).This model can improve the prediction
of network intrusions, but it also has problems. For
example, it might mistake dubious data for normal
data.

3) Particle Swarm Optimization [2,5,10,13]: Cleetus [5]
proposed an intrusion detection solution based on
particle swarm optimization by using multiobjective
functions. This solution has a strong global search
capability which is used for dimensionality optimiza-
tion. However, it is easy to fall into local optimum.

4) Genetic algorithm [6,8,14,15]: In the field of artifi-
cial intelligence, genetic algorithm (GA) is a search
heuristic that mimics the process of natural selection.
In a genetic algorithm, a population of candidate so-
lutions (called individuals, creatures, or phenotypes)
to an optimization problem is evolved toward better
solutions.

Samaneh Rastegari [14] proposed a solution that uses ge-
netic algorithm to evolve a set of simple, interval-based
rules based on statistical, continuous-valued input data.
This new approach provides a very compact set of simple,
human-readable rules with strongly competitive detec-
tion performance in comparison to other machine learn-
ing techniques. But this approach should be modified
for multi-class classification, to discover rulesets that can
identify which kind of attack is taking place.

Additionally, although [6] using GA to improve the net-
work attack detection accuracy, but without considering
the GA individual selection adjustment, and it only uses
KDD dataset to validate their methods, and not for prac-
tical applications.

Furthermore, Dustin Y. Harvey [8] described a method
using GA to identify irregular network intrusion. The
process includes both quantitative and definite features of
network data for deriving classification rules. Though, the
addition of quantitative feature can amplify the detection
rate no tentative results are present.

2.2 The Identifying and Processing
Methods for Multimedia Packets

With the increasing speed of network, the proportion of
multimedia packets in network traffic is increasing. Com-
pared to other packets, because the multimedia packets
are relatively safe, the NIDS has less detection rules for
specific multimedia types [16]. Therefore, the recognition
of multimedia packets and the separate processing accord-
ing to different multimedia types will greatly improve the
performance of NIDS. O.Marques of Florida Atlantic Uni-
versity originally proposed this idea, but he did not give
specific solutions [15]. We have put forward a series of
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processing methods [17-20] of NIDS for multimedia pack-
ets with good results. In the meantime, O. Marques and
Pierre have also carried out follow-up studies [21], but
their focus is mainly on the loopholes of streaming and
non streaming specific multimedia files. Similarly, Zan-
der of the Murdoch University in Australia proposed the
classification [22] of multimedia traffic in the firewall by
machine learning technology, which provides a reference
for the depth detection method of multimedia packets.

Specifically, we have proposed an identifying method
and two particular processing methods for multimedia
packets in [16]. The principle of the identifying method
for multimedia packets is to detect the multimedia fea-
tures information at the front of multimedia packets.

The two processing methods are the Releasing method
and the CMTD (corresponding media type detection)
method. Figure 1 illustrates the work flow of two meth-
ods. The Releasing method lets identified the multime-
dia packet skip over the conventional detection process.
Though this method is simple and efficient, its security is
lower.

The CMTD method [16] is a safe and efficient method.
In order to achieve it, a multimedia rule base is created.
The multimedia rule base stores the rules which are col-
lected specifically for multimedia packets. The CMTD
method can be used to choose the corresponding multi-

media rules according to the specific multimedia type that
the packet carries in order to pre-detect intrusive charac-
teristics. If there is no problem, it is released immediately;
if there exists a problem, put it into the conventional
detection process. Because there are far fewer multime-
dia rules than rules for conventional detection process in
NIDS, this method can significantly improve the detec-
tion efficiency for most of the safe multimedia packets.
The safety of this method is also greater than that of the
releasing method.

Although these methods can raise the efficiency of
NIDS, they are mainly suitable for no-omission. On this
basis, we propose a multithreading solution to multime-
dia packets in NIDS based on genetic algorithm. When
omission occurs this solution can choose more dangerous
multimedia packets for processing within the maximum
processing capacity of different threads.

3 Description of Solution

According to the MIME protocol, the multimedia packet
types in the network are as many as 133. Nevertheless,
the risk of every type of multimedia packets is different.
For example, octet-stream™.exe is more dangerous than
others. According to the set-method of the danger co-



International Journal of Network Security, Vol.22, No.3, PP.427-436, May 2020 (DOI: 10.6633/IJNS.202005-22(3).08)

efficient of multimedia types in [20], the multithreading
solution to multimedia packets in NIDS can be described
as following:

N multimedia packets Pi, Ps,--- , P, have been cap-
tured, let the load of each thread in NIDS be set as
LT, then the load of these multimedia packets to NIDS
is L(P) € (0,LT)(¢ = 1,2,...,n) and the danger
coefficient of these multimedia packets is Dy (P;)(k =
1,2,...,133,1 < ¢ < n).The key point is how to deter-
mine the distribution solution which can make the highest
sum of danger coefficient of multimedia packets in each
thread and guarantee the load of these packets is less than
the load of each thread.

4 How to Determine the Value of
Parameters L(P;) and D(P;)

L(P;): The load to the system which is caused by mul-
timedia packet Pi. Because there are significant positive
correlations [17] between the time complexity of the pat-
tern matching algorithm and length of the string to be
matched, L(P;) is determined by the ratio of the actual
length of the packet load and the total length.

D(P;): The value of D(P;) should be set for differ-
ent media types according to the degree of risky informa-
tion [17] carried by packets (as shown in Table 1). For
instance, executable files can appear in multimedia files
of octet-stream type, the value of D(Pi) of octet-stream
type can be set higher. The table below shows the value
of D(P;) for several common multimedia types.

Table 1: The value of P for several common multimedia
types

multimedia types file type | D(P;)
octet-stream exe rar 3.0
x-JavaScript js 2.1

x-tar tar 2.6

jpeg Jpzjpg jpeg | 1.5

gif gif 1.5

html htm html hts| 1.3
x-shockwave-flash swif swfi 1.8

5 Implementation of the Solution

To solve the above-mentioned problem, we will illustrate
the solution by two genetic algorithms in the following
sections and compare the differences between them. One
is simple genetic algorithm, the other is Hybrid genetic
algorithm which consists of the simple genetic algorithm
and the FFD approximation algorithm.
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5.1 The Solution by Using Simple Ge-
netic Algorithm

Step 1: Individuals Code. Because the operation object
of genetic algorithm is the symbol string which in-
dicates individual, the operation object must be en-
coded as the symbol string in this solution. The chro-
mosome coding method is defined as follows:

Chromosome coding method: Let K thread number
be T1,T15,T5,...... Tk, (k < n) , n multimedia pack-
ets will be loaded into these K threads. The number
sequence of each multimedia packet P;(: = 1,2,...,n)
which is loaded into these threads constitutes the
chromosome coding of this problem. For exam-
ple, T1T5T1T5...T5T; means that multimedia packets
Py, P,, P3 are loaded into the thread 77, multimedia
package P, is loaded into thread T3, etc. The initial
population can be generated by random permutation
OfT‘l,TVQ,jjg7 ...... Tk .

Step 2: Initialization. Let the evolution generations
counter be t and give t an initial value 0. Let the
maximum value be T; the initial population P(0) can
be generated by random permutation as in Step 1.

Step 3: Evaluation of the fitness value: P(t) indicates
the population that evolves to the t generation. Ge-
netic Algorithm determines the probability of an in-
dividual in the current population P(t) to the next
generation population by adapting the proportional
probability of individual fitness. In order to estimate
this probability correctly, every individual fitness in
population P(t)must be calculated.

The objective function and the fitness function: Let
m be the number of threads used in a distribution
scheme, and let T'(P;) be the number of the thread
in which multimedia packet P; is loaded. Besides,
let S; be the sum of load of the multimedia packets
in thread 7;. In order to make the best use of all
threads, the optimization objective function can be
written as Equation (1).

fx) = m-{m=Y s} (1)
j=1
— -3 Y L)
=1 T(P=T;
—a - max(0, Z L(P) —1)]}.
T(P;)=T;

The danger coefficient objective function of multime-

dia packets in each thread is:
mamZPZ-Di,lgign (2)

In Equation (1), a indicates the penalty factor when

the sum of load of the multimedia packets in thread
T; exceeds the load of thread 7;. These two objective
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functions not only maximize the sum of danger co-
efficients of multimedia packets in every thread, but
also make each thread reach the highest load. The
fitness function is:

C(max - f(X)a f(X) < C(max

0, F(X) > Crnax (3)

F(X) = {

In Equation (3), Cpax indicates an appropriate posi-
tive which adjusts the fitness function to take a non-
negative value.

Step 4: Selection operation. The selection operator can
adopt the proportional selection operator. P’ (t) can
be obtained when the selection operator acts on the
population P’ (t).

Step 5: Crossover operation. The crossover operator can
use the single point crossover operator. P//(t) can
be obtained when the crossover operator acts on the
population P’ (t).

Step 6: Mutation operation. The mutation operator can
adopt uniform random variation in the coded charac-
ter set V = {T1,T5,T5,...... Ti}. When the muta-
tion operator acts on the population P” (t), P (t+1)
will be achieved after selection, crossover and muta-
tion operation of P”(t) .

Step 7: The judgment of termination condition. When
t <= T, then t «+ t+ 1. As a new population,
P" (t+1) will replace P(t+1).Next go to Step 2 and
start the next cycle. If ¢ > T | then the population
with the greatest fitness in evolutionary process will
be output as the optimal solution and computation

will terminate.

5.2 The Disadvantage of the Above men-
tioned Solution

The disadvantage of the abovementioned solution is that
some invalid chromosomes would be generated in ini-
tialization and evolutionary process. In the distribution
scheme represented by these invalid chromosomes, the
sum of load of the multimedia packets in a thread will
exceed the load of this thread. This will reduce the oper-
ating efficiency of NIDS.

In view of the above-mentioned facts, we propose the
following solution by using a hybrid genetic algorithm
which consists of the simple genetic algorithm and the
FFD approximation algorithm.

5.3 The Solution Combined with FFD
Approximation Algorithm

According to the principle of the FFD approximation al-
gorithm, all multimedia packets are firstly listed in de-
scending order according to the amount of load for each
packet. Then these packets are distributed to the threads.
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The above approaches are applied to the decoding pro-
cess of the chromosome chain (Step 1 above) in genetic
algorithm. Their specific steps are described below:

1) All multimedia packets are listed in descending order
according to the amount of load for each packet.

2) The above-mentioned packets are distributed to all
threads. When the sum of load of the multimedia
packets in thread T} exceeds the load of thread T7,
then the extra multimedia packets will be distributed
to thread Tj4;.

In the case of the sum of load of the multimedia packets
in thread T,, exceeds the load of thread T,,, the extra
multimedia packets will be distributed to a new thread,
and m < m + 1.

5.4 The Advantage of the Improved So-
lution

By using the above method, not only does the distribu-
tion scheme of the above steps meet the principle of FFD
approximation algorithm, but also the sum of load of the
multimedia packets in each thread does not exceed the
load of thread. So, Penalty function is not required when
the objective function is calculated. The objective func-
tion is listed in Equation (4).

f(x)

Il
:

The Fitness value can also be the value of the above ob-
jective function, which is described as following:

(5)

6 Experiment and Result Analy-
sis

6.1 Experimental Environment

The experiments reported here demonstrate a variety of
changes before and after using the multithreading solu-
tion to multimedia packets. Experimental environment
consists of three computers which are configured as fol-
lows:

CPU: Intel Core i7 5960X (16 threads);
Memory: 8 GB DDR4;

OS: ubuntu-18.04.1.
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Figure 2: The types and quantities of attack category in
attack traffic

Experimental data is a mixture of MIT Lincoln Labora-
tory KDD CUP 99 data sets and the background traffic.
KDD CUP 99 data sets include four types of network at-
tacks [22], DoS, R2L, U2R and PROBE. The types and
quantities of attack category are shown as follows:

Background traffic is the real flow captured in the net-
work, containing a large number of multimedia packets.
In the experiment, the background traffic is sent by the
first computer. As the attacker, the second computer uses
Lincoln Laboratory KDD CUP 99 data set and IDS In-
former to generate attack traffic. Both mixed traffic are
sent to test NIDS installed on the third computer, as is
shown in Figure 3.

background
traffic

Figure 3: Experimental environment *** Please redraw
this figure. Part of the icons (pictures) maybe have copy-
right problem. (Please don’t use the commercial picture
or icons). Please use a "rectangle with text” to replace
the icons. ***

In order to complete each test successfully, we add the
program to the preprocessor (spp_stream4 file) of NIDS
for record the danger coefficient of multimedia packets
which is selected into different threads. In addition, we
improve the transmission speed of the mixed traffic so as
to obtain experimental results in the case of packet loss.

All kinds of multimedia packet information in back-
ground traffic are shown in Table 2

Figure 4-6 are analyses of the background traffic. As
can be seen from the figure, the number of documents
such as ASP and ASPX is the largest, exceeding 1200.
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On the total amount of data, the sum of JS files is the
largest, reaching 3MKB. On the average detection length,
the SWF file is the longest, with an average of more than
200KB.

Proportion

M aspx efc. W gif Hjs
jpg etc. W htm etc. B xml
M swf etc. H exe etc.

Figure 4: The proportion of different types of multimedia
files

Total Amount of Data (KB)

swf  gif
etc.

35000
30000
25000
20000
15000
10000
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0

htm exe
etc. etc.

js aspx jpg xml

etc. etc.

Figure 5: The total amount of data of different types of
multimedia files

6.2 The Sum of Danger Coefficient in Dif-
ferent Threads

The first experiment is to compare differences in the sum
of danger coefficients of the multimedia packets which are
selected into each thread at the same time slice when using
different methods.

As can be seen from Figure 7, the sum of danger co-
efficients of the multimedia packets in each thread has
obviously increased after using the simple GA-based mul-
tithreading solution. The reason for this improvement is
that these multimedia packets are selected randomly into
each thread and its danger coefficient is not a considera-
tion before using the GA-based solution. Therefore, the
sum of danger coefficients is low and random. Neverthe-
less this value is relatively higher and stable after using
the GA-based solution. This can also be shown by the
sample variance of results. According to the following
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Table 2: All kinds of multimedia packet information in background traffic

MIME Type File Type number ’I(‘)(;t]z?)lagr?g%r;t Leﬁ;’?ﬁ?lg{eB) Risk factor
application/octet-stream exe bin rar etc. 3 121 40 3.0
x-javascript Js 545 33245 61 2.5
text /html htm html hts etc. 81 243 3 1.6
application/x-asap etc. asp aspx jsp etc. 1320 22440 17 1.6
text/xml application/xml xml 59 708 12 1.3
image/jpeg Jpz jpg jpeg 340 7140 21 1.5
image/gif gif 728 728 1 1.5
x-shockwave-flash swf swhi 10 2250 225 1.8

Average Detection Length (KB)

250

200

150

100

50 '

. ' P o o - -
swf etc. js exe efc. jpgetc.  aspx xml htm gif

etc. BlG:

Figure 6: Average detection length for different types of
multimedia files

calculation formula of sample variance, sample variance
is 6.5 before improvement, while it is 4.2 after improve-

ment.
2
>

(zi — E(2))
n—1

5% =

(6)

Figure 8 shows the differences in the sum of danger coef-
ficient between using simple GA and hybrid GA. As you
can see in the Figure 8, their difference is not obvious. In
69% of the threads, the sum of danger coefficient caused
by using hybrid GA is more than that caused by simple
GA.

6.3 The Packet Loss Rate

The second experiment is to compare the packet loss rate
in three different situations.

As can be seen from Figure 9, after using simple GA or
hybrid GA solutions, the packet loss rate increases slightly
compared with that before improvement. The main rea-
son for this problem is the high time complexity of GA.
In addition, it is also found that the packet loss rate of
the hybrid GA solution is lower than that of the simple
GA solution. The main reason is that some invalid chro-
mosomes would be generated in initialization and evolu-
tionary process of the simple GA solution. In the distri-
bution scheme represented by these invalid chromosomes,

M the solution without GA ® the solution with simple GA

Wttt

10 11 12 13 14 15 16
d|ffere nt threads

=
o

the sum of danger coefficient

Figure 7: The differences in the sum of danger coeflicient
between using GA and not using GA

m the solution with simple GA

1 2 S 4 5 10 11 12 13 14

different threads

® the solution with hybrid GA

e e
o N B OO

the sum of danger coefficient

o N B O

Figure 8: The differences in the sum of danger coefficient
between using simple GA and hybrid GA

the sum of load of the multimedia packets in a thread will
exceed the load of this thread. This leads to lower oper-
ation efficiency and increased packet loss rate of NIDS.
Nevertheless, the advantage is that Solutions using hy-
brid GA can maintain packet loss rates within 6% higher
than those without GA.

6.4 The Detection Number of Different
Types of Multimedia Packets
The third experiment is to compare differences between

the detection numbers of various types of multimedia
packets with three different solution in the case of packet



International Journal of Network Security, Vol.22, No.3, PP.427-436, May 2020 (DOI: 10.6633/IJNS.202005-22(3).08)

MNoW W
v o o

=
[

packet loss rate(%)
N
=]

(=]

0 65 118 187
bandwidth(Mbps)
with simple GA == with hybrid GA

Figure 9: The packet loss rate caused by three different

solutions

255 329

—ithout GA

loss.

60

Ml | :
0

Detection quantity

[~
=]

TR |
swf 45 js26 htm 37 jpg 41 gif 196 tar3 exe 7 rar12
multimedia type
Hwithout GA B with simple GA with hybrid GA

Figure 10: The detection number of different types of
multimedia packets

As shown in Figure 10, when using the solution with-
out GA, because all multimedia packets have been se-
lected according to the time sequence they are captured,
for all multimedia types, the more the numbers, the more
the detection number, such as gif. While after using the
solution with simple GA, because NIDS select multime-
dia packets according to its danger coefficient, the more
danger, the more the detection number. For example, the
detection number of exe type has increased by 6 times,
all exe file are detected. On the other hand, the detection
number of multimedia packets with lower danger coeffi-
cient has decreased. For instance, the detection number
of gif type decreases by 41%. If the solution with hybrid
GA is adopted, this trend of improvement will continue.
Because the hybrid GA solution is superior to simple GA
in controlling thread load capacity, the detection number
of multimedia types with large number is slightly higher
than that of simple GA.

6.5 The Detection Rate of Dangerous In-
cident

The fourth experiment is used to test the detection rate
for dangerous incident by using three different solutions.
The types and numbers of attack flow as shown in Table 3.

These experiments show that, when the network traf-
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Table 3: The types and numbers of attack flow
Attack
Type
Numbers

DoS
229853

R2L
16137

U2R
228

PROBE
4166

Total
250384

= without GA  ===with simple GA with hybrid GA

300000
250000
200000
150000

100000

the alarm number

50000

0
20 40 60 84 108 123 143 162 187 215 244 275 293 305

Bandwidth (Mbps)

Figure 11: The detection rate using three different solu-
tions

fic exceeds the processing capacity of NIDS, the limited
processing power of NIDS can be focused on the more
dangerous multimedia packets by using the multithread-
ing solution.

7 Conclusion and Future Work

With the high development and the wide application
of network technology, network invasion is becoming an
increasingly serious problem for network engineers and
managers. Intrusion detection becomes a critical compo-
nent of network security administration.

This paper addresses the performance challenges of
NIDS in high-speed networks by proposing the multi-
threading solution based on genetic algorithm. By using
this solution, when the network traffic is too great and
omission is inevitable, NIDS can choose more danger-
ous multimedia packets for processing within the max-
imum processing capacity of different threads. Various
experiments have shown that the solution can effectively
improve the detection number of dangerous multimedia
packets.

As for future work, firstly, I will apply this solution to
non-multimedia files, such as bat type. Secondly, I will
continue to compare the advantages and disadvantage of
the solution proposed in the paper with those of other
experiments to achieve more objective evaluations in the
higher speed network environment.
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