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Abstract

Due to decentration and anonymity, ”bitcoin” cryptocur-
rency is widely paid attention. However, it only furnishes
pseudo-anonymity instead of authentic anonymity. As an
anonymous technique, ring signature is a candidate to
provide authentic anonymity in cryptocurrency [2]. How-
ever, in most of existing ring signatures, the length of
signature grows linearly with the size of the ring. To
construct constant-size signature, Qin et al. recently pro-
posed a practical constant-size ring signature scheme, and
claimed that their scheme can provide unforgeability and
anonymity which are two basic security requirments of
ring signature. Unfortunately, in this letter, we show
that their scheme is insecure against unforgeability attack
and anonymity attack. Finally, the two detail attacks are
given.
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1 Introduction

As a decentralized distributed public ledger, blockchain
can furnish trust to operations between unrelated par-
ties, without requiring the collaboration of a trusted third
party. However, the public verifiability and decentra-
tion of blockchain transaction often do not provide the
strong security and privacy properties required by the
users. It can only provide pseudonymity instead of true
anonymity. In cryptocurrency, ring signature, stealth ad-
dress, and zero-knowledge proof are several cryptographic
techniques which can achieve privacy protection for trans-
action entities.

In particular, ring signature can often been used to
protect the identity anonymity of the user. To provide
real anonymity of transaction party, ring signature is ap-

plied to conceal the origin of a transaction in the ‘Monero’
cryptocurrency. For the perspective of the outsider, it can
not distinguish who is the actual sponsor of transaction.

In 2001, a novel anonymous signature conception [14]
was invented by Rivest, Shamir and Tauman, it was
named as ring signature since the structure of signa-
ture generation looks like a ring. Like group signature,
a user is allowed to produce a signature on behalf of the
whole group without the cooperation of the other users of
the group in ring signature. Anonymity and unforgeabil-
ity [1,3,7,9,11] are two basic properties of a secure ring
signature. Anonymity can guarantee the identity privacy
of the actual signer. Unforgeability can ensure the secu-
rity of signature algorithm since it can prevent an adver-
sary from forging a signature of new message m. These
properties make that ring signature has very important
application such as anonymous authentication in VANET.
However, most of the existing ring signature schemes ex-
ist a common flaw: “The length of ring signature is linear
with the size of the ring.”. Therefore, the larger the ring
size is, the longer the length of ring signature is.

To reduce the length of ring signature, Chandran et al.
presented the first sub-linear length ring signature [5] in
the standard model by utilizing private information re-
trieval technique. However, the security of their scheme
builds on the composite-order bilinear group which is in-
efficient. Later on, Ghadafi constructed a sub-linear size
ring signature in the prime-order setting [8].

There only exist two constant-size ring signature
schemes so far. One is Dodis et al.’s anonymous iden-
tification scheme [6] which is based on strong RSA prob-
lem, the other is Bose et al’s ring signature [4] which
is based on two Diffie-Hellman assumption. Neverthe-
less, the two scheme is inefficient in practice since the
scheme in [6] makes use of the strong RSA based instan-
tiation which uses quite complex Y- protocols, and the
scheme in [4] is based on the ¢-strong Diffie- Hellman
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Table 1: Notions

] Notions Implication ‘
G ,Gr: two groups with the same order ¢
e: A bilinear pairing map
PPT: Probability polynomial time
DLP: discrete logarithm problem
ACC: A dynamic accumulator
PPT: the probabilistic polynomial time
Hy, Hy: two cryptographic hash functions
(z;, PK;): public-private pair of user ¢

(¢-SDH) assumption and the symmetric external Diffie
Hellman (SXDH) assumption via the Boneh- Boyen sig-
nature scheme. These techniques make the two schemes
less efficient in practice.

Our contributions: Recently, based on the discrete log-
arithm problem (for short, DLP) assumption, Qin et
al. proposed a practical constant-size ring signature
scheme [17]. Their construction is very simple and ef-
ficient. And they claimed that their scheme can pro-
vide security proof of unforgeability and anonymity.
Unfortunately, in this work, we find that their scheme
is insecure by analyzing the security of Qin et al.’s
scheme. Their scheme suffers from two security flaws.
One is that it exists universal forgeability, namely,
any one can forge a signature on arbitrary a mes-
sage; The other is that it can not achieve anonymous
prevention of real signer’s identity. Finally, the detail
attacks are given.

2 Preliminaries

In this work, we make use of bilinear map technique to
construct our scheme. To make our paper self-contained,
we will introduce some necessary cryptographic back-
ground which is related to bilinear map . And they are
also the basis of achieving the security of our proposed
scheme.

2.1 Bilinear Maps [10,15,16]

Let G; and G5 be two multiplicative cyclic groups of the
same prime order ¢, g be a generator of group G;. A
bilinear map e : G; X G; — Go is a map that for all
g,h € Gy and a,b €r Z;, e(g®, ht) = e(g,h)®. And
there exists a computable algorithm that can efficiently
compute e and e(g, g) # 1.

2.2 Accumulator

Definition 1. An accumulator is a tuple (X, F ), where
X € N, N is the set of positive integers. X, is called the
value domain of the accumulator, and F, is a collection of
pairs of functions such that each (f,y) € F is defined as
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f:Upx Xp— Uy for some X, C X§, andy : Uy — U,
is a bijective function where Uy and U, denote the value
domain of functions f and y respectively. In addition, an
accumulator should satisfy the following properties.

1) Efficient generation. There exists an efficient algo-
rithm that takes as input a security parameter y
and outputs a random element (f,y) €r Fy, pos-
sibly together with some auxiliary information. And
in the following sections, we denote the algorithm by
ACC.Gen.

2) Quasi-commutativity. For every x € N, (f,y) €
F,u € Uy , z1,22 € X, f(f(u,z1),20) =
f(f(u7x2)7 xl)' For any x € N7 (fu y) €

Fy and X = {z1,29,---,2,} C X,, we call
y(f(f(u,x1), -+ ,xy,)) the accumulated value of the
set X over u. Due to quasi-commutativity, the value
y(f(f(u,z1), -+ ,2,)) is independent of the order of
x; and is denoted by f(u, X).

Efficient Evaluation. For every (f,y) € Fy,u €
Uf and X C X, with polynomially-bound size:
y(f(u, X)) is computable in time polynomial in Yy,
and we use ACC.Eval to represent the process of
computing the accumulated value. Also, there is a
witness w meaning that some variable x has been ac-
cumulated within v = f(u, X) iff f(w,z) = v, and
we use ACC.Wit to denote computing the witness w.

For simplicity, in the context, we adopt the accumu-
lator in [13]. Namely, the functions (f,y) is defined as
follows:

f:(B,2) = Blx+d,y:x—=x
where d € Z, and € Z,, and y(z) = = is an identity
function. For this accumulator, we have f(8, X) = S(z1+
d)--(xp,+d) foraset X ={z1,22, -+ ,2pn}-

Obviously, all the above three properties in Definition 1
are satisfied.

2.3 Ring Signature Definition

A ring signature scheme is a tuple (Setup, Gen, Sign,
Verify) of PPT algorithms, where each of them means
generating a key pair, signing a message, and verifying the
signature for the message using the corresponding public
keys, respectively. Formally they are described as follows.

1) Setup(1'). It takes as input a security parameter I,
and outputs the system parameters params.

2) Gen(params,i). It inputs the identity information 4
of a user and params, and outputs a public key PK;

and a private key SK; for each member 1.

Sign(SK, m,R). The signer outputs a signature ¢
on a message m with respect to a ring R using the
signing key SK;. We assume that the number of
public keys in the ring |R| > 2, and there is exactly
one public key in R corresponding to the signing key
SK;, and all the keys in R are generated by Gen.
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4) Verify(d, m, R). The verifier can be anyone, including
the adversary, who verifies the signature on a mes-
sage m with respect to the ring R. If the verifier
accepts the signature, then the algorithm returns 1;
otherwise, returns 0.

3 Reviews of Qin et al.’s
Constant-Size Ring Signature

To achieve constant-length ring signature, Qin et al. pro-
posed a practical constant-size ring signature (for short,
PCRS) in [17]. The PCRS scheme consists of four algo-
rithms. We will briefly review their algorithms. Please
the interesting readers refer to [17] for the detail. For
convenience, the used notations in the following parts are
summarized in Table 1.

3.1 System Initialization

Taking a security parameter A as input, it outputs two
cyclic groups G; and G with the same prime order p,
and the discrete logarithm problem in G; is hard. Let g
be a generator of group G; and e : G; X G; — G7 be a
bilinear pairing map. Hy and H; are hash functions which
satisfy Hy : {0,1}* — Z; and H; : {0,1}* — Z,, where ¢
is also a prime which satisfies ¢|p — 1. For each user i €
{1,---,n}, it chooses x; as its private key and calculates
public key PK; = ¢g®. Let R denote the public key list of
n users,namely R = {PK;,--- ,PK,}. Let AAC denote
an accumulator, refer to [17] for the detail. And then we
invoke AAC.Gen to produce f : (3,z) — B(x+d) and the
corresponding Pp,p = ¢%. Finally, the system parameter
Param = {le GTv €, Dn.4,9, fa Ppubv HO) Hl}

3.2 Signing

Let L = {Ho(PK;)}, and L' = {HO(PKi)}?:L#S.
Given a public key list R = {PK,, PK,,--- , PK,} and
system parameter Param, to produce a signature on mes-
sage m, a user s with public-private key pair (z,, PKj)
executes the following steps:

1) First, it calculates V. = ACC.Eval(f,L) and W =
ACCWit(f,L'"). Note that V = W(Hy(PK,) + d).

2) Next, it uniformly samples r € Z; to calculate U =
W +r and Py = gY.

3) Pick ki,ks € Z, at random to calculate [[ =
e(g, Pu) =" e(Ppuy, 9)?e(R',g) where e(R,g)
H?:l,i;ﬁs e(PKi, g).

4) And it calculates
¢ = Hy(m||V||Pyus| | Pu|| TT II1R)

where R = {PKy,---,PK,}.
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5) Finally, it computes

s1 = Kk +CH0(PKS)
So9 = ko+tecr
s3 = crHy(PK;) — xs.
6) The resultant ring signature is ¢ =

(Ca PpulﬂPUa Va 81, 52, 83)

3.3 Verifying

Given a message m and its ring signature § =
(¢, Ppuv, P, V, 51, 82, 83) as well as public key list R, a
verifier can conduct the following procedure. First, it cal-
culates

' = e(g,Pu) " e(Ppus, 9)°%e(g,9)** e(Ppup, Pu)~¢

(g9.9")(R, ).

And then it checks whether ¢ = H; (m||V|| Ppus||Pu|| T
[|R). If it holds, then the signature is accepted; otherwise,
refuse it.

4 Security Analysis

Recently, based on the DLP problem, Qin et al. proposed
a PCRS scheme. Their scheme is more efficient than the
existing two constant size ring signature schemes in terms
of computational cost. At the same time, they also claim
that their scheme can achieve anonymity of the signer’s
identity and provide perfect zero knowledge for the ver-
ifier. By analyzing the security of their scheme, we find
that their scheme does not achieve anonymity. Given a
ring signature 9, a verifier can know which signer produce
the signature §. Furthermore, given two ring signatures
d and &', the verifier can know whether the two ring sig-
natures are from the same signer. The detail attacks are
given as blow.

4.1 Attack on Anonymity

Given a ring signature 6 = (¢, Ppup, Pu,V, 51,82, 53) on
message M, an attack A first computes

II = e(g,Pu)""e(Ppuv, 9)*elg,9)*
-e(Pyub, Pu)~e(g,9") (R, g)
¢ = Hi(m||V||Ppul|Pu||II)
Forj=1ton

{

1) It computes k; = s; — ¢+ Ho(PK;);

2) And then it computes soHo(PK;)—s3 = ko Ho(PK;)
+ Z;

3) And it checks

e(Pypuss PK;) - (St - e(g, Py)F) 1o PH)

soHo(PKj;)—s3

= e(Ppus» 9) (1)
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4) If Equation (1) holds, it breaks it.
}

If 7 < n then it outputs the identity index j of the real
signer. Otherwise, it outputs False.

We will show that our attack is valid since if the real
signer’s public key is PK,, we can obtain the following
relation

k=
SQH()(PKS) — 83 =

s1 —c- Hy(PKy)
koHo(PK) + crHo(PKs)
—crHy(PK;) + x5

= koHo(PK;) + x5

(2)

(3)
Thus, we have

e(Ppubhg)SgHo(PKS)*S;g — e(Ppub,g)k2H0(PKs)+xs

=

e(Ppup, g) 20 PEI=5 = o(P,p, g)k2Ho PR (P PE)

Sd

)2 Ho(PK.)=ss _ (H ~e(g, Pu)M )Ho(PK.)

(R, g)
- e(Ppup, PKy)
)
SgHo(PKS)—Sg — (H i e(g,Pgl . PKs))Ho(PKs)
e(R,g)
e(Ppup, PK5).

e(Ppuba g

e(Ppubv g)

It means that the real signer’s public key PK must
satisfy Equation (1). Thus our attack is valid.

The reason to produce such attack is that random num-
ber k; in signing phase can be recovered by making use of
the hash value of m||V|| Ppyus||II|| R and the actual signer’s
identity PK,. At the same time, sy and s3 in the ring
signature exist a certain relevance. It makes that the re-
lation soHo(PK) — s3 = koHo(PK) + x5 holds. Thus,
it reveals the relevant identity information of the actual
signer.

4.2 Attack on Unforgeability

For a ring signature, unforgeability should be a very im-
portant property, namely, it is difficulty to forge a ring
signature on a new message m*. The property ensures
that ring signature can provide stronger unforgeability.
Unfortunately, by analyzing the security of their scheme,
we show that Qin et al.’s ring signature scheme also does
not satisfy unforgeability. The detail attack is given as
below.

1) Let m* be a forged message. L = {PK;,--- ,PK,}
is a public key list.

2) First, the attacker picks a random number o € Z; to
calculate Pj; = g“.
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3) Then, it chooses three random numbers r1,79,73 €
Z; to calculate

II* = e(g, Py) """ e(Ppuv, 9) €9, 9) (R, g)
where e(R,g) = [[j_, e(PK}, g).

4) Next , it randomly selects v € Z, to set V* = v, and
computes ¢* = Hy(m*||V*|| Ppus||P{||IT*||R), where
R=[[I, PK;.

5) Subsequently, the attacker sets s7 = 11, s3 = rata-c*
and s =73 — V* . c".

6) Finally, the resultant ring signature on message m*
is 0% = (c*, Ppup, P, V*, 5%, 85, 53).

In the following, we show that the above forged signa-
ture 6* is valid, that is to say, it can pass the verification
checking. Because

H, = € P[?)isie(PpuMg)s;e(gag)sge(PpubvP{;)ic*
9.9 )% e(R, g)

(9,

(9,9

(9,9%) " e(Ppun, 9)" (g, 9)* "
(

(9.9

o)

Il
Sy

e(Poub, 9%) " e(g, 9" ) e(R, g)
= e(9,9%) " e(Ppub,9)%e(g,9)e(R, g)
= Hi(m™||[V*||Ppusl| PG| | R).

It means that our forged ring signature is valid since
it can pass the verification equation. Thus, Qin et al.’s
scheme is insecure. Any one can forge a ring signature on
arbitrary a mesasage. Thus, our attack is valid.

In the following, we analyze the reason to lead to
forgery attack. For the verification algorithm of the ring
signature, we can find that any one can calculate I’ by
random choosing (s1, 82, $3,¢, Py, V). Essentially, I’ is
irrelevant to the hash value ¢ since II' can be computed
without ¢ by choosing the appropriate (s1, s2, Py, V, s3).
Thus, the main reason to produce such attack is that the
generation of II is independent of hash value c. ¢ can not
restrain the generation of II.

5 Conclusions

In this letter, we analyze the security of Qin et al.’s PCRS
scheme, and show that their scheme is insecure. It can
not achieve two security properties of ring signature: un-
forgeability and anonymity. In their scheme, any one
can forge a ring signature on arbitrary a message, and
given a ring signature 4, the verifier can know who is the
actual signer. Finally, our analysis is confirmed thought
two concrete attacks, the corresponding reasons to pro-
duce such attacks are given. It is our future work how to
design a secure and practical ring signature scheme with
constant-size.
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