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Abstract

The development of world communication and infor-
mation technology is very advanced. The use of the In-
ternet and smart cards makes it easier for users to conduct
remote transactions, and security factors are the key to
successful remote users’ transactions. In this case, the
authentication process is critical to maintaining confiden-
tiality when transactions use public channels. Recently,
Moon et al. proposed an efficient and secure smart card
based password authentication scheme. They claimed
that their scheme is more secure and practical as a re-
mote user authentication scheme. However, Irawan and
Hwang found that the Moon et al.’s scheme was still un-
able to withstand gussing identity attacks and user im-
personation attacks. To address this security hole, we
propose a new authentication scheme and a key with a
smart card in this article. In addition, we show that the
proposed authentication scheme is highly resistant to var-
ious attacks. Finally, we compare the performance and
functionality of the proposed scheme with other related
schemes.
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1 Introduction

Everyone needs security at home, in the office, on the
street, and everywhere, because it enables people to use
security systems safely and prevent things that shouldn’t
happen. The safety system should be flexible, cheap,
and work continuously without being limited by work-
ing hours. With the rapid development of cloud comput-
ing, more and more applications and services have been
provided, such as cloud storage services, cloud resources,
shared computing, and so on [1,2,9, 12, 20, 21, 24, 28].
Smart card RFID is an advanced information tech-
nology embedded in a card as an information storage
medium [8,25,26]. At present, the implementation of
smart cards has spread to almost all fields, whether it
is used in the attendance of hotels, homes, offices and

educational institutions, or strict data security.

A user authentication scheme is a mechanism by which
a server authenticates users before allowing them to ac-
cess resources or services provided by the server [14]. To
date, many user authentication schemes have been pro-
posed [3,4,6,17,27]. However, most of these schemes
have advantages and disadvantages. In 2012, Yoon et al.
proposed a remote user authentication scheme [30], which
is an improvement on the scheme of Liaw et al. [19]. How-
ever, Chen et al. found that their scheme was not secure
enough [7]. In 2012, Li et al. proposed a YS-like user
authentication scheme using smart cards [18]. However,
Feng et al. found the security of their scheme was vul-
nerable to the password guessing attack [10]. In 2014,
Huang et al. proposed a timestamp-based user authenti-
cation with smart card [13]. However, Feng et al. showed
that their scheme is vulnerable to the password guessing
attack [11]. In 2014, Zhuang et al. proposed a password
authentication scheme based on geometric hash function
without using smart card [31]. However, Chen showed
that their scheme is also vulnerable to the password guess-
ing attack [5].

In 2017, Liu et al. proposed a more secure and prac-
tical remote user authentication scheme [22]. However,
Moon et al. found that their scheme was still unable
to withstand external attacks and offline password guess-
ing attacks [23]. To overcome these security loopholes,
Moon et al. also proposed an ECC-based authentica-
tion and key agreement scheme using smart cards. Uti-
lizing the lightweight calculation of ECC (Elliptic Curve
Cryptography System) [15,29], Moon et al.’s scheme is
both practical and easy to implement. However, in 2018,
Irawan and Hwang discovered a security hole in Moon et
al.’s two-factor authentication scheme [16]. They showed
that Moon et al.’s scheme was actually unable to resist
anonymous interception and user impersonation attacks.
To overcome these security loopholes, we propose an im-
proved biometric-based authentication and key agreement
scheme using smart cards. In addition, we will prove that
the proposed authentication scheme is more resistant to
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various attacks than other related schemes.

For more details, we divide this article into the follow-
ing five sections: In Section 1, we briefly introduce our
research motivations. In Section 2, we briefly reviewed
the weaknesses of Moon et al.’s password authentication
scheme. In Section 3, we propose a new authentication
scheme. The security and performance analysis of the pro-
posed scheme is given in Section 4, and the conclusions of
this paper are given in Section 5.

2 The Weaknesses of Moon et al.’s
Scheme

In 2018, Irawan and Hwang found that the Moon et
al.’s scheme was unable to withstand gussing identity at-
tacks and user impersonation attacks [16]. In this sec-
tion, we briefly review the attacks proposed by Irawan
and Hwang as follows:

Gussing Identity Attack:
Moon et al.’s scheme [23] did not hide the identity
ID of user U; during the login and authentication
phases, User — Server: {AID;, D;, E;, F;, T;}, Server
— User: {F;,G;,Ts}. Attackers can easily guess or
steal it from unsecured public channels. The attacker
can then check h(ID!||(AID; ® ID))||F||Ts) & G;.

User Impersonation:
Knowing the user ID; (guest identity) of the first at-
tack, the attacker will send the user I D; to the server
S through a public channel. During the login phase
of Attacker (ID) — Server: {AID;,D;, E, F! ,T;},
the server will calculate F} = h(ID;||h(A;)||E{||T:),
it is considered a legitimate user.

3 The Proposed Scheme

In this section, we propose a scheme to improve Moon
et al., called a new biometric-based password authenti-
cation scheme using smart cards [23]. We modify some
procedures during registration, login, and authentication
phases. In the improved scheme, there are also two par-
ticipants, namely the i*" user U; and server S.

3.1 Registration Phase

At the beginning of the improved Moon et al.’s scheme,
the server S selects x, FE, P, and h(-). Here,  denotes a
master secret key stored in .S; P denotes a base point of
the elliptic curve E; and h(-) denotes a collision-resistant
hash function. The user U; then registers with the server
S by the following steps and Figure 1:

Step 1. U; prints personal biometric information BIO;
on the device sensor. Then, the device sensor scans
BIO;, extracts (R;, P;) from Gen(BIO;) — (R;, F;),
and stores P; in memory. Here, R; and P; denote
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almost random binary strings and U;’s auxiliary bi-
nary strings, respectively. Next, U; selects identity
ID; and password PW;, and calculates RPW; =
h(PW;||R;). Finally, U; sends a registration request
message {ID;, RPW;} to S over the secure channel.

{ID, RPWi}gecure Channel

Gen(Bio:) — (Ri, )
RPW,; = h(PW;||R;)

I Server S |

R(ID; & x),
h(A:) & RPW,
R(ID||RPW),
h(A:) & hix)

BRSNS

{Bi,Ci, Di, P, Pi}guart, Card

Figure 1: The registration phase of the proposed scheme

Step 2. After receiving the registration request message
from U;, the server S verifies whether ID; is valid
and calculates the following parameters:

A; h(ID; & z),

B, = h(A)®RPW;
C; = h(ID;||RPW)),
Di = h(Ai) @ h(z).

Here, ® denotes an exclusive-or operation; and || de-
notes a concatenation operation.

Step 3. The server S stores the data {B;, C;, D;, h(-), P}
on the new smart card, and issues the smart card to
the user U; through a secure channel.

Step 4. The user U; stores the random number P; into
the smart card.

3.2 Login Phase

After the registration phase is performed, the user will
proceed with the login phase to invoke the U; user to log
in to the server S. The steps in this phase are described
below and Figure 2.

Step 1. U; inserts his/her smart card into the card
reader, enters ID; and password PW,, and then
prints biometric information BIO; on the sensor.
The sensor then sketches the BIO; and recovers R;
from Rep(BIO}, P;) — (R;, BIO}).

Step 2. The smart card first calculates two parameters:
RPW,; = h(PW;||R;) and C; = h(ID;||RPW;). The
smart card then checks if C/ is equal to the stored
C;. If it is true, the smart card proceeds to Step 3;
otherwise, Step 3 is performed. Otherwise, the smart
card will terminate this session.

Step 3. The smart card randomly generates a number «
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{AID,.D,.E, F,. T}

Rep(BIOT, P,) — (R., BIO])
RPW, = h(PW,||R)
! = h(ID,||RPW,)
hA) = BioRPW;
AID; = 1Dy @ h(h(A))
E, = aoPf

Fooo= h(IDy|h(A)]|E||T;)

Figure 2: The login phase of the proposed scheme

and calculates the following parameters:

WA:) = Bi®RPW,
AID; = ID; @ h(h(A;))
E, = aP
Fi = h(ID;[|h(A)||Ei||T3),

where T; is the current timestamp of user U;.

Step 4. The smart card sends a login request message
{AID;, D;, E;, F;, T;} to the server S.

3.3 Authentication Phase

After completing this phase, the user U; and the server
S can authenticate each other and establish a shared ses-
sion key for subsequent secret communication. The steps
in the certification phase are as follows and Figure 3:

Step 1. The server S verifies T} — T; < AT, where T}
is the time to receive the login request message, and
AT is the valid time threshold. If both conditions are
true, the server S proceeds to Step 2; otherwise, the
server S proceeds to Step 2. Otherwise, the server S

rejects the login request.

{F,GL T
I User Ui I IServerS I
Check T] — T; < AT
Cleck T, — T, = AT h(A]) = Diah(z)
G = hUIDi|h(A)|FIT) D = AID: & hi(4)
sk = oF —adP Fl = h(ID}||h(AD]E||T).
F, = P
Gi = WD R(AD|F|IT.)
sk = aFi=faP

Figure 3: The authentication phase of the proposed
scheme

Step 2. The server S calculates the following parame-
ters:

h(4)) =
ID,
r

AID; & h(h(A)))
h(ID;[[h(A7)]| sl T5)-
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The server S then compares whether F! is equal to
F;. If it is true, the server S confirms that the user
U; is valid and the login request is accepted; other-
wise, the server S confirms that the user U; is valid.
Otherwise, the server S rejects the login request.

Step 3. Next, server S randomly generates a number 3
and calculates the following parameters: F; = P,
G; = h(ID}||h(A)||F;]|Ts), where Ty is server S The
current timestamp.

Step 4. The server S sends a mutual authentication mes-
sage {F;,G;,Ts} to the user U;.

Step 5. Upon receiving the message {F;, G;, T} from S,
the user U; checks the validity of Ts. If T, —Ts < AT,
where T7 is the time to receive the mutual authenti-
cation message, the user U; proceeds to Step 6; oth-
erwise, the user U; proceeds to Step 6. Otherwise,
the user U; terminates the connection.

Step 6. The  user U; calculates G =
R(ID;||h(A)||F;||Ts), and then checks whether
G/ is equal to the received G;. If it is true, the
validity of the server S is verified; otherwise, the

session is terminated.

Step 7. Finally, the user U; and the server S construct
a shared session key sk = 8P to ensure secret com-
munication.

3.4 Password Change Phase

During the password change phase, U; can update the
password without any help from server S. This phase
includes the following steps:

Step 1. U; enters his/her identity ID; and password
PW;, and print biometric information BIO] on the
sensor. The sensor then scans BIO; and recovers R;
from Rep(BIOj, P;) — R;.

Step 2. Next, SC; calculates RPW; = h(PW;||R;) and
checks if h(ID;||RPW;) is equal to the stored C;.
If it does, the smart card will ask U; for the new
password; otherwise, SC; terminates the password
change phase immediately.

Step 3. U; enters a new password PW/"  smart
card further calculates RPW**¥ = h(PW*"||R;),
B = B, @ RPW; @ RPW**" and C"*" = C; &
RPW; @ RPW[*%.

Step 4. Finally, the smart card replaces B; with B*%
and C; with C7*°* in memory.

4 Security and Performance Anal-
ysis of the Proposed Scheme

The improved scheme retains the advantages of the
Moon et al.’s scheme [23] and can withstand many types
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Table 1: Functionality comparison of the proposed scheme and Moon et al.’s scheme

| F1|F2 | F3 | F4|F5 | F6 | F7 | F8 | Fo | Flo0 |

Moon et al. [23]

0100

X X

Ol0]10]10]0

The proposed OO | 0O

Ol0]O0]0]0]O] O

F1: Mutual authentication; F2: Session key agreement; F3: Freely chosen and exchanged password; F4: Withstand-
ing man in the middle attack; F5: Withstanding insider attack; F6: Withstanding replay attack; F7: Providing
perfect forward secrecy; F8: Satisfying known-key security; F9: Guessing identity attack; F10: User impersonation

attack.

of possible attacks, such as resistance to outsider at-
tacks, insider attacks, user impersonation attacks, and
perfect forward secrecy. In this section, we show that
the improved scheme can resist gussing identity attacks
and user impersonation attacks discovered by Irawan and
Hwang [16] and described in Section 2.

4.1 Resisting Gussing Identity Attack

In Moon et al.’s scheme [23], the attacker could inter-
cept {AID;, D;, E;, F;,T;} in login phase and {F;, G;, Ts}
in authentication phase. The attacker can guess an iden-
tity ID} and check h(ID.||(AID; & ID))||F;||Ts) & Gi.
If the equation holds, the attacker has already guessed
the identity ID; of the user, otherwise, the attacker will
repeatedly guess and check other possible identities ID;.
The main problem is

Gi h(ID||h(A:)||Fi||Ts)

h(ID;||(AID; ® 1D;)||Fi||T).

(1)

Once the attacker knows G;, AID;, F;, and T, the at-
tacker can guess 1D} to satisfy Equation (1).
In the improved scheme, AID; and ID; are

AID; = ID; & h(h(4;))
h(Aj) = D;® h(x)
ID; = AID; ® h(h(A}).

In the proposed scheme,

G;

WDy [h(A) | IT)
£ h(ID,||(AID; & ID;)||Fi|[Ts).

It is difficult to obtain h(A;) from the inter-
cepted {AID;, D;, E;, F;, T;} during the login phase and
{F;,G;,Ts} during the authentication phase. Thus, the
proposed scheme can resist the guessing identity attacks.

4.2 Resisting User Impersonation Attack

In Section 2, we describe that Moon et al.’s scheme
cannot resist this guessing identity attack. If the attacker
can guess the identity of the legitimate user I D;, the at-
tacker will impersonate the legitimate user by guessing

the identity. In Moon et al.’s scheme, the attacker knows
the user I D; by guessing identity attack, the attacker will
impersonate the user ID; to the server S. During the lo-
gin phase, the attacker sends {AID;, D;, El, F!, T;} to the
server. The server will check F! = h(ID;||h(4;)||E!|T3),
so it will be treated as a legitimate user.

Since the proposed scheme can resist identity guessing
attacks, the proposed scheme does not have the weakness
of the user impersonation attack discovered by Irawan and
Hwang [16].

4.3 Performance Analysis

In this section, we compare the functionality between
the proposed scheme and the Moon et al.’s scheme in
Table 1. If you are interested in comparison with other
latest solutions, please refer to [23].

We compare the computational cost between the pro-
posed scheme and the Moon et al.’s scheme in Table 2.
If you are interested in comparison with other latest so-
lutions, please refer to [23]. It can be seen from the com-
parison that the hashing cost of this scheme is slightly
higher than that of Moon et al. scheme. Because the
coputational cost of ECC operation is much larger than
the coputational cost of hash functions and XOR opera-
tions. Therefore, we can ignore the computational cost
of hash functions and XOR operations. In other words,
the computational cost of the proposed scheme is almost
equal to that of Moon et al.

5 Conclusion

In this paper, we have proposed an improved Moon et
al.’s scheme. We also show that the proposed scheme can
against the guessing identity attack and the user imper-
sonation attack.
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Table 2: Computational cost comparison of the proposed scheme and other related schemes

o | o2 | C3

C4 C5 | C6 | Total

Moon et al. [23]

1H+41F | 4H+4X | 5H41F4-2P+42X

4H+1F+4-2P+3X

SH+1F+4X | - | 17TH+4F+4P+13X

The proposed

1H+1F | 5H+3X | 6H+1F+42P+42X

SH+1F+2P+4-2X

3H+1F+4X | - | 20H+4F+4P+11X

C1l: Computational cost of the user in registration phase; C2: Computational cost of the server in registration
phase; C3: Computational cost of the user in login and authentication phases; C4: Computational cost of the
server in login and authentication phases; C5: Computational cost of the user in password change phase; C6:
Computational cost of the server in password change phase; H: Hashing operation; E: Modulus exponential operation;
S: Symmetric encryption/decryption operation; M: Multiplication/division operation; Null: P: ECC operations; X:
XOR operations; F: Fuzzy extraction; Null: Cannot provide this functionality.
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