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Abstract

Data-hiding technology is to study how to embed secret
data into digital media such as images, audio, and video.
Chang et al. adopted a novel turtle shell-based reference
matrix to hide secret data, which resulted in better visual
effects and higher embedding capacities. By changing the
range of searching for elements, our proposed scheme im-
proves the data hiding scheme of Chang et al. in terms of
computational complexity and image quality. Experimen-
tal results verify that the proposed scheme improves the
image quality of the stego images, accelerates the speed of
the embedding operations, and maintains the same hiding
capacity as the comparative method.

Keywords: Data Hiding; Fxploiting Modification Direc-
tion; Turtle Shell

1 Introduction

Data hiding mainly studies how to hide secret data in pub-
lic digital media. Usually, a certain method is designed
to embed secret data into digital carriers, such as texts,
audios, images, and videos. Among these digital media,
digital images are used extensively as the cover medium
for data hiding. Hiding secret data into the cover image
makes the steganographic image slightly different from
the original image, so that it will not attract attention
when it is transmitted through a public network. This
is one of the objectives of the data hiding scheme, and
another objective is to increase the embedding capacity.
Many researchers have proposed various data hiding
schemes [1,2, 5,10, 13, 16, 20, 21]. The aim of some of
these schemes is to provide a good quality image, some

focus on achieving high embedding capacity, and others
focus on providing low computational cost. Chan et al.
(2004) designed a data hiding scheme based on the sim-
ple least-significant-bit (LSB) substitution technique [1].
In their scheme, the simple LSB substitution method was
for the initial hiding, and, then, the pixel values of the
stego-image were modified appropriately according to the
embedding error of the stego image and the original cover
image. Thus, the optimization adjustment of the pixels
was made, and the quality of the image was improved.
Mielikainen (2006) presented a novel data hiding method
named the LSB matching revisited scheme [16]. In his
proposed scheme, two secret bits were embedded in a pair
of cover pixels by modifying their directions. However,
there is a weakness in this scheme in that exploitation is
incomplete. Zhang and Wang proposed a novel stegano-
graphic method that they called exploiting modification
directions (EMD) [24] in digital images, which overcame
the weakness of Mielikainen’s method. In Zhang et al.’s
scheme, different embedded secret digits were represented
by modifications in different directions. And each (2k+1)-
based secret digit could be embedded by k cover pixels.

Chang and others proposed a novel information hiding
method named Sudoku-S [3]. In their method, a reference
matrix was generated by using a certain Sudoku solution.
According to the reference matrix, each pixel pair can
carry a 9-ary secret digit. Also, using the Sudoku solu-
tion, Hong and others presented an improved data hid-
ing scheme named Sudoku-SR [9], which eliminated the
shortcomings of the Sudoku-S. They proposed a search al-
gorithm based on the nearest distance to determine where
the secret digit was located, which further reduced the dis-
tortion of the image compared to the scheme of Chang et
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al. Kim et al. introduced two new data hiding methods,
EMD-2 and 2-EMD [12]. Compared to EMD proposed by
Zhang and Wang, EMD-2 and 2-EMD improve the em-
bedding rate and easily can be extended to EMD-K and
K-EMD.

In recent years, some researchers have proposed some
effective data hiding schemes [7,8,11,17,23]. Yang et al.
proposed a scheme for embedding data using pixel-value
differencing (PVD) [23]. In their scheme, the secret data
were embedded by changing the value of the difference
between two pairs of pixels instead of one pair of pixels.
Their scheme increased the embedding capacity by us-
ing the more flexible method of searching the edge area.
Chen proposed a PVD-based data hiding method that
could embed secret information with a variable number
of bits [7]. In his method, how many bits of secret infor-
mation a pair of pixels could embed is determined by the
complexity of the pixels in the area. Some reversible data
hiding schemes have also been proposed [6,15,18,19].

In addition, Chang and others proposed a new tur-
tle shell-based data hiding scheme (TDH) [4]. In their
scheme, the octal digits valued from 0 to 7 are arranged
aptly in each hexagonal area in a constructed reference
matrix, that is, in a turtle shell. In the TDH scheme,
each cover pixel pair can be used to embed three bits
of secret data, and the embedding capacity is improved
compared to some previous schemes [2,10].

The novelty of the turtle shell-based matrix has at-
tracted some scholars to use it to conduct more research
on data hiding. Liu et al. [14] improved Chang et al.’s
scheme [4] by improving the hiding capacity. They used a
positional relationship between the elements and the tur-
tle shells to create a location table, which enabled each
pixel pair to embed four bits. Xie et al. proposed a two-
layer turtle shell-based data hiding scheme [22] in 2018.
In their proposed scheme, the turtle shell-based reference
matrix was considered as a layer. And different types
of relationships were defined between the elements and
the number of turtle shells involved, which constituted
another layer, the type matrix. The proposed two-layer
scheme can represent more cases than when only the tur-
tle shell matrix is used. In this scheme, up to five bits
of secret data can be embedded in each pixel pair. The
above two schemes [4,14] provided better embedding ca-
pacity than Chang et al.’s scheme [4], but their perfor-
mances on the quality of the stego image and search time
were not as good.

Inspired by Chang et al’s scheme [4], we propose an
improved turtle shell-based data hiding scheme that re-
duces the time required to generate the stego image and
increases its image quality. In our scheme, first, a refer-
ence matrix is built and its internal elements are arranged
in the form of turtle shells, which is the same as arrange-
ment design in the TDH scheme. Then, when searching
for the secret digit in the reference matrix, a 3 x 3 block is
simply used as a search area instead of dealing with many
turtle shell-related rules as in the TDH scheme.

The following content of this paper is arranged as fol-
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lows. The TDH scheme proposed by Chang et al. is
reviewed in Section 2. Section 3 specifies the improved
scheme we proposed. Section 4 provides our experimen-
tal results, and Section 5 presents our conclusions.

2 Review of Chang and others’
Scheme

In 2014, Chang et al. proposed the turtle shell-based data
hiding scheme (TDH) [4]. In their scheme, a hexagonal
area is named the turtle shell, and its range has exactly
eight points, which can be used to represent the numbers
0 to 7. The reference matrix, R, is composed of many
such turtle shells. Figure 1 shows the data distribution of
a part of R. In R, the value of the adjacent elements in
the horizontal direction increases by 1 in order, and the
value of the increase between the adjacent elements in the
longitudinal direction is alternating 2 and 3. Such turtle
shells are arranged continuously until a reference matrix
is obtained.

To generate the same reference matrix for embedding
and extracting data, the element with the coordinates of
(0,0) is set to 0. The other elements are generated by
using the steps mentioned above. The resultant reference
matrix, R, is shown in Figure 1, where the identifier p;
represents a selected pixel, the identifier p;;1 represents
the pixel adjacent to the selected pixel, and the values
of the horizontal and vertical coordinates from 0 to 255
indicate the gray-scale pixel values.

2.1 Data Hiding Procedure of TDH
Scheme

Assume that a cover image I has a size W x H. A
cover pixel pair (p;, p;+1) will be mapped to the position
(pi,pit1) of R, wherei=1,3, ..., (WxH)—1. R(pi,pi+1)
represents the element at (p;,p;+1) in R. Chang et al.
classified all the elements of R into normal elements and
special elements. The elements within the turtle shell are
classified as normal elements, and the remaining elements
are classified as special elements. The normal elements are
divided further into back elements and edge elements. In
their proposed scheme, there are three cases to deal with
for different categories of elements. Let S be the set of
the area that contains the secret digit to be embedded.
The specific processing cases are as follows:

Case 1: If R(p;,piy1) is a back element, S is the turtle
shell where R(p;,p;+1) is located.

Case 2: If R(p;,pi+1) is an edge element, there is at least
one turtle shell that contains R(p;, pi+1), and S is the
set of these turtle shells.

Case 3: If R(p;,p;11) is a special element, S is a set of
all 3 x 3 blocks that contain R(p;, pi+1)-
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Figure 1: Example of the turtle shell-based reference matrix

Let d be the secret digit to be embedded. Because of
the structural characteristics of the turtle shell-based ma-
trix, in C'ase 2 and Case 3, there may be, at most, three
turtle shells in S that contain d. Among all of the can-
didate elements included in S, the element that is the
shortest distance from R(p;,p;+1) is selected and set as
R(p;, piy1). Then, the cover pixel pair (p;,pi41) is mod-
ified to (pj,pj,,) to ensure the smallest distortion while
also embedding d. After all of the pixel pairs have been
processed, the stego image, I’, is generated. Next is an ex-
ample of embedding secret digits using the TDH scheme.

Example 1.

Assume that a binary secret data stream SDs is denoted
as SDs = (111000101)2, and the three stego pizel pairs
used to embed secret data are (4, 5), (5, 2), and (3, 0).
First, SDy is converted to an octal stream SDg = (705)s.
Then, each stego pizel pair is separately embedded with
one digit in SDg. The detailed embedding process is as
follows. Figure 1 shows the relevant flags for the secret
digits, pixel pairs, and embedding results.

1) Embed digit (7)s into the pixel pair (4, 5)

Mapping the pixel pair (4, 5) to R, the corresponding 9 9 Extracting

element, R(4,5), is a back element. It is Case 1, and
the only candidate element for digit (7)s is R(3,5),

2) Embed digit (0)g into the pixel pair (5, 2)

Mapping the pixel pair (5, 2) to R, the corresponding
R(5,2) is an edge element. It is Case 2, and there
are three candidate turtle shells that involve R(5, 2).
The secret digits (0)g in the three candidate turtle
shells are located at (3, 2), (6, 1), and (6, 4) in R, re-
spectively. The squared distances between the above
three elements and R(5,2) are 4, 2 and 5, respec-
tively, where the value 2 is the smallest. Thus, the
cover pixel pair (5, 2) is replaced by (6, 1) in I’ to
embed (0)s.

3) Embed digit (5)s into the pixel pair (3, 0)

Mapping the pixel pair (3, 0) to R, the corresponding
R(3,0) is a special element. It is Case 3, and there
are three candidate 3 x 3 blocks that involve R(3,0),
and these three blocks contain two secret digits (5)s,
located at (3, 1) and (5, 0) in R, respectively. The
squared distances between the above two elements
and R(3,0) are 1 and 4, respectively, where the value
1 is the smallest. So, the cover pixel pair (3, 0) is
replaced to (3, 1) in I’ to embed (5)s.

Procedure of TDH

Scheme

so the cover pixel pair (4, 5) is replaced by (3, 5) in In the TDH scheme proposed by Chang et al., the refer-

I’ to embed (7)s.

ence matrix R used in the data embedding procedure also
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Figure 2: Two digital distributions in the 3 x 3 blocks

is used for the extraction of the embedded secret data. If
we assume that (pj,p;,,) is a pixel pair of the stego im-
age, it clearly can be mapped to R(p;,p;,,) in R. The
element R(p},pj, ) is just the embedded secret digit. The
embedded secret data is obtained exactly from all of the
extracted secret digits.

3 Proposed Secret Image Sharing
Scheme

After studying the TDH scheme [4] proposed by the
Chang et al., we propose an improved turtle shell-based
scheme with better image quality and faster data embed-
ding process for its shortcomings. First, a reference ma-
trix is constructed by the same process used in Chang et
al.’s scheme. Both schemes are constructed based on
hexagonal turtle shells. Then, each pixel pair of the cover
image is used to carry three bits through the reference ma-
trix to obtain the stego image. Unlike the TDH scheme,
the method of locating the secret digit in the reference
matrix of our scheme is simple and efficient, and it im-
proves the quality of the stego image.

3.1 Secret Data Embedding

Let I be the cover image of size M x N and E be the bi-
nary secret data stream. A pixel pair of I is represented
as (pi, pit+1), wherei = 1,3, ..., M x N —1. The reference
matrix R used in our proposed scheme is shown in Fig-
ure 1. A pixel pair, (p;, pit+1), is simultaneously used as a
coordinate in R corresponding to an element R(p;, pit1)-
For example, in Figure 1, the pixel pair (2, 3) is mapped
to the element R(2,3), and its value is 1. The detailed
process steps for embedding secret data into each pixel
pairs are shown below:

Step 1. Sequentially, read a 3-bit secret data from E and
convert it to an octal secret digit n;, where n; € [0, 7].

Step 2. Read a pixel pair (p;,pi+1) of I and map it to
a 3 x 3 block, which contains R(p;, p;+1). There are
two cases to deal with.

Case 1: If the coordinate (p;, p;+1) can be the cen-
tral point of a 3 x 3 block, then the block is set
to the candidate block B.

Case 2: If the coordinate (p;,p;+1) cannot be the
central point of a 3 x 3 block, then it will be
subdivided into two cases.

Case 2.1: If (0 < p; < 255,pi+1 = 0)or (0 <
pi < 255,pip1 = 255) or (p; = 0,0 < piy1 <
255) or (p; = 255,0 < p;y1 < 255), the 3 x 3
block whose center point coordinate of one of
its edges is (pi, pi+1) is the candidate block B.

Case 2.2: If (p; =0, pis1 =0) or (p; =0, pit1 =
255) or (p; = 255, piy1 = 0) or (p; = 255,
pit1 = 255), the 3 x 3 block containing coor-
dinate (p;, pi+1) is the candidate block B.

Step 3. Search for the secret digit, n;, in B. If the ele-
ment R(p},pj, ) equal to n;, change the cover pixel
pair (ps,piy1) to (pj, piy1), which is a pixel pair of
the stego image I'.

Step 4. Repeat Steps 1-3 until all pixel pairs of I are
processed.

Step 5. Output I’.

In our scheme, any secret digit n; can be found in the
3 x 3 block B. Our proof is given as below. Let v be
the digit in the lower left corner of B. According to the
construction of the turtle shell we are using, in general,
the form of the other digits will be arranged as shown
in Figures 2(a) and 2(b). Since the range of n; is from
0 to 7, the numbers from v to v + 7 are to be executed
by module 8 when they are greater than 7. Therefore,
the numbers represented from v to v+ 7 certainly contain
eight numbers from 0 to 7. After the above process is
completed, a stego image I’ is produced.

Example 2. Assume that the secret data in binary
form is (101000110)s, it can be converted to octal stream
(506)s. And assume that (3, 5), (5, 0), and (0, 0) are the
three cover pizel pairs that will be used to embed the three
octal digits. The following processing steps show the pro-
cesses of embedding three octal digits into the pixel pairs,
and the embedded results are shown in Figure 3.
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1) Embed (5)s into pixel pair (3, 5)

The pixel pair (3, 5) is mapped to R(3,5) and a 3 x 3
block B centered on R(3,5) is determined. It is Case
1, and the octal digit (5)s in B is found at (3, 4).
Then, the pixel pair (3, 5) in [ is changed to (3, 4)
in I’ for embedding (5)s.

2) Embed (0)s into pixel pair (5, 0)

The pixel pair (5, 0) is mapped to R(5,0), but any
3 x 3 block centered on R(5,0) cannot be found. The
element R(5,0) is at the boundary of R. It is Case
2.1, and the corresponding 3 x 3 block B is marked
in Figure 3. The secret digit (0)g in B is found at (6,
1). Therefore, the pixel pair (5, 0) in I is changed to
(6, 1) in I’ for embedding (0)s.

3) Embed (6)s into pixel pair (0, 0)

The pixel pair (0, 0) is mapped to R(0,0), which
is located at the corner of R. It is Case 2.2, and
the corresponding 3 x 3 block B also is marked in
Figure 3. The secret digit (6)s in B is found at (1,
2). Thus, the pixel pair (0, 0) in I is changed to (1,
2) in I’ for embedding (6)s.

3.2 Extraction of Secret Data

When a stego image I’ of size M x N is received, the
proposed scheme can accurately extract the secret data
embedded therein. First, the receiver constructs a refer-
ence matrix, R, used in the secret data embedding pro-
cess. Second, all pixel pairs in I’ are read sequentially
and mapped as coordinates to R. Let (pj, p; ) be a pixel
pair in I’, and R(p},pj, ) is the corresponding mapping
element in R, wherei =1,3,..., M xN—1. Then, the el-
ement R(pj,p;, ) is the octal secret digit embedded in the
pixel pair (pj, pj,,). The extracted secret digits will be se-
quentially concatenated together to form an octal stream.
After all the pixel pairs in I’ have been processed in this
way, a complete octal secret stream is obtained. The octal
secret stream is then converted to a binary stream, and
the receiver successfully extracts the secret data from I’.

Example 3. Assume that the pizel pairs (3, 4), (6, 1),
and (1, 2) are consecutive pizel pairs in the stego image
I' generated in Example 2. We now extract the secret
data embedded in them. In R, the elements corresponding
to coordinates (3, 4), (6, 1), and (1, 2) are R(3,4) =
(5)s, R(6,1) = (0)s, and R(1,2) = (6)s, respectively. The
obtained octal digits are connected one by one to form an
octal stream (506)s. Finally, the octal stream is converted
to a binary stream (101000110)2, which is the embedded
secret data.

4 Experimental Results

Some experiments were conducted on some test images
to illustrate the correctness of the proposed scheme. Our
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experiments were conducted in MATLAB 8.0 software in
a personal computer configured Intel(R) Core (TM) i7-
3770 @ 3.40 GHZ and 8 GB of memory, and the operating
system was installed is Windows 10 Education 64 bits.

4.1 Experiment Design

Eight original grayscale images, namely, Airplane, Ba-
boon, Boat, House, Elaine, Lena, Man, and Peppers, were
tested as cover images in our experiment. All test images
had 512 x 512 pixels. The secret data used in the exper-
iment consisted of a binary stream formed by randomly-
generated, binary bits. The original grayscale test images
are shown in Figure 4.

In the proposed scheme, the peak signal-to-noise ratio
(PSNR) score is used to evaluate the quality of the stego
image, which is defined as Equation (1):

2552
= 1010&0@’ (1)

where MSE represents the mean square error of the
stego image and the cover image, which is defined in Equa-
tion (2).

PSNR

MSE =

(2)

1 M N
MxNZZ(X”_Y”)'

i=1 j=1

where M and N represent the height and width of the
image, respectively, and X;; and Y;; are the values of the
pixels of the stego image and the cover image, respec-
tively. Equations (1) and (2) indicate that there is an
inverse relation between PSNR and MSE, i.e., the lower
the MSE value is, the higher the PSNR value becomes.
A higher PSNR value indicates that there is a smaller
difference between the two images.

Another performance measurement we used to evaluate
the data hiding capacity is the embedding capacity (EC),
which represents the number of binary bits that can be
embedded in a cover image. The EC' of our scheme also is
compared with the FC of TDH scheme, and Table 1 shows
the results. Table 1 indicates that the EC of the proposed
scheme had the same value as that of the TDH scheme,
reaching 1.5 bpp. Average image qualities of 49.72 dB
and 50.14 dB are achieved by the TDH scheme and the
proposed scheme, respectively. In addition, the average
execution time of the TDH scheme is 0.67 second, and
for the proposed scheme, it is 0.58 second. Obviously,
the proposed scheme gains better quality of stego images
than the TDH scheme proposed by Chang et al., and its
computational cost for embedding data is less than that
of Chang et al.’s TDH scheme.

To understand the visual qualities of the stego images
of the TDH scheme and the proposed scheme, two sets of
stego images produced by the two schemes are provided
in Figures 5 and 6, respectively. Compared to the cover
images shown in Figure 4, it is difficult to distinguish
the difference between the stego images and the original
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Figure 4: Grayscale test images
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Figure 5: Stego images of Chang et al.’s scheme

{c) Boat
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Figure 6: Stego images of the proposed scheme
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Table 1: Central point bits of the binary block and its corresponding shadow blocks

Cover Images Chang et al.’s scheme (TDH) Proposed scheme
PSNR | EC | Running Time | PSNR | EC' | Running Time
Airplane 49.75 1.5 | 0.64 50.17 1.5 | 0.60
Baboon 49.75 1.5 | 0.75 50.16 1.5 | 0.60
Boat 49.75 1.5 | 0.67 50.16 1.5 | 0.58
Elaine 49.75 1.5 | 0.67 50.17 1.5 | 0.58
House 49.76 1.5 | 0.69 50.16 1.5 | 0.58
Lena 49.75 1.5 ] 0.63 50.17 1.5 | 0.59
Peppers 49.76 1.5 | 0.68 50.18 1.5 | 0.58
Man 49.48 1.5 | 0.68 49.93 1.5 | 0.56
Average 49.72 1.5 | 0.67 50.14 1.5 | 0.58

images. In other words, the visual qualities of the stego
images of the two schemes are very good.

4.2 Analysis of the Experimental Results

In the data embedding process, the area for searching for
the secret digit in our scheme is in a certain 3 x 3 block,
while the search scope of Chang et al.’s scheme is in turtle
shells or some 3 x 3 blocks. Due to the structural features
of the turtle shell, there will be some cases in which the
secret digit within the turtle is far from the element that
corresponds to a cover pixel pair. For example, the dis-
tance between R(3,3) and the secret digit 7 inside the
turtle shell reaches 2. And in our scheme, the secret digit
7 at (2, 2) is selected, and the distance is , which is less
than 2. The cover pixel pair is replaced with the coor-
dinate value of the nearest element to embed the secret
digit, resulting in a small change in the cover pixel value.
Thus, the MSE value computed by Eq. (2) is small, and
the PSNR value is high. Therefore, the proposed scheme
outperforms the TDH scheme proposed by Chang et al.
in the quality of the stego images.

In terms of running time, the range of looking for the
secret digit in our scheme is only a 3 x 3 block, while this
search range in Chang et al.’s scheme is in a set that may
involve more than one turtle shell or one 3 x 3 block, so
the proposed scheme consumes less computational cost.

The above analysis shows that the proposed scheme
outperforms the TDH scheme proposed by Chang et al.
in terms of implementation efficiency and image quality.
The experimental results validated this analysis.

5 Conclusions

An improved turtle shell-based data hiding scheme is pro-
posed in this paper. The reference matrix used in the
proposed scheme is the same as that in the TDH scheme.
But, in the proposed scheme, a 3 x 3 block instead of
a hexagon is used to perform the search for the element
of the corresponding secret digit in the reference matrix.
This improvement reduces the distortion of the embedded

image and speeds up the search for elements for data em-
bedding. The experimental results show that our scheme
improves the visual quality and processing speed com-
pared to the TDH scheme, in which the image quality
is improved by an of 0.42 dB and the execution time is
reduced by an average of 0.09 seconds.
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