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Abstract

To establish secure channel for network communication
in open and distributed environments, authenticated key
agreement protocol is an important primitive for estab-
lishing session key. So far, a great deals of identity-based
protocols have been proposed to provide secure mutual
authentication and common session key establishment in
two-party setting for secure communications in the open
environment. Majority of the existing authenticated key
agreement protocols only provide partial forward secrecy.
Therefore, such protocols are unsuitable for real-world
applications that require a stronger sense of perfect for-
ward secrecy. In this paper, we present a secure two-
party identity-based authenticated key agreement proto-
col with achieves most of the required security attributes.
We also show that the scheme achieves the security at-
tributes include known-key secrecy, perfect forward se-
crecy, PKG forward secrecy, key-compromise imperson-
ation resilience, unknown key-share resilience, no key rev-
elation and known session-specific temporary key infor-
mation secrecy and also proposed algorithm achieves the
shorter run time, lower computation cost, lower commu-
nication cost, and a more effective storage method. In
addition, the adversary can not compromise the agreed
session key.

Keywords: Identity-Based Cryptography; Key Agreement;
Perfect Forward Secrecy; PKG Forward Secrecy

1 Introduction

Key agreement protocol is used to provide secure commu-
nications in open and distributed environments [4]. Key
establishment is a process whereby two (or more) entities
can establish a shared secret key (session key) after mes-
sage interactions. There are two different approaches to
key establishment between two entities. In one scenario,
one entity generates a session key and securely transmits
it to the other entity, this is known as enveloping or key
transport [11,15].

In order to provide authentication for the key agree-
ment protocol, public key certificate is often used in the
traditional PKI setting. This require the parties to obtain
and verify certificates whenever they want to use a specific
public key and the management of public key certificates
remains a technically challenging problem. Adi Shamir
introduced the identity-based cryptography in 1984 [16].
His idea was to allow parties to use their identities as
public keys. With the help of Private Key Generator
(PKG), the users attain their private keys and perform
cryptographic tasks subsequently. Authentication with-
out the help of public key certificate is the major advan-
tage of identity-based cryptography. Therefore,identity-
based key agreement protocols without pairing may be
more appealing in practice.

Two-party authenticated key agreement (AK) protocol
not only allows parties to compute a session key known
only to them but also ensures the authenticity of the par-
ties [12,15]. This secret session key can be used to provide
privacy and data integrity during subsequent sessions. A
key agreement protocol is said to provide implicit key au-
thentication (of Bob to Alice) if Alice is assured that no
other entity besides Bob can possibly ascertain the value
of the secret key. A key agreement protocol that provides
mutual implicit key authentication is called an authenti-
cated key agreement protocol (or AK protocol) [9]. A key
agreement protocol provides key confirmation (of Bob to
Alice) if Alice is assured that Bob possesses the secret
key. A protocol that provides mutual key authentication
as well as mutual key confirmation is called an authenti-
cated key agreement with key confirmation protocol (or
an AKC protocol).

In this study, an effective and secure authenticated key
agreement (AK) protocol is proposed based on a secure
one-way hash function, discrete logarithm problem. By
comparing the proposed algorithm with other similar al-
gorithms, we found out that the proposed algorithm had
a shorter run time, a lower computation and communi-
cation cost, and a more effective storage method. We
also investigated the fundamental characteristics of hash
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functions by arguing that, as these functions cannot be
executed computationally via inverse operators, their ap-
plication in the proposed algorithm would provide further
protection against known cyber attacks.

It is desirable for any authenticated key agreement pro-
tocol to possess the following security attributes:

Known-key secrecy. The overture of one secret ses-
sion key should not compromise other session keys.
Therefore key agreement can prevent to compromise
session keys and the insider, replay, parallel session,
reflection, and man in the middle attacks.

Forward secrecy. If long-term private keys of one or
more of the entities are compromised, the secrecy
of previously established session keys should not be
affected. We say that a system has partial forward
secrecy if the compromise of one (or more but not
all) of the entities’ long-term keys can be corrupted
without compromising previously established session
keys, and perfect forward secrecy means if the long-
term keys of all the entities involved may be cor-
rupted without compromising any session key previ-
ously established by these entities. In order to resis-
tance against comprehensive research attack for re-
covery of secret random number the better way is
that the length of the random number should be
greater than secret session key. Therefore, random
numbers are required for safekeeping confidential in-
formation(secret session key). Remember that Leak-
ing the server’s secret key can lead to the risk of the
session keys being discovered.

PKG Forward Secrecy. The PKG’s master key may
be corrupted without compromising the security of
session keys previously established by any users. It
certainly implies the perfect forward secrecy.

Key-compromise impersonation resilience. For an
entity called Alice, the compromise of an entity Al-
ice’s long-term private key will allow an adversary
to impersonate Alice, but it should not enable the
adversary to impersonate other entities to Alice.

Unknown key-share resilience. An entity Alice
should not be able to be coerced into sharing a key
with any entity Eve when in fact entity Alice thinks
that he is sharing the key with another entity Bob.

Known session-specific temporary information
secrecy [13]. Some random private information
is used as an input of the session key generation
function. The revelation of this private temporary
information should not compromise the secrecy of
(other) generated session key. Known session-specific
temporary information secrecy was first explored
and discussed by Canetti-Krawczyk in [1]. Generally,
this important security attribute requires that if
the ephemeral secrets of a session are accidentally
leaked to the adversary, the secrecy of the specific

session key should not be affected. This revelation
is reasonably not partial as it may happen in
some practical scenarios. In 2009 and 2010, Cao
etc. [2, 3] proposed two pairing-free identity-based
authenticated key agreement schemes with two or
three passes (one round). They all achieved the
basic security attributes without pairing operation.
However, we find that their protocols do not offer
an important security feature, namely known ses-
sion specific temporary information secrecy, which
considers the impact of ephemeral secrets exposure
in affecting the secrecy of the session key.

No key control. Neither entity should be able to force
the session key to be a preselected value. Key es-
crow [14] is desirable under certain circumstances es-
pecially in certain closed groups applications. For
example,escrow is essential in situations where con-
fidentiality as well as survey trail are legal require-
ments, such as secure communications in the health
care profession. So far, some identity-based authen-
ticated key agreement protocols in the escrow mode
(e.g. [5, 14, 18, 20, 21]) were proposed. But most of
them did not provide perfect forward secrecy at-
tribute. Although Shim [17] proposed a protocol To
be claimed to provide such a property, it was later
found to be vulnerable to the manin-the-middle at-
tack [19]. In 2006, Gentry proposed an identity-based
encryption system [7] that is fully secure in the stan-
dard model and has several advantages over previous
such systems, Its complexity assumption is called the
truncated q-ABDHE. Based on the work of Gentry,
we present a new two-party identity-based authenti-
cation key agreement protocol that can be used in the
escrow mode, whilst it achieves the perfect forward
secrecy attribute.

The remainder of this paper is organized as follows.
Section 2 gives the necessary technical backgrounds and
reviews of the identity-based encryption scheme of Gen-
try and the scheme of Cao et al.. In Section 3, we put
forward our new proposed scheme. In Section 4, we give
the security analysis and efficiency of the proposed proto-
cols, as well as comparisons over comparably protocols. In
this paper, we discuss this problem in detail and give an
improved one round scheme with efficient computational
performance. Finally, we draw some conclusions.

2 Technical Backgrounds

2.1 Bilinear Maps

Let G1 and G2 are two (multiplicative) cyclic groups
of prime order p, g is a generator of G1, assume that
the discrete logarithm problem (DLP) is hard in both
G1 and G2. An admissible pairing e is a bilinear map
e : G1 × G1 −→ G2, which satisfies the following three
properties [11]:
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Table 1: Notations

Symbol Definition Symbol Definition
ID User ID (User Identiiy) Not + Operator XOR
G Cyclic Additive Group Fp Prime Finite Field
G1 , G2 Multiplicative Cyclic Group H(0) Secure Scrambling Function
PKG Private Key Generator Z∗p Multiplication Group p

AK Authenticated Key ‖ Concatenation Operation
SK Session key X (modp) Remainder of X:p
Ppub Public Key rID Random
e Bilinear Map ECC Elliptic Curve Cryptography
DLP Discrete Logarithm Problem CDH Computional Dffe-Hellman Assumption

• Bilinear: for all u, v ∈ G1 and a, b ∈ Z∗p , we have

e (ua, va) = e (u, v)
ab

;

• Non-degenerate: e (g, g) 6= 1;

• Computable: If u, v ∈ G1, one can compute e (u, v) ∈
G2 in polynomial time efficiently.

2.2 Elliptic Curve Groups

y2 =
(
x3 + ax + b

)
mod P with, a, b ∈ ZP and 8a3 +

81b2 mod p 6= 0. The points on E/Fp together with an
extra point 0 form a group

G = {(x, y) : x, y ∈ Fp, E(x, y) = 0}U, o.

G is a cyclic additive group under the point addition “+”
defined as follows: Let p, q ∈ G, l to be the line contain-
ing p and q (tangent line to E/Fp if p = q), and R, the
third point intersection of l with E/Fp at R, o and p + q
Scalar multiplication over E/Fp by an integer is defined
by repeating addition, i.e. kp = p + p + · · ·+ p(k).

3 The New Proposed Scheme

In this section, we propose an efficient perfect forward
secure one-round identity based authenticated key agree-
ment protocol without pairing, which achieves almost
all the known security attributes, especially the known
session-specific temporary information secrecy. At the
same time, it is more computational efficient than the
other comparable schemes.The security of the protocol
can be reduced to the CDH assumption in the random
oracle model. The protocol consists of three phases,
i.e. Setup, Key Generation and Key Agreement.
These three phases are almost as same as that of Cao’s
schemes [2] with slight modification, and the generation
of the session key is different. we would like an escrowable
identity-based key agreement protocol in which the user’s
session key could be recovered by the PKG whilst the
others couldn’t recover the user’s past session keys even

the long term key of user was compromised. The proto-
col involves three entities: two users called Alice and Bob
who wish to establish a shared secret session key, and a
PKG that is responsible for the creation and distribution
of users’ private keys using its master key. The protocol
consists of four phases, i.e. Setup, Key Generation
and Key Agreement and Correctness Verification.
In order to keep the integrity of description of the proto-
col, We give the brief description as below:

Setup: To provide a private key generation service, the
private key generator (PKG) first generates the sys-
tem parameters and its public/private key pairs
as follows. Given a security system parameter k,
the private key generator (PKG) chooses the tuple
{E/Fp, G, p} as defined in Section 2, choose the mas-
ter private key x ∈ Z∗p , calculates the public key of
PKG as Ppub = kpx. And then choose two groups of
prime order p, three secure cryptographic hash func-
tions and one the bilinear map, i.e. G,Gt: groups of
prime order p; e : G×G −→ Gt: The bilinear map:

H1 : {0, 1}∗ ×G −→ Z∗p

H2 : {0, 1}∗ × {0, 1}∗ ×G×G×G −→ {0, 1}k

H3 : {0, 1}∗ × {0, 1}∗ ×G×G×G×G −→ {0, 1}k

Let g, p, t ∈ G, t = gx mod p, gT = e(g, t) ∈
Gt. The public key of the PKG Then the
PKG publishes the system public parameters as
< E/Fp, G, Ppub, t, gT , H1, H2, H3 > and the master
private key of the PKG is x.

Key Generation: To generate a private key for the
identity Z∗p , the PKG generates a long-term pri-
vate key for user identity as bellow. For a user
whose identity rID ∈ Z∗P , rID 6= x, the PKG gen-
erates a random rID ∈ Z∗P , it always assigns iden-
tical rID for a given identity ID and computes

RID = (kp−rID )

1

(x− ID) , hID = H1(ID‖RID) and
outputs the private key as dID =< RID, sID >,
where sID = rID +hIDx. The long-term private key
of user with identity ID is transmitted to him via a
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secure out-of-bound channel. The user with identity
ID can verify his long-term private key by check-
ing the equation sIDP = RID + H1(ID ‖ RID)Ppub.
The long-term private key is valid if the equation
holds and vice versa. Suppose there are two entities
called Alice (act as the initiator) and Bob (act as the
responder) who want to establish the session key.

Key Agreement:
Alice and Bob are two entities who want to establish
a shared session key with implicit key authentication
by running the following protocol. We use IDA and
IDB to demonstrate the identification strings of Al-
ice and Bob (It could be E-mail address or any other
strings). The protocol is a 2-pass procedure, the de-
tails are as follows.

Scheme 1.

1) A −→ B : {IDA, RA}. B chooses b ∈ Z∗p
and computes the message

TB = g
b(RA+H1(IDA‖RA)Ppub)
B mod p.

2) B −→ A : {IDB , RB , TB}. A chooses a ∈
Z∗p and computes the message

TA = g
b(RB+H1(IDB‖RB)Ppub)
A mod p.

3) A −→ B : {TB}. B computes

KBA = (b + 1) s−1B TA+H1 ((IDA‖RA) ppub)+bp

and

SKBA = H2 (IDA‖IDB‖TA‖TB‖KBA) .

Finally A computes

KAB = (a + 1) s−1A TB+H1 ((IDB‖RB) ppub)+ap

and

SKBA = H2 (IDA‖IDB‖TA‖TB‖KBA) .

Correctness Verification:
At the end of the protocol execution, Alice and Bob
will agree on the same session key. We can easily ver-
ify that sk = SKBA = SKAB From the form of and
SKBA and SKAB , we can know that if the adversary
acquired the session-specific ephemeral secrets a and
b, he can not learns the session key SKBA or SKAB ,
because he can not compute H1((IDA‖RA)ppub), TA,
TB and too s−1A , s−1B . Because hash function inverse
is computationally infeasible without knowing server
’s secret key. So this scheme does to gain the ad-
ditional security attribute - Known session-specific
temporary information secrecy. It is easy to validate

that

KAB = (a + 1) s−1A TB + H1 ((IDA‖RA) ppub) + ap

= as−1A TB + s−1A TB + H1 ((IDA‖RA) ppub) + ap

= abp + ap + bp + sBp

= bap + bp + ap + sAp

= bs−1B TA + s−1B TA + H1 ((IDA‖RA) ppub) + bp

= (b + 1) s−1B TA + H1 ((IDA‖RA) ppub) + bp

= KAB .

So we get the same agreed session key with sk =
SKBA = SKAB .

Scheme 2.

1) A −→ B : {IDA, RA, TA}.
The initiator A chooses a random
ephemeral key a ∈ Z∗p and compute
the message TA = ap;

2) B −→ A : {IDB , RB , TB}
On receiving the message from A, The re-
sponder B chooses a random ephemeral key
and compute the message TB = bp; Finally,
A computes

KAB = (TB + RB + H1((IDB‖RB)Ppub) ·
(a + sA);

SKAB = H3(IDA, IDB , TA, TB ,KAB).

B computes

KAB = (TA + RA + H1((IDA‖RA)Ppub) ·
(b + sB);

SKBA = H2(IDA, IDB , TA, TB ,KBA);

It is easy to validate that

KAB = (TB + RB + H1((IDB‖RB)Ppub) ·
(a + sA);

= (bP + sBP )(a + sA)

= (aP + sAP )(b + sB)

= (TB + RB + H1((IDB‖RB)Ppub) ·
(b + sB)

= KBA

= (a + sA)(b + sB)P

= abP + asBP + bsAP + sAsBP.

We can verify that sk = SKBA = SKAB .

4 Analysis of Security and Effi-
ciency

In this section, we give the general analysis of security
and efficiency, as well as comparisons over comparable
protocols.
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A. Security Analysis.
We informally declare that our new proposed scheme
has several desirable security attributes, such as
known-key secrecy, PKG forward secrecy, key-
compromise impersonation resilience, unknown key-
share resilience, and no key control. Especially,
this scheme achieves the perfect forward secrecy at-
tribute.

1) Known-key secrecy.
If one session key is compromised, this does not
mean that any other session keys are compro-
mised. The fact is that each run of the protocol
computes a different session key which depends
on the ephemeral private keys x and y. While x
and y were selected randomly by Alice and Bob
independently.

2) Key-compromise impersonation resilience.
Suppose an adversary called Eve who knows Al-
ice’s long term private key wishes to masquer-
ade as Bob to Alice. Although Eve could de-
clare with Bob’s identity and send TB to Alice,
but without knowing the private key of Bob, he
couldn’t use KAB to compute the identical ses-
sion key as same as that of Alice.

3) Unknown key-share resilience.
In order to attack this protocol, the adversary
is required to learn the private key of some en-
tity. In fact, Chen and Kudla [5] has pointed out
that the unknown key-share resilience attribute
is implied by the implicit key authentication.

4) No key control.
In this protocol, x and y are selected by Alice
and Bob randomly, neither entity is able to force
the session key to be a preselected value. If the
adversary Eve modified the exchanged message
with such purpose, Alice and Bob can hardly
compute the same session key.

5) Key agreement secrecy.
The overture of one secret session key should
not compromise other session keys. Therefore
key agreement can prevent to compromise ses-
sion keys and the insider, replay, parallel ses-
sion, reflection, server spoofing, and man in the
middle attacks. In order to resistance against
comprehensive research attack for recovery se-
cret random number is better the length of the
random number to be greater than secret ses-
sion key.Therefore, random numbers and ses-
sion keys are required for safekeeping confiden-
tial information(secret session key).Remember
that Leaking the server’s secret key can lead to
the risk of the session keys being discovered.

6) Perfect forward secrecy.
If the long term keys of two parties involved
were compromised, one (except the PKG)
could compute KAB1

, KBA1
and <asBP , bsAP ,

sAsBP, TA, TB , s
−1
A , s−1B , H1 ((IDB‖RB)Ppub) >

but he couldn’t compute KAB2
and KBA2

with-
out knowing same agreed session key with
SKBA = SKAB .

In order to compute KAB1 , KBA1 , KAB2 and
KBA2 at two proposed schemes , one should
solve the Computational Diffie-Hellman hard
problem and inverse one-way hash function.

7) PKG forward secrecy.
If the adversary acquired the system master
key of PKG, it means that the adversary can
also acquire the private key of both Alice and
Bob. It still couldn’t compute . In order to
compute , one should solve the Computational
Diffie-Hellman problem and other inverse one-
way hash function.

8) Known session-specific temporary information
secrecy.
If the adversary knew the ephemeral session
secrets a and b but not the long-term key of
both, then he could only compute < abP , asBP ,
bsAP,RID > but not sAsBP, sID.

In order to compute sAsBP , one need to acquire
at least one of the long term private key of Alice
and Bob. It is still a Computational Diffie- Hell-
man hard problem. In this scheme, the compu-
tation of KAB or KBA needs only two scalar ad-
dition and two scalar multiplication operations.
If we consider the preprocessing of computation
of RID +H1 ((IDID‖RID)Ppub), then the com-
putation cost is only one scalar addition and one
scalar multiplication. It is more efficient than
that of Cao’ s scheme.

9) Resistance to the Modification Attack.
In the proposed protocol, each authentication
message is supported via a new secret random-
ized number and accompanied by a one-way
hash function. Without this randomized num-
ber, the attacker is unable to calculate the cor-
rect hash function value for authenticating the
ID message. For this reason, it is very difficult
to generate a manipulated message from n valid
message.

10) Resistance to Disclosure Server’s Secret Key At-
tack.

Proof. Even if the server’s secret key x is
disclosed, the attacker would not be able
to retrieve IDID and hID from RID +
H1 ((IDID‖RID)Ppub). Since, due to using
only one H(0) function method, the server can
easily change/modify the secret key x and re-
turn it to the smart card. Remember that Leak-
ing the server’s secret key can lead to the risk
of the session keys being discovered.

11) Resistance to the Server spoofing Attack.
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Proof. In this type of attack, a attacker can-
not masquerade as a legal server since he can-
not calculate sAsBP, sID and RID without first
identifying IDID, rID and x.

Therefore, the server would not be able to com-
pute sk = SKBA = SKAB without identifying
IDID. In addition, the session key is differ-
ent for the same user at different sign-in ses-
sions. As a result, the proposed scheme is se-
cured against the server deception attack.

12) Resistance to the Parallel Session Attack.

Proof. Assuming that the attackers can,
through replaying the sign-in request message
{IDA, RA}, {IDB , RB , TB} turn themselves
into an authorized user (Ui) within the valid
time frame. However, in such a case, they would
not be able to calculate sk = SKBA = SKAB

in the next step since the confirmation message
does not contain all the data required for es-
tablishing the next steps. Because, the security
of the proposed scheme authentication message
against the parallel attack would depend on the
complexity of the logarithmic calculations over
GF (p), one-way hash function, Elliptic Curve
Groups and the Diffie–Hellman key agreement
protocol.

13) Resistance to the Insider Attack.

Proof. If an immune insider server
obtains the confidential information
< abP, asBP, bsAP,RID >, he would not
be able to extract similar sensitive information
sAsBP, sID and RID + H1 ((IDID‖RID)Ppub).
Because it is computationally infeasible to
invert the one-way hash function h(0). In
addition, solving a discrete logarithm problem
has been a difficult task. The session key
agreement also acts against the insider attack
procedures.

14) Resistance to the Replay Attack (Re-execution
Attack).

Proof. We can assume the attackers have man-
aged to impersonate the sign-in request message
to replay the same sign-in message {IDA, RA},
{IDB , RB , TB} to the server. However, it would
not be easy for the server to discover the replay
attack through examining the protocol com-
bines with the random numbers and timestamp.
In this case, if the attacker re-executes an old
message on the part of the server, then the
server can easily discover the re-execution at-
tack by comparing sign-in message with the cur-
rent random number and timestamp. Therefore

the proposed scheme is protected from the re-
play attack.

B. Comparison with Existing Protocols.
One example of an identity-based authenticated key
agreement protocol in the escrow mode is the pro-
tocol proposed by Chen and Kudla [5]. A draw-
back with this protocol (and also of Smart’s identity-
based authenticated key agreement protocol [18]) is
that it does not provide perfect forward secrecy at-
tribute. Although Shim [17] proposed a protocol that
is claimed to provide such an attribute, it was later
found to be vulnerable to the man-in-the-middle at-
tack [19]. In 2005, Wang [21] proposed an identity-
based authenticated key agreement protocol which
achieves perfect forward secrecy in the escrow mode,
it needs to do 3 exponentiation in G, one multipli-
cation in G, and one pairing. Our protocol needs to
do one exponentiation in G, 4 exponentiation in GT ,
and one pairing. The computational efficiency of two
schemes is almost the same. It is more efficient than
that of Cao’s scheme, because it can prevent to com-
promise session keys and the insider, replay, parallel
session, reflection, server spoofing, and man in the
middle attacks.

5 Conclusions

Perfect session-specific temporary information secrecy is
an important security attribute for authenticated key
agreement protocols (in both escrow and escrowless
modes). We presented an identity-based authenticated
key agreement protocol that is secure in the escrow mode.
We demonstrated that our proposed protocol provides al-
most all of the known security attributes, especially the
perfect session specific temporary information secrecy at-
tribute with nice computational efficiency than reported
other schemes.
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