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Abstract
Recently, Xiong et al. have proposed a secure data selfdestructing scheme [IEEE TCC, vol. 2, no. 4, pp. 448458, 2014] in cloud computing. The scheme aims to
solve some important security problems by supporting
user-defined authorization period and by providing finegrained access control during the period. The sensitive
data will be securely self-destructed after a user-specified
expiration time. In this note, it shows that the scheme
is flawed because its decryption mechanism is incorrect.
The consistency between encryption mechanism and decryption mechanism is not kept. We also show that it
seems difficult to revise its decryption mechanism.
Keywords: Attribute-based Encryption; Cloud Computing; Data Self-destructing Scheme; Fine-grained Access
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1

Introduction

Cloud computing greatly benefits data mining, computational financing, and many other data-intensive activities
by supporting a paradigm shift from local to networkcentric computing and network-centric content. It enables
customers with limited computational resources to outsource large-scale computational tasks to the cloud [20–
22, 27, 28, 31].
Attribute-based encryption (ABE), introduced by Sahai and Waters, is a type of fuzzy identity-based encryption. In the scenario, a user’s identity is composed of a
set of strings which serve as descriptive attributes of the
user, and the sender only needs to know the receivers’
description in order to determine their public key. ABE
has attracted much attention [14]. For example, Lewko,
Waters, Pirretti, Goyal, Yamada, et al. [1, 25, 37] studied
the construction of ABE systems and its shortcomings.
Ostrovsky, Sahai, and Waters [29] investigated some nonmonotonic access structures of ABE. Bethencourt, Sahai,
Waters, and Goyal, et al. proposed some ciphertext-

policy ABE schemes [2, 16, 33]. Chase and Chow [8, 9]
introduced the setting of multi-authority in ABE. Hohenberger and Waters [17] discussed oline/offline ABE.
In 2018, Cao et al. [4] discussed an inherent shortcoming of the cryptographic primitive of ABE. Notice that
these ABE schemes do not support user-defined authorization period and secure self-destruction after expiration for privacy-preserving of the data lifecycle in cloud
computing, because of the lacking of time constraints.
The cryptographic primitive of data self-destructing,
introduced by Geambasu et al. [15], enables users to control over the lifecycle of the sensitive data. Recently,
Xiong et al. [36] employed identity-based timed release
encryption algorithm [6] and the distributed hash table network and proposed a full lifecycle privacy protection scheme for sensitive data. The time-specific encryption [30] is an extension of timed release encryption
(TRE) [6]. In TRE, a piece of protected data can be encrypted in such a way that it cannot be decrypted (even
by a legitimate receiver who owns the decryption key for
the ciphertext) until the time (called the release-time)
that was specified by the encryptor. Most of the previous
TRE schemes do not consider the sensitive data privacy
after expiration [23, 24].
In 2013, Chen et al. [13, 38] investigated on achieving secure role-based access control on encrypted data in
cloud storage. In 2014, Chen et al. proposed two computation outsourcing schemes for linear equations and for
linear programming [10,11]. But the schemes are insecure
because the technique of masking a vector with a diagonal matrix is vulnerable to statistical analysis attacks [5].
The Wang et al.’s scheme for outsourcing linear equations
is flawed [3], too. Hsien et al. [7, 12, 18, 26, 32] have presented some good surveys on public auditing for secure
data storage in cloud computing.
In 2014, Xiong et al. [35] proposed a data selfdestructing scheme in cloud computing by using keypolicy attribute-based encryption with time-specified attributes. In the scheme, every ciphertext can only be
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decrypted if both the time instant is in the allowed time
interval and the associated attributes satisfy the key’s access structure. The scheme aims to provide an encryption mechanism with multipurpose, such as confidentiality, data self-destructing function, and flexible control on
legitimate receivers. In this note, we would like to stress
that Xiong et al.’s scheme is flawed because the user cannot finish the calculations in the decryption phase. Furthermore, we want to point out that it is difficult to simply
revise the decryption mechanism, because it requires that
the authority should share the secret exponents with the
user, which enables the user to decrypt any ciphertext.
The remainder of this paper is organized as follows.
It reviews Xiong et al.’s scheme in Section 2, and then
points out that the scheme has three drawbacks in Section 3. The first is that its consistency between encryption
mechanism and decryption mechanism is not kept, which
means a legitimate receiver cannot successfully recover
the plaintext. We then point out that the scheme cannot
be simply revised because the authority has to share the
session exponents with any legitimate user. We also explain the reason for setting lots of parameters in Xiong et
al.’s scheme.

2

Review of Xiong et al.’s Scheme

The entities in the scheme [35] comprises data owner, the
authority, time server, cloud servers, users, potential adversary. It consists of four phases: Setup, Encryption,
KeyGeneration and Decryption.

 Notice that the encryption mechanism is welldefined because of
CM = M · e(g1 , g2s ) = M · e(g y , g2s ) = M · e(g, g2 )sy .
That is, the encryptor can complete the phase by invoking the system’s parameters and the picked exponent s.
KeyGeneration. For non-leaf node x in access tree Υ,
the authority sets the degree dx of the polynomial qx
and its threshold value kx such that dx = kx − 1. For
the root node r, set qr (0) = y and choose other dr
points to completely define the polynomial qr . For
any other node x, set
qx (0) = qparent(x) (index(x))
and pick dx other points to define the polynomial qx
completely. Define a leaf node x ∈ SY in the tree as
an attribute which is constrained by a time instant
t0nx , where SY denotes the leaf node set of Υ. Set the
index nx = n0 − cx .
The authority picks rx , rx0 ∈ Zp , computes and sends
the following secret key d to the user:
0

d = {Dx,1 , Dx,2 , g rx , g rx , urnxx +2 , · · · , urTx ,
r0

where

Setup. Let G be a bilinear group of prime order p, e :
G × G → G0 be a bilinear map, where g ∈ G is
a generator. Let T be the maximum time in the
system, where |T | = n0 . Let U = {1, · · · , n} be the
universe of all attributes. The authority picks y ∈ Zp
and sets g1 = g y . Choose
g2 , u01,1 , · · · , u0n,1 , u01,2 , · · · , u0n,2 , u1 , · · · , uT ∈ G.
Set public parameters as

The master key is set as M SK =

Encryption. To encrypt a message M under a set of attributes Satt with every attribute i ∈ Satt , where i
is constrained by a time interval Ti0 ∈ [tmL,i , tmR,i ]
(the double-subscript notation tmL,i indicates that
the time is associated with the attribute hierarchy m
and the concrete attribute i), the data owner picks
s ∈ Zp , defines cL,i = n0 − mL,i and sets the ciphertext as
Satt , C = g s , CM = M · e(g, g2 )sy ,

s
mR,i +1 tj
{E = u0i,1 Πj=1
uj
,

s
cL,i T −tj
E 0 = u0i,2 Πj=1
uj
, Ti0 }i∈Satt

rx
x +1 tj
u0i,1 Πnj=1
uj

rx0
T −t
x
= g2−τx u0i,2 Πcj=1
uj j
q (0)+τx

Dx,1 = g2x
Dx,2



Decryption. This is a recursive algorithm from bottom
to up, performed by the user. For a leaf node x: If
tnx 6∈ [tmL,x , tmR,x ], the algorithm simply outputs ⊥.
Otherwise, it picks rx00 , rx000 ∈ Zp and computes

g, g1 , g2 , u01,1 , · · · , u0n,1 , u01,2 , · · · , u0n,2 , u1 , · · · , uT .
g2y .

r0

ucxx +1 , · · · , uTx , tnx }x∈SY ,

00

r

r 00

000

r

r 000

r

r 00

{a0 , g rR,x · g rx , umR,x
· umxR,x +2 , · · · , uTR,x · uTx }
R,x +2
r

r 000

L,x
L,x
x
{b0 , g rL,x · g rx , ucL,x
· uTx }
+1 · ucL,x +1 , · · · , uT

where
m

+1 t

m

R,x
R,x
a0 =Dx,1 (u0i,1 Πj=n
u j )rR,x (u0i,1 Πj=1
x +1 j

00
+1 tj rx
uj )

00
+1 tj rR,x +rx
uj )
000
cL,x T −tj rL,x
cL,x T −tj rx
b0 =Dx,2 (u0i,2 Πj=c
u
)
(u0i,2 Πj=1
uj
)
x j
000
cL,x T −tj rL,x +rx
=g2−τx (u0i,2 Πj=1
uj
)

q (0)+τx

=g2x

m

R,x
(u0i,1 Πj=1

It then calculates
DN =

e(g s , a0 ) · e(b0 , g s )
= e(g, g2 )sqx (0) .
00
000
e(E, g rR,x +rx ) · e(g rL,x +rx , E 0 )
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For a non-leaf node x with all nodes z that are the children 3.2 The Scheme cannot be Simply Reof x, use Lagrange’s interpolation method to compute
vised
Y
To revise the above equations, in KeyGeneration phase
(e(g, g2 )sqc (0) )4i,Sx0 (0)
Fx =
Dx,1 , Dx,2 should be replaced by
c∈Sx
Y
0 (0)
 rx

sqparent(c) (0) 4i,Sx
(e(g, g2 )
=
)
t
q (0)+τx
x
ujj
Dx,1 = g2x
u0i,1 Πnj=1
,
c∈Sx
Y
0


rx
cx −1 T −tj
e(g, g2 )sqx (i)·4i,Sx0 (0) = e(g, g2 )sqx (0)
=
Dx,2 = g2−τx u0i,2 Πj=1
uj
.
c∈Sx

Besides, it should specify that

Finally, for the root node r,

rR,x = rx ,

e(g, g2 )sqr (0) = e(g, g2 )sy

rL,x = rx0 .

 Notice that in the simple revision the authority has
to share the session exponents rx , rx0 with the user.
We now want to stress that the session exponents rx , rx0
M = CM /e(g, g2 )sy .
cannot be exposed to the user [19]. Otherwise, g2y will be
exposed to the user (inner adversary) and the user can
3 Cryptanalysis
freely recover any ciphertext. In fact, the adversary can
q (0)
recover the session key g2x by calculating
The Xiong et al.’s scheme involves lots of parameters and

−rx
secret exponents. It tries to link time intervals to atqx (0)
nx +1 tj
0
g
=D
D
u
Π
u
x,1
x,2
i,1 j=1
2
j
tributes and provides flexible access control strategy. But

−rx0
we find the scheme is flawed.
T −t
x
· u0i,2 Πcj=1
uj j
can be recovered. It then computes

3.1

The Consistency Between Encrypqr (0)
y
tion Mechanism and Decryption Consequently, the secret key g2 y= g2 will be recovered. Once the adversary obtains g2 , he can recover the
Mechanism is not Kept
plaintext by computing

It is easy to find that

CM /e(C, g2y ) = M · e(g, g2 )sy /e(g s , g2y ) = M.

• The true master key is y, not g2y . In KeyGeneration
phase, the authority has to directly invoke y and set
qr (0) = y. However, g2y is not invoked at all.
• It fails to check the consistency between encryption
mechanism and decryption mechanism. Concretely,
the user cannot finish the calculations of a0 , b0 and
DN . In fact,
m

+1 t

m

R,x
R,x
a0 =Dx,1 (u0i,1 Πj=n
u j )rR,x (u0i,1 Πj=1
x +1 j

 rx
q (0)+τx
x +1 tj
=g2x
u0i,1 Πnj=1
uj

m

+1 t

m

R,x
R,x
· (u0i,1 Πj=n
u j )rR,x (u0i,1 Πj=1
x +1 j

q (0)+τx

6=g2x

m

R,x
(u0i,1 Πj=1

00
+1 tj rx
uj )

00
+1 tj rR,x +rx
uj )
,

T −t

c

00
+1 tj rx
uj )

000
T −tj rx

c

L,x
j rL,x
L,x
b0 =Dx,2 (u0i,2 Πj=c
u
)
(u0i,2 Πj=1
uj
x j

rx0
T −t
x
=g2−τx u0i,2 Πcj=1
uj j

c

T −tj rL,x

L,x
· (u0i,2 Πj=c
u
x j

)

c

DN =

e(g s , a0 ) · e(b0 , g s )
00
000
e(E, g rR,x +rx ) · e(g rL,x +rx , E 0 )

6=e(g, g2 )sqx (0) ,

000
T −tj rx

L,x
(u0i,2 Πj=1
uj

000
cL,x T −tj rL,x +rx
6=g2−τx (u0i,2 Πj=1
uj
)
,

)

)

3.3

The Reason for Setting Lots of Parameters in the Scheme

In the past years, the general instruction for designing a
new cryptographic scheme is to build the new on some
preliminary schemes. Consequently, the method to introduce more parameters in a new scheme is broadly
adopted. To achieve different purposes, it is usual to set
different parameters separately. As a result, the whole
scheme becomes gross and the consistency between different phases becomes difficult to check.
The Xiong et al.’s scheme combined many techniques
developed in [15, 24, 34, 36]. It has to set lots of parameters, including that for representing the universe of all
attributes, time intervals, access tree and its nodes, session key, secret key, and master key. Thus, it becomes
more difficult to check the consistency as the quantity of
parameters increases. Moreover, the security argument
becomes gloomy, intricate and unintelligible. We would
like to remark that designing a cryptographic scheme with
all-sided characters is inadvisable in practice.

4

Conclusion

In this note, we show that Xiong et al.’s scheme is flawed.
We want to stress that the concepts of session key, secret
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