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Abstract

Signcryption is a useful primitive which simultaneously
provides the functions of encryption and signature. Cer-
tificateless cryptography not only eliminates the key es-
crow property, but also removes certificates. In a ring
signcryption scheme, an entity can anonymously sign-
crypt a message on behalf of ring members including him-
self. In this paper, a new certificateless ring signcryption
(CLRSC) scheme is proposed, and it is proved to be se-
cure in the random oracle model. In the scheme, it re-
quires only one bilinear pairing operation in signcryption,
and three bilinear pairing operations in unsigncryption.
To the best of our knowledge, our scheme is more effi-
cient than previous ones in computation.

Keywords: Certificateless Cryptography; Pairing; Ran-
dom Oracle Model; Ring Signcryption

1 Introduction

Public key cryptography [16] is an important technique
to realize network and information security. Traditional
public key infrastructure (PKI) [1,3,8,20] needs a trusted
certification authority (CA) to issue a certificate binding
the identity and the public key of the user. Hence, the
management problem of public key certificates arises. To
solve the problem, Shamir [27] defined a idea of identity-
based cryptography in 1984. In the identity-based cryp-
tography [14,18], a trusted third party called the private
key generator (PKG) generates all user’s private keys,
which bring a new problem of the key escrow.

In 2003, Al-Riyami et al. [2] introduced the concept of
certificateless public key cryptography (CL-PKC). In CL-
PKC, a user’s private key is made up of partial private
key generated by key generation center (KGC) [11,19,25]
and a secret value selected by the user separately. So even
if the malicious KGC leaks the partial private key created
by KGC, the attacker also cannot get the entire private
key to decrypt the associated ciphertext. Through this,
certificateless cryptography not only eliminates the key

escrow property, but also removes certificates.

Ring signature was first defined by Rivest et al. [23]
in 2001. In a ring signature scheme, a signer can select
some members to form a ring and produce a ring signature
without the assitance of the other ring members. Any
verifier can know that the message comes from a member
of ring, but doesn’t know exactly who the signer is. So it
has a lot of important applications for revealing secrets.
Some valuable information was found in the study of ring
signature [4,7,10, 17,21, 24]. Ring signcryption [15] is
a cryptographic primitive motivated by ring signature.
In a ring signcryption scheme, a user can anonymously
signcrypt a message on behalf of ring members including
himself. It is helpful for leaking secrets in an anonymous,
authenticated and confidential way.

Huang et al. [13] extended ring signature to ring sign-
cryption and proposed a concrete scheme in the identity-
based cryptosystem, but the ciphertext of their scheme is
too long. In 2009, Zhu et al. [33] proposed an efficient and
provable secure identity based ring signcryption scheme.
But Selvi et al. [26] pointed out that the scheme [33] is
not semantically secure. Other schemes proposed includ-
ing generalized ring signcryption [32], attribute-based ring
signeryption [9,31], threshold ring signeryption [5], ete.

In 2007, Wang et al. [30] constructed a certificateless
ring signcryption scheme, which is proved to be secure.
Their scheme needs 3n+5 pairing operations. Zhu et
al. [34] proposed a provably secure parallel certificateless
ring signcryption scheme, but they did not give the con-
crete proof about security. In 2011, Qi et al. [22] proposed
a provably secure certificateless ring signcryption scheme.
In 2015, Sharma et al. [28] constructed a pairing-free cer-
tificateless ring signeryption scheme (PF-CLRSC). How-
ever, Shen et al. [29] pointed out that the scheme [28] is
not secure in 2017.

In this paper, we propose a new certificateless ring sign-
cryption scheme which has the following features:

1) The proposed scheme is proved to be secure in the
random oracle model.
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Figure 1: Process of a CLRSC scheme

2) The proposed scheme requires only 4 pairing opera-
tions and it is more efficient than the schemes [22,30,
34] in computation.

2 Preliminaries

2.1 Bilinear Pairing

Let G; be an additive group of prime order ¢ and Gs
be a multiplicative group of the same order. And P is a
generator of G1. Let e : G; X G; — G2 be a map with
the following properties:

e Bilinearity: e(aP;,bP,) = e(Py, P,)® for all Py, P, €
G1 and a,b € Z;‘.

e Non-degeneracy: There exist P, P, € (G; such that
6(P1,P2) 7é 1G2‘

e Computability: There is an efficient algorithm to
compute e(Py, P») for all P, P, € G;.

Definition 1. Given a generator P of a group G and a
tuple (aP,bP,cP, X € Gq) for unknown a,b,c € Z;, the
Decisional Bilinear Diffie-Hellman problem (DBDHP) is
to decide whether X = e(P, P)%c.

Definition 2. Given a generator P of group G1 and a
tuple (aP,bP) for unknown a,b € Zy, the computational
Diffie-Hellman problem (CDHP) is to compute abP.

Definition 3. Given a generator QQ of group Gs with
prime order p, and a tuple (aQ,bQ, X € G3) for unknown
a,b € Zy, the Decisional Diffie-Hellman problem (DDHP)
is to decide whether X = ab@.

Definition 4. Given a generator QQ of group Gs with
prime order p, and an elements aQ, the discrete logarithm
problem (DLP) is to compute a.

2.2 Model of Certificateless Ring Sign-
cryption
A certificateless ring signcryption scheme (CLRSC) is

composed of six polynomial time algorithms, it is defined
as follows:

103

e Setup: Input a security parameter v, KGC outputs
the system parameters params and a master secret
key msk.

e Partial-Private-Key-Extract: Input the system pa-
rameters params, the master secret key msk and
the identity ID; € {0,1}*, KGC returns the user’s
partial private key D;.

e Secret-Value-Set: The user ID; randomly chooses a
secret value t; € Z; .

e User-Public-Key-Generate: Input the system param-
eters params, the user’s secret value t; and identity
ID; € {0,1}*, this algorithm outputs the public key
T;. It is run by user himself.

e Signcryption: To send the message m to the receiver
ID,, the actual signcrypter I Dy selects n — 1 other
users to form n users ring L including himself and
represents members of the ring L to give a ciphertext
o on the message m.

e Unsigncryption: — After receiving the ciphertext
(o, L), the receiver 1D, decrypts the ciphertext and
obtains the message m or the symbol L if o was a
invalid ciphertext.

Definition 5.

A CLRSC scheme is said to be indistinguishable under
adaptive chosen ciphertext attacks (IND-CLRSC- CCA2)
if the polynomial bounded adversary with a negligible ad-
vantage in the following game.

Game I. A challenger ¥ and a Type I adversary & play
the following game.

Initialization. % runs the setup algorithm to generate a
master secret key msk and the public system param-
eters params. € sends params to <. (27 does not
know msk ).

Phase 1. < makes a polynomially bounded number of
adaptive queries to % .

e Hash functions query: 7 can query the values of any
hash functions.

e Partial private key query: o chooses a user’s iden-
tity ID;, € runs this algorithm to generate the cor-
responding partial private key D;, and sends to .

e User public key query: o/ chooses an identity ID;,
% returns public key T; generated by the public key
algorithm.

e User public key replacement: 7 chooses an identity
ID; and a new public key value T}, 27 replaces the
current public key T; of the user ID; with T7.

e Secret value query: & chooses an identity ID;, €
returns the corresponding secret value t; to 7. If
public key of the user I D; was replaced, 2/ cannot
ask for the secret value of the user ID;.
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e Signcryption query: 27 chooses a message m, a re-
ceiver ID, and a set R = L|J{T; : ID; € L}, where
L={ID,,---,1D,} is the set of n users’ identities,
and sends to ¥. % returns the ciphtext o to 2.

e Unsigneryption query: When @7 chooses a cipher-
text o, a receiver’s identity ID, and a set L =
{IDy,---,ID,}, € outputs plaintext m or the sym-
bol L if ¢ is an invalid ciphertext.

Challenge. % sends following information to the chal-
lenger: two equal length messages mg, m1, a specified
receiver ID,, a set R = L\J{T; : ID; € L}, where
L=A{ID,,---,1ID,} is the set of n users, and fulfills
the following conditions:

1) % should not have queried the partial private key to
ID, in Phase 1.

2) There exists at least a member ID; € L whose public
key has not been replaced by 7.

% takes randomly a bit p € {0,1} and computes the
ciphertext ¢* on the message m, under the set K.

Phase 2. & performs a polynomially bounded number
of queries just like in Phase 1, and fulfills the follow-
ing restrictions:

1) % can not have requested the partial private key for
ID,.

2) &4 can not have made the unsigncryption queries for
the ciphertext o*.

Response. &4 outputs a bit p’ and wins the game if
W= p.
The advantage of & is defined
AdvtNP=CLRSC () 9Pyl — ] ~1].

as

Game II. A Type IT adversary % for a CLRSC scheme
plays the following game with a challenger %

Initialization. % runs the setup algorithm to generate
the master secret key msk and public system param-
eters params, then sends params and msk to <.

Phase 1. Same as that in the Game 1.

Challenge. % sends following information to the chal-
lenger: two equal length messages mq, m1, a specified
receiver ID, and aset R = L{T; : ID; € L}, where
L=A{ID,,---,1ID,} is the set of n users, and fulfills
the following restrictions:

1) a# can not have requested the secret value for 1D,
in Phase 1.

2) o/ can not have replaced the user public key corre-
sponding to ID,. in Phase 1.

3) There exists at least a member /Dy € L whose public
key has not been replaced by .o7.
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% takes randomly a bit p € {0,1} and computes the
ciphertext ¢* on m, under the set R.

Phase 2. @% performs a polynomially bounded number
of queries just like in Phase 1, and fulfills the follow-
ing conditions:

1) @/ can not have requested the secret value for 1D,.

2) «f> can not have made the unsigneryption queries for
the ciphertext o*.

Response. % outputs a bit p/ and wins the game if
!
Iu = Iu“

The advantage of % is defined as: Advfg D=CLRSC (1)) —
|2Pr[p = p] = 1].

Definition 6. CLRSC is said to be unforgeable under
adaptive chosen message attacks(EUF-CLRSC-CMA2) if
the polynomial bounded adversary with a negligible advan-
tage in the following game.

Game III. Challenger ¥ and type I adversary <7 play
the following game:

Initialization, Query. Same as that in the Game I.
Forge. o/ produces a new ciphertext (o, ID,, R).

When the following conditions hold, <7 wins the game.

1) The symbol L is not returned by unsigncryption
query.

2) &4 cannot ask for the partial private keys of the users
in L.

3) The forged ciphertext (o, ID,, R) is not obtained by
signcryption query.

The advantage of o s is
AdvéﬁFﬁCLRSC =Pr[e win].

defined as:

Game IV. Challenger ¥ and type II adversary % play
the following game:

Initialization, Query. Same as that in the Game II.

Forge. af produces a new ciphertext (o, ID,, R). When
the following conditions hold, 7% wins the game.

1) The symbol L is not returned by unsigncryption
query.

2) o can not request the secret value of the users in L
and replace the user public key of the members in L.

3) The forged ciphertext (o, ID,, R) is not obtained by

signcryption query.

The  advantage of @b is
Adv%VF_CLRSC =Pr[a win].

defined as

Definition 7. A CLRSC scheme is anonymous if for any
message m, any ring L = {IDy,--- ,ID,}, receiver ID,
and ciphertext o. The receiver ID,. (1D, ¢ L), even with
unbounded computing resources, can identify the actual
signcrypter with probability no better than %
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3 Proposed Scheme 4) Checking whether e(P,V) = e(Ppup, 1, (A +
hiE;)). If the equality holds, accepts m as a

e Setup: Given the security parameter of the sys- valid message. Otherwise, it returns L

tem v, KGC chooses groups G; = (P), Gy and
G3 = (Q) of prime order ¢ > 2", and a bilinear pair- 4 Analysis of PI‘OpOSGd Scheme
ing e : G1 X G1 — G5. Then KGC chooses four hash
function Hy : {0,1}* — Gy, Ha : {0,1}* — {0,1},
H3,Hy @ {0,1}* — Z;. The message space is
Q = {0,1}!. KGC randomly chooses its secret key (P, (61 + hs)Dy)
x € Z; and sets Ppyp = P as its system public ’ s
key. KGC publishes system parameters : params = e(P, (01 + hs)zE)
(
(

4.1 Correctness Analysis

e(PV) = e

{G17G27G37qaeaPaQ7Ppub:xPaH1>H27H37H4}~ e(zP. (51+h’ ) )
pubadlE + hoF, )

n

= e(Ppuba Ai + Z (Az + thz) + hsEs)

e Partial-Private-Key-Extract: Given a user’s identity -

IDl S {071}*7 KGC computes Ez = Hl(IDi),DZ =
zF; and sends D; to the user via a secure channel.

i=1,is
e Secret value set: The user ID; selects at random n
t; € Z; as his/her secret value. = e(Ppub, Z(Az + hiE;));
i=1
e User public key generate: The user I D; sets T; = t;Q Uy = t,.By =120 = X\t Q = XT};
as his/her public key. U = e(B,D,)
e Signeryption: Let R = L|{J{T;,ID; € L}, where L = = e(MP,zE,)
{IDy,---,ID,} is the set of n users’ identities. The = e(MaP,E,)
actual signcrypter IDg € L outputs a ciphertext o — el E):
on the message m and sends it to the receiver ID, . o Poub,
as following:
WS Zci =Y
1) Randomly selects A, A2 € Zys computes B, = i=1

MP, By = XQ, Uy = 6()\1 pubs Br), Uz =
/\QTT, C H2(R Ul,Ug)@m
2) Randomly selects A; € Gi,¢; € Zj, com-

putes h; = Hy(m, R, U1, Uz, T;, ID;, A, ¢i), i = +3 T | {4
1,2,---,s—1,s+1,---,n ; ;

== H4(m7R7 U11U27ZQ

3) Randomly selects §; € ZF, computes Ay = n n
51E5 _ Z?:l i;ﬁs(Ai + thz)q 52@ + Z CiTi = (Z + Csts)Q + Z CiTi
4) Randomly selects 4y € Zy, com- sl Z:nl’#s
putes vy = Hy(m, R, Uy, Ug, 0@ + = 2Q+ T+ T,
Zz 1,i#s ClT’“ U’L I{A }) i—lz,i;és
5) Computes ¢s =y — Y i, iks Ci (mod q), hs = n
Hy(m, R,Uy, Uz, Ty, D, Al c.). = Q+) T,
6) Computes z = da — ¢sts (mod q), V = (61 + -
f13) Ds. 4.2 Security Analysis
7) Outputs the ciphertext :
o =1{z,V,By,By,C,|J} AA Ur Aehy Theorem 1. In random oracle model, the scheme is in-
) k) ) b k) 7 2 = 1 .

distinguishable against IND-CLRSC-CCAZ2 adversary <7}
e Unsigneryption: On receiving the ciphertext o = if the DBDHP is hard.

{z,V,B1, By, C, U {A:},U;_ {ci}}, the receiver

ID, decrypts the ciphertext as follows: Proof. Assume that the challenger % receives an instance

(P,aP,bP,cP, X) of the DBDHP, the goal of € is to de-

1) Computes Uy = e(By,D,), Uy = t,B2, m = termine whether X = ¢(P, P)?° or not. % runs 2/ as a

CP Ha (R, Uy, Us). subroutine and plays the role of the challenger in Game 1.

2) Checks if Y0 ¢; = Hy(m,R,Uy,Us,2Q +

Yo Ty, Ui {Ai}). Proceed if the equality
holds, reject otherwise.

Initialization. % runs the setup algorithm to gener-
ate system parameters. Then % sends the system
parameters params = {G1,G2,G3,q,¢e,P,Q, Ppyp =

3) Computes h; = Hsz(m, R,Uy,Us, T;, I1D;, A;, ¢;), aP,Hy, Ho, H3, Hy} to 7. (2 does not know the
1=1,2,--+,n. value a).



Phase 1.Without losing generality, assuming that each

query is different. @ will ask for Hy(ID;) before
the identity ID; is used in any other queries. € will
maintain some lists to store the queries and answers,
all of the lists are initially empty.

H; queries: ¥ maintains the list L; of tuple (I.D;, d;).
When H, (ID;) is queried by <7, € answers the query
H; as follows.

At the j** H, query, € sets H,(ID*) = bP. For i #
J, € selects a random d; € Z; and sets H (ID;) =
d; P, the query and the respond will be stored in the
list Ll.

H, queries: ¥ maintains the list Ly of tuple (o, h;).
When Hs (o) is queried by 7, € selects a random
h; € {0,1}!, sets Hy(oy;) = h; and adds (o, h;) to
list L2.

Hjs queries: ¥ maintains the list Lg of tuple (3;,¢;).
When Hj(oy;) is queried by 7, € selects a random
c; € Zy, sets H3(B;) = c; and adds (5;, ¢;) to list Ls.

’

H, queries: € maintains the list Ly of tuple (5;, c;)
When Hy(oy) is queried by o, € selects a random
c; € Zy, sets Hy(8;) = ¢; and adds (6;, c;) to list Ly.
User public key queries: % maintains the list Ly of
tuple (ID;,t;). When ) makes this query, € picks
a random t; € Z7, sets T; = ;) and adds (ID;,t;)
to list L.

User public key replacement requests: % maintains
the list Lg of tuple (ID;,T;,T!). When ) makes
this query, ¥ replaces the current public key value
T; with a new value T/ and adds (ID;,T;,T) to list
Lp.

Partial private key queries: % maintains the list Lp
of tuple (ID;, D;). When & makes this query, €
does as follows:

If ID; = ID*, % fails and stops. Otherwise % looks
up the tuple (ID;,d;) in list Ly, responds with D; =
d; - (aP) and adds (ID;, D;) to list Lp.

Secret value queries: % maintains the list Lg of tuple
(ID;,t;). When 7 makes this query, € checks list
Ly. TIf there exists the tuple (ID;,t;) in list Ly,
% answers with ;. Otherwise, € selects a random
ti € Z;, answers with ¢; and adds (ID;,t;) to lists
LE and LU.

Signeryption queries: @7 selects a message m, a set
R=LU{T;:ID; € L}, where L ={ID,,--- ,1D,}
is the set of n users’ identities and a receiver ID,.
and sends them to %. ¥ returns a signcryption as
follows:

If there exists an identity 1D € L such that I Dy #
ID* and ID; ¢ Ly, € gives a signcryption o by call-
ing the signcryption algorithm to answer @7, where

Challenge.
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1D, is the actual signer. Otherwise, ¢ does the fol-
lowing steps:

1) Randomly selects A1, Ao € Zy, computes By =
MP, By = MQ, Uy = eM Py, BEr), Ua =
)\QTT7 O = HQ(R, Ul, U2) @m

2) Randomly selects A; € Gi,¢ € Zy, com-
pU-teS hi = HS(m7R7 U17U2,EaIDi7Ai7ci)a 1=
1,2,s—1,s+1,--- ,n.

3) Randomly selects z,c¢s € Zy, computes T' =
ZQ =+ E:’L:l Csz

4) Randomly selects 7, hs € Z7, computes A, =
rP — hyFEs — Z?:L#S(Ai + hiE;),V =r(aP).

5) Stores the relations: > ,¢; = Hi(m, R,
Ula U27 Ta U?:]{Al})7 hs = H3(ma R7 U17
U2aT€7IDS7Asch)'

If collision occurs, repeats Steps (1)-(5).

6) Outputs the ciphertext: o = {z, V, By, Ba, C,
U?:l{Ai}v U?:l{cz}}

e Unsigncryption queries: 7 picks ciphertext o =

{Z> V,B1, By, C, U?:l{Ai}v U?:l{ci}}a a set R =
LT, : ID; € L} and areceiver ID,.. If ID, # ID*
and ID, & Ly, € gives a message m by calling the
unsigneryption algorithm. Otherwise, % notifies that
o is an invaild ciphertext.

o7, chooses two equal length messages
mg, m1, a specified receiver ID,, and a set R =
LWU{T; : ID; € L}, where L = {IDy,--- ,ID,} is
the set of ring members, and sends them to the chal-
lenger €. (& should not have queried the partial
private key for ID, in Phase 1 ). If ID, # ID*, €
fails and stops. Otherwise, € picks p € {0,1}, and
computes ciphertext ¢* on the message M, under
the set R as follows:

1) Randomly selects ¢, Ao € Zg, computes By
CP, BQ = )\QQ, U1 = X, U2 = )\QTT, C
Hy(R, X,Us) @ m.

2) Randomly selects A; € Gi,¢; € Zy, com-
putes h; = Hs(m, R, Uy,Us,T;,1D;, A, i), i =
1,2, ,s—1Ls+1,-,n

3) Randomly selects 61 € Z, computes A, =
0 Es — Z?:l,i;és(Ai + hiE;).

4) Randomly selects d € Z;, computes y = Hy(m,
R, U, Uz, 05Q + 3201 iz ¢iTi Uiz {Ai})-

5) Computes ¢ =y — > ;" ;. ¢ (mod q). hy =
HS(maR7 U17U23T57]D57A57Cs)~

6) Computes z = ds — csts (mod q), V = (61 +
hs)Ds.

7) Outputs the ciphertext: o* = {z, V, By, Bs, C,
Ui {4}, Uiz {eil )
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Phase 2. @ makes a polynomially bounded number of
queries just like in the Phase 1 (but 47 should not
have queried the partial private key for ID, and re-
quested the plaintext corresponding to the ciphertext
o%).

Response. 7 outputs ' € {0,1}. If p/ = p, € outputs
1. Otherwise, € outputs 0. If X = e(P, P)%¢, o* is
a valid ciphertext. Then &/ can distinguish p with
the advantage . So Pr[¢ — 1|X = e(P, P)®] =
Prlp = p|X = e(P,P)?¢] = 1 1.
If X # e(P, P)®™° when p = 0 or u = 1, each part of
the ciphertext has the same probability distribution,
so &7 has no advantage to distinguishing p. So
Pri¢ — 1|X # e(P,P)"] = Pr[y = plX #
e(P, P)eb] = 1.

Probability. Let gg,(i = 1,2,3,4), qu, qr, ¢p and gg
be the number of H;(i = 1,2, 3,4) queries, user pub-
lic key queries, user public key replacement requests,
partial private key queries and signcryption queries,
respectively.

Without loss of generality, we may assume that LpNLg =
(), and denote some events as follows: m: € does not
fail in partial private key queries; mo: %€ does not fail in
unsigneryption queries; m3: % does not fail in challenge
stage. It is easy to get following results:

Prm|=1— quDl, Pr[my)=1 - 1, Pr[ﬁg]:qul_qD.

Pr[€ success] = Pr[m Amy Ams]
= PI‘[’/Tl] . PI‘[TFQ] . PI‘[’]Tg]

qpD qu 1
= (1— (1 =Yy -
( QHl) ( 2") qH, — 9D
N 1
qH,

Therefore, if o can succeed with the probability e,
then € can solve the DBDHP with probability q%. O
1

Theorem 2. In the random oracle model, the scheme
is indistinguishable against IND-CLRSC-CCAZ2 adversary
oy if the DDHP is hard.

Proof. Assume that the challenger & receives an instance
(a@,0Q,Y) of the DDHP, the goal of ¥ is to determine
whether Y = ab@ or not. ¥ runs % as a subroutine and
plays the role of the challenger in Game II.

Initialization. % performs the setup algorithm with
the parameter v, then sends the system param-
eters params = {G1,G2,Gs,q,¢,P,Q,Ppyp =
xP,Hy,Hy, H3, Hy} and master secret key msk =
{z} to .

Phase 1. Without losing generality, assuming that each
query is different. @4 will ask for Hy(ID;) before
the identity ID; is used in any other queries. € will
maintain some lists to store the queries and answers,
all of the lists are initially empty.
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e H; queries: € maintains the list Ly of tuple (ID;, d;).
When % makes a query Hy (ID;), € randomly picks
d; € Zj, sets Hy,(ID;) = d;P and adds (ID;,d;) to
list Ll.

e Hy Hjz and H, queries: Same as those in the proof
of Theorem 1.

e User public key queries: % maintains the list Ly
of tuple (ID;,t;). When % makes this query, &
responds as follows:

At the j'" query, € sets ID; = ID*, T* = a(Q. For
i # j, ¢ randomly picks t; € Z, returns T; = 1;Q
and adds (ID;,t;) to list Ly.

e User public key replacement requests: Same as that
in the proof of Theorem 1.

e Partial private key queries: ¥ maintains the list Lp
of tuple (ID;, D;). When % makes this query, €
finds the tuple (ID;,d;) in list L;, responds with
D; = d;(xP) and adds (ID;, D;) to list Lp.

e Secret value queries: ¥ maintains the list Lg of tu-
ple (ID;,t;). When o makes this query, € does as
follows:

If ID; = ID*, ¥ fails and stops. Otherwise, ¥ looks
up (ID;,t;) in list Ly, responds with ¢; and adds
(IDz,tZ) to list LE

e Signcryption, Unsigncryption queries: Same as that
in the proof of Theorem 1.

Challenge. @ chooses two equal length messages
mg, m1, and a specified receiver ID,, a set R =
L\{T; : ID; € L}, where L = {IDy,---,ID,} is
the set of n ring members, and sends them to the
challenger ¢ .(4% should not have queried the secret
value for ID, ). if ID, # ID*, € fails and stops.
Otherwise, € picks p € {0,1}, and computes cipher-
text o* on message M, under the set R as follows:

1) Randomly chooses A1,b € Zy, computes By = A\ P,
By = bQ, Uy = e(MPpup, Er), Up = Y, C =
HQ(R,Ul,Y)®m.

2) Randomly chooses A; € Gy,¢; € Zy, computes h; =
H3<m,R7U1aU27Ti7IDiaAi7ci)7 T = 1727"' ;S —

1,s+1,--- ,n.

3) Randomly chooses d1 € Z}, computes Ag = 615 —
Dt ips(Ai + hiEy).

4) Randomly chooses 02 € Z;, computes y =
Hy(m, R, U1, Uz, 02Q + 3004 sy iTi, Ui {Ai})-

5) Computes ¢ = y — >, ¢ (mod q), hy =
H3(m7R7U13U27TSaIDSaA

s’cs .

6) Computes z = d2 — ¢sts (mod q), V = (61 + hs)Ds.
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7) Outputs the ciphertext:
o ={z,V, By, B2, C,U;_ {Ai}, Ui {ei} -

Phase 2. @7 performs a polynomially bounded number
of queries just like in Phase 1. ( % should not have
queried the secret value for ID, and requested the
plaintext corresponding to the ciphertext o*).

Response. % outputs ' € {0,1}. If ¢/ = p, € outputs
1. Otherwise, € outputs 0. If Y = abQ, o* is a
valid ciphertext. Then % distinguishes p with the
advantage €. So

Pr[¢ — 1|Y = abQ] = Pty = p|Y = abQ] = L +e.
If Y # abQ, when 4 = 0 or p = 1, each part of the
ciphertext has the same probability distribution, so <%
has no advantage to distinguishing p. So

Pr[¢ — 1Y # abQ] =Pr[i = p|Y # abQ] = 1.

Probability. Let qp,(i = 1,2,3,4), qu, qr, ¢p and g¢s
be the number of H;(i = 1,2, 3,4) queries, user pub-
lic key queries, user public key replacement requests,
partial private key queries and signcryption queries,
respectively.

Without loss of generality, we may assume that Lz N
Lr = 0, and denote some events as follows: m: €
does not fail in secret value queries; mo: % does not
fail in unsigncryption queries; 73: € does not fail in
challenge stage. It is easy to get following results:

qu

1<, Prlms]= L

9Q—qr’

Pr[wl]zl — %7 PI‘[’]TQ]:l —

Pr[€ success| = Pr[m Ama Ams]
= Pr[m} . PI‘[’]TQ] . Pr[ﬂ'g]

qr qu 1
= (1-=).q1-=y. ——
( qQ) ( 21,) o —ar
- 1
a0

Therefore, if o/ can succeed with the probability e, then
% can solve the DDHP with probability %. O

Theorem 3. In random oracle model, the scheme is un-
forgeable against EUF-CLRSC-CMAZ2 adversary <7, if the
CDHP is hard.

Proof. Assume that the challenger € receives an instance
(P, aP,bP) of the CDHP. The goal of ¢ is to compute the
value of abP. ¥ will run &/, as a subroutine and play the
role of challenger in Game III.

Initialization, Phase 1. Same as that in the Theorem 1.

Forge. o/, outputs a forged signcryption o =
{z,V,U:_ {4}, U {c;}} on message m* under the
set R = LIU{P; : P, € L}, and fulfills the require-
ments as defined in Game III.
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Solve CDHP. Using the forking lemma for ring sig-
nature schemes [6], after replays 7 with the
same random tape except the A result re-
turned by Hs query of the forged message, &
gets two wvalid ring signncryptions with prob-

ability W {z, VU {4 U {e)) and
{z, VU {Ai}, U {c:}}. Tt follows that hy # by
and h; = h} for i # A If ID* is the actual
signer and A = s, then V = (r; + hy)abP and
V' = (r1 + h},)abP, € solves CDHP by computing:
abP = (I — b)Y (V' — V).

Probability. Let gy, (i = 1,2,3,4), qu, ¢p and gs be
the number of H;(i = 1,2, 3) queries, user public key
queries, partial private key queries and signcryption
queries, respectively.

We denote some events as follows: m: ¢ does not fail
during the queries; mo: ID* € L; mg: ID* is the actual
signer; m4: A = s. It is easy to get following results:

Pr[ﬂ'l} _ qH, —QD7
qH,
n
Primg|m] =
qH, — 4D
1
PT‘[ﬂ'3|7T1 /\7T2} = E’
1
PT[’]T4|’/T1 /\7'('2/\71'3} = —.
n

Pr[%€ success| = Prmy Ama Ams ATyl
= Pr[m] - Pr{ma|m] - Pr[ms|m A ma)

-PI‘[7T4|7T1 AN O WA 71'3]

_ 4m—ap n 11
qu qu_ann
_ 1
n-qH,

Therefore, if o can succeed with the probability e,
then % can solve CDHP with the probability % .
LIHa

l_ O

n-qH,

Theorem 4. In random oracle model, the scheme is un-
forgeable against the Type II adversary if the DLP is hard.

Proof. Assume that the challenger & receives an instance
(P,aP) of the DLP and the goal of ¥ is to compute the
value of a. € will run 4% as a subroutine and play the
role of challenger in the Game IV.

Initialization, Phase 1. Same as that in the Theorem 2.

Forge. /5 outputs a forged signcryption o =
{z,V,Ui_ {4}, U {c;}} on message m* under the
set R = LU{P; : P, € L}, and fulfills the require-
ments as defined in Game IV.
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Solve DLP. Using the forking lemma for ring signature
schemes [6], after replays % with the same random
tape except the result returned by Hjz query of the
forged message, ¥ gets two valid ring signcryptions

with probability W {2, VU {4, Ul e

3
and {2/, V.U {4:}, Ui, {c}}}. It follows that ¢, #
c, c; = ¢} for i # s. If ID* is the actual signer, then
z =19 —csa (mod ¢) and 2’ =19 — cla (mod q), €
solves DLP by computing: a = (¢, — ¢s)71(z — 2/)
mod gq.

Probability. Let gg,(i = 1,2,3,4), qu, qr, ¢p and gg
be the number of H;(i = 1,2,3) queries, user pub-
lic key queries, user public key replacement requests,
partial private key queries and signcryption queries,
respectively.

Without loss of generality, we may assume that LgpNLg =
(0, and denote some events as follows: m;: € does not fail
during the queries; wo: ID* € L; m3: ID* is the actual
signer. It is easy to get following results:

PI‘[’]Tl]:qu;UQE, Pr[wﬂm]zm, PI‘[’/T3|7T1/\7T2}

=2,
PI‘[7T1 A T A 71'3]

Pr[m] - Pr[ma|m1] - Pr[ms|m A 2]
QU —4qE n 1

qu —4qe —qr TN

Pr[% success] =

qu
1
Z -
qu
Therefore, if &% can succeed with the probability ¢, then
. a1 2 1
% can solve the DLP with probability W s O

Theorem 5. The scheme is anonymous.

Proof. In the scheme, because A;,c; are randomly se-
lected from G and Zj for i # s, respectively. h; are
hash functions values for ¢ # s, and §; is randomly se-
lected from Zy, so A, = 61 E, — E?:L#S(Ai + hiE;) is
distributed uniformly. Since 5 is chosen uniformly at ran-
dom from Z7 and y is the output of the random oracle,
then ¢y = y— ", ;. ¢ (mod q) is distributed uniformly.
By hs is the output of the random oracle, then h, is dis-
tributed uniformly. Further, z and V are also distributed
uniformly over Z; and G, respectively. O

In conclusion, no matter who is the actual signer, all
the mentioned parameters are independent and uniformly
distributed for any message m, receiver and the user ring
L. Therefore, even an adversary with all the private keys
corresponding to the set of identities L and unbounded
computing resources has no advantage in identifying the
actual signer over random guessing.

5 Efficiency and Comparison

By using a famous encryption library (MIRACL) on a mo-
bile device (Samsung Galaxy S5 with a Quad-core 2.45G
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processor, 2G bytes memory and the Google Android
4.4.2 operating system), He et al. [12] obtained the run-
ning time for cryptographic operations. The running time
are listed in Table 1.

For the CLRSC scheme based on bilinear pairing, we
use the Tate bilinear pairing G; X G; — G2, where G
with prime order ¢ is an additive group defined on a su-
per sigular elliptic curve E/E, : y?2 = 23 4+ z over the
finite field Fj, and p and ¢ are 512 bits and 160 bits, re-
spectively. To achieve the same level of security, for the
CLRSC based on the non-singular elliptic curve cryptog-
raphy, we use an additive group G3 with the prime order
G, which is defined on a non-sigular elliptic curve over the
finite field F}, where both p and ¢ are 160 bits. We define
some notations as follows:

e P: a pairing operation.

e Mg, a scalar multiplication operation in G.
e Mg,: a scalar multiplication operation in Gf.
e Fq,: a exponentiation operation in Gs.

e n: the number of members in the ring.

We use a simple method to evaluate the computa-
tion efficiency of different schemes. For example, the
scheme [30] needs 3n + 5 pairing operations, 3n + 2 scalar
multiplication operation in Gy. Therefore, the resulting
operation time is (3n + 5) x 32.713 4+ (3n + 2) x 13.405 =
190.375 + 138.354n. We now let n = 10, and then the
computation time is 190.375 + 138.354 x 10 = 1573.915.

According to the above ways, the detailed comparisom
results of other schemes [22,34] are shown in Table 2.

Table 1: Cryptographic operation time (in milliseconds)
P Mg Mg Eq,
32.713 3.335  2.249

1 3

13.405

6 Conclusion

In recent years, some good results have been achieved in
speeding up the computation of pairing function. How-
ever, the pairing operation is still relatively expensive. So
it is still quite significant to design CLRSC scheme with
less pairing operations. In this paper, we constructe a
new CLRSC scheme and prove the security against the
Type I/II adversary in the random oracle model.

Our proposed scheme is proved to be indistinguishable
against adaptive chosen ciphertext attacks, existentially
unforgeable against adaptive chosen message attacks and
anonymous. The proposed scheme based on certificate-
less cryptography, it avoids the storage problem of public
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Table 2: Comparison of several CLRSC schemes

Scheme Signcryption Unsigncryption Time(n = 10)
Qi [22] P+ (2n+3)Me, + Eq, 3P+ (n+1)Mg, 588.871
Wang [30] (n+2)P+ (2n+2)Mg, (2n+3)P +nMg, 1573.915

Zhu [34] 3nP + (n+4)Mg, +nEq, (2n+ 1)P + Mg, + nEq, 1914.418

Our scheme P+ (n+3)Mg, +(n+2)Mg, 3P+ nMg, +(n+2)Mg, 519.207

key certificate of public key infrastructure and the key es-
crow problem in identity based system. Our scheme only
requires four pairing operations. Compared with other
schemes [22,30,34], our CLRSC scheme is more efficient in
computation. Because of the good nature of our scheme,
it should be useful for practical application in the ring
signcryption.
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