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Abstract

Authentication and key agreement protocol becomes an
important security issue for multi-server architecture.
Wei et al. demonstrated that Pippal et al.’s protocol has
several drawbacks and proposed an improved authentica-
tion scheme for multi-server architecture using smart card
and password. They claimed that their scheme achieves
intended security requirements and is more appropriate
for practical applications. In this paper, we indicate that
their scheme cannot resist user impersonation attack, can-
not protect user’s anonymity, unable to check user pass-
word in time and is also vulnerable to Denial of Service at-
tack. To enhance the security of Wei et al.’s protocol, we
propose a secure biometric-based authentication scheme
for multi-server environment based on elliptic curve cryp-
tography using smart card. Compared with other related
schemes, the security analysis and performance evalua-
tion show that our proposed scheme can provide stronger
security.

Keywords: Authentication; Biometric-based; Key Agree-
ment; Multi-Server; Smart Card

1 Introduction

With the rapid development of Internet applications, an
increasing number of remote user authentication schemes
are usually used to provide services to users. In the
early, most authentication schemes are based on pass-
word. Unfortunately, as widely used in real-life settings,
there were vulnerable to some attacks, such as dictio-
nary attack and compromised stolen-verifier attack. To
overcome these attacks, smart card based password au-
thentication schemes [2, 3, 6, 10, 13, 15, 23, 31] have been
proposed, which become one of the most general authen-
tication scheme. However, most of these schemes based
on the single-server, when users need to obtain different

services from multiple servers, they not only have to reg-
ister to different servers, but also need to remember a
large number of identity and password. Obviously, it is
very difficult and unsafe for users to remember and man-
age multiple information. In order to solve this prob-
lem, authentication schemes for the multi-server environ-
ment [5, 7, 11, 12, 18–21, 24–27, 29] have been proposed in
recent year.

Recently, Lee et al. [16] analyzed Hsiang and Shih’s
scheme [9] and pointed out that their scheme is vulnera-
ble to masquerade attack and server spoofing attack, and
it cannot provide mutual authentication since the cleri-
cal error. To overcome the security flaws of Hsiang and
Shih’s scheme, Lee et al. proposed a secure dynamic ID
based authentication scheme. But Li et al. [17] found that
Lee et al.’s scheme is still vulnerable to forgery attack and
server spoofing attack. Nevertheless, Chang et al. [4] indi-
cated that their scheme is sensitive to the forgery attack.
In 2013, He and Wu [8] demonstrated that Wang and
Ma’s scheme [28] is vulnerable to stolen smart card and
leak of verifier attack and introduced the improvement
scheme. Unfortunately, Pippal et al. [22] revealed that
their scheme is still susceptible to impersonation attack,
privileged insider attack and off-line password guessing
attack. To solve above-mentioned security flaws, in 2014,
Wei and Liu [30] proposed improvement of a robust smart
card authentication scheme for multi-server architecture.
But, we identify that Wei et al.’s scheme not only is vul-
nerable to DoS attack, user impersonation attack, but also
lacks timely password check and users are easily tracked.

The remainder of this manuscript is organized as fol-
lows. We review the robust smart card authentication
scheme for multi-server architecture proposed by Wei et
al. in Section 2. We analyze the security flaws of Wei et
al.’s scheme in Section 3. We present a proposed protocol
in Section 4. We compare the performance of our pro-
posed scheme with the previous schemes in Section 5. We
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conclude this paper in Section 6.

2 Review of Wei et al.’s Scheme

Here we will review Wei et al.’s smart card based au-
thentication scheme for multi-server architecture. The
notations used throughout this paper are summarized as
Table 1.

Their scheme involves three participants, the login user
(Ui), the remote server (Sj) and the registration center
(RC). Their scheme can be divided into four phase: ini-
tialization phase, registration phase, login and authenti-
cation phase and password change phase. We show the
login and authentication phases in Figure 1. More details
are provided in the following.

Table 1: Notations used in the paper

Symbols Their meaning
RC the registration center
Ui the ith user

UIDi the ith user’s identity
Sj the jth application server

SIDj the jth application server’s identity
PWi the user Ui’s password

p and q two large prime numbers
h(·) a secure one-way hash function
‖ the concatenation operation
⊕ exclusive-OR operation
x random nonce generated by Ui

y random nonce generated by Sj

SKij section key shared between Ui and Sj

2.1 Initialization Phase

Step I1: The registration center RC selects two large
prime numbers p and q and computes p = 2q + 1.

Step I2: The registration center RC chooses a random
nonce g ∈ Z∗p , picks a random number rj ∈ Z∗p as the
private key of the remote server Sj(1 ≤ j ≤ k), and

sets t = g
∏k

j=1 rj mod p.

Step I3: The registration center RC selects a secure one-
way hash function h(·) : {0, 1}∗ → Z∗p .

2.2 Registration Phase

In Wei et al.’s scheme, the registration phase consists of
two sub-phases, the server registration phase and the user
registration. In this phase, the server and the user should
register themselves to the registration center RC and ob-
tains secret information to initial the system.

2.2.1 Server Registration Phase

This phase is executed between the application server Sj

and the registration center RC. This registration phase
consists of the following steps:

Step S1: The application server Sj sends a registration
request along with its identity SIDj to the registra-
tion center RC, if he/she wishes to become a regis-
tered server.

Step S2: Receiving the registration request from the re-
mote server Sj , the registration center RC assigns
the value rj to the remote server Sj .

Step S3: And then sends {rj , t, p, q, h(·)} to the remote
server Sj through a secure channel.

2.2.2 User Registration Phase

When a user wishes to access any services provided by
the registered servers, he/she must first register him-
self/herself. This registration phase consists of the fol-
lowing steps:

Step U1: The user Ui freely chooses an identity UIDi,
a private password PWi and a random number b,
then transmits the registration request information
{UIDi, h(PWi‖b)} to the registration center RC via
a secure channel.

Step U2: Upon getting the registration information
from Ui, the registration center RC continues
to compute Vij = h(t‖rj‖UIDi), Sij = Vij⊕
h(UIDi‖h(PWi‖b)) when UIDi is valid, otherwise
rejects the user registration request.

Step U3: The registration center RC securely issues the
smart card containing {(Si1, Si2, . . . , Sik), p, q, h(·)}
to the user Ui.

Step U4: After receiving the issued smart card, the user
Ui stores the random nonce b into the smart card.

2.3 Login and Authentication Phase

When a legal user Ui wants to access the resources pro-
vided by remote server Sj , he/she first attaches the smart
card to a device reader, and inputs his/her identity UIDi

and password PWi. Then, as illustrated in Figure 1, the
login and authentication mechanism is performed as fol-
lows:

Step V1: The smart card first computes

Vij = Sij ⊕ h(UIDi‖h(PWi‖b)),

then generates a random nonce x and computes

Wij = h(UIDi||SIDj)
x mod p,

W ∗ij = Wij ⊕ Vij ,

R1 = h(UIDi||W ∗ij ||Ti).
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The smart card sends the login request message
M1 = {UIDi,W

∗
ij , R1, Ti} to the remote server Sj .

Step V2: Upon receiving the message from the user Ui,
the remote server Sj checks whether UIDi is valid
and T ′i − Ti is less than 4T . Moreover, Sj verifies
whether R′1 = h(UIDi||W ∗ij ||Ti) is equal to R1. If
not, the communication is simply terminated.

Step V3: The remote server Sj chooses a random num-
ber y, and first computes

Bij = h(UIDi||SIDj)
y mod p,

V ′ij = h(t||rj ||UIDi),

W ′ij = W ∗ij ⊕ V ′ij ,

Zij = (W ′ij)
y mod p,

R2 = h(UIDi||W ′ij ||Bij ||Zij ||Tj).

Furthermore, the remote server Sj sends the response
message M2 = {Bij , R2, Tj} to user Ui.

Step V4: After getting the message M2, the smart card
checks whether T ′i−Ti ≤ 4T , if Tj is valid, the smart
card computes Z ′ij = Bx

ij mod p, and checks whether
R′2 = h(UIDi‖Wij‖Bij‖Z ′ij‖Tj) is equal to R2. If
not, the smart card terminates the communication.

Step V5: The smart card computes

SKij = h(UIDi‖Wij‖Bij‖Z ′ij),
R3 = h(UIDi||W ∗ij ||Bij‖Z ′ij‖Tk).

Then, smart card transmits the message M3 =
{UIDi, R3, Tk} to the remote server Sj .

Step V6: Upon getting the message M3, the Sj checks
UIDi and Tk. If they are both valid, Sj checks
R′3? = h(UIDi‖W ∗ij‖Bij‖Zij‖Tk). If not, the server
Sj terminates the communication. Otherwise, Sj

generates the session key

SK ′ij = h(UIDi‖W ′ij‖Bij‖Zij).

2.4 Password Change Phase

This phase is invoked whenever Ui wants to change his
password PWi to a new password PWnew

i .

Step P1: Ui inserts his smart card and inputs his iden-
tity UIDi and password PWi.

Step P2: For each (1 ≤ j ≤ k), the smart card
computes Snew

ij = Sij ⊕ h(UIDi||h(PWi||b))⊕
h(UIDi||h(PWnew

i ||b)).

Step P3: The smart card replaces (Si1, Si2, . . . , Sik)
with (Snew

i1 , Snew
i2 , . . . , Snew

ik ).

Input UIDi, PWi

Vij=Sij h(UIDi||h(PWi||b))

Gen x

Wij=h(UIDi||SIDj)
xmod p

Wij
*=Wij Vij

R1=h(UIDi||Wij
*||Ti)

{UIDi, Wij
*, R1, Ti}

Check UIDi
Check Ti' -Ti <= T

Check R1?=h(UIDi||Wij
*||Ti)

Gen y

Bij=h(UIDi||SIDj)
ymod p

Vij' =h(t||rj||UIDi)

Wij' =Wij
* Vij'

Zij=(Wij' )
y mod p

R2=h(UIDi||Wij' ||Bij||Zij||Tj)

Ui Sj

{Bij , R2, Tj}

Zij'=Bij
xmod p

Check R2?=h(UIDi||Wij||Bij||Zij'||Tj)

SKij=h(UIDi||Wij||Bij||Zij')

R3=h(UIDi||Wij
*||Bij||Zij'||Tk)

{UIDi, R3, Tk}

Check R3?=h(UIDi||Wij
*||Bij||Zij||Tk)

SKij'=h(UIDi||Wij'||Bij||Zij)

Figure 1: Login and authentication phase of Wei et al.’s
scheme

3 Security Analysis of Wei et al.’s
Scheme

In Wei et al.’s scheme, they proposed an improved smart
card authentication scheme for multi-server architecture
that can resist various well-known attacks, such as off-
line password guessing attacks, impersonation attacks and
privileged insider attacks. Unfortunately, we find that
their scheme still has many vulnerabilities. an attacker
can launch denial of service attack, because the user trans-
mits data to remote server through the public channel.
Secondly, an adversary can initiate impersonation attack
once the stolen. Besides, there is no password checking af-
ter the user inputs his/her password, the wrong password
cannot be found in time. Moreover, the user’s behavior is
easily to be traced. The detailed description is as follows.

3.1 Denial of Service Attack

From the login and authentication phase of Wei et al.’s
scheme, we find that any attacker Z can easily forge a
login request message that can pass Sj ’s authentication
by eavesdropping a valid login request message and then
launch DoS attack on the server.

An malicious attacker Z may eavesdrop the valid lo-
gin request message {UIDi,W

∗
ij , R1, Ti} that the user

Ui transmitted to the server Sj and compute R′1 =
h(UIDi||W ∗ij ||T ′i ), where T ′i is the current time. Then Z
can forge the request message {UIDi,W

∗
ij , R

′
1, T

′
i} that

can pass Sj ’s verification.

After that, the server Sj select a random y, and com-
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Vik=Sik Sij Vij

Gen x

Wik=h(UIDi||SIDk)
x mod p

Wik
*=Wik Vik

R1=h(UIDi||Wik
*||Ti)

{UIDi,Wik
*, R1, Ti} Check h(UIDi||Wik

*||Ti)?=R1

Gen y

Bik=h(UIDi||SIDk)
ymod p

Vik' =h(t||rk||UIDi)

Wik' =Wik
* Vik'

Zik=(Wik')
y mod p

R2=h(UIDi||Wik'||Bik||Zik||Tk)

Z Sk

{Bik, R2, Tk}

Zik' =Bik
x
 mod p

Check R2?=h(UIDi||Wik||Bik||Zik'||Tk)

SKik=h(UIDi||Wik||Bik||Zik')

R3=h(UIDi||Wik
*||Bik||Zik'||Ti

new)

{UIDi, R3, Ti
new}

Check R3?=h(UIDi||Wik
*||Bik||Zik||Ti

new)

SKik'=h(UIDi||Wik'||Bik||Zik)

Figure 2: User impersonation attack on Wei et al.’s
Scheme

putes

Bij = h(UIDi||SIDj)
y mod p,

V ′ij = h(t||rj ||UIDi),

W ′ij = W ∗ij ⊕ V ′ij ,

Zij = (W ′ij)
y mod p,

R2 = h(UIDi||W ′ij ||Bij ||Zij ||Tj),

where Tj is the current timestamp.
Then, Sj transmits message M2 = {Bij , R2, Tj} to the

user Ui. The attacker Z will intercept the message to
terminate the communication.

By this way, any attacker can launch DoS attack on
the server Sj which will cause the computing and com-
munication loss of Sj .

3.2 User Impersonation Attack

As shown in Wei et al.’s scheme, any registered server
Sj can compute Vij = h(t||rk||UIDi). Under the condi-
tion that the server Sj was captured by an attacker Z, Z
can impersonate as Ui to log in to any registered server
(e.g., Sk) by stealing Ui’s smart card without knowing
UIDi and PWi as show in Figure 2. The procedure is
as follow:

• The attacker Z retrieves Sij and Sik from Ui’s smart
card, then computes Vik = Sik ⊕ Sij ⊕ Vij ;

• Z generates a random number x, and computes

Wik = h(UIDi||SIDk)x mod p,

W ∗ik = Wik ⊕ Vik,

R1 = h(UIDi||W ∗ik||Ti).

Then, Z forwards M1 = {UIDi,W
∗
ik, R1, Ti} to Sk;

• Upon receiving the login request message M1, the
remote server Sk checks the validity of Ti and com-
pares h(UIDi||W ∗ik||Ti) with R1. Because they are
equivalent, Sk will accept the login request;

• The server Sk generates a random number y to com-
pute

Bik = h(UIDi||SIDk)y mod p,

V ′ik = h(t||rk||UIDi),

W ′ik = W ∗ik ⊕ V ′ik,

Zik = (W ′ik)y mod p,

R2 = h(UIDi||W ′ik||Bik||Zik||Tk).

Then, Sk transmits M2 = {Bik, R2, Tk} to Ui;

• Z intercepts M2, and computes Z ′ik = Bx
ik mod p,

checks whether h(UIDi||Wik|| Bik||Z ′ik||Tk) is equal
to R2. If it is holds, Z computes

SKik = h(UIDi||Wik||Bik||Z ′ik),

R3 = h(UIDi||W ∗ik||Bik||Z ′ik||Tnew
i ).

Finally, Z sends M3 = {UIDi, R3, T
new
i } to Sk;

• After receiving M3, Sk checks the validity of Tnew
i

and verifies whether h(UIDi||W ∗ik ||Bik||Zik||Tnew
i )

is equal to R3. If it holds, Sk generates the ses-
sion key SK ′ik = h(UIDi||W ′ik||Bik||Zik). Obviously,
SK ′ik = SKik, a shared session key is established
between the attacker Z and the remote server Sk.

At last, the attacker Z logs in to the server Sk by mas-
querading as Ui. Therefore, Wei et al.’s scheme cannot
withstand user impersonation attack.

3.3 Unable to Check Password in Time

In the login and authentication phase of Wei et al.’s
scheme, the device reader cannot check the identity UIDi

and password PWi of Ui in time, which may consume the
computational and communication cost of remote server
and smart card. The detailed description is as follows.

Once a legal user Ui attaches his/her smart card to a
device reader, inputs his/her identity UIDi and an er-
ror password PW ′i . The smart card computes Vij = Sij

⊕h(UIDi||h(PW ′i ||b)), and selects a random number x to
computes

Wij = h(UIDi||SIDj)
x mod p,

W ∗ij = Wij ⊕ Vij ,

R1 = h(UIDi||W ∗ij ||Ti).

Afterwards, the smart card transmits the message M1 =
{UIDi,W

∗
ij , R1, Ti} to a remote server Sj .

After receiving the message M1, Sj checks the validity
of Ti and whether h(UIDi||W ∗ij ||Ti) is equal to R1. Ob-
viously, it holds. Then Sj chooses a random number y,
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and computes

Bij = h(UIDi||SIDj)
y mod p,

V ′ij = h(t||rj ||UIDi),

W ′ij = W ∗ij ⊕ V ′ij ,

Zij = (W ′ij)
y mod p,

R2 = h(UIDi||W ′ij ||Bij ||Zij ||Tj).

Eventually, the remote server Sj transfer the response
message M2 = {Bij , R2, Tj} to Ui.

Upon getting the message M2, the smart card com-
putes Z ′ij = Bx

ij mod p, and check whether R′2 = h(UIDi

||Wij ||Bij ||Z ′ij ||Tj) is equal to R2. Since Ui input an error
password PW ′i , Vij = Sij⊕ h(UIDi||h(PW ′i ||b)) will not
equal to V ′ij = h(t||rj || UIDi), the smart card terminates
the communication.

From the above discussion, we know that the error
password was not be found in time, smart card and re-
mote server have waste a large number of computational
and communication resource.

3.4 No Provision of User Anonymity

With the wide application of network technology, the pro-
tection of user’s privacy have received more and more at-
tentions, user anonymity is a desirable property for re-
mote user authentication. In Wei et al.’s protocol, the
identity UIDi of user Ui is static, which will cause the
user’s login request be traced.

4 The Proposed Protocol

Based on the cryptanalysis of Wei et al.’s scheme,
we present an enhanced biometric based authentication
with key-agreement protocol for multi-server architecture
based on elliptic curve cryptography. The proposed pro-
tocol consists of four phases: initialization phase, registra-
tion phase, login and authentication phase, and password
change phase. There are also three participants: the user
Ui, remote server Sj and registration center RC.

4.1 Initialization Phase

Registration server RC generates following parameters in
order to initialize the system.

Step I1: The registration center RC chooses an elliptic
curve equation E with an order n.

Step I2: The registration center RC selects a base point
Q over E and chooses a one-way cryptographic hash
function h(·).

Step I3: The registration center RC publishes the infor-
mation {E, Q, h(·)}.

4.2 Registration Phase

In our proposed protocol, the registration phase consists
of two sub-phases, namely, server registration phase and
user registration phase. In this phase, the server Sj and
the user Ui should register themselves to the registration
center RC and obtains secret information to initial sys-
tem.

4.2.1 Server Registration Phase

In this phase, the remote server Sj sends a registration
request to the registration center RC in order to become
an authorized server. The registration process according
to the following steps:

Step S1: The remote server Sj computes public key
Pb = Pr · Q and sends registration request {Pb,
SIDj}to RC.

Step S2: The registration center RC sends PSK to the
remote server Sj , which can be used in further phases
of authentication.

4.2.2 User Registration Phase

When a user wants to access the services of registered
servers, he/she must register himself/herself, as shown in
Figure 3. This registration process according to the fol-
lowing steps.

     Ui                                          RC 

Inputs IDi, PWi, BIOi 
Gen(BIOi) (Ri, Pi) 

Ai=h(IDi!Ri) 

Bi=h(PWi!Ri) 

{Ai, Bi}       

 

 

 SC 

Vi?=h(Ai!Bi!Ri) 

Stores Vi into SC 

SC contains {Di, Vi, h(.)} 

 

Ci=h(Ai!PSK) 

Di=Ci"Bi 
Stores Di into SC 

Figure 3: User registration phase of the proposed protocol

Step U1: The user Ui chooses an identity IDi, pass-
word PWi. Then the user Ui imprints his personal
biometric information BIOi at a sensor. The sen-
sor sketches BIOi to extract an unpredictable bi-
nary string Ri and an auxiliary binary string Pi

from Gen(BIOi)→(Ri, Pi). Then, sensor stores Pi

in the memory. Next the user Ui computes Ai =
h(IDi||Ri), Bi = h(PWi||Ri). Finally, the user Ui

sends a request message {Ai, Bi} to RC via a secure
channel.

Step U2: Upon receiving the request message, RC com-
putes Ci = h(Ai||PSK), Di = Bi ⊕ Ci.
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Step U3: RC stores the parameters {Di, h(·)} into a
new smart card and delivers it to the user Ui via a
secure channel.

Step U4: Upon getting the message, the user Ui com-
putes Vi = h(Ai||Bi||Ri) and stores {Vi} into smart
card. Thus the smart card finally contains the pa-
rameters {Di, Vi, h(.)}.

4.3 Login and Authentication Phase

When a legal user Ui wants to login into some remote
server Sj , he/she first attaches the smart card to a de-
vice reader, and inputs IDi and PWi. Next, the user Ui

imprints his biometric information BIOi at a sensor. Af-
ter that, sensor sketches user Ui’s biometric information
BIOi and recovers the string Ri from Rep(BIOi, Pi) →
Ri. Then, the concrete login and authentication proce-
dure, as shown in Figure 4, the login and authentication
mechanism is performed as follows:

Step V1: The smart card SC computes Ai =
h(IDi||Ri), Bi = h(PWi||Ri), and then verifies
whether Vi is equal to h(Ai||Bi||Ri). If Vi is in-
valid, SC terminates the communication; otherwise,
the smart card SC generates a random number x and
calculates K = x ·Q, K ′ = x · Pb, AIDi = Ai ⊕K ′,
Ci = Di ⊕ Bi and M1 = h(AIDi||Ci||K||K ′||Ti).
Then the smart card SC sends the login request mes-
sage {M1,K,AIDi, Ti} to the remote server Sj .

Step V2: Upon receiving the message from the user Ui,
the remote server Sj checks whether T ′i - Ti is less
than 4T . The remote server computes K ′ = Pr ·K,
Ai = AIDi ⊕ K ′, Ci = h(Ai||PSK) and verifies
whether M1 is equal to h(AIDi||Ci||K||K ′||Ti). If
the condition holds, the remote server Sj authenti-
cates the user Ui, otherwise the process can be ter-
minated.

Step V3: The remote server Sj further generates a
random number N1 and computes M2 = Ai ⊕
N1,M3 = h(Ai||K ′||SIDj ||N1) and SKij =
h(Ai||K ′||Ci||SIDj ||N1). Furthermore, the remote
server Sj sends the response message {M2,M3}to the
user Ui.

Step V4: After getting the message M2 and M3, the
user Ui computes N1 = M2⊕Ai and verifies whether
M3 is equal to h(Ai||K ′||SIDj ||N1). If the condition
holds, the user Ui authenticates the remote server
Sj , otherwise the process can be terminated. Then,
the user computes SKij = h(Ai||K ′||Ci||SIDj ||N1),
M4 = h(SKij ||K ′||N1) and sends the message {M4}
to the remote server Sj .

Step V5: Upon receiving the message, the remote server
Sj verifies whether M4 is equal to h(SKij ||K ′||N1)
and reconfirms the authenticity of Ui. Now, the user
Ui and the server Sj can start communication with
the computed session key SKij .

 

     Ui                                                      Sj  

Selects IDi, PWi, BIOi 

Rep(BIOi,Pi) Ri 

Ai=h(IDi Ri) 

Bi=h(PWi Ri) 

Vi?=h(Ai Bi Ri) 

Gen a random num x 

K=x Q 

K’=x Pb 

AIDi=Ai K’ 

Ci=Di Bi 

M1=h(AIDi Ci K K’ Ti) 

{M1, K, AIDi,Ti}       

 

 

 

 

 

 

  

 

  {M2, M3} 

N1=M2 Ai 

M3?=h(Ai K’ SIDj N1) 

SKij=h(Ai K’ Ci SIDj N1) 

M4=h(SKij K’ N1)              

                           {M4}          

                                         M4?=h(SKij K’ N1) 

 

Checks Ti-Tj<=  

K’=Pr K 

Ai=AIDi K’ 

Ci=h(Ai PSK) 

M1?= h(AIDi Ci K K’ Ti) 

Gen a random num N1 

M2=Ai N1 

M3=h(Ai K’ SIDj N1) 

SKij=h(Ai K’ Ci SIDj N1) 

Figure 4: User registration phase of the proposed protocol

4.4 Password Changing Phase

This procedure invokes when a user (Ui) wish to update
his/her existing password with new one. In this proce-
dure, the user Ui can change his/her password as follows:

Step P1: The user Ui inserts smart card SC and inputs
IDi, PWi and BIOi.

Step P2: The smart card SC computes Ai = h(IDi||Ri),
Bi = h(PWi||Ri), and then verifies the condition
whether Vi is equal to h(Ai||Bi||Ri). If this verifica-
tion is valid, the smart card SC asks the user Ui for
a new password. Otherwise, password change phase
is terminated immediately by the smart card SC.

Step P3: The user Ui chooses a new password PWnew
i

and then computes Anew
i = h(IDi||Ri), Bnew

i =
h(PWi||Ri), C

new
i = h(Ai||PSK), Dnew

i = Bi ⊕ Ci,
V new
i = h(Ai||Bi||Ri).

Step P4: In the memory, smart card SC respectively re-
places Di with Dnew

i and Vi with V new
i .

5 Analysis of the Proposed Proto-
col

In a multi-server architecture, there are three require-
ments for an authentication and key agreement protocol,
namely, security, functionality and efficiency. In this sec-
tion, we first present security analysis of our proposal,
and then examine its performance in terms of functional-
ity and efficiency by comparing it with previous related
works.



International Journal of Network Security, Vol.21, No.6, PP.993-1002, Nov. 2019 (DOI: 10.6633/IJNS.201911 21(6).13) 999

5.1 User Anonymity

In our protocol, the real identity of user is not revealed
throughout all the phases of communication. In the user
registration phase, Ui submits Ai = h(IDi||Ri) and the
real identity is protected with a one-way hash function.
During the login phase, the parameter Ai is converted as
anonymous in the form of Ai = AIDi ⊕K ′. The identity
is dynamic for every login session, due to its association
with a random number x, where K = x·Q and K ′ = x·Pb.
An adversary cannot retrieve the x in anyway. Moreover,
it is believed to be impossible to compute K ′ from K and
Pb because of ECDLP. In the other hand, our protocol
achieves the user untraceability. In the user login phase,
the user Ui sends the message {M1,K,AIDi, Ti} to the
remote server Sj . All the parameters are dynamic and
dose not disclose the identity of Ui. Hence, our protocol
achieves user anonymity and untraceability.

5.2 Resistance to Denial-of-Service At-
tack

The Denial-of-Service attack diminishes or eliminates
the server’s expected capability to make the server un-
available. With the help of timestamp Ti, the remote
server Sj checks the freshness and legality of M1 =
h(AIDi||Ci||K||K ′||Ti) in the login request message. The
current timestamp does not match the previous M1 which
is sent by adversary. Moreover, our scheme applies the
fuzzy extractor to satisfy the usage requirements of bio-
metrics. As a result, our scheme is secure against the
Denial-of-Service attack.

5.3 Resistance to User Impersonation
Attack

Under the user impersonation attack, an adversary who
is an outsider hackerS tries to impersonate user Ui

without the password PWi or biometric information
BIOi. If an adversary wants to masquerade a legiti-
mate user Ui, he/she requires to build a login message
{M1,K,AIDi, Ti}, where M1 = h(AIDi||Ci||K||K ′||Ti),
K = x·Q, AIDi = Ai⊕K ′. Conversely, the adversary can
barely compute K ′ = x′ ·Q and K ′′ = x′ ·Pb by choosing
his/her own random number x′. But the adversary can’t
compute rest of the two parameters, due to the unavail-
ability of valid IDi, PWi and Ri. Hence, our protocol is
secure against the user impersonation.

5.4 Resistance to Server Impersonation
Attack

Our protocol protects the server impersonation attack and
it’s description is given below:

• In order to act as a legitimate server, the ad-
versary eavesdrops the valid login request message
{M1,K,AIDi, Ti} that the user Ui transmitted to
the server Sj , and generates a random number P ′r

and N ′1. Then Sj computes K ′′ = P ′r · K, A′i =
AIDi ⊕ K ′′, C ′i = h(A′i||PSK), M ′2=A′i ⊕ N ′1,
M ′3 = h(A′i||K ′′||SIDj ||N ′1), SK ′ij = h(A′i||K ′′||C ′i
||SIDj ||N ′1). The adversary sends {M ′2, M ′3} to Ui.

• Upon receiving the {M ′2,M ′3}, the user Ui computes
N ′1=Ai ⊕M2 and M3 = h(Ai||K ′||SIDj ||N ′1). Here,
Ui identities it as a fake response from the malicious
server because of M3 is not equal to M ′3 and termi-
nates the session. Hence, our protocol can resist the
server impersonation attack.

5.5 Resistance to Smart Card Stolen At-
tack

The adversary can extract the information {Di, Vi, h(·)}
stored in the smart card by means of power analysis. As-
sume a legal user’s smart card is stolen by an adversary
and extracted the information {Di, Vi, h(·)}. Then, the
adversary may try to get IDi, PWi and Ri from the
extracted information. However, adversary cannot ob-
tain any valuable information from these values, where
Di = Bi ⊕ Ci, Ci = h(Ai||PSK), Bi = h(PWi||Ri),
Ai = h(IDi||Ri) and Vi = h(Ai||Bi||Ri) since all the im-
portant parameters such as IDi, PWi and Ri are pro-
tected by a one-way hash function. The adversary cannot
obtain any login information using the smart card stored
parameters Di and Vi. At the same time, guessing the
real identity IDi, password PWi and biometric Ri is im-
practical. Therefore, our protocol is secure against smart
card stolen attack.

5.6 Resistance to Replay Attack

If an adversary intercepts the communication message
{M1,K,AIDi, Ti} between Ui and Sj , he tries to replay
them to Sj to masquerade as a legal user. However, once
the message is replayed, the server Sj can immediately
detect the attack and reject the request due to the apply
of timestamp Ti. Hence, our protocol is secure against
replay attack.

5.7 Resistance to Privileged Insider At-
tack

During our protocol, Ui does not send his IDi, password
PWi or his biometrics BIOi in user registration phase. Ui

submits only Ai = h(IDi||Ri), Bi = h(PWi||Ri) to RC
instead of original credentials. Hence, an insider cannot
obtain the original sensitive information of any user. On
the other hand, the M1 = h(AIDi||Ci||K||K ′||Ti) is in-
valid in which Pr is unobtainable. Therefore, our protocol
resists to privileged insider attack.

5.8 Resistance to Password Guessing At-
tack

An adversary may try to guess the password PWi from
the extracted smart card stored parameters {Di, Vi, h(·)}.
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The stored parameter contains the password PWi in
the form Bi = h(PWi||Ri) where Gen(BIOi)→(Ri, Pi).
An adversary attempts to verify the condition Vi? =
h(Ai||Bi||Ri) while constantly guessing PWi. Adversary
needs the value of IDi and Ri of Ui in order to achieve
the password guessing attack. However, the value of Ri is
nowhere stored and an adversary cannot get the value of
IDi. As a result, the adversary cannot guess the correct
password PWi. Therefore, our protocol resist to password
guessing attack.

5.9 Forward Secrecy

Perfect forward secrecy protects the session keys even
if long-term key is retrieved. Specifically, the session
key in the proposed scheme is generated as SKij =
h(Ai||K ′||Ci||SIDj ||N1) and the long term private key
of the server PSK in Ci = h(Ai||PSK) is shielded with
a hash function and is not possible to derive due to its
one-way property. Although the long term key is compro-
mised with an adversary, he/she still cannot compute a
valid session key, the parameter K ′ = Pr ·K and K = x·Q
is dynamic due to its association with random generated
number x, which is not possible to extract due to the rea-
son of ECDLP. Therefore, our protocol provides perfect
forward secrecy.

5.10 Performance and Functionality
Comparisons

In this section, we compare our proposed protocol with
several related schemes [8, 22, 28, 30]. In Table 2, we pro-
vide the comparison based on the key security of these
schemes, while we compare their efficiency in terms of
computation and communication cost . The computation
cost of the protocol is the times of executing operations.
The following notations are used in Table 2.

• Te: modular exponentiation operation;

• Tm: modular multiplication/inverse operation;

• Th: hash operation;

• Tepm: the time for executing a scalar multiplication
operation of elliptic curve.

We also define i as the length of one parameter in the
transmitted messages, such as the length of R is i and
the length of {R,CIDi} is 2i. As Amin and Islam [1] ex-
ecuted various cryptographic operations using MIRACL
C/C++ Library, the computation cost for Th is approx-
imately 0.0004ms, Te is approximately 1.8269ms and Tm

is approximately 0.0147ms. As per Kilinc and Yanik [14]
experiment on a personal computer involving a processor
with Dual CPU E2200 2.20 GHz along with RAM size of
2048MB, the computation cost for Tepm is approximately
2.229ms.

In Table 2, we summarize the efficiency comparison
according to the computation cost and communication

cost between our protocol and other schemes [8,22,28,30]
in case that the login and authentication phase is done.
From Table 4, it is easy to see that our scheme is more ef-
ficient than Wei et al.’s scheme [30], He et al.’s scheme [8]
and Wang et al.’s scheme [28]. Moreover, our proposed
protocol is lower computation cost than those of Wei et
al.’s scheme [30].

From Table 3, it can be observed that the proposed
protocol is more secure than the other four schemes. Our
new protocol satisfies all the security requirements listed
in Table 3. Wei et al.’s scheme [30] only satisfy five
of the nine requirements, respectively. Pippal et al.’s
scheme [22], He et al.’s scheme [8] and Wang et al.’s
scheme [28] only satisfies three of the nine requirements.
Hence, our scheme achieves stronger security than their
solutions.

6 Conclusions

In this paper, we analyzed Wei et al.’s smart card based
multi-server authentication scheme. Our analysis reveals
its inherent security vulnerabilities, i.e., denial of service
attack, impersonation attack, unable to check password in
time and no provision of user anonymity. In addition, this
paper proposed an enhanced biometric based authentica-
tion with key agreement protocol for multi-server archi-
tecture based on elliptic curve cryptography. The mutual
authentication of the proposed protocol achieved signif-
icant features such as biometric authentication, elliptic
curve cryptography, with less computational and commu-
nication cost. Furthermore, the comparison results ev-
idently indicate that our protocol is more secure than
other schemes. Thus, our protocol is more feasible for
practical applications.
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