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Abstract

One of the drawbacks of the conventional public key sys-
tems is that the sender must know the public key of the
recipient in advance for the key setup and retrieval. This
problem can be solved in Identity Based Encryption (IBE)
by taking some identifier string (e.g. an e-mail or phone
number, etc.) as the public key. When a user wants
to send a message then he only has to know this iden-
tifier string. The receiver requests the private key from
a Trusted Third Party called PKG (Private Key Gener-
ator) to decrypt the message. The job of the PKG can
be decentralized using the Shamir secret sharing scheme.
The Weil Pairing on the elliptic curve is suitable to imple-
ment IBE, as it is based on bilinear maps between groups.
In this paper, we propose a scheme that allows threshold
decryption involving a subgroup of participants of the net-
work.

Keywords: Identity Based Encryption; Subgroup Opera-
tions; Weil Pairing

1 Introduction

Identity Based Encryption (IBE) will allow the sender
to use the receiver’s identity in order to encrypt the
message instead of using his public key. The usage of
identity instead of public key has wide range of appli-
cations. The identity based encryption system uses an
arbitrary string as an identity. The identity based en-
cryption system is first developed by Shamir in 1984 [20]
to simplify the management of certificates in an e-mail
system. For example, when A wants to send a mail to
B at B123@Qcompany.com, A encrypts the message sim-
ply by using B123@Qcompany.com. With this there is no
need for A to obtain public key certificate of B. When B
receives the mail then B contacts Private Key Generator
(PKG) a third party organization and obtains the pri-
vate key by authenticating himself. Finally, B can read

the mail which was sent by A. Weil pairing is a mapping
of two computational Diffie-Hellman groups where one
group being hard. Initially Weil pairing was used to at-
tack elliptic curve systems [17]. Later, Joux [11] designed
a protocol using one round diffie-hellman key exchange
among three parties and proved that weil pairing can also
be used for good. Sakai et al. [19] also used weil pairing
for the exchange of keys. Operations performed among
the sub group of users belonging to a network and how
they deal when a new user wants to be part of the net-
work is known as Subgroup operations. Our proposed
scheme demonstrates a protocol for subgroup operations
and also decentralizes the job of PKG. The advantage of
PKG being decentralized is that the communication be-
comes secure, more reliable when compared to existing
systems. It also allows the new users to have the same
abilities as that of the initial users and each user has their
share for the remaining life of the network.

2 Preliminaries

2.1 Shamir Secret Sharing

The secret sharing mechanism shares the secret s among a
group of participants P = {p1,pa,- - ,pn} of n parties by
using a special figure called dealer. The dealer sends pri-
vately the share of a secret to each party. Reconstruction
process is adopted by the authorized subsets to extract
the secret s from the given shares. The group of such
authorized subsets are called as access structure. Shamir
secret sharing scheme [21] uses the Lagrange’s interpola-
tion polynomial to implement (t,n) access structure where
t is the threshold value and n is the no.of participants. For
example let us consider n participants, s is the secret, t is
the threshold and the finite field is denoted by F},. Shamir
secret sharing scheme has two phases namely: Distribu-
tion and reconstruction [2]. In the construction phases
shares are distributed to the users and in the reconstruc-
tion phase the users compute the secret from their shares.
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2.2 Elliptic Curve Cryptography

In cryptography, elliptic curve is defined over a finite
field that contains all the points satisfying equation y? =
23 +az+b where 4a3+27b% # 0 along with a distinguished
point at infinity denoted by O. The ECC security de-
pends on the difficulty of elliptic curve discrete logarithm
problem [10]. The Elliptic Curve Cryptosystems are hard
under the discrete logarithmic problem which play a vital
role in its security.

2.3 Weil Pairing

The Weil pairing is used to construct admissible pair-
ings that can be used as the basis for cryptographic
systems. Let us consider p as a prime number and
is given by p = 12¢ — 1 for some random prime q.
Let y?> = 2% + 1 be a super singular elliptic curve(E)
over a finite field F},. A cyclic group having order as
p + 1 is formed by a group of rational points given by:
E(F,)={(z,y) € F,XF, : (z,y) € E}. Now, as p+1=12q.
There is a cyclic subgroup G of order q. Let us consider
G as a generator for G; and G2 be the subgroup contain-
ing the elements having order gq.

2.4 Identity Based Encryption

The identity based encryption schemes were first pro-
posed by Shamir in [22] which is not practical in its ap-
proach. Later, Boneh and Franklin [5] proposed a scheme
on identity based encryption which was secure and practi-
cal. Their scheme efficiently used the concept of bilinear
mapping among groups which plays a vital role in our
work. The identity based encryption scheme consists of
four algorithms. They are: Setup, Extract, Encrypt and
Decrypt.

1) Setup: In this algorithm, the system parameters are
made public where as the master-key is known to
Private Key Generator (PKG). This phase initially
takes a security parameter as an input and returns
the system parameters and master-key.

2) Extract: This algorithm obtains private key from the
given public key.This algorithm takes the input pa-
rameters, arbitrary ID € {0,1}* and master key as
input and return d as output. Here ID is a random
string that is used as a public key and d is the private
key which will be used later for decryption.

3) Encrypt: This algorithm takes the input parameters,
message, ID as input and returns the ciphertext.

Decrypt: This algorithm takes the input parameters,
cipher-text and d (private key) as input and returns
the correspond message.

One of the main concern of IBE is to distribute the role of
an authority or a trusted third party among the users. As
a result there were many schemes proposed which adopted
the secret sharing techniques. Zhou and Haas [26] were
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the first to propose such a scheme using the concept of
threshold cryptography which is not that practical in its
approach. Later Kong et al. [16] proposed another scheme
but it was insecure. Other works [12,18] distribute only
a part of master key in identity-based environments. All
of the above works use shamir secret sharing scheme and
whenever a new user wants to be part of the network it
imposes certain limitations like having a lot of interac-
tion with existing users or not having the same ability
as compared to other users. Blundo et al. [4] proposed a
scheme in which new users can join the network dynam-
ically without the need of any authority by using bivari-
ate polynomials. Some other works Anzai et al. [1] and
Daza et al. [6] used bivariate polynomials to decentralize
the role of trusted authority.

2.5 Decentralization

In identity based encryption the master key is stored at
the PKG and should be protected. To achieve this we will
be distributing the master key among several users by us-
ing the concept of threshold cryptography. The users ex-
change the bivariate polynomial to decentralize the work
of PKG. When working in subgroups it is suggested to
work in small subgroup of a curve in order to increase the
performance of an IBE system. Here we use Weil pair-
ing to decentralize the PKG. In this system, public key
of each user is transformed to a point on the group by
hashing the ID to a point which is on the curve and later
the point is multiplied by a constant.

3 Proposed System

In our system the role of PKG is fully decentralized as
discussed in Section 3.2. After the initial exchange of
polynomials each user has a share of a secret. He can
communicate with other users or can perform subgroup
operations using the given protocol.

3.1 Setup

Let L denote the initial set of N users in the network.
This initial N users are known as founding users of the
network. All those users will run the protocol designed in
the initialization phase (specified in Subsection 4.2). The
main goal is to decentralize the role of the PKG by using
Shamir’s secret sharing scheme, weil pairing and identity
based encryption. Groups G, G2 are taken for pairing
each of them having a hash function. Threshold values t
and ¢! are used for performing subgroup operations.

3.2 Initialization

Our scheme will have the following parameters which are
made public. A group G which is additive of a prime
order q and produced by a random point P under the as-
sumption that the discrete logarithm problem is hard. In
addition to the above, a bilinear pairing and two hash
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functions are made public, bilinear pairing ¢ : G x G
— G, hash function h : {0,1}* — Z,, hash function
H :{0,1}* = G). Two threshold values t, t! are chosen,
where the threshold value t will be used in significance to
test the security of the designed network i.e. it will test
that maximum ¢ — 1 nodes are deceptive. Another thresh-
old value t! is used for looking after the security of the
threshold operations computed in the users subgroup.The
required condition for security is t <t <L

The bilinear pairing e and hash function H are needed to
generate the individual keys based on identity or when we
want to compute the threshold operations on subgroup of
users. Initialization phase of our designed algorithm is
described below:

1) Each user in L choses a random bivariate polynomial
Fi(x,2)€ Z,[x,z] with degree utmost ¢ — 1 in the vari-
able x and z. Here, L denote the initial set of N users
in the network. Each polynomial F(z,z) = > ; o
F(x,z) (Here, L; is the i*" user in given initial set
of N users) share the same properties. The constant
term of the given polynomial is f; o = F;(0,0).

2) Each user L; € L secretly sends the bi-variate poly-
nomial to the other users L; € L(founding users) in
the form of Fj;(x) = Fi(x,h(L;)). Later, user L;
computes Y; = f; 0P and uses this value in every
message.

3) After each user in L performs the above step, each
user L; will compute their final secret value and is
given by:

Sj(z) =

> Fy(x)
LieL

LieL
= F(x,z).

Each user computes their public key and make it pub-
lic based on the information received from the other
users Lj € L. The public key(PK) will be as follows:

PK = sP
= Z fioP
L;,eL

= > v

L;,eL

Note: Implicitly secret key(s) is F(0,0). A share
[s;]=5;(0)=F(0,0)=F(0, h(L;)) of the secret key can
be computed by each user in L; from its partial in-
formation S;(z).This set up runs securely only when
t < L.

3.3 Network Management

After the initialization phase is completed. If a new user
Ny, desires to be part of the network then he should run
the below steps:
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1) The new user Ny will select a group L,, which con-
sists minimum of t users in the network and request
them to include him in their Network.

2) If any of the user in L,, (suppose N;) agrees to in-
clude this new user(Ng) in their network then he
sends the following value:

S;(h(NW) = F(h(Ni),h(N,)
= F(h(N),
= Su(h(IV;)).

3) When the new user Ny gets this information from t
users then he uses Lagrange interpolation to extract
secret polynomial as follows:

> I

Np€Lm Ni€Lm,i#]j

DRI e LRI

NRE€Lp Ni€Lmp, ,i#j
F(x, h(Ny))
= Sp(x).

T — h(Nl)
msj(h(ka))

4) Finally the share [s;] = S(0) is computed by Nj.

3.4 Secure Communication Using IBE

In IBE, the public key is derived directly from the identity
of nodes in L,, i.e. pky,, = H(Ly,) € G where H : {0,1}*
— G which is chosen as hash function during initializa-
tion phase. Since it is a decentralized network, the user
N needs to contact other users to compute the secret
key sk,,=sH(L,,) where the master secret key is s. The
designed protocol is as follows:

1) The user Ny approaches a group of users (L, ) having
minimum of t users to request for their share.

2) If any of the user (NNV;) in the group of users (L,,)
accepts the identification of the user N, then he
sends the following value: o;m = S;(0)H(Ny) =
F(0,h(N;))H(Ny) € G.

3) The user N should receive t such values to compute
the secret key sk, where

sk = F(0,0)H(Ny) = sH(Ny) € G.

Then the Encryption and Decryption is done as dis-
cussed in [7].

3.5 Subgroup Operations

As mentioned in the initialization phase, each user adopts
Shamir secret sharing scheme and holds the shares of se-
cret key of the entire system corresponding to the thresh-
old t. These shares can be used by the users in order
to perform certain operations with minimum of t nodes
being involved in the network. In our system, the nodes
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encrypt the messages among the subgroup(sub) of users
by using the Subgroup key. The decryption is possible
only when t! users in the subgroup cooperate. Now, if
a member of the subgroup wants to decrypt the message
then the following steps are to be followed in order to get
the share of its secret key:

1) The user Ny approaches a group of nodes (L,,) hav-

The hash values of the users computed using
standard hash function are

hny = HTR('userl’ k1) = 37
hna = HTR('user2' k1) = 54
hny = HTR('userd k1) =25
hne = HTR(userd k1) =17

. o , et e
ing minimum of t’ users. Share Distribution.

2) Any user (N;) in L,, accepting the identity of the
new user N need to send the following value to Ng:

Tk = Sj(h(Nk))H(IDsub)
F(h(NJ)’h(Nk))H(IDsub) €G.

3) The share of the user Ny is computed by using la-
grange’s interpolation after the user Nj has received
t! such distinct values (as in above step).The share
of the user is given by:

[SKsub]k = F(O’ h(Lm))H(IDsub) €q.

3.6 Example
Setup.

e Let the initial set of users N = {Ny, Na, N5, Ny}
No. of users L = 4.

e Public Parmeters: An additive group G of prime
order q=4019.

— The curve used is F(Fyo19) : y? = 23 + 1
k1=67(field of polynomials).

— The Generator is P = F(3198,578), Let
th =3 and th' = 2.

e A collision resistant explicit hash function -
HTR.

e A collision resistant explicit hash function -
HTP.

e Each user chooses a random bivariate polyno-
mial in GF(67):

N1 = 3222+432%z+8zz+5z+5x+2
N2 = 52%z+45222 +322+82+8x+5
N3 = 8z22+48z22+5bzz+3x+32+3
N4 = 22224 222% +4xz+ 82+ 8z + 4.

e The implicit polynomial defined by all the users
is

F(J?,Z) = N1—|—N2—|—N3+N4

= 1822z + 18222 + 20z2 + 24z + 242 + 14.

The secret s of the NETWORK is F(0,0) = 14.

e Each user secretly sends to each of other found-

ing users the univariate polynomial Fj; =
Fi(z, h(N;))-

Each user sends the following values to other
users:

N1 also includes Y7 = 2Q = (167,1358), N1,
44£E2 -+ 53x + 53, N12 = 281‘2 + 6x + 4, N13 =
822 + 3z + 60, N14 = 5122 + 3z + 20. Similarly
N2, N3 and N4 also send data to other users.
Then all the users calculate their secret univari-
ate polynomial from the received values.

Si(x) = 63x*+ 132+ 31
So(x) = 34x? + 592 + 37
Ss(x) = 48z% +49z + 11
Sy(xz) = 38z + 5z 4 20.

The public key, PK = sQ = 14FE(3198,578) =
E(100, 1874).

PK should also be equal to Y7 + Yo + Y5+ Y, =
E(167,1358) + E(152,1437) + E(1356,3203) +
E(3863,2497) = E(100, 1874).

Network Communication Example.

If user N5 wants to join the network, It should
identify it self to 3 other users and request for
acceptance: {Ny, Na, N3},

hns = HTR('userd’ k1) = 27.
N5 receives the following values
Ni5 =12, No5 = 18, N35 = 12.

N5 computes its secret univariate polynomial by
using Lagrange interpolation:

Ss(z) =17 % 2% + 18 % x + 59.

Obtention of Individual Keys by Indentity Based
Encryption (IBE) Scenario Example.

Take a public parameter Pp,;, = msk x P.

The hash to the point HTP method signature is
QHTP(E,p,q,id, hashfcn).

The key generation is: This method takes pub-
lic params and secret and generate the key to

respective ID.
defKeyGen(E,p, q, hashfen, msk,id):

Qi:q = HTP(E,p,q,id, hashfcn)
skiq = msk X Qiq
sec = (Qid, Skia)

Return sec.
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e Encrypt,This method take public params
,id,message and return cipher text

ETLC?"ypt(p, q, P7 Zd7 m, Qid)'

e Decrypt,This method takes public params, se-
cret key and cipher text and decrypt the mes-
sage.

Decrypt(p, q, P,C, Siq).

e now user n2 want to send the message m = 1712
to user nl. n2 calls encrypt method.

C = ETLC’I"ypt(p, q, Pv/ N0d61/7 m, Qidl);

Cipher text is (1807, 1481) 1718, after receiv-
ing encrypted message user nl calls decrypt
method.

msg = Decrypt(p,q, P, C, Skia1).
After decrypting message is m= 1712.
Threshold Decryption on Sugroup Example.

e Take the shares of users L={N1,N2 N3, N4} as
a subgroup. Each user is having its own secret

polynomial.
Sy(x) = 63z%+ 13z + 31;
So(x) = 34a* +59x + 37
Ss(x) = 48z% +49x + 11
Sy(z) = 38z% + 5z 4 20.

e create an id for the sub group. hsgl234 =

hfun(’SG1234’,q).

e To find share of jth node remaining users con-
tribute their shares and lagranges interpolation
is applied.

Share of userl (3125, 1868), user2 (2292, 3913),
user3 (2350, 780) and userd (163, 2657).

To verify the shares of users caluclate the hash
of users they are rdl,rd2,rd3, rd4.
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e Here ENCRYPTION and DECRYPTION
methods are same but in decryption method
we have the one more parameter i.e. k11 for
user 1 it is formed from Lagrange interpolation
with ¢! users.

e Any user want to send a message. let m = 50,
encrypt the message.

C = Encrypt(p, q, P, SG123',m1, Q;q).

Threshold is 2 so any two users nl and n2
compute 11 = Decrypt(p,q,P,C,sgl,kll); 12 =
Decrypt(p,q,P,C,sg2,k22); r1 = 11 12; and r =
HTR(r1,q).

Now the encrypted message with r output is
message = 50.

4 Security Analysis

For a public key encryption scheme the acceptable no-
tion for security is cipher-text security. But the definition
concerning the chosen cipher-text should be strengthened.
This is because if an adversary outbreaks the public ID of
an identity based system then the adversary might posses
the private keys of the users. Thus the designed system
should withstand such an attack and should be secure.
We assume that the identity based encryption system is
secure against chosen cipher-text attack.

Note: The adversary A should not have any advantage
against the challenger.

Setup: The initialization phase is run by the challenger
by taking the security parameter k as input. The
system parameters are obtained by the adversary but
the master key is kept with it.

Phase 1: The adversary issues either the extraction
query or the decryption query.

e Extraction Query: The extract algorithm (de-

sgl = int(rd)HTP(E,p,q, SG1234' hashfcn) fined in 3.1) is run by the challenger. As a result

sg2 = int(rd2)HTP(E,p,q, SG1234' hashfcn) .of this, the.private key is genera.ted c'orresponc'i—

sg3 = int(rd3)HTP(E,p,q, SG1234' hashfcn) ;I;ittﬁopjﬁzlzgfgri);?fhc key. This private key is
4 = int(rdd)HTP(E,p,q,' SG1234' hashfcn). '

9 int(rd4) (E,p,q, SG1234', hashfen) e Decryption Query: The extract algorithm (de-

The shares of the users must be (Calcu- fined in Section 3.1) is run by the challenger.

lated from F). Share of userl (3125, 1868),
user2 (2292, 3913), user3d (2350, 780) and
userd (163, 2657). Secret of Subgroup is
14HTP(E,p,q, SG1234', hashfcn); Secret of
Subgroup is (3857,1351 ).

e Secret of a subgroup is Lagrange interpolation
is applied on users then we get k1, k2, k3 from
nodes nl,n2,n3.

al = int(kl)sgl;
a2 = int(k2)sg2;
a3 = int(k3)sg3.

Secret of subgroup al + a2 + a3 = (3857, 1351).

As a result of this, the private key is generated
corresponding to particular public key. The de-
crypt algorithm is run by it using the private
key to decrypt the cipher-text. The resulting
plain text is sent to the adversary.

Challenge: Two equal length plain texts and ID are
generated by adversary after Phase 1 is over. ID
is the parameter on which the adversary desired
to be challenged.ID did not appear anywhere in
the extraction of query in phase 1. A random
bit b € {0,1} is picked by challenger and sets
c=Encrypt(parameters,ID,M};). Challenger sends C
to the adversary as a challenge.
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Phase 2: In this phase more and more queries are posed
by the adversary and it can be either of the following:

e Extraction Query: Here ID; # ID.Then the
challenger replies as in phasel.

e Decryption Query: Challenger replies as in
phasel if (ID;,C;) # (ID,C). Here C is the
cipher-text notation.

Guess: b! € {0,1} is displayed by the adversary and
the game is won by adversary if b' = b.

Adversary A has the advantage of attacking the
identity based scheme with the help of following func-
tion: The function takes the security parameter k as

1
input.Adv[k]=|Pr[b* = b] — §| This is done by the ran-
dom bits chosen by the adversary and challenger. The se-

curity of the chosen cipher text is demonstrated with the
help of this game for Identity based encryption schemes.

Attack: Let the number of players trying to recover the
secret S; be less than or equal to t; — 1. Here t is the
threshold value.

Analysis: The recovery of the secret in the proposed
scheme completely revolves around the concept of La-
grange’s Interpolation polynomial. In order to solve
t; in the process of getting to know the unknown
symbol, we are definitely going to need ¢; number of
equations. Therefore, it is only ¢; or more players
who can have a complete knowledge of the secret.
There is no chance for t; or lesser players to crack
the secret.

5 Conclusion

Now a days many applications demands the network with-
out the presence of trusted third party (TTP). This can
be achieved by distributing the role of TTP among the
network users using secret sharing concept. In our paper
we proposed an efficient way to decentralize the network
and to establish a secure communication among the users
of the network using Identity based encryption. We also
discussed the suitable protocol to perform sub group op-
erations among the sub set of users of a network. Our
scheme is useful for the applications where secure com-
munication is required without the presence of trusted
third party.
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