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Abstract

In recent years, the popularity of the Internet and com-
puters has made people’s communication more convenient
and faster, and access to information has become faster
and faster. However, due to the openness of the Inter-
net, how to ensure the legal and credible identity in the
communication process has become an important part of
Internet security. This study briefly introduced the block
chain and the block chain-based identity security authen-
tication system and simulated and analyzed the block
chain and security of the system. The results showed that
the block chain could accurately authenticate the user
identity information of the input public key after issuing
valid digital certificate and prevent the non-authenticated
identity information user from viewing the digital certifi-
cate. The increase of block chain nodes also increased the
fault-tolerant nodes. At the same time, the endorsement
conditions which were that the normal nodes were larger
than half of all the nodes made the nodes of the system
used safely as long as the number of damaged nodes was
no more than half. The hackers needed to successfully
attack more than half of the nodes before tampering the
system data, but this operation was almost impossible to
achieve objectively. Thus, the security of the system was
extremely high.
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1 Introduction

In recent years, the popularity of the Internet and com-
puters has made people’s lives more convenient [13]. The
most intuitive one is the exchange and acquisition of in-
formation. However, the emergence of the Internet has
not only brought convenience, but also brought infor-

mation security risks. The Internet has openness and
anonymity [7]. The former is an important factor in the
development of the Internet. The latter has formed a
hidden danger after combining the former. Users par-
ticipating in the Internet cannot guarantee whether the
communication object is trustworthy. Therefore, identity
management has become one of the important technolo-
gies for Internet information security.

The basic principle of the identity authentication man-
agement technology [9] is to generate a unique digital cer-
tificate for the application user as the identity certificate.
At the beginning, limited by technology, the identity man-
agement system is mainly a centralized system [11], which
is that digital certificates and keys are provided by third
parties, and identity information is also kept by third par-
ties. The centralized identity authentication system pro-
tects the user’s identity information to some extent, but it
has obvious shortcomings and cannot guarantee the cred-
ibility of the third party, including termination of third-
party service, data loss or malicious leakage of data. Peo-
ple’s demand for identity authentication systems is not
met until the emergence of block chain technology.

The important features of block chain technology [4]
are decentralization and collective maintenance. The for-
mer is the same authority between nodes, while the latter
is that all nodes share the identity information authen-
tication, and the authentication process is transparent,
open and credible. Yu et al. [14] proposed an effective
social network information privacy protection algorithm,
which used the block chain to store the user’s public key
and encrypted the plaintext by hybrid hash encryption
algorithm after binding. The simulation results showed
that the algorithm could effectively defend against differ-
ent types of attacks. Lin et al. [8] proposed a block chain-
based secure mutual authentication system, BSEIN, to
implement an access control policy. The system could
provide privacy protection such as anonymous authenti-
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cation, and the system had good scalability due to the
smart contract of the block chain.

The performance evaluation results showed that the
system’s response speed was excellent. Guan et al. [15]
divided users into different groups. Each group has a pri-
vate block chain to record the data of its members and
use pseudonyms to protect user privacy with Bloom filter
for fast authentication. The experimental analysis showed
that the method could meet the security requirements and
the performance was better than other common meth-
ods. This study briefly introduced the block chain and the
block chain-based identity security authentication system
and simulated and analyzed the block chain and security
of the system.

2 Blockchain

As shown in Figure 1, block chain has six block tables.
The blocks from bottom to top are linked in chronologi-
cal order on a cryptographic basis. Block chain technol-
ogy adopts timestamp proofing, cryptography and other
technologies, coupled with the distributed storage struc-
ture of the block to make the block chain decentralized
and difficult to falsify forgery and collective maintenance,
which ensures the security and privacy of important data
in the block. At the same time, the block chain can also
be regarded as a state machine that constantly changes
its state through transactions. Its evolution formula [12]
is:

θt+1 ≡ Y (θt, T ),

where θt represents the block chain state at time t, T
is a transaction, and Y (·) is a state transition function.
After the transaction has evolved for a period of time, the
verified transaction is collected into the block, and the
block is connected by hash value. The state conversion
formula [2] is:

θt+1 ≡
∏

(θt, B)

B ≡ ((T0, T1, · · · ), · · · ),

where
∏

(·) is a block B-based transaction conversion
function, and the block B contains transactions T and
other data.

In the view of structure, the data layer is the lowest
layer, and the block encapsulates the basic unit as trans-
action data and uses cryptography such as Hash algorithm
and encryption algorithm to construct the linked data in
chronological order. The encryption algorithm is divided
into two types: symmetric and asymmetric. The former
encrypts and decrypts with one key, while the latter is
divided into private key and public key. The derivation
between the two is irreversible.

The network layer is the main manifestation of the de-
centralization of block chain. The content of its package
includes network architecture, inter-block communication

Figure 1: Framework of blockchain

protocol and authentication method [5]. After a long pe-
riod of development, the block chain usually adopts a
point-to-point (P2P) network architecture. In this net-
work architecture, the computer nodes participating in it
provide the same service through the topology, so there is
no central service in the block chain. The consensus layer
encapsulates all the consensus mechanism algorithms be-
tween the nodes in the block chain. Due to the decentral-
ization of the block chain, the “books” of each node are
highly dispersed, thus, a consensus algorithm is needed to
select the most suitable node to perform ”billing rights.”
The process of running a consensus algorithm to select a
node is called ”mining.” The commonly used consensus al-
gorithms are: workload proof, equity certificate, entrusted
equity certificate, etc. This study adopted the most se-
cure consensus algorithm, workload proof [10], which is
currently recognized.

The above data layer, network layer and consensus
layer are the necessary and indispensable factors of the
block chain. In addition, the incentive layer is used to re-
ward the structure of the nodes involved in the “mining”
of the block chain. It stimulates a large number of nodes
to participate in “mining” through rewards, thereby re-
alizing the stability and security of the block chain by
means of consensus mechanism. The contract layer en-
capsulates a piece of contract code that is executed when
the pre-defined conditions are met.

3 Blockchain-based Identity Au-
thentication System

3.1 Overall Structure

As shown in Figure 2, the overall architecture of the block
chain-based identity authentication system [1] is divided
into three parts: an identity authentication system with
primary functions, a third-party publicity module for in-
quiring, and block chain module for privacy security con-
nected with two modules. The identity authentication
system is a functional manifestation of the entire system,
including a registration system, a certificate issuance sys-
tem, a block chain management, and an SDK, and the
registration system implements a traditional user identity
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registration function.

Figure 2: The overall structure of the identity authenti-
cation system based on the block chain security system

The certificate issuance system implements the tradi-
tional user identity authentication function, but unlike
the traditional one, the module only has the function
of issuing a certificate, and the specific digital certificate
and related operation records are performed in the block
chain. The main function of the block chain management
module is to manage the nodes in the block chain, the
consensus policy, the smart contract, etc., and the au-
thority for the management operation is only owned by
the corresponding administrator, and the execution of the
operation requires the consent of multiple parties to pass.
The block chain SDK is responsible for connecting the au-
thentication system and block chain, storing identity data
operations into the block chain, and receiving information
from the block chain.

The third-party publicity module is a module for sys-
tem users, which includes a block chain SDK and a
browser. The role of the SDK is similar to that of the
SDK of the authentication system. The public module
is connected to the block chain, and the operation infor-
mation is input and the authentication information is in-
quired. A browser is a third-party platform that displays
or inquires the authentication process, mainly referring to
web pages.

The block chain is an important module for the privacy
security of the system. This study used the callback func-
tion to form the smart contract [6]. The smart contract
includes logical operations such as certificate storage and
query, issuing key loss management, and certificate revo-
cation management. The execution of a complete smart
contract includes three steps of node signature, consensus
calculation and accounting. At the same time, in order
to improve the credibility of the smart contract call data,
the contract can be executed when the node signature is
not less than three.

3.2 Certificate Management

For the identity authentication system, the management
of the certificate is a crucial part. The issuance, replace-
ment and revocation of the certificate are related to the
generation, change and cancellation of the user’s identity
rights in the system [3]. The most important certificate is-
suance process is shown in Figure 3. First, the user sends
a certificate request to the registration center of the sys-
tem. The content of the application includes the user
digital certificate type, public key and public key validity
period, and the information is unique. After receiving the
application information, the registration center will auto-
matically or manually review the information and send
the certification license to the issuing center after the ap-
proval.

After receiving the certification, the issuing center gen-
erates a digital certificate according to the template. Af-
ter receiving the certification, the issuing center generates
a digital certificate according to the template. The cer-
tificate contents include the serial number and signature
algorithm for proving the validity, the holder information
for proving the ownership, the public key and validity pe-
riod for protecting the privacy, and the information of
issuer for proving the source. After the certificate is gen-
erated, the smart contract is called to verify it. After the
signature algorithm is passed, the certificate is stored in
the block chain to ensure that the identity corresponding
to the digital certificate is transparent and cannot be fal-
sified. After the block chain is successfully deposited, the
information of successful operation will be fed back step
by step, and the user will be notified by mail or telephone.
Compared to traditional identity authentication systems,
block chain-based authentication systems are initiated by
the user side in generating keys for privacy protection. At
the same time, the digital certificate generated by the for-
mal route and stored in the block chain can be inquired
through the block chain. When the inquiry cannot be
operated, the certificate has expired or is leaked, and the
certificate update or revocation is required, and the cer-
tificate issuance process is similar.

4 System Performance Test

4.1 Experimental Environment

As shown in Figure 4, the experiment was carried out
on the primary server of the lab. The parameters of the
primary server were quad-core i7CPU, 16G memory and
1024G hard disk. The Virtualbox software was used to
divide two virtual machines (VMs) in the server. The con-
figuration parameters were dual-core CPU, 2G memory,
40G hard disk, acting as the identity authentication sys-
tem center. VM2 configuration parameters were dual-core
CPU, 3G memory, 40G hard disk. 360 browser was used
in the paimary server for registering and querying digi-
tal certificates in the authentication system of VM1, and
VM1 and VM2 were connected by a block chain SDK. To



International Journal of Network Security, Vol.21, No.6, PP.912-917, Nov. 2019 (DOI: 10.6633/IJNS.201911 21(6).04) 915

Figure 3: Process of certificate management

facilitate the simulation, the parameters of the nodes in
the block chain network were uniformly set as single-core
i5CPU, 2.5 GHz working frequency, and 4 G memory.

Figure 4: Structure diagram of system test based on
blockchain

4.2 Test Content

4.2.1 Identity Authentication Test

Firstly, the user private key was generated by using the
RSA algorithm in the Openssl tool. Then, the user pub-
lic key was generated according to the private key, and
the certificate was applied to the browser registration in-
terface by using the public key. After the necessary iden-
tity information was successfully applied, the Openssl tool
was used to randomly generate another private key and
public key. Then, the two public keys were respectively
applied through the block chain SDK to simultaneously
inquire the three nodes in the block chain for the pre-
viously applied digital certificate, and the inquiry result
was recorded.

4.2.2 System Security Test

First, three nodes were set for block chain, and two of
them were verified, i.e., the operation could be performed
when the node signature was not less than two. After
that, a certificate was issued, and its validity was checked.
When the certificate was invalid or not found, the identity
information was leaked. One of the nodes was stopped
to simulate the node being hacked, and the rest of the

nodes worked normally as issuing or updating the certifi-
cate and inquiring the validity. Then, after another node
was stopped, the operation of issuing or updating the cer-
tificate and inquiring the validity continued. When it was
invalid, the next step was to resume the node work one
by one and inquire the validity separately. The number
of nodes was gradually increased in the block chain, and
the number of nodes passing through was always kept
larger than half of all nodes. For each additional number
of nodes in the block chain, the previous steps were re-
peated to test the number of fault-tolerant nodes under
different node numbers of the system.

4.3 Test Results

4.3.1 Test Results of Identity Authentication

Due to space limitations, only the public key used for the
certificate application was listed. As shown in Figure 5,
the public key had a length of 1024 bits.

As shown in Table 1, the three nodes with the correct
public key for the digital certificate could pass the iden-
tity authentication. The random public key was used for
the digital certificate inquiry, all the three nodes could
not pass the identity authentication, and the interface
showed that “There is no such certificate. Please inquire if
your information is entered correctly.”, after it returned.
It could be seen that the block chain could effectively
authenticate the identity information of the valid digital
certificate and prevent the non-authenticated identity in-
formation user from viewing the digital certificate.

4.3.2 Test Results of System Security

As shown in Figure 6, as the number of nodes involved in
”mining” in the block chain increased, the passing condi-
tions of the system were constantly adjusted, and the con-
ditions of more than half of all nodes were always main-
tained, and the number of fault-tolerant nodes was also
rising. For example, when there were ten nodes in the
block chain, the passing condition was six nodes, and the
fault-tolerant node was four. This meant that even if
four nodes in the block chain were abnormal due to hack-
ing, a bad inquiry signature was issued, or the work was
stopped. The entire system could still issue, update and
revoke identity certificates in a normal and safe way. At
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Figure 5: Public key for certificate application

Table 1: Inquiry results of two public keys

Inquiry result Inquiry result Inquiry result
Operations of Node 1 of Node 2 Node 3

Apply correct public key to inquire Certification passed Certification passed Certification passed
Apply random public key to inquire Certification failed Certification failed Certification failed

the same time, the number of fault-tolerant nodes in the
process of restoring the stopped nodes in the experiment
process did not change. The reason was that the recovery
of the nodes was equivalent to the consensus mechanism
of the newly joined nodes participating in the competi-
tion for “billing rights”. This process was equivalent to
automatic synchronization data, which was a feature of
the block chain that maintained usability.

Figure 6: Number of fault-tolerant nodes under different
nodes and passing conditions

The passing condition of the block chain was that the
passing nodes was generally larger than half of all the
nodes. At the same time, if the hacker wanted to de-
stroy, steal or tamper with the digital certificate in the
block chain, more than half of the nodes in the chain
were needed to crack and attack since the nodes in the
block chain were the same in the authority status. The
encryption algorithm of the single node of the system re-
quired multiple computers to solve and the extremely long
time simultaneously. As the nodes in the block chain in-

creased, the fault-tolerant nodes also increased, and the
nodes that needed to be cracked also increased, resulting
in that it was almost impossible to solve more than half
of all the nodes in the block chain at the same time in the
actual implementation. Thus, block chain-based identity
security authentication systems were extremely secure.

5 Conclusion

This study briefly introduced the block chain and the
block chain-based identity security authentication system
and simulated and analyzed the block chain and security
of the system. By setting different test scenarios of the
block chain, the block time and TPS were generated to
measure the performance of the block chain. The security
of the system were analyzed by stopping and restoring
the node work to simulate hacker attacks. The results
are that after the block chain issues a valid certificate ac-
cording to the public key, it can accurately authenticate
the user identity information of the input public key and
prevent the non-authenticated identity information user
from viewing the digital certificate. With the increase
of nodes in the block chain, the passing conditions are
continuously adjusted under the premise of guaranteeing
that the passing nodes are more than half of all the nodes,
and the fault-tolerant nodes are increased. The restored
nodes can participate in the consensus mechanism nor-
mally. The difficulty of hacking attacks on tampering
certificates is increasing. Security increases dramatically
as nodes increase.
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