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Abstract

The concept of Internet of Things (IoT) is that objects
and things via the Internet infrastructure can intercon-
nect into a global dynamic extended network. In order to
catch the final goal, IoT takes advantages of other useful
technologies like RFIDs, WSNs, M2M communications,
big data and cloud computing. Wireless Sensor Networks
(WSNs) is one of the main parts of IoT’s building blocks
which can be used in almost all scopes of the IoT’s appli-
cations. Because of the importance of the WSN’s secu-
rity, researchers are already working on new and efficient
techniques on its different security schemes and protocols
such as user authentication schemes. Recently, Wu et al.
proposed a new user authentication scheme for Internet
of Things-based wireless sensor networks. The scheme
suggests a new method in which a user of IoT can be
authenticated with a sensor node of the WSN through a
communication with a gateway. Unfortunately, we have
found that Wu et al.’s scheme has some security vulnera-
bilities and is not immune to some security attacks. This
paper focuses on eliminating the security vulnerabilities of
Wu et al.’s scheme by suggesting an enhanced scheme. We
introduce a provable security for our scheme and present
its formal security analysis by ProVerif. Moreover, we
compare the proposed scheme with some other related
schemes for WSNs in aspects of efficiency and security.

Keywords: Authentication; Internet of Things; ProVerif;
Security; WSN

1 Introduction

The Internet of Things (IoT) is defined as a network
of highly connected things and devices. In current per-
spective, the IoT includes various kinds of things, e.g.,
sensors, actuators, RFID tags, smart phones or back-
end servers, which are very different in terms of size,

capability and functionality. In other words, Inter-
net of Things uses some technologies such as: Wireless
Sensor Networks (WSN), Radio Frequency Identification
(RFID), Machine-to-Machine communication, cloud com-
puting and etc. According to Gartner’s forecast [27], the
IoT, which excludes PCs, smart phones and tablets, will
grow to more than 26 billion units installed in 2020.

WSNs are crucial for the future of Internet of Things
because it covers necessary IoT applications. The WSN
contains small, wireless, ad-hoc sensor nodes which are
used in a wide range of application scenarios such
as health care, smart homes, military, environment
and etc. [1, 8, 11,15,16,19–21,25].

Wireless sensor networks include three main parts: the
users, the sensors and the gateway. The most important
part is the gateway which can communicate with all the
sensors. The gateway is accountable for the wireless sen-
sor network security. The sensors and users register on
relative gateway. Users who want to use from the data
collected by the sensors should contact the gateway. Here,
a common method is use of an session encryption key.
Constructing a secure session key between the sensor and
the user is a basic issue. If a user requests a data from a
sensor of WSN, first of all, he/she should be identified for
the legitimate access. The usual method is utilizing an
authentication scheme among the sensors and users. So,
authentication protocols are essential for WSN.

2 Related Works

In recent years, WSNs and their different security mecha-
nisms have attracted many researcher’s attention. Due to
the limited resource of the WSNs, classic security mech-
anisms are not applicable because of much energy con-
sumption. Therefore, many lightweight security meth-
ods are proposed for WSN (e.g. intrusion detection, se-
cure data aggregation, secure and efficient routing proto-



International Journal of Network Security, Vol.21, No.6, PP.897-911, Nov. 2019 (DOI: 10.6633/IJNS.201911 21(6).03) 898

cols, etc.) [23,24,30,40].

Watero et al. proposed a user authentication proto-
col for WSN based on RSA in 2004 [34]. But, in 2009,
Das showed that Watero et al.’s scheme is vulnerable
against sensor forgery attack [7]. Moreover, he presented
an other efficient authentication protocol that using smart
card. But in 2010, his proposed scheme was evaluated
by Chen et al. [5], He et al. [13], Khan et al. [17] and
Vaidya et al. [33], respectively and it became clear that
his scheme suffers from several security weaknesses like
destitute of mutual authentication, the impersonation at-
tack and the insider attack. Furthermore, Vaidya et al.
showed that the Khan et al.’s scheme was also vulnerable
against stolen smart card and the sensor nodes capture
attacks and finally, they proposed an improved scheme.
In 2011, Kumar et al. pointed out that He et al. [13] was
vulnerable against information leakage attack and their
scheme could not satisfy the following security properties:
user anonymity, mutual authentication and constructing
a shared session key by the sensor and the user [18].

Because of acceptable computational complexity, El-
liptic Curve Cryptography (ECC) has been recently used
for WSNs [2,12,22,26,29]. In 2011, Yeh et al. [38] showed
that the Chen et al.’s scheme [5] suffers from the insider
attack and lack of a password change phase. They also
proposed the first ECC-based authentication scheme for
WSNs. But, in 2011, Han [39] pointed out that Yeh et
al.’s scheme does not satisfy forward security and mutual
authentication. In 2013, Shai et al. [31] showed a two
factor ECC-based authentication scheme. But, in 2014,
Choi et al. presented that the Shai et al.’s scheme is not
immune against the known session key attack and the
off-line password guessing attack [6]. In addition, they
presented a novel scheme. In 2015, Wu et al. [35] stated
that the Choi et al.’s scheme still has some vulnerabil-
ities such as user forgery attacks and off-line password
guessing. Additionally, the user identity is revealed in
the message and therefore, the privacy of user’s identity
is not met.

In order to pass the popular attacks, Turkanovic sug-
gested a new scheme for heterogeneous wireless sensor
networks in 2014 [32]. But, in 2015, Farash et al. [10] and
Chang et al. [4] independently showed that Turkanović
is vulnerable against the off-line password guessing and
stolen verifier attacks. Moreover, in their scheme, the
identity of the user can be traced.

In 2014, Hsieh et al. [14] showed that Vaidya et al.’s
scheme [33] is vulnerable to off-line password guessing at-
tack and the insider attack. Additionally, they presented
a new scheme in their paper.

Wu et al. [36] presented a new scheme for WSNs which
is based on the Fantacci et al. [9] and Nguyen [28] recom-
mendations for IoT security. In this scheme, a user sends
messages to a gateway at first and after that the gateway
communicates with a sensor. Finally, by the Wu et al.’s
scheme a user, a gateway and a sensor can authenticate
each other.

In this paper, we show that the Wu et al.’s scheme

is vulnerable to some security weaknesses and to over-
come those flaws, we suggest an enhanced authentication
scheme.

2.1 Our Contribution

In this paper, we show that the Wu et al.’s user authen-
tication scheme [36] is not a secure scheme because it is
vulnerable against forgery and Denial of Service (DoS)
attacks. After that, in order to eliminate the weaknesses
we suggest an enhanced user authentication scheme for
IoT. In addition, we present a formal security analysis
by ProVerif and a provable security in the random oracle
model for our scheme. Finally, we compare the proposed
scheme with related schemes in case of security and effi-
ciency. The results indicate that our scheme is a suitable
and practical design for utilizing in IoT.

2.2 Paper Organization

The rest of this paper is organized as follows: We review
Wu et al.’s scheme and its security analysis in Section
2. In Section 3, we introduce our improved scheme. The
security analysis of the proposed scheme and some com-
parisons are posed in Section 4. Finally, we conclude the
paper in Section 5.

3 Review of the Wu et al.’s
Scheme

In this section, we review the Wu et al.’s scheme [36].
Their scheme includes four phases: Initialization, Regis-
tration, Login and Authentication. Table 1 presents uti-
lized notations of the Wu et al.’s scheme.

3.1 Initialization

GW obtains an addition group G with a large prime order
q on E (Fq). P is a generator of group G. IDGW is the
identity of GW . GW also picks a secret key x and two
hash functions h (·) and h1 (·).

3.2 Registration

This phase includes registration procedures for user Ui

and sensor Sj .
For Ui:

1) Ui picks a random number r0, his/her own identity
IDi and a password PW i. After that, he/she com-
putes MP i = h (r0 ‖ PWi) and MIi = h (r0 ‖ IDi),
and sends {MP i,MIi, IDi} to GW through a secure
channel.

2) GW computes ei = h (IDGW ‖ x ‖MIi)⊕MP i and
fi = h (MIi ‖ x) ⊕MIi. GW injects (ei, fi, P, p, q)
into the smart card, saves IDi in the database for
auditing, and gives the smart card to Ui by a secure
channel.
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Table 1: Symbols were used in the Wu et al.’s and pro-
posed schemes

Symbols Description
p, q Large prime numbers
E(Fq) An elliptic curve E over the finite field Fq

G An additive subgroup of points of E with order q
P A generator of G

GW,x The gateway and its corresponding secret
key

Ui, IDi, PWi The i-th user, his/her identity
and password

Sj , SIDj The j-th sensor and its identity
sku, sks The session keys computed by

the user and the sensor
A The adversary (malicious)

h(.), h1(.) One-way hash functions
Ti Timestamp of user Ui

l Security parameter of system
Ek(.)/Dk(.) The symmetric encryption/decryption

function with key k
a⊕ b, a‖b The XOR operation and the conjuction

with string a and b
a =?b Check whether a equal b

3) Ui saves di = h (IDi ‖ PWi)⊕r0 into the smart card.

For Sj :

1) Sj submits SIDj to GW through a secure channel.

2) GW calculates cj = h (SIDj ‖ x) and sends it to Sj

through a secure channel. Sj stores SIDj and cj .

In addition, if a sensor be substituted by the other
sensor one or a new sensor connects the WSN, the new
sensor should register to GW similar to the upper steps.

3.3 Login and Authentication

1) Ui inserts his/her card and enters IDi and PW i.
r1 = di ⊕ h(IDi ‖ PW i), MIi = h (r1 ‖ IDi) and
MPi = h (r1 ‖ PW i) are computed by the smart
card.

2) Ui picks a random number α ∈ [1, q − 1],
r2 and r3. Ui obtains the sensor Sj as the partner and
calculates MInewi = h (r2 ‖ IDi), B1 = ei⊕MPi⊕r3,
B2 = αP , B3 = fi ⊕MIi ⊕MInewi ⊕ h (r3 ‖MIi),
B4 = h (r3 ‖MInewi ‖ B2) ⊕ IDi and B5 = h(IDi ‖
MIi ‖MInewi ‖ SIDj). Then, he/she sends M1 =
{MIi, SIDj , B1, B2, B3, B4, B5} to Sj .

3) GW computes r3 = B1 ⊕ h(IDGW ‖ x ‖ MIi),
MInewi = B3 ⊕ h(MIi ‖ x) ⊕ h(r3 ‖ MIi) and
IDi = B4 ⊕ h (r3 ‖MInewi ‖ B2). Then, GW checks
if IDi is in database and B5 =?h(IDi ‖ MIi ‖
MInewi ‖ SIDj). If they hold, GW calculates cj =
h (SIDj ‖ x) and D1 = h (MIi ‖ SIDj ‖ cj ‖ B2).
Next, the message M2 = {MIi, SIDj , B2, D1} is sent
to sensor Sj .

4) Sj checks SIDj and D1
?
= h(MIi ‖ SIDj ‖ cj

‖ B2). If they are incorrect, Sj fails the ses-
sion. Otherwise, Sj picks a random β ∈ [1, q − 1]

and then computes C1 = βP , C2 = βB2, sks =
h1 (B2 ‖ C1 ‖ C2), C3 = h (MIi ‖ SIDj ‖ sks) and
C4 = h (cj ‖MIi ‖ SIDj). Next, Sj sends M3 =
{C1, C3, C4} to GW .

5) GW checks C4
?
= h (cj ‖MIi ‖ SIDj). If it holds,

then GW calculates D2 = h(IDGW ‖ x ‖ MInewi )⊕
h (MInewi ‖ r3), D3 = h (MInewi ‖ x) ⊕ h (MIi ‖ r3)
and D4 = h(IDi ‖ MIi ‖ MInewi ‖ SIDj ‖
D2 ‖ D3 ‖ r3). Finally, GW sends M4 = {C1,
C3, D2, D3, D4} to Ui.

6) Ui checks D4
?
= h(IDi ‖ MIi ‖ MInewi ‖ SIDj ‖

D2 ‖ D3 ‖ r3). If it holds, Ui computes B6 = αC1

and sku = h1 (B2 ‖ C1 ‖ B6). After that, Ui checks
whether C4

?
= h (MIi ‖ SIDj ‖ sku). If it holds,

the smart card calculates a new data dnewi = r2 ⊕
h (IDi ‖ PWi), e

new
i = D2⊕h (MInewi ‖ r3)⊕h(r2 ‖

PWi), and fnewi = D3 ⊕MInewi ⊕ h (MIi ‖ r3). Fi-
nally, it replaces (di, ei, fi) with (dnewi , enewi , fnewi ),
respectively.

3.4 Password Change

1) This step is identical with the step 1 of login and
authentication phase.

2) Ui randomly picks values r4 and r5 and then com-
putes MInewi = h (r4 ‖ IDi), B7 = ei ⊕MPi ⊕ r5,
B8 = fi ⊕ MIi ⊕ MInewi ⊕ h (r5 ‖MIi), B9 =
IDi⊕h (r5 ‖MInewi ‖ B2) and B10 = h(IDi ‖MIi ‖
MInewi ‖ r5)

3) GW calculates r5 = B7 ⊕ h(IDGW ‖ x ‖ MIi),
MInewi = B8⊕h (MIi ‖ x)⊕h (r3 ‖MIi) and IDi =
B9 ⊕ h (r5 ‖MInewi ‖ B2), and checks the validity of
IDi and B10 =?h (IDi ‖MIi ‖MInewi ‖ r5). If ei-
ther of them is failed, the request is rejected. Other-
wise, GW computes D5 = h(IDGW ‖ x ‖ MInewi )⊕
h(MInewi ‖ r5), D6 = h (MInewi ‖ x) ⊕ h (MIi ‖ r5)
and D7 = h(IDi ‖ r5 ‖ MIi ‖ MInewi ‖ D5 ‖ D6).
GW sends M6 = {D5, D6, D7} to the user Ui.

4) Ui checks D7
?
= h(IDi ‖ r5 ‖ MIi ‖ MInewi ‖ D5

‖ D6). If this equation does not hold, Ui fails the ses-
sion. Otherwise, Ui is asked to input a new password
PWnew

i . Then, the smart card calculates MPnew
i =

h (r4 ‖ PWnew
i ), enew2

i = D5 ⊕ h (MInewi ‖ r5) ⊕
MPnew

i , fnew2
i = D6 ⊕ h (MIi ‖ r5) ⊕ MInewi and

dnew2
i = r4 ⊕ h (IDi ‖ PWnew

i ), and finally updates
(di, ei, fi) with

(
dnew2
i , enew2

i , fnew2
i

)
.

3.5 Security Analysis of Wu et al.’s
Scheme

In this section, we show that Wu et al.’s scheme is vulner-
able against two types of attacks: Denial of Service (DoS)
attack and forgery attack.
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Table 2: Login and Authentication phases of the Wu et al.’s scheme
Ui GW Sj

Step One:
input IDi, PWi

compute r1 = di ⊕ h (IDi ‖ PW i)
MIi = h (r1 ‖ IDi) and MPi = h (r1 ‖ PW i)
choose random numbers α ∈ [1, q − 1],
r2 and r3
compute the followings:
MInewi = h (r2 ‖ IDi)
B1 = ei ⊕MPi ⊕ r3
B2 = αP
B3 = fi ⊕MIi ⊕MInewi ⊕ h (r3 ‖MIi)
B4 = h (r3 ‖MInewi ‖ B2)⊕ IDi

B5 = h (IDi ‖MIi ‖MInewi ‖ SIDj)
M1={MIi,SIDj ,B1,B2,B3,B4,B5}−−−−−−−−−−−−−−−−−−−−−−→

Step Two:
compute the followings:
r3 = B1 ⊕ h (IDGW ‖ x ‖MIi)
MInewi = B3 ⊕ h (MIi ‖ x)⊕ h (r3 ‖MIi)
IDi = B4 ⊕ h (r3 ‖MInewi ‖ B2)
check: IDi,
B5?h (IDi ‖MIi ‖MInewi ‖ SIDj)
compute:
cj = h (SIDj ‖ x)
D1 = h (MIi ‖ SIDj ‖ cj ‖ B2)
M2={MIi,SIDj ,B2,D1}−−−−−−−−−−−−−−−−→

Step Three:
check: SIDj

check: IDi,
D1?h (MIi ‖ SIDj ‖ cj ‖ B2)
choose random β ∈ [1, q − 1]
compute the followings:
C1 = βP
C2 = βB2

sks = h1 (B2 ‖ C1 ‖ C2)
C3 = h (MIi ‖ SIDj ‖ sks)
C4 = h (cj ‖MIi ‖ SIDj)
M3={C1,C3,C4}←−−−−−−−−−−−

Step Four:
check: C4?h (cj ‖MIi ‖ SIDj)
compute the followings:
D2 = h (IDGW ‖ x ‖MInewi )⊕ h (MInewi ‖ r3)
D3 = h (MInewi ‖ x)⊕ h (MIi ‖ r3)
D4 = h (IDi ‖MIi ‖MInewi ‖ SIDj ‖ D2 ‖ D3 ‖ r3)
M4={C1,C3,D2,D3,D4}←−−−−−−−−−−−−−−−

Step Five:
check:
D4?h (IDi ‖MIi ‖MInewi ‖ SIDj ‖ D2 ‖ D3 ‖ r3)
compute the followings:
B6 = αC1

sku = h1 (B2 ‖ C1 ‖ B6)
check: C4?h (MIi ‖ SIDj ‖ sku)
compute:
dnewi = r2 ⊕ h (IDi ‖ PWi)
enewi = D2 ⊕ h (MInewi ‖ r3)⊕ h (r2 ‖ PWi)
fnewi = D3 ⊕MInewi ⊕ h (MIi ‖ r3)
replace (di, ei, fi) with (dnewi , enewi , fnewi )



International Journal of Network Security, Vol.21, No.6, PP.897-911, Nov. 2019 (DOI: 10.6633/IJNS.201911 21(6).03) 901

• Denial of service attack: An attacker can mas-
querade himself/herself as a real user Ui and ap-
ply DoS attack against server GW . Since the
term M1 = {MIi, SIDj , B1, B2, B3, B4, B5} is al-
ways valid, an attacker can apply DoS attack by
sending this message to the GW . Note that
M1 = {MIi, SIDj , B1, B2, B3, B4, B5} does not con-
tain any fresh term like a time stamp, the attacker
can frequently send Mi to the GW and finally, this
action allows the server GW to be unavailable. More-
over, the attacker can provide DoS attack more effec-
tively by using Distributed Denial of Service (DDoS)
attack.

• Forgery attack: Although Wu et al.’s stated that
their proposed scheme is immune to user forgery at-
tack, but we show that an adversary can play the role
of a user Ui and a sensor Sj and consequently GW is
convinced that Ui and Sj established a secure session
key.

The adversary records all messages M1,M2,M3 and
M4 of a successful session between the Ui, Sj and
GW . After that, the adversary starts a new session
and sends the recorded M1 = {MIi, SIDj , B1, B2,
B3, B4, B5} to server GW . Upon receiving M1, GW
executes its computations and verifications and sends
generated M2 to sensor Sj .

The adversary intercepts M2, chooses a random num-
ber β′ and computes the following parameters:

C ′1 = β′P

C ′2 = β′B2

The attacker computes a new valid session key sk′s
and the value C ′3 as follows:

sk′s = h1 (B2 ‖ C ′1 ‖ C ′2)

C ′3 = h (MIi ‖ SIDj ‖ sk′s)

The adversary uses the recorded value C4 of the pre-
vious session and sends a new message M ′3 to GW
instead of sensor Sj .

M ′3 = {C ′1, C ′3, C4}

Upon receiving M ′3, GW verifies the value C4 and
accepts it as a valid value. GW generates the message
M4 and sends it to Ui. Therefore, the adversary can
forge Ui and Sj and convince GW that Sj and Ui

established a secure session key with each other.

The proposed attack is arisen of two weaknesses.
First, a valid submitted message M1 in a session, is
a valid message for GW at next sessions and second
issue is that GW does not utilize a random number
in its computations.

4 The Proposed Scheme

In this section, we propose a new scheme that solves the
security problems of Wu et al.’s scheme. Like Wu et al.’s

scheme, our new scheme includes four phases: Initializa-
tion, Registration, Login and Authentication, and Pass-
word change.

4.1 Initialization

GW firstly generates an addition group G with a large
prime order q on E (Fq). P is a generator of group G.
IDGW is the identity of GW . GW also picks a secret key
x and two hash functions h (·) and h1 (·).

4.2 Registration

This phase includes registration procedures for user Ui

and sensor Sj .
For Ui:

1) Ui chooses a number r0 at random, his/her own iden-
tity IDi and a password PW i. After that, he/she
computes the followings:

MP i = h (r0 ‖ PWi)

MIi = h (r0 ‖ IDi) (1)

and then sends {MP i,MIi, IDi} to GW via a secure
channel.

2) GW computes

ei = h (IDGW ‖ x ‖MIi)⊕MP i (2)

fi = h (MIi ‖ x)⊕MIi (3)

Then, GW injects (ei, fi, P, p, q) into the smart card,
saves IDi in the database for auditing, and gives the
card to Ui through a secure channel.

3) Ui saves the following di into the relative smart card.

di = h (IDi ‖ PWi)⊕ r0

For Sj :

1) Sj submits SIDj to GW via a secure channel.

2) GW calculates cj = h (SIDj ‖ x) and sends it to Sj

through a secure channel. Moreover, Sj stores the
parameters SIDj and cj .

4.3 Login and Authentication

1) Ui inserts his/her smart card and enters IDi and
PW i. The card computes

r1 = di ⊕ h(IDi ‖ PW i)

MIi = h (r1 ‖ IDi)

MP i = h (r1 ‖ PW i)
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2) Ui chooses random numbers α ∈ [1, q − 1], r2 and r3,
selects sensor Sj as the partner, obtains a time stamp
Ti and calculates

MInewi = h (r2 ‖ IDi)

B1 = ei ⊕MPi ⊕ r3
B2 = αP

B3 = fi ⊕MIi ⊕MInewi ⊕ h (r3 ‖MIi)

B4 = h (r3 ‖MInewi ‖ B2)⊕ IDi

B5 = h(IDi ‖MIi ‖MInewi ‖ SIDj ‖ Ti)

Then, he/she sends M1 to GW .

M1 = {MIi, SIDj , B1, B2, B3, B4, B5, Ti}

3) GW checks whether |T − Ti|<∆, where T is current
time and ∆ is a predefined delay. If |T −Ti|>∆, GW
rejects the session. If Ti is accepted, GW computes

r3 = B1 ⊕ h(IDGW ‖ x ‖MIi)

MInewi = B3 ⊕ h(MIi ‖ x)⊕ h(r3 ‖MIi)

IDi = B4 ⊕ h (r3 ‖MInewi ‖ B2)

Then, GW checks if IDi is in database and
B5

?
= h(IDi ‖ MIi ‖ MInewi ‖ SIDj ‖ Ti). If one

of the verifications fails, the session is rejected. GW
picks λ ∈ [1, q − 1] at random, obtains a time stamp
TG and calculates

C0 = λP

cj = h (SIDj ‖ x)

D1 = h (MIi ‖ SIDj ‖ cjC0 ‖ B2 ‖ TG)

Next, the message M2 is sent to sensor Sj .

M2 = {MIi, SIDj , B2, D1, C0, TG}

4) Sj checks SIDj , |T − TG|>∆ and D1
?
= h(MIi ‖

SIDj ‖ cjC0 ‖ B2 ‖ TG). If either checking fails, Sj

rejects the session. Otherwise, Sj chooses a random
β ∈ [1, q − 1] and computes

C1 = βP

C2 = βB2

sks = h1 (B2 ‖ C1 ‖ C2)

C3 = h (MIi ‖ SIDj ‖ sks)
C4 = h (cjC0 ‖MIi ‖ SIDj)

Next, Sj sends M3 to GW .

M3 = {C1, C3, C4}

5) After receiving M3, GW checks C4
?
= h(cjC0 ‖ MIi

‖ SIDj). If it holds, GW computes

D2 = h(IDGW ‖ x ‖MInewi )⊕ h (MInewi ‖ r3)

D3 = h (MInewi ‖ x)⊕ h (MIi ‖ r3)

D4 = h(IDi ‖MIi ‖MInewi ‖ SIDj ‖ D2 ‖ D3 ‖ r3)

Finally, GW sends M4 to Ui.

M4 = {C1, C3, D2, D3, D4}

6) Upon receiving M4, Ui checks D4
?
= h(IDi ‖ MIi ‖

MInewi ‖ SIDj ‖ D2 ‖ D3 ‖ r3). If it is true, Ui

computes

B6 = αC1

sku = h1 (B2 ‖ C1 ‖ B6)

After that, Ui checks C4
?
= h (MIi ‖ SIDj ‖ sku). If

it holds, the smart card calculates new data as follows

dnewi = r2 ⊕ h (IDi ‖ PWi)

enewi = D2 ⊕ h (MInewi ‖ r3)⊕ h(r2 ‖ PWi)

fnewi = D3 ⊕MInewi ⊕ h (MIi ‖ r3)

Finally, it replaces (di, ei, fi) with (dnewi , enewi , fnewi ),
respectively. Table 3 presents the login and authen-
tication phase.

4.4 Password Change

1) This step is identical with the Step 1 of login and
authentication phase.

2) Ui randomly chooses values r4 and r5 and calculates
the followings

MInewi = h (r4 ‖ IDi)

B7 = ei ⊕MPi ⊕ r5
B8 = fi ⊕MIi ⊕MInewi ⊕ h (r5 ‖MIi)

B9 = IDi ⊕ h (r5 ‖MInewi ‖ B2)

B10 = h(IDi ‖MIi ‖MInewi ‖ r5)

Ui sends M5 = {Mi, B7, B8, B9, B10} and a password
change request to GW .

3) Upon receiving M5 and the password change request,
GW calculates

r5 = B7 ⊕ h(IDGW ‖ x ‖MIi)

MInewi = B8 ⊕ h (MIi ‖ x)⊕ h (r5 ‖MIi)

IDi = B9 ⊕ h (r5 ‖MInewi ‖ B2)

and then checks the validity of IDi and also checks
the following:

B10 =?h (IDi ‖MIi ‖MInewi ‖ r5)

If either of them fails, the request is rejected. Other-
wise, GW computes

D5 = h(IDGW ‖ x ‖MInewi )⊕ h(MInewi ‖ r5)

D6 = h (MInewi ‖ x)⊕ h (MIi ‖ r5)

D7 = h(IDi ‖ r5 ‖MIi ‖MInewi ‖ D5 ‖ D6)

GW sends M6 = {D5, D6, D7} to the user Ui with
grant.
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4) After receiving M6, Ui checks D7 =?h(IDi ‖ r5 ‖
MIi ‖ MInewi ‖ D5 ‖ D6). If this equation is re-
jected, Ui fails the session. Otherwise, Ui is requested
to input a new password PWnew

i . Then, the follow-
ing values are computed by the smart card:

MPnew
i = h (r4 ‖ PWnew

i )

enew2
i = D5 ⊕ h (MInewi ‖ r5)⊕MPnew

i

fnew2
i = D6 ⊕ h (MIi ‖ r5)⊕MInewi

dnew2
i = r4 ⊕ h (IDi ‖ PWnew

i )

Finally Ui, updates (di, ei, fi) with (dnew2
i , enew2

i ,
fnew2
i ), respectively.

5 Security Analysis

In this section, we evaluate the security of our scheme.
We discuss the security properties of the proposed scheme
and present a provable security of our scheme. In addi-
tion, a formal proof of the proposed scheme is introduced.
Finally security and efficiency comparisons are posed.

5.1 Analysis of the Security Properties

• Resistant to insider attack: Within registration
phase, Ui sends MP i = h (r0 ‖ PWi) to GW . The
adversary is incapable to guess the correct password
PWi because the adversary has not the random r0.
Thus a malicious GW cannot obtain the password of
users.

• Resistant to off-line password guessing attack:
Assume an adversary A is eavesdropping the commu-
nications between Ui and GW to obtain the password
PWi. The adversary records message M1 (??) and
try to find the password. Since the password is not
contained at the M1, the adversary is unable to find
PWi. In addition, let the adversary steels the smart
card and obtains ei, fi and di. Since the adversary
has not r0 and the secret value x, it cannot find the
passwords via ei and di. Thus the proposed protocol
is immune to off-line password guessing attack.

• Resistant to user forgery attack: In order to
forge Ui, the adversary A should generate a valid
message M1. Since A does not know x, it is unable to
calculate valid values B1 = h (IDGW ‖ x ‖MIi)⊕ r3
and B3 = h (MIi ‖ x) ⊕MInewi ⊕ h (r3 ‖MIi). In
addition, due to the used time stamp, the adversary
cannot utilize an old message M1 to forge Ui. Thus
the proposed protocol is secure against user forgery
attack.

• Resistant to gateway forgery attack: If the ad-
versary A wants to forge GW , it should compute
D1(20), D2(28), D3(29) and r3(15) correctly. Since

A has not the secret value x, it is incapable to gen-
erates the needed values. Therefore, A is unable to
forge GW in our scheme.

• Resisitant to sensor capture attack: Sensor cap-
turing attack leads that using retrieved information
from compromise sensor node to execute attacks in
IoT environment. Adversary attempts to retrieve in-
formation about other sensor nodes, and the users
in order to compromise any other secure communi-
cation between the users and the non-compromised
sensor nodes in the IoT. In our scheme, each sensor
has a unique identity SIDj and the corresponding
secret value cj . Thus, compromising a sensor does
not affect on the other sensors.

• Resistant to de-synchronization attack: It im-
plies that the legitimate user’s login and authenti-
cation is rejected by the gateway. In the proposed
scheme, the gateway checks the password in a ses-
sion before password changing. This avoids inserting
wrong passwords. Moreover, inappropriate data be-
tween the user and the gateway causes this attack.
The gateway only saves the identity for audit and
it does not store any data about the users. Data is
changed on the user side. It is infeasible that inap-
propriate data become visible between the gateway
and the user. Thus, the proposed scheme is immune
to the de-synchronization attack.

• Resistant to replay attack: Due to the utilized
random fresh numbers by user, gateway and sensor
and usage of time stamp, our protocol is immune
against reply attack.

• Resistant to known-key attack: In our scheme,
the session key is sks = h1 (B2 ‖ C1 ‖ C2), where
C2 = βB2 = αC1. Since β and α are randomly se-
lected at each session, the session keys are completely
independent. Thus, if A can obtain a session key, it
cannot calculates the next session keys.

• User anonymity: The proposed protocol utilizes
a pseudonym MIi as the identity of Ui and it be
updated in each authentication and password change
phase. Therefore, the adversary cannot trace Ui via
MIi. In addition, MIi does nor reveal IDi because
it is a hash result of IDi and r1. Thus, our scheme
satisfies the anonymity property for user Ui.

• Strong forward secrecy: Assume the adversary
who records the flows of previous sessions, obtains all
secret information of Ui, Sj and GW . By assuming
the intractability ECCDH problem, it cannot com-
pute the the random values α (10) and β (22) and
the session key of previous sessions. Thus, the pro-
posed scheme satisfies strong forward secrecy.
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Table 3: Login and Authentication phases of the proposed scheme
Ui GW Sj

Step 1:
input IDi, PWi

compute r1 = di ⊕ h (IDi ‖ PW i)
MIi = h (r1 ‖ IDi) and
MPi = h (r1 ‖ PW i)
choose random numbers α ∈ [1, q − 1],
r2 and r3
compute the followings:
MInewi = h (r2 ‖ IDi)
B1 = ei ⊕MPi ⊕ r3
B2 = αP
B3 = fi ⊕MIi ⊕MInewi ⊕ h (r3 ‖MIi)
B4 = h (r3 ‖MInewi ‖ B2)⊕ IDi

B5 = h (IDi ‖MIi ‖MInewi ‖ SIDj ‖ Ti)
M1={MIi,SIDj ,B1,B2,B3,B4,B5,Ti}−−−−−−−−−−−−−−−−−−−−−−−−→

Step 2:
Verify Ti and compute the followings:
r3 = B1 ⊕ h (IDGW ‖ x ‖MIi)
MInewi = B3 ⊕ h (MIi ‖ x)⊕
h (r3 ‖MIi)
IDi = B4 ⊕ h (r3 ‖MInewi ‖ B2)
check: IDi,
B5 =?h (IDi ‖MIi ‖MInewi ‖ SIDj ‖ Ti)
choose λ ∈ [1, q − 1]
compute:
C0 = λP
cj = h (SIDj ‖ x)
D1 = h (MIi ‖ SIDj ‖ cjC0 ‖ B2 ‖ TG)
M2={MIi,SIDj ,B2,D1,C0,TG}−−−−−−−−−−−−−−−−−−−−→

Step 3:
check TG
check SIDj

check IDi,
D1 =?h (MIi ‖ SIDj ‖ cjC0 ‖ B2 ‖ TG)
choose random β ∈ [1, q − 1]
compute the followings:
C1 = βP
C2 = βB2

sks = h1 (B2 ‖ C1 ‖ C2)
C3 = h (MIi ‖ SIDj ‖ sks)
C4 = h (cjC0 ‖MIi ‖ SIDj)
M3={C1,C3,C4}←−−−−−−−−−−−

Step 4:
check: C4 =?h (cjC0 ‖MIi ‖ SIDj)
compute the followings:
D2 = h (IDGW ‖ x ‖MInewi )⊕ h (MInewi ‖ r3)
D3 = h (MInewi ‖ x)⊕ h (MIi ‖ r3)
D4 = h (IDi ‖MIi ‖MInewi ‖ SIDj ‖ D2 ‖ D3 ‖ r3)
M4={C1,C3,D2,D3,D4}←−−−−−−−−−−−−−−−

Step 5:
check:
D4 =?h (IDi ‖MIi ‖MInewi ‖ SIDj ‖ D2 ‖ D3 ‖ r3)
compute the followings:
B6 = αC1

sku = h1 (B2 ‖ C1 ‖ B6)
check: C4 =?h (MIi ‖ SIDj ‖ sku)
compute:
dnewi = r2 ⊕ h (IDi ‖ PWi)
enewi = D2 ⊕ h (MInewi ‖ r3)⊕ h (r2 ‖ PWi)
fnewi = D3 ⊕MInewi ⊕ h (MIi ‖ r3)
replace (di, ei, fi) with (dnewi , enewi , fnewi )
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5.2 Provable Security

This section introduces the formal proof of our scheme
based on the Bresson et al.’s model [3]. In the presented
proof, The protocol P includes three entities; one user U ,
one sensor S and a gateway GW . The notation I is used
for denoting different users.

We utilize U i as the i − th instance of U . GW t,
Sj and Ik can similarly be used. We assume a simula-
tor and an oracle to answer to inquired messages. The
oracles outputs three states: Accept, reject and ⊥. If
the oracle U i or Sj is accepted and computes a session
key, the following notations are determined; an identity
for session (sidUi or sidSj ), an identity for the partner
(pidUi or pidSj ) and the session keys (skUi or skSj ).

Initialization is done before the simulation. U has
the identity ID, password PW and a smart card con-
taining d, e, f, P, q and p. PW is selected of a set with
size N . S has parameters c, P, p, q and an identity
SID. GW is assigned with an identity IDGW and val-
ues x, P, q and p. Moreover, the adversary A knows
ID, SID, IDGW , P, q, p. In addition, the following defi-
nition is used in the simulation:

• Partnering: U i and Sj are partners if a session
key is established between them. Beside construct-
ing the session key, four conditions should be satis-
fied; U i and Sj are accepted; sidUi = sidSj , pidSj =
U i, pidUi = Sj , · · · , skUi = skSj .

• sfs − fresh: Ik reaches sfs − fresh if the below
events are not occurred:

1) Reveal(Ik)

2) Reveal(PidIk)

3) Any Corrupt(Im) query before the Test query,
where m is a legitimate participant, contain-
ing k.

• sfs−ake security: if A has the advantage on guess-
ing the coin a on P after Test(Ik) where Ik is
sfs− fresh and A guesses a bit a′, the advantage is
defined as

Advsfs−akeP (A) = 2Pr[a = a′]− 1

A scheme is ”sfs−ake”−secure if Advsfs−akeP (A) be
a negligible value.

Now, in the form of following theorem, we give the formal
proof of our new scheme.

Theorem 1. The adversary A can make at most qs, qe
and qh queries from Send, Execute and Hash oracles,
respectively. A has the following advantage:

Advsfs−akeP (A) ≤ (qs + qe)
2

q − 1
+
q2h + (qs + qe)

2

2l

+
12qh + 7qs

2l−1
+

2qs
N

+ 4qs((qs + qe)
2

+1)AdvECGDH
A (t+ (2qs + 4qe)Ts)

Which in the above equation, P denotes the scheme, G
is a cyclic addition group in the field of E(Fq) that has
a prime order q and the passwords are chosen from a set
with N elements. Additionally, l denotes the length of
security parameter. We consider Tm as the needed time
for a scalar multiplication in group G.

Proof. The proposed proof of theorem includes of a some
related games from the game G0 to the game G8. In the
test session of the game Gi, the adversary A guesses the
coin a that is denoted by Succi. Since there is only one
user in the proof procedure, there is no need for A to take
time in guessing the user’s identity.

- Game G0: This game simulates the real attacks with
random oracles. If one of the following items hap-
pens, a random bit like a is selected instead of the
answer of Test.

– When the game aborts or stops, A does not
guess.

– A makes more queries than the predetermined
quantities.

– A utilizes more time than the predetermined
time.

In accordance with the upper definition, we
have:

Advsfs−akeP (A) = 2Pr[Succ0]− 1

- Game G1: In this game, all oracles should be simu-
lated. We also define three lists which the answers to
relative queries are stored in them. Lh-list stores the
answers to hash queries. If A asks a hash query, the
answer will be stored in LA-list and the transcripts
of all messages are stored in the LP -list. In order to
break the privacy of authentication processes and to
obtain the session keys, the adversary A can make
queries to oracles. Then Pr[Succ1] = Pr[Succ0] and
so, G0 and G1 are indistinguishable.

- Game G2: In this stage, we want to avoid the colli-
sions in the messages. Using the birthday paradox,
we introduce the three following collisions:

– In different sessions, it is possible that the ran-
dom numbers α, β ∈ [1, q − 1] to be used for the
same. Note that, in this case, the total proba-

bility will be bounded by (qs+qe)
2

2(q−1) .

– The three random numbers r1, r2 and r3 may
have collisions. The total probibility will be
(qs+qe)

2

2l+1 .

– The upper bound of the probibility of collisions

in hash functions is
q2h

2l+1 .

Finally, we can find that |Pr[Succ2] −
Pr[Succ1]| ≤ (qs+qe)

2

2(q−1) +
(qs+qe)

2+q2h
2l+1 .
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- Game G3: During this game, we want to find the
probability of forging M1 without random oracles.
Since the simulator B answers as S, we can add
steps to Send

(
U i, GW t,M1

)
: the simulator B needs

to check if M1 ∈ LP − list and (ID ‖ ∗, ∗), (∗ ‖
ID,MI), (∗ ‖ MI, ∗), (∗ ‖ ID, ∗), (∗ ‖ B2, ∗) and
(ID ‖ MI ‖ ∗ ‖ SID,B5) are in LA-list. If any of
these parameters fails, the relative query will be ter-
minated. Since S does not password PW or MInew,
(r1 ‖ PW, ∗) cannot be exterminated. The prob-
abilities for (∗ ‖ ID,MI) and (ID ‖ MI ‖ ∗ ‖
SID,B5) are all bounded by qe

2l
and other param-

eters are bounded by qh
2l

. Finally, we can see that

|Pr [Succ3]− Pr [Succ2] | ≤ (5qh+2qs)
2l

.

- Game G4: In this game, we want to find the probibil-
ity of forgingM2 without random oracles. we can add
steps to Send(GW t, Sj ,M2): the simulator B needs
to check if M2 ∈ LP − list and (SID ‖ ∗, c), (MI ‖
SID ‖ c ‖ B2, D1) are in LA− list. The probabilities
for (MI ‖ SID ‖ c ‖ B2, D1) is bounded by qs

2l
while

for (SID ‖ ∗, c), this bound is equal to qh
2l

. Therefore,

we can see that |Pr [Succ4]− Pr [Succ3] | ≤ (qh+qs)
2l

.

- Game G5: During this game, we find the probibility
of forging M3 without random oracles. we can add
steps to Send(GW t, Sj ,M3): the simulator B needs
to check if M3 ∈ LP − list and (1, B2 ‖ C1 ‖ ∗, ∗),
(MI ‖ SID ‖ ∗ ‖ C3) and (c ‖ MI ‖ SID ‖ C4)
are in LA − list. The probabilities for (MI ‖ SID ‖
∗ ‖ C3) and (c ‖ MI ‖ SID ‖ C4) are bounded by
qs
2l

and for (1, B2 ‖ C1 ‖ ∗, ∗), this bound is at most
equal to qh

2l
. Finally, we can see that |Pr [Succ5] −

Pr [Succ4] | ≤ (qh+2qs)
2l

.

- Game G6: In this game, we want to find a forge of
forging M4 without random oracles. we can add steps
to Send(GW t, U i,M4): the simulator B requires to
verify M4 ∈ LP − list and (IDGW ‖ ∗ ‖ MInew, ∗),
(MInew ‖ r3, ∗), (MInew ‖ ∗, ∗), (1, B2 ‖ C1 ‖ ∗, ∗),
(MI ‖ SID ‖ ∗ ‖ C3) and (ID ‖ MI ‖ MInew ‖
SID ‖ D2 ‖ D3 ‖ r3, ∗) are in LA − list. The last
two terms have the upper bound qs

2l
and the others

have at most qh
2l

. So, we can see that |Pr [Succ6] −
Pr [Succ5] | ≤ (5qh+2qs)

2l
.

- GameG7: In this game, the adversaryA uses random
oracles to solve the ECGDH-problem. We modify the
h1 oracle as follows: If A asks a (1, αP ‖ βP ‖ λ), the
simulator B checks if (1, αP ‖ βP ‖ ∗, sk) ∈ LA−list.
If there exists such a term, B returns sk. Other-
wise, B uses the ECDDH oracle to check λ =?αβP .
If this check is failed, B stops the game and report
failure. Otherwise, B chooses sk ∈ {0, 1}l, answers
to the query and finally adds (1, αP ‖ βP ‖ λ, sk)
into LA-list. Here, we intersects the game into two
aspects. Firs of all, the adversary A asks Corrupt
(smart card)-query and then, gets all information of
the card.

– This aspect simulates active attacks. The ad-
versary A selects a password PW ∗ with size N .
Then, he/she can forge messages to start the
session. Since A can ask at most qs Send-query,
the probability of guessing the correct password
is qs

N .

– This aspect simulates passive attacks. Here, we
have two cases:

(a) In orther to break the ECGDH-problem,
the adversary A asks Execute-queries and
h1-queries. A can retrieve from LA-list
with the probability that bounded by 1

qh
.

In this case, the probability is at most
qhAdv

ECGDH
A (t+ 4qeTm).

(b) In orther to simulate the Execute-queries,
the adversary A asks Send-queries. Similar
to the last case, we can obtain the proba-
bility qhAdv

ECGDH
A (t+ 2qeTm).

Finally, we have:

| Pr [Succ6]− Pr [Succ5] |

≤ qs
N

+ qhAdv
ECGDH
A (t+ 4qeTm)

+ qhAdv
ECGDH
A (t+ 2qeTm)

≤ 2qs
N

+ qhAdv
ECGDH
A (t+ (4qe + 2qs)Tm)

- Game G8: This game is about strong forward secu-
rity. The adversary A can ask all Corrupt-oracles.
However, in the light of the sfs − fresh notion,
Corrupt(1m)-query should occure after Test. So,
A can utilizes the old sessions only. Like game
G7, we can find (1, αP ‖ βP ‖ αβP, sk) from LA-
list. The probability of obtaining αP and βP in the
same session is 1

(qs+qe)2
. Therefore, |Pr [Succ8] −

Pr[Succ7]| ≤ 2qh(qs + qe)
2AdvECGDH

A (t + (4qe +
2qs)Tm). This implies that the adversary A has no
more advantage and Pr[Succ8] = 1

2 .

Finally, Theorem 1 is proved by combining all above
games.

5.3 Formal Verification Using ProVerif

This section analyses the security of the proposed protocol
via the ProVerif as one of the most well-known formal
automated security analysis tools.

5.3.1 Premises in the Verification

As in [36], first of all, we mention some realties containing:
constants, shared keys, channels, equations and functions
which are required for analysis of the protocol. The real-
ties are described in Figure 1.
In order to test correspondence relevance for the sensor
and the user (during the login and authentication phase),
we use four different events. In addition, the first two
queries check the session keys security and the last two
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verify the correctness of relevances of events. These events
are presented in Figure 2.

Figure 1: The ProVerif code definition

Figure 2: Events and queries in Proverif code

5.3.2 Scheme Model

We simulate our proposed scheme in parallel execution
steps. Moreover, there are three entities in our scheme as
participants and each participant has its own process:

process!User|!GW |!Sensor.

The processes of the user, the sensor and the gateway are
mentioned in Figure 3, Figure 4 and Figure 5, respectively.
The processes of the user and the sensor can be divided
into two separated parts: registration and authentication.
The process of the gateway includes three parts: two parts
for registration and one part for authentication.

5.3.3 The Verification Results

The final main results are shown in Figure 6. It deter-
mines that the session keys are secure via the verification.

5.3.4 Comparison

In this section, we compare our proposed scheme with
other schemes from both of the security and performance
points of views. We want to compare our proposed scheme
with some recent well-known schemes: Wu et al.’s scheme
( [36]), Hsieh et al.’s scheme ( [14]), Shi et al.’s scheme
( [31]) Choi et al.’s scheme ( [6]), Chang et al.’s scheme
( [4]) and Farash et al.’s scheme ( [10]).

Please note that since there are two versions of
Chang et al.’s scheme ( [4]): One is based on the hash
functions and the other one is based on the elliptic curve
cryptography, we use S1 and S2 to denote the versions.

Security comparison:

Although Wu et al. claimed that their proposed
scheme is resistant against to replay attack and user
forgery attack, however we showed that their scheme
is vulnerable against these attacks.

In the security comparison posed in Table 4, we
consider these security properties: Insider attack,
off-line guessing attack, user forgery attack, gate-
way forgery attack, sensor capture attack, de-
syncronization attack, replay attack, known-key at-
tack, user anonymity and strong forward security.

Performance comparison:

In this section, we discuss about performance of our
scheme and compare it with some related schemes.
Table 5 presents the comparison and uses the follow-
ing notations and considerations:

- Ts denotes the time cost of a scalar multiplica-
tion in G and Th is the time for a hash computa-
tion. In accordance with the Xu et al.’s scheme
( [37]), we can see that Ts � Th.
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Table 4: Comparison of the security parameters

Our scheme [36] [14] [32] [31] [6] [4] (S1) [4] (S2) [10]
Immune to the insider attack X X × X X X X X X
Immune to the off-line guessing attack X X × × × × × × ×
Immune to the user forgery attack X × × × × × X X X
Immune to the gateway forgery attack X X X X X X X X X
Immune to the sensor capture attack X X × × X X X X X
Immune to the de-syncronization attack X X X X X X X X X
Immune to the replay attack X × X X X X X X X
Immune to the known-key attack X X × X X X X X X
User anonymity X X X × × × X X X
Strong forward security X X × × X X × X X

- We consider that the points in G has totally
320 bits. The security parameter l is 160-bit
and hence, the length of secret parameters such
as x in the gateway, random numbers, the hash
results and SIDj are 160-bits. Moreover, we
use Qu and Qs to denote the quantities of the
users and the sensors in the WSN. |P |, |p| and
|q| are lengths for the parameters P , p and q
such that |p| ≈ 160 and |q| ≈ 160.

- In Table 5, we show (Qu +Qs +1) with the QT .

6 Conclusion

In this paper, we firstly discussed on the security evalu-
ation of the Wu et al.’s user authentication scheme and
showed that their scheme is vulnerable against forgery at-
tack and DoS attack. After that, in order to eliminate the
weaknesses, we proposed an improved user authentication
scheme. In addition, we presented a formal security analy-
sis of our scheme via ProVerif and we suggested a provable
security for the proposed scheme. Finally, we compared
security and efficiency of our proposed scheme with some
related schemes which indicate that the proposed scheme
is a well-performed, secure and more practical scheme for
IoT communications.
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