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Abstract

Most existing radio frequency identification group tags
prove that the generation protocol does not meet the
lightweight Gen-2 standard and there are existing security
issues such as rapid brute-force cracking, proof forgery,
and incomplete authentication. To tackle with these prob-
lems, an improved anti-counterfeit complete RFID tag
grouping proof generation protocol was designed. The
protocol adopted a one-way pseudo-random function that
conformed to the low-cost Gen-2 standard as the basic
encryption algorithm to implement complete tripartite
authentication, label group proof generation and verifi-
cation. The encryption authorization Mark identification
was used by the database and the cipher-text transmis-
sion mechanism was ures to avoid multiple malicious at-
tacks on the protocol. Finally, the feasibility of the proto-
col was approved by the GNY logic, and the security at-
tack description indicated that the improved protocol met
the security standards. Performance comparison analysis
showed that the protocol was in line with low-cost appli-
cations.

Keywords: Cipher-text Transmission; Mark Identity;
Proof Generation; RFID; The Gen-2 Standard

1 Introduction

Radio frequency identification (RFID) is a technology for
sensing and recognizing a designated object through ra-
dio signals to process related data. With the continu-
ous application and development of Internet of Things
technology, RFID technology has been known and ap-
plied widely [9]. There into, the RFID tag grouping proof
mechanism, that is, the proof mechanism that provides a
group of RFID tags coexisting at a certain time, is getting
more and more attention. This mechanism is playing a
very important role in ensuring the security and integrity

of the tag’s entity and can be applied to a variety of sce-
narios. For example, in the field of medicine, it should be
ensured that patients’ multiple medications are delivered
at exactly the same time, or a certain drug and its instruc-
tions for usage must be enclosed at the same time as it
was sold. Similarly, in the field of equipment production,
manufacturers need to assure the purchasing organization
that all parts and components of a certain equipment are
delivered at the same time and that the parts have indeed
left the factory along with their safety shields [5,11,13,17].
In these scenarios, it is not adequate just to ensure the
security of a single-tag entity, but to uniformly verify the
entity of the multiple tags in a group. Therefore, design-
ing a RFID tag grouping proof protocol with high security
and suitability for low-cost tag applications is currently
one of the hottest research topics. Reference [9] proposed
the concept of conjugate proof of RFID tags for the first
time, and the simultaneous existence proof showed that
the system could generate two tags at the same time.
Reference [9] further gave the corresponding proof for the
generation protocol. With the introduction of the concept
of label conjugation proof, many protocol researchers had
been furtherly developed the grouping proof schemes for
multiple tags within a group, in which the simultaneous
existence of a group of tags were certified by the reader
and group tags could be generated in a predetermined
time interval.

The related grouping proof documents are as follows:
Reference [1] proposed an ultra-lightweight tag grouping
proof protocol based on simple bit operations. The proto-
col was simple and the cost was low for large-scale produc-
tion applications. But it was also due to this simplicity
and lightweight of the protocols, they were vulnerable to
forgery and counterfeit attacks. Later, Reference [8] pro-
posed a more secure tag grouping proof protocol based on
heavyweight public key cryptography. However, when the
protocol was executed, the calculation process was com-
plex, and the tag computation cost was high, which was
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not suitable for practical applications of low-cost passive
tags. Reference [18] proposed a tag grouping proof pro-
tocol based on general combination security [19]. This
protocol did not require a trusted third party, but only
needed a pseudo-random number generator which would
perform bit manipulation, and to a certain extent, could
reduce the system cost. However, being analyzed in [10],
the protocol was vulnerable to message integrity attacks.
Reference [2] proposed an improved RFID tag grouping
proof protocol based on the message verification code
function, but the article failed to demonstrate the theory
explicitly, and its security still needs to be systematically
proved. In the follow-up, researchers proposed a more se-
cure symmetric cryptographic tag grouping proof protocol
based on hash function and one-way pseudo-random func-
tion to meet the requirement of application of lightweight
cost [3, 6]. Reference [6] proposed a tag grouping proof
protocol based on the hash function. There was no de-
pendency between the tags and they had high reliability.
However, it was found in this study that the tag group-
ing before the reader authentication processes the genera-
tion was proved to be slightly duplicated and not concise;
and the agreement could not achieve full authentication
where there existed the threat of counterfeit attacks. Ref-
erence [3] was based on a one-way pseudo-random func-
tion and proposed a lightweight group privacy protection
protocol. However, through the research of this paper,
it was found that the Reference [3] showed inadequate
resistance to brute force attack and proof forgery threat.

The rest of the paper was organized as follows: The
second part analyzed the security vulnerabilities in refer-
ences [6] and [3]. The third part proposed its own im-
proved protocol for the security loopholes in the above
references [6] and [3]. The fourth part gave the proof of
the formalization of GNY logic of the improved protocol,
which demonstrated feasibility and legitimacy of this pro-
tocol. The fifth part performed a security analysis of the
protocol. It also compared the related documents. A con-
clusion was drawn that this protocol had higher security.
The sixth part gave a comparison of the performance of
the protocols and related literature, which showed that
the agreement costed less and had high efficiency. The
seventh part gave a summary and outlook.

2 References [6] and [3] Security
Vulnerability Analysis

The security analysis of RFID tag grouping proof protocol
based on hash algorithm proposed by Reference [6] was
as follows:

Because Reference [6] did not have a complete safety
certification process, and only had the mutual authen-
tication process between the reader and the tag, it
lacked verifier’s verification process for the reader and
tag. Therefore, the attacker could directly generate
the random number R1 and R2 and even the informa-
tion M = MAC[m1,m2,m3 . . .] through the counter-

feit reader. The computation factor mi in M could be
obtained by an attacker eavesdropping on ct using the
random number R1 generated by impersonation mi =
MAC[ct, Ri1]. Finally, because the protocol lacked the
verifier’s verification process for the reader, the attacker
would forge the grouping proof P , P = (M,R1, R2, . . .),
which the verifier would still automatically verify. There-
fore, Reference [6] presented the security vulnerability of
incomplete authentication and the loophole for forgery
attack.

The security analysis of RFID tag grouping proof pro-
tocol based on one-way pseudo-random function proposed
by Reference [3] was as follows:

Reference [3] had the threat from brute force because
the security of the Reference [3] depended entirely on the
choice of encryption function, and the secret information
N1-N5 was transmitted in plain text. In the communica-
tion data ri = g(PIDi ⊕ N2) and rR = g(PIDi ⊕ N3),
ri, rR,N2-N3, the pseudo-random algorithm g() was dis-
closed. Only the PIDi was unknown, and the attacker
could easily use illegal interception and interception to
perform a brute force attack and obtain the tag identifica-
tion information PIDi, so that the tags were maliciously
tracked and the brute-force attacks succeed.

Reference [3] had proved flawed because the attacker
could quickly decrypt the tag key information Si accord-
ing to the public hash algorithm, communication data
m, mi = h(Si, r

′
i) and the eavesdropped plain text data

r′i. Meanwhile, the important component of the proto-
col identification P was the identifier ticket. Because Si
and PIDi had been obtained, according to the formula
V = EKi(ticket, PIDi), the attacker could crack the ses-
sion secret identifier ticket, and then falsify tag grouping
proof P , P = h(K||ticket||m1 ⊕ . . . ⊕mn). The forgery
attack was thus successful.

In summary, this article aimed to improve the func-
tions of above-mentioned references [3, 6], including the
resistance against brute-force attacks, forgery attacks, the
loophole of incomplete authentication, and the defect of
high system cost and complexity, and to forge a more se-
cure, fully-certified RFID tag grouping proof generation
protocol that met the Gen-2 standard. In order to reduce
system cost, this protocol used a pseudo-random func-
tion and did not use the hash function because the imple-
mentation of the Gen-2 standard in the Global Product
Electronic Code Center had become the design standard
for the RFID tag industry. The Gen-2 standard stip-
ulated that only 2500-5000 circuits in the tag could be
used for calculation. The commonly used hash function
(MD5 requires 15,000-20,000 circuits) was not suitable
for the Gen-2 standard [12,14]. Pseudo-random functions
and some simple bit operations for designing protocols for
security standards were attracting more and more atten-
tion.
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3 Improved Tag Grouping Proof
Protocol

3.1 Prerequisites and Symbols

This agreement did not require trusted third party to sup-
port only tags, readers, and databases. The database was
usually a trusted entity that was physically secured and
difficult to be invaded in RFID system applications. It
often stored secret information (eg: keys, identities, etc.)
needed by the system. The reader wired connection to
which the database it was connected could be regarded
as a secure communication channel. Assuming that the
keys stored in the tag were difficult to steal, side channel
attacks [15] and physical cloning attacks [7] were beyond
the scope of this article. And for the wireless connec-
tion between the reader and the tag: it was precisely due
to the openness of this communication, there were a large
range of attack behaviors applicable between them, which
could be regarded as an insecure communication channel.
The basic characteristics of the communication with the
general tag grouping proof protocol were the same. It was
assumed that this protocol would be completed within a
predetermined time interval. The symbols appeared in
the agreement were listed in Table 1.

Table 1: Symbol description

Symbol Meaning
T Tag
R Reader
D Database

PIDT Tag pseudonym ID
PIDR Reader pseudonym ID
Ki Tag key
KR Reader key
Kg Group tags Shared Key

N1, N2, N3 Removed
A−G, P , mi Three-way communication data

Mark Authorization mark
gk(x, y) Pseudo-random function based on

shared key

3.2 Agreement Specific Certification
Process

This agreement was divided into five stages, i.e. ini-
tialization, authorization, mutual authentication, group-
ing proof generation and authentication, and key update.
Figure 1 shows the specific implementation flow of the im-
proved fully-certified RFID tag grouping proof generation
protocol, whose process is explained as follows:

R
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Ki
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1. Request, A
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Identification

D

PIDT

Kg

Ki

PIDR

KR

(1). Initialization

(2). Recording Mark

3. Broadcast A, C 

4. D, E

5. F, G

6. mi7. Grouping 

Proof  P, G

(4). Grouping Proof Generation and Authentication

(5). Key 

Update

(5). Key 

Update

Figure 1: Improved RFID tag grouping proof generation
protocol

3.2.1 Initialization

The three parties shared a one-way pseudo-random func-
tion with low complexity. The single tag in each tag
group in the database corresponded to {PIDT ,Ki,Kg}.
The corresponding information of the reader was recorded
as {PIDR,KR}. The group single label stored its own
pseudonym identifier PIDT and key information Ki and
group shared key Kg; the reader/writer stored its own
pseudonym identifier PIDR and key information KR.

3.2.2 Authorization

Database pre-authenticated readers, generating autho-
rization identifiers Mark, in preparation for subsequent
group certification generation. The specific process was
as follows:

Step 1. The reader first sent a group tag authentication
authorization requesting a pre-authentication mes-
sage A from the database.

A = KRi ⊕ PIDRi.

Step 2. After the database received the request instruc-
tion, it calculated and tried to find whether there was
a reader record equal to A according to all the reader
information stored in it. If it did not exist, it meant
the reader might be impersonated and the autho-
rization would be terminated. If it existed, it meant
that the reader was legitimate, and the database
would send pre-authenticated group tag information
{(PIDTi,Ki)|1 ≤ i ≤ n,Kg} and message M to the
reader. The message M was composed of the autho-
rization identifier Mark generated by the database
random number generator.

M = gKg(Kg)⊕Mark.

Step 3. The reader sequentially stored the group tag in-
formation transmitted from the database, and de-
crypted the authorization flag Mark using the re-
ceived group key Kg, and the reader would obtain
the authentication and authorization successfully.
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3.2.3 Mutual Authentication

The authorized reader started the process of mutual iden-
tification and identification with the group tag, which was
the basis for generating the grouping proof P . Assuming
that one tag PIDTi was selected in the group tag, the
specific authentication process was as follows:

Step 1. The reader used the random number generator
to generate a random number N1 and broadcasted
the encrypted messages B, C to the tag.

B = gKg(Kg ⊕ PIDTi), C = Kg ⊕N1.

Step 2. After the tag in the group received the message
broadcasted by the reader, each tag in the group
was calculated using its own key Ki and pseudonym
PIDTi

. When the calculated message B was found
to be equal to the received B, the tag was activated,
and the random number N1 (N1 = C ⊕Kg) was de-
crypted to generate a message to act as authenticated
D. Subsequently, the activated tag generated a ran-
dom number N2 and an encrypted message E, and
finally D and E were sent to the reader.

D = gKTi
(PIDTi ⊕KTi ⊕N1), E = Kg ⊕N2.

Step 3. When the reader received the replying message
from the activated tag, it would verify whether D′ =
D or not. If they were not equal, the label was ille-
gal and the agreement was terminated. If they were
equal, the reader would authenticate the tag as a le-
gal tag and the protocol would continue. The reader
would decrypt and obtain the random number N2

(N2 = E ⊕ Kg ), and generate the information au-
thenticated F , and continue to generate the random
number N3 and the encrypted message G and send
F and G to the tag.

F = gKTi
(PIDTi ⊕KTi ⊕N2), G = Kg ⊕N3.

Step 4. After the activated tag received the reader’s
message, it used its own PIDT , Ki message to verify
whether F ′ = F or not. If not, the tag verification
reader failed and the authentication terminated; if
they were equal, the tag was successfully authenti-
cated and the reader performed subsequent calcula-
tions. The tag decrypted the random number N3

(N3 = G ⊕ Kg), updating the pseudonym identifier
PIDT ( PIDTi = gKTi

(PIDTi⊕KTi)⊕N3) and the
key information Ki (KT i = KTi⊕N3 ), and generat-
ing the group authentication and identification factor
mi and sent it to the reader.

mi = gKTi
(PIDTi ⊕KTi ⊕N3).

3.3 Grouping Proof Generation and Au-
thentication

Step 1. All tags in the group repeated the mutual identi-
fication process; activating all tags in the group, the

reader would receive all tag authentication identifica-
tion factors mi within a specified time. Generating
group certification message P after successful recep-
tion, the reader would finally send P to the database.

P = gKg
(Kg||Mark||m1 ⊕m2 . . .⊕mn).

Step 2. After the database received the grouping proof
message, it first calculated the grouping proof P to
determine whether it was equal to the grouping proof
value P from the reader. If they were equal, the
database verified the grouping proof to be successful
and proved that the group tag existed at the same
time. Afterwards, by decrypting the random number
N3 (N3 = G ⊕ Kg ), the tag pseudonym identifier
PIDT and the key information Ki were updated. At
this point, the protocol was completed; if they were
not equal, the verification failed and the protocol ter-
minated.

PIDTi = gKTi
(PIDTi ⊕KTi)⊕N3,

KT i = KTi ⊕N3.

3.4 Key Update

This process usually refers to the updating of the secret
information (pseudonym, key) in the tag and database,
which had already been described in the mutual authenti-
cation and grouping proof generation and authentication
phases, and would not be repeated here.

4 Improved Protocol GNY Logic
Proof

GNY logic was a proof of security logic form proposed by
L. Gong, R. Needham and R. Yahalom et al. It was the
most direct and simplest method of analysis. In the field
of formal verification of RFID algorithms it had a more
widespread application.

Its basic idea: Firstly, the algorithm operating environ-
ment and the entities involved in communication should
be initially idealized; Secondly, it was necessary to define
a reasonable and safe proof target according to the algo-
rithm application requirements. In addition, the entire
algorithm process was simulated using GNY logic lan-
guage rules; finally, a number of GNY axioms and rules
were used to derive the correct target from the algorithm
process [16]. The GNY logic had a total of nearly 50 in-
ference rules [4]. The relevant rules used in this paper are
described as following:

Freshness rules F1: P |≡#X
P |≡#(X,Y ),P |≡#F (X) .

Message interpretation rules I1:
P/∗(X)K ,P∈K,P |≡P

K←→Q,P |≡φ(X),P |≡#(X,K)

P |≡Q|∼X,P |≡Q|∼ (X)K ,P |≡Q∈K
.

Have rules P1: P/X
P3X .

Identifiable rules R6: P3H(X)
P |≡φ(X) .
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4.1 Idealized Model

Using T for the label, R for the reader, D for the
database, gk() denoted a one-way pseudo-random func-
tion encrypted with the key Ki, gKg

() denoted a one-way
pseudo-random function encrypted with the key Kg, the
idealized model of this agreement was described as fol-
lows:
M1 : D / [KR, P IDR]
M2 : R / ∗[PIDT ,KT ,Kg], [Mark]
M3 : T / ∗[N1], gKg

(Kg ⊕ PIDT )
M4 : R / ∗[N2], gKT

(PIDT ⊕KT ⊕N1)
M5 : T / ∗[N3], gKT

(PIDT ⊕KT ⊕N2)
M6 : R / ∗gKT

(PIDT ⊕KT ⊕N3)
M7 : D / ∗[N3], gKg

(Kg||Mark||m1 ⊕m2 ⊕ . . .⊕mn).

4.2 Initialization Assumption

X1 : T ∈ (PIDT ,KT ,Kg), gKT
(), gKg ()

X2 : R ∈ (PIDR,KR,Kg), gKg ()
X3 : D ∈ (PIDT ,KT ,Kg), (PIDR,KR), gKT

(), gKg
()

X4 : R ∈ N1, N3

X5 : T ∈ N2

X6 : R |≡ φ(PIDT ,Kg), φ(PIDT ⊕KT ⊕N2),
φ(Kg||Mark||m1 ⊕m2 ⊕ . . .⊕mn)
X7 : T |≡ φ(PIDT ⊕KT ⊕N1), φ(PIDT ⊕KT ⊕N3).

4.3 Expected Goals

Identification and certification of D-to-R identity infor-
mation:

D1 : D |≡ φ(PIDR,KR).

Identification and certification of R-to-T identity infor-
mation:

D2 : R |≡ T |∼ #gKT
(PIDT ⊕KT ⊕N1).

Identification and certification of T-to-R identity infor-
mation:

D3 : T |≡ R |∼ #gKT
(PIDT ⊕KT ⊕N2).

D authenticated the received group certification:

D4 : D |≡ R |∼ gKg
(Kg||Mark||m1 ⊕m2 ⊕ . . .⊕mn).

That was, if database D calculates P ′ to be the same
as received P (P =gKg

(Kg||Mark||m1⊕m2⊕ . . .⊕mn)),
then it was believed that tag information existed at the
same time. The following used P for (Kg||Mark||m1 ⊕
m2 ⊕ . . .⊕mn).

4.4 Reasoning Proof

After receiving the message M1, the database D queries
the information to see if there was matching informa-
tion {PIDR,KR}. If the matching was successful, the
database recognizes that the reader R was successful, that
was D |≡ φ(PIDR,KR), the target D1 was implemented.

could be obtained by the message M2, the reader R to
obtain the group tag message from the database, avail-
able R ∈ KT (1), and in accordance with the agreement

assumption X1(T ∈ KT ), we could know R| ≡ R
K←→

T (2);
From the message M4, we get R/ ∗gKT

(PIDT ⊕KT ⊕
N1), that was R / ∗(PIDT ⊕KT ⊕N1)KT

(3), and the
reader believed the freshness of the gKT

(PIDT⊕KT⊕N1)
message, that was R| ≡ #(PIDT ⊕ KT ⊕ N1). and
then according to the freshness rule F1, we could get
R| ≡ #((PIDT ⊕KT ⊕ N1),KT ) (4). According to the
initialization assumptions X4 (R ∈ N1) and X6(R| ≡
φ(PIDT ⊕ KT ⊕ N2)), we could see R| ≡ φ(PIDT ⊕
KT ⊕ N1) (5). So by the equations (1)-(5) and the
message interpretation rule I1, you could get equation
R| ≡ T ∼ (PIDT ⊕KT ⊕N1)KT

, and the transforma-
tion could get R| ≡ T ∼ gKT

(PIDT ⊕KT ⊕N1) (6).
Finally, based on Eqn. (6) and the communication mes-

sage M4, R| ≡ T ∼ #gKT
(PIDT ⊕ KT ⊕ N1) could be

obtained and the target D2 was verified.
The target D3 proved that the process was the same

as the target D2, and the proof was not repeated.
According to the initial hypothesis X3, D ∈ Kg (7) was

available, and because the background database stored all

the reader and tag information, D| ≡ D
K←→ R (8) was

obtained.
The message M7 could be obtained D/∗(P )Kg (9), and

according to the belief of the database to the freshness of
the message M7, D| ≡ #(P ) could be obtained, and then
according to the freshness rule F1, D| ≡ #(P,Kg) (10)
could be obtained.

According to the initial hypothesis X3, D ∈ (P ) was
owned by the rule P1 and the message M7, and D| ≡
φ(P ) (11) was obtained according to the recognizable rule
R6.By (7)-(11) formula and message interpretation rules
I1, finally get D |≡ R |∼ (P )Kg , target D4 get evidence.

In summary, the four goals of the improvement agree-
ment had been verified.

5 Improved Protocol Security
Analysis

5.1 Mutual Authentication Mechanism

The mutual authentication mechanism between the
reader and the tag was the basis. The reader authen-
ticated the message D to verify the legitimacy of the tag,
and the tag authenticated the message F to verify the
legitimacy of the reader. In addition, the database first
authenticated the message A sent from the reader. Af-
ter the authentication passed, the database generated an
authorization identifier Mark, which was then transmit-
ted to the reader and the reader decrypted and retained.
Once the reader was impersonated, the grouping proof
generated would be wrong when the Mark identifier was
unacquirable, so the database would fail authentication,
and the attacker would fail.
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5.2 Replay Attack

In most cases, the attackers would unexceptionally dis-
guised as a reader to replay attack on tags, the process
was improved as follows: The attacker eavesdroped on the
communication channel, and acquired the communication
data B, C, and then masqueraded as a normal reader to
replay the intercepted messages B′ and C ′ to the tag.

The tag used its own stored information to calculate
whether the comparisons B and B′ were equal. If equal,
the tags were activated. However, when the tag obtained
the random number N ′1 sent from the attacker, the gen-
erated verification data D and the random number en-
crypted data E were sent to the attacker.

Since the attacker could not know the secret informa-
tion PIDT , Ki, Kg and could not calculate and generate
the correct response message F , G, the tag authentication
failed and the protocol terminated.

Therefore, this protocol could resist replay attacks.

5.3 Brute-force Attack

Reference [3] relied solely on the selected encryption al-
gorithm to ensure the security of the protocol, which was
not rigorous. Therefore, compared with the Reference [3],
this protocol encrypted all publicly transmitted random
numbers to prevent attackers from eavesdropping on the
obtained communication data and performing brute force
attacks. Because in general cases, the label group key
was already written, and the third party could not know
it, and the random numbers in messages C, E, and G
(C = Kg ⊕ N1, E = Kg ⊕ N2 and G = Kg ⊕ N3 ) were
encrypted and transmitted by using the group key. The
internal algorithms and data in messages C, E, and G
were not available to the attacker. Then the attacker
could not obtain the exact value of the random num-
ber to decrypt the authenticated messages D and E(
D = gKTi

(PIDTi⊕KTi⊕N1), E = Kg⊕N2). Therefore,
this agreement could resist brute force attacks.

5.4 Impersonation Attack

An attacker could impersonate a reader or tag to attack.
In the case of attacker pretending to be a reader, the
reader and the database were wired securely during the
authorization phase, so the attacker could not obtain the
reader’s identity and key information. The database pre-
authentication failed, the protocol terminated, and the
attack failed. Even if the attacker finally stole message
A under secure wired communication and finally passed
the authorization, due to the failure of the attacker to
obtain Kg, it still could not decrypt the authorization ID
mark under the encryption condition, so the correct group
label authentication message P could not be generated.
The authentication failed and the agreement terminated.
If the attacker impersonates a legitimate tag, although
the communication information B, C, F , and G could be
obtained, since all the information was transmitted en-
crypted, the attacker could not obtain any of the PIDT ,

Ki, and Kg data. This meant that the correct random
number N1 could not be obtained by decrypting B, C,
F , and G. In the end, the reader could not be provided
with the correct data to be verified D, and the legal reader
authentication failed and the protocol terminated. There-
fore, this protocol could resist replay attacks.

5.5 Tracking Attack

In this agreement, although the tag ID was not changed,
the tag pseudonym ID was used instead of the real ID
for calculation during the entire protocol communication
process. And the pseudonym and key information PIDT ,
Ki, Kg were updated and stored by the random number
N3 after the communication in each round. Each round of
authentication of tag and reader also generated random
numbers N1 and N2, which made this protocol somewhat
fresh and unpredictable; therefore, the attacker could not
trace the identity information of the tag only through
eavesdropping or interception, and so on.

5.6 Proof of Forgery Attack

If an attacker had to forge a valid tag grouping proof to
pass the final verification of the database, then it was
necessary to:

Forge all valid grouping proof factors, that was, to ob-
tain the pseudonym and private key information (PIDT

and Ki) for all tags. However, it had been proven in the
above attack statement that the probability of obtaining
pseudonyms and private key information for all tags was
impracticable; at the same time, it was also necessary to
obtain the value of the random number N3. However, in
this protocol, N3 encrypts the entire transmission, and
the attacker could not crack the key without knowing the
Kg key.

Get the database authorization logo, but the database
and the reader were wired and securely transmitted. Even
if it was insecure, the transmission of Mark messages was
also performed using multiple bit operations and random
number encryption. Therefore, even when the attacker
faked the reader, without knowing Mark, the attack was
not likely to succeed. Therefore, this agreement could
resist the proof of forgery attack.

Table 2: Security comparison of related protocols

Type of attacks [2] [3] [10] [11] This
article

No trusted third party × × × × X
Mutual authentication X X × X X

Replay attack × × X X X
Brute-force attack X X X × X

Impersonation attack X X X X X
Tracking attack × X X × X

Proof of forgery attack X X × × X
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In summary, Table 2 gave a comparison of the security
of this protocol and other RFID tag grouping proof pro-
tocols. Among them, X meant that this type of attack
could be resisted, and × meant that it could not resist
this type of attack.

6 Performance Analysis

This section mainly analyzed the performance of this pro-
tocol in terms of the amount of tag calculations, stor-
age capacity, and traffic volume. In accordance with
the Gen-2 standard, the complexity and overhead of
heavyweight encryption algorithms such as hash func-
tions and elliptic ECC functions were significantly higher
than those of pseudo-random functions, and the computa-
tional overhead required for lightweight MAC operations
and pseudo-random encryption algorithms was compara-
ble. [14]. See Table 3 for the performance of related pro-
tocols.

Tag computation overhead: The protocol tag side con-
tained only lightweight pseudo-random function opera-
tions that satisfied the low-cost requirements of the Gen-
2 standard and a simple bit operation (XOR operation),
and only XOR operation was performed during the au-
thentication process.

Tag communication overhead: In each round of com-
munication, the single tag in the group conducted mainly
two communications of D, E, and mi.

Tag storage overhead: In the protocol initializa-
tion process, the single tag in the group stored
tag pseudonyms, keys, and group key information
{PIDT ,Ki,Kg}.

Table 3: Performance comparison of related protocol tag

Related
agreements

Computation
overhead

Communication
overhead

Storage
overhead

[2] 3M() 2I L
[3] H() +E() +

2X
3I 2L

[10] 3H() +
3M() + 3X

2I L

[11] 2H() + 4g() 2I 2L
This article 4X + 5g() 3I 2L

In Table 3, H() denoted a hash operation, X denoted
an exclusive-OR operation, g() denoted a pseudo-random
operation, M() denoted a MAC operation, E() denoted
an elliptic curve operation, and the unit length of an ID
and a key were both I, the unit of single communication
overhead was L.

7 Conclusions

This paper proposed a lightweight, fully-certified RFID
tag grouping proof protocol that met the Gen-2 standard.

The protocol did not require the verification support of
a trusted third party. It only required tag to support
one-way pseudo-random function operations and simple
XOR operations. Based on the reader and tag authen-
tication, the database authorization identifier Mark was
introduced to further encrypt and verify the generated tag
grouping proof. GNY formal logic proved that the agree-
ment was feasible and complete; after attack description
analysis, the protocol met tag untraceability and could
resist tag and reader impersonation attack and message
replay attack. The protocol used encrypted random num-
bers and Mark authorization token to resist the tag proof
of forgery attack and rapid brute force attack. Finally,
according to the comparison of tag calculation, commu-
nication and storage overhead between the related proto-
cols, it was proved that this protocol was better than the
other tag grouping proof protocols presented. The next
step was to add tag collision to the protocol for further
study.
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