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Abstract

In this paper, we propose a low complexity opportunis-
tic source-relay selection algorithm based on power allo-
cation for multi-source multi-relay cooperative network.
We consider that the channel state information of both
the main channels and the wiretap channels to minimize
the system secrecy outage probability. First of all, the op-
timal power allocation factor for each link is given when
the total transmission power is limited. Secondly, the op-
timal selection algorithm is designed based on power allo-
cation and the approximate expression of the secrecy out-
age probability is derived in the high signal-to-noise ratio
regime. Numerical experimental results demonstrate that
the system secrecy outage probability of the proposed al-
gorithm is related to the number of relay nodes but has
no relation with the number of relay nodes. The proposed
a low complexity opportunistic source-relay selection al-
gorithm in this paper not only reduces the computational
complexity but also has lower secrecy outage probability
compared with the traditional source-relay selection algo-
rithm.

Keywords: Cooperative Communication; Decode-and-
Forward; Physical Layer Security; Secrecy Outage Proba-
bility; Source-Relay Selection

1 Introduction

With the explosive development of modern digital wireless
communication technology and the continual emergence
of new networks, the complexity of the wireless network
security [5] problem has increasingly become the focus
that people concern. Meanwhile, the open channel envi-
ronment of the wireless network and the mobility of the
terminal equipment also bring serious potential dangers

to the information security, which makes more vulnerable
to malicious attacks than the wired network. How to en-
sure the secure transmission of confidential information in
wireless network is facing a severe test, and the security
of the user information is confronting with new serious
challenges.

Traditional encryption methods with secret key cryp-
tography can obtain better safely performance, neverthe-
less, the encryption algorithm is too complex frequently,
which need at the expense of great computation cost and
increase signaling overheads undoubtedly [7]. Unlike the
traditional cryptographic system, physical layer security
is based on Shannon theory using the uncertain charac-
teristics of noise channel, which does not require sophis-
ticated algorithm to present being eavesdropped and it
can theoretically analyze the degree of the information
leakage easily. In recent years, scholars have paid more
and more attention to the physical layer security technol-
ogy [3, 6]. In [16], the authors first proposed the concept
of the physical layer security and pointed out that it can
also ensure data transmission security when the channel
condition of legitimate users is better than the wiretap
channel without need to create the keys. The authors in
the literature [15] investigated the physical layer security
of the multiple access Gauss wiretap channel.

It is known that there is a close connection between the
secrecy transmission rate and the channel quality under
eavesdropping environment, the secrecy transmission rate
will be extremely low even may be to zero when the qual-
ity condition of the main channel and the eavesdropper
channel is approximately equal. Cooperative relay tech-
nology has been recognized as an effective technique to
achieve space diversity gain by using a virtual antenna
array, which can combat channel fading effectively and
increase the reliability and information rate of the trans-
mission system. On the other hand, cooperative com-
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munication technology can improve the network coverage
and have been adopted in industry standard, e.g., the
IEEE802.16j [9] standard for relay-based wireless access
networks.

Recently, a lot of works in the literature [2, 8, 11, 14]
focused on improving the transmission reliability of wire-
less communication network by multi-user diversity and
multi-relay diversity. The authors of literature [14] stud-
ied the network security by combining cooperative diver-
sity in multi-users multi-relay cooperation network sce-
nario. In the literature [2], three opportunistic relay selec-
tion algorithms were proposed with privacy constraints in
cooperative network. Cooperative communication tech-
nology is widely used, and it can be applied to mobile
communication in conjunction with D2D technology, and
can also be applied to ad hoc networks [1, 12] and wire-
less Mesh networks. Although cooperative diversity gain
has the ability to improve the reliability of wireless com-
munication network, but with the number of users and
cooperative relay nodes increases, it is also more vulner-
able to illegal attack because of the same information to
be sent two times or more. To solve this problem, a new
multi-user multi-relay scheme based on cooperative jam-
ming was proposed aim at maximizing the secrecy trans-
mission rate in literature [10].

For the scenario of multiple emission sources or multi-
ple relays, the choice of source node and relay node has a
decisive influence on the system performance, so it is ex-
tremely important to select the optimal source node and
relay node from plenty of potential nodes. The authors
of [13] proposed the relay selection strategy by adopt-
ing decode-and-forward (DF) protocol based on the min-
imum secrecy outage probability (SOP) under the eaves-
dropping environment, which has lower outage probability
compare with direct communication. In [17], the physical
layer security of a multi-user system was studied in cog-
nitive radio network. In [18], the optimal relay selections
scheme for DF and amplify-and-forward (AF) relay proto-
cols were given respective and the outage probability was
analyzed. The authors of [4] discussed the performance
of the optimal source-relay selection.

However, all of the above researches were assumed that
the secrecy transmission rate was the fixed value zero,
which lack generality. In this paper, we investigate the
network physical layer security of the multi-source multi-
relay cooperation network under the eavesdropping envi-
ronment, and propose a source-relay selection algorithm
based on power allocation aim at minimizing the system
SOP. Firstly, we obtain the optimal power allocation fac-
tor for any link when the total power of the source node
and relay node is limited. Basis of this, we derive the op-
timal source-relay selection algorithm. Subsequently, we
evaluate the closed-form expression of the system SOP.
Simulation results show that the proposed source-relay
selection algorithm has better security performance than
the traditional selection algorithm.

The remainder of this paper is organized as follows. In
Section 2, we give the system model of multi-source multi-

Figure 1: System model of multi-source multi-relay coop-
erative networks with an eavesdropper

relay with an eavesdropper. In Section 3, we present the
traditional source-relay selection algorithms and propose
the optimal selection algorithm base on power allocation.
Subsequently, we give the SOP of three selection algo-
rithms. Finally, the related conclusion is drawn in Sec-
tion 4.

2 System Model

As shown in Figure 1, we consider a multi-source multi-
relay cooperation network, which consists of M source
nodes Sm(m = 1, 2 · · ·M), N candidate relay nodes
Rn(n = 1, 2 · · ·N), a destination node D and an eaves-
dropper E. In the actual communication, it is difficult
for relays to transmit and receive message at the same
frequency band simultaneously because of the impact of
relay radio frequency devices. Therefore, all the relay
nodes in this paper are equipped with a single antenna
and adopt half-duplex communication mode. That is to
say, the transmitted signal and the received signal must
be conducted at the different time-slot.

It is assumed that there is no direct link from the source
nodes to the destination node and eavesdropper, all com-
munications must be assisted for relay and all the links
follow independent flat Rayleigh fading distribution. The
whole communication process is divided into two phases.
In the first phase, in order to prevent the wiretap as much
as possible, the optimal source-relay pair (Sm∗ , Rn∗) is se-
lected to maximum the system secrecy transmission rate.
Then the selected source node Sm∗ sends the message
to the relay node Rn∗ during this phase. In the second
phase, the source sends any information no longer. The
relay node Rn∗ forwards the information received in the
first phase to the destination node D as well as the eaves-
dropper E may overhear the information simultaneously.

In the first phase, the source Sm∗ broadcasts the signal
x0 and the relay Rn∗ receives the signal as:

ySmRn =
√
PshSmRn

x0 + nSmRn

Where Ps represents the transmission power of the source
Sm; hSmRn

represents the channel coefficient of the link
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between the source Sm and the relay Rn,which is mod-
eled as a zero-mean complex Gaussian fading distributed
with variances σ2

Rn
; nSmRn

represents the additive Gauss
white noise (AGWN) at Rn with zero-mean and vari-
ance σ2

Rn
.Therefore, the instantaneous signal-to-noise ra-

tio (SNR) at Rn can be expressed as:

γSmRn
=
Ps|hSmRn |2

σ2
Rn

(1)

In the second phase, it is assumed that the eavesdrop-
per E knows the instantaneous channel state information
(CSI) of all the relay nodes. The selected optimal relay
using DF protocol to transmit data, thus the receive in-
formation at D and E can be written respectively as:

yD =
√
PihRnDx̂+ nRnD

yE =
√
PihRnE x̂+ nRnE .

Where x̂ represents the re-encode data symbol of the relay
Rn; Pi is the transmission power of the relay Rn; hRnD

and hRnE represent the channel coefficients of the links
from to D and E respectively, which are modeled as the
zero-mean complex Gaussian distribution with variances
ΩRnD and ΩRnE ; nRnD and nRnE represents the AWGN
at Rn with zero-mean and variances σ2

Rn
and σ2

E , respec-
tively. Therefore, the instantaneous SNR at D and E are
expressed respectively as:

γRnD =
Pi|hRnD|2

σ2
D

(2)

γRnE =
Pi|hRnE |2

σ2
E

For the calculation convenience, in this paper, we let
σ2
Rn

= σ2
D = σ2

E = N0. In the cooperative communication
network under eavesdropping environment, the channel
Sm → Rn and Rn → D are called the main channels, and
the channel Rn → E is called the eavesdropper channels.
When the relay node is used DF protocol to transmit data,
the relay has a certain probability of decoding errors from
the source node information. Combining Equations (1)
and (2), the SNR of the main channel can be expressed as
γSmRnD = min(γSmRn

, γRnD), so the information trans-
mission rate at the node D and E can be written as:

CSmRnD =
1

2
log2 [1 + min(γSmRn

, γRnD)]

CRnE =
1

2
log2(1 + γRnE) (3)

It is known that the system secrecy transmission rate
is defined as the information rate difference between the
main channel and the eavesdropper channel. So the sys-
tem secrecy transmission rate can be expressed as:

Csec =
1

2
log2

[
1 + min(γSmRn

, γRnD)

1 + γRnE

]+

(4)

Where [x]+ = max(0, x), thus the system SOP can be
defined as:

P out
sec = Pr(Csec < R). (5)

Where R indicates the system secrecy transmission rate
threshold.

3 Joint Source-Relay Selection
and Performance Analysis

In the process of source-relay pair selection, for each com-
munication, the choice of the optimal source-relay should
satisfy the maximum system secrecy transmission rate
from Equation (3). In this section, we mainly explore
the selection algorithm. Firstly, we give the average SOP
of the random source-relay selection algorithm and the
traditional source-relay selection algorithm. Secondly, we
and derive the closed form expression of the system SOP.
It’s assumed that the total power of all nodes is PT , let
PT /N0 = γ. The transmission power between source node
and relay is equal when using the random selection al-
gorithm and the traditional selection algorithm, that is
Ps = Pi = PT /2.

3.1 Random Source-Relay Selection algo-
rithm

There are M ·N combinations of the random source-relay
selection algorithm, one of which can be chosen with equal
probability 1/(M · N). When (Sm, Rn) is selected for
communication, combining Equations (4) and (5), at the
high SNR regime, the system SOP can be derived as:

P out
sec,SmRn

= Pr{min(hSmRn
, hRnD) < g(R)hRnE}

=

∫ ∞
0

{1− exp(− g(R)x

ΩSmRn

− g(R)x

ΩRnD
)}fhRnE

(x)dx

= 1− 1

ΩRnE
(
g(R)

ΩSmRn

+
g(R)

ΩRnD
+

1

ΩRnE
)−1

Where g(R) = 22R, when adopt the random selection
algorithm, the system average SOP can be derived as:

P out
sec,ave =

1

M ·N

M∑
m=1

N∑
n=1

P out
sec,SmRn

=
1

M ·N

M∑
m=1

N∑
n=1

{1

− 1

ΩRnE

(
g(R)

ΩSmRn

+
g(R)

ΩRnD
+

1

ΩRnE

)−1

}

(6)

3.2 Traditional Source-Relay Selection
algorithm

Similarly to the random selection algorithm, the tradi-
tional source-relay selection algorithm is chosen under the
equal power transmission of each node. In order to reduce
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the probability of eavesdropping in the transmission pro-
cess, the traditional scheme selects the best source-relay
pair for each communication to meet the maximum se-
crecy transmission rate, so (Sm∗ , Rn∗) can be expressed
as:

(Sm∗ , Rn∗) = arg max
1 + min(γSmRn

, γRnD)

1 + γRnE
(7)

Combining Equations (3) and (5), when (Sm∗ , Rn∗) is
selected to participant in communication and the system
SOP can be expressed as:

P out
sec = Pr

[
max
n

min(hSm∗Rn
, hRnD)

hRnE
< g(R)

]
=

N∏
n=1

Pr
[
min(max

m
hSmRn

, hRnD) < g(R)hRnE

]
︸ ︷︷ ︸

Φ

Let U = min(max
m

hSmRn , hRnD), the CDF of U can

be derived as:

Pr(U < u) = Pr
[
min(max

m
hSmRn

, hRnD) < u)
]

= 1− Pr(hRnD > u)Pr
(

max
m

hSmRn
> u

)
= 1− exp

(
− u

ΩRnD

)
+ exp

(
− u

ΩRnD

) M∏
m=1

[
1− exp

(
− u

ΩSmRn

)]

By polynomial theory,
M∏
m=1

[
1− exp

(
− u

ΩSmRn

)]
can

be expanded as:

M∏
m=1

[
1− exp

(
− u

ΩSmRn

)]

= 1 +

2M−1∑
m=1

(−1)|Sj | exp(−
∑
m∈Sj

u

ΩSmRn

).

Where Sj represents the j -th non-empty collection, |Sj |
denotes the cardinality of set Sj . Substituting Equa-
tion (7) into (6), we can have Equation (8):

Φ =

∫ ∞
0

[1− exp

(
−g(R)u

ΩRnD

)
+ exp

(
−g(R)u

ΩRnD

)

·

1 +

2M−1∑
j=1

(−1)|Sj | exp(−
∑
m∈Sj

g(R)u

ΩSmRn

]

·fγRnE(u) du

= 1 +
1

ΩRnE

2M−1∑
j=1

(−1)|Sj |

·

 g(R)

ΩRnD
+

g(R)

ΩRnE
+
∑
m∈Sj

g(R)

ΩSmRn

−1

(8)

3.3 Optimal Source-Relay Selection algo-
rithm

The above two selection algorithms were designed by min-
imizing the system SOP in the case of equal power trans-
mission for all nodes, which was a sub-optimal selection
method with high computational complexity. In this sec-
tion, we propose a lower complexity source-relay selec-
tion algorithm, which based on power allocation to search
the optimal source and relay. That is, we obtain the
power allocation factor of each link potential participa-
tion nodes firstly and then select the optimum source-
relay (Sm∗ , Rn∗).

3.3.1 Power Allocation Process

When (SmRn) is selected to participate in cooperation
communication, if the transmission power of the source
node Sm is µPT (0 < µ < 1), so the transmission power
of the relay node Rn is (1− µ)PT . Thus the system SOP
can be expressed as:

C(m,n) =
1 + min(γSmRn

, γRnD)

1 + γRnE

When γSmRn
< γRnD, C(m,n) =

1+µγ|hSmRn |
2

1+(1−µ)γ|hRnE |2 . Be-

cause
∂C(m,n)

∂µ is true forever C(m,n) is a strictly monotone
increasing function. We can enhance µ until γSmRn =
γRnD, the function C(m,n) can get the maximum value
now.

When γSmRn
> γRnD, C(m,n) =

1+(1−µ)γ|hRnD|2
1+(1−µ)γ|hRnE |2 .Thus

∂C(m,n)

∂µ = A(|hRnE |2−|hRnD|2), the variable A is a factor

greater than 0 in the formula. If |hRnD|2 > |hRnE |2,
C(m,n) is a monotonically decreasing function. We can
enhance µ until γSmRn = γRnD, the function C(m,n) gets
the maximum value now. If |hRnD|2 < |hRnE |2, no matter
how we change µ, the system secrecy transmission rate is 0
because of C(m,n) < 1.

To summarize, if the source-relay pair (Sm, Rn) is se-
lected to participates in cooperative communication, the
optimal power allocation of each transmission can be ex-
pressed as:

γSmRn = γRnD, that is µ =
|hRnD|2

|hSmRn |2 + |hRnD|2
(9)

3.3.2 Optimal Source-Relay Selection Process

Substituting Equation (9) into (7), the optimal source-
relay pair (Sm∗ , Rn∗) is given in Equation (10):

(Sm∗ , Rn∗ ) = (10)

argmax
m,n

{
1

2
log2

1 + γ|hSmRn |2|hRnD|2/(hSmRn |2 + |hRnD|2)
1 + γ|hSmRn |2|hRnE |2/(hSmRn |2 + |hRnD|2)

}

Combining Equations (5) and (10), when SNR is large



International Journal of Network Security, Vol.21, No.6, PP.881-888, Nov. 2019 (DOI: 10.6633/IJNS.201911 21(6).01) 885

enough, the system SOP can be expressed as:

P out
sec = Pr

[
max
n

(
|hRnD|2/|hRnE |2

)
< g(R)

]
=

N∏
n=1

Pr
(
|hRnD|2 < g(R)|hRnE |2

)︸ ︷︷ ︸
Ψ

(11)

Where Ψ can be obtained as:

Ψ =

∫ ∞
0

Pr
[
|hRnD|2 < xg(R)

]
fhRnE

(x)dx

=
g(R)ΩRnE

ΩRnD + g(R)ΩRnE

(12)

Therefore, when the source-relay pair (Sm∗ , Rn∗) is se-
lected and the system SOP of the proposed algorithm can
be expressed as

P out
sec =

N∏
i=1

g(R)ΩRnE

ΩRnD + g(R)ΩRnE
(13)

In conclusion, when the number of source nodes is M
and the number of relay nodes is N, the traditional se-
lection algorithm need to compare the performance of the
M ·N links, and also need to calculate the integral polyno-
mial multiplication with high computational complexity.

In our proposed algorithm, the optimal allocation fac-
tor among the source node and relay node of any link is
obtained by power allocation and we can obtain the sys-
tem SOP easily. It can be seen from Expression (13) that
the SOP of the proposed scheme is independent function
of the source node. The relay nodes can decode correctly
by regulating the transmission power of source node and
reduce the computational complexity to a great extent.

3.4 Numerical Results and Discussions

In this section, we analyze the SOP performance of the
proposed source-relay selection algorithm by Monte-Carlo
simulation, and compared it with the random selection
and the traditional selection of two source-relay selection
algorithms. In the simulations, we simulate a line network
and assume that not only M source nodes but also N relay
nodes are distributed in the same position respectively.
The distance between the source and the destination is
normalized to one, and all the relay nodes are located at
the precise middle between the source and the destina-
tion. Therefore, the channel coefficient of any link follows
the complex Gauss random distribution with zero-mean
and variance d−vij , where dij denotes the distance between
any two nodes and stands for the path-loss factor. Here,
we set v = 4 for an urban environment. The main-to-
eavesdropper ratio was defined as the ratio of the main
channel gain over the eavesdropper channel gain (i.e.,
MER=ΩSmRn

/ΩRnE). In addition, the system target se-
crecy information rate is supposed as R = 1bit/(s ·Hz).

Figure 2 shows the theoretical value curves and the
simulation values of the system SOP for different number

Figure 2: Theoretical values and simulation values of the
secrecy outage probability with the different relays num-
ber

of candidate relays with the same source nodes number
M=4. It can be seen from the figure, the theoretical value
curve of the proposed algorithm are approximately coin-
cidence with the simulation curve for the case of N=2,
N=4, N=6 and N=8. Thus we prove the positive solution
of the proposed algorithm. As well with the same number
of nodes, the SOP of the four curves shows descend trend
along with the increasing of MER. This is because the
quality of the wiretap channel get worse compare with
the main channel when increases, so the secrecy trans-
mission rate is becoming larger. Therefore, in order to
ensure the transmission more secure, one way is to move
the eavesdroppers far away from the sources. Meanwhile,
with the same channel condition, the more the number of
candidate relays, the smaller the SOP.

Figure 3: Comparison of the SOP under different channel
conditions

Figure 3 gives the theoretical value curves and the sim-
ulation values of the system SOP when the number of
source nodes and relay nodes is different. It can be seen
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Figure 4: Comparison of secrecy outage probability
between the different source-relay selection algorithms
(M=4, N=5)

Figure 5: Comparison of secrecy outage probability be-
tween different schemes with the same candidate relay
number (M=5, MER=5dB)

that the theoretical value curve of the proposed source-
relay selection algorithm approximately coincides with
the simulation curve when the number of candidate source
nodes and relay nodes is constant. Thus the correctness
of the proposed algorithm is further verified. At the same
time, we can see that the system SOP decreases with the
increasing of MER. When the number of relay nodes re-
main unchanged, the SOP of the algorithm are constant
no matter how many the number of the candidate source
nodes, which shows that the proposed selection algorithm
related to the number of candidate relays but independent
of the number of source nodes. This is because when the
number of candidate relay nodes is fixed, we can adjust
the power of each link in the proposed algorithm, and
by calculating the system secrecy transmission rate is a
function which independent of the source node channel.

Figure 4 illustrates the system SOP curves of the dif-

ferent source-relay selection algorithms under the same
channel quality condition. We can see that the SOP of
the three selection algorithms turn out descend trend with
the increasing of MER. In the same channel condition,
the random selection algorithm has the highest outage
probability. However, the traditional selection algorithm
chooses the source-relay with the highest security trans-
fer rate to participate in cooperative communication un-
der equal power allocation and the system SOP is sig-
nificantly reduced compared with the random selection
algorithm. The proposed scheme in this paper has the
lowest outage probability, the optimal power allocation is
firstly carried out for each link, and the source-relay pair
is selected according to the quality of the main channel
and the wiretap channel subsequently.

Figure 5 presents the system SOP curves of the dif-
ferent source-relay selection algorithms under the same
candidate relays condition. We can see from the figure,
when the number of source nodes is fixed, the SOP of the
random selection algorithm is independent of the number
of candidate relay nodes because the source nodes and
relay nodes are distributed in the same position, which
is linear. Meanwhile, the system SOP of the traditional
scheme and the proposed scheme turn out descend trend
with the increasing of candidate relay node N . In the
same number of resource nodes and relay nodes, the ran-
dom source-relay selection algorithm has the highest SOP,
and the traditional selection algorithm is secondary. The
SOP of the proposed scheme in this paper is the lowest.

4 Conclusions

In this paper, a new opportunistic source-relay selection
algorithm is proposed for the multi-source multi-relay co-
operative networks, which aims at minimizing the system
SOP. We joint considering the CSI of the main channel
and the wiretap channel. Firstly, the optimal power allo-
cation factor for any link is obtained when the total trans-
mitted power is limited, which is a function of the channel
statistics .On the basis of this, the selection algorithm of
the optimal source-relay is given and the closed-form ex-
pression of the system SOP is derived. The simulation
results verify the proposed scheme has lower SOP perfor-
mance compared with the traditional selection algorithm
and reduce the computational complexity.

In addition, this work is assumed that there is no direct
link between all source nodes and destination node. In
the future work, we will continue to explore the physical
layer security for the multi-source multi-relay networks
with direct link.
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