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Abstract

Secure multi-party computation (SMC) is a research
hotspot in the field of international cryptography.
Privacy-preserving computational geometry (PPCG) is
the main branch of SMC. In this paper, we first de-
sign a protocol for deciding intersection of line segments,
which can be used to determine whether polygons inter-
sect. Then, we design a protocol to privately compute
distance from a point to a plane, which is applicable to
rational numbers or integers. We theoretically analyze
the correctness, security and efficiency of the protocols.
Based on the distance protocol, we construct a protocol
to compute volume of a tetrahedron, and other two pro-
tocols to determine position relation between a line and a
plane, and that between two planes. Finally, we analyze
the efficiency of the protocol for determining position re-
lation between a line and a plane and verify the analysis
with experimental simulation.

Keywords: Cryptography; Distance from a Point to a
Plane; Position Relation; Privacy-Preserving Computa-
tional Geometry; Secure Multi-party Computation

1 Introduction

SMC is a collaborative private computation between a
group of non-trusted parties. It is an important tech-
nology of privacy protection in the information society
and a research hotspot in the international cryptography
field. SMC enables participants with private data to co-
operate with each other in some joint computations with-
out revealing their private data, thus enabling people to
maximize the use of private data without compromising
the privacy of the data. Therefore, SMC is widely used
in data mining [20], data query [2], outsourcing comput-
ing [7] and so on [8,9]. SMC was first proposed by profes-
sor Yao [22], a Turing prize winner. Goldreich, Micali and
others have done a lot of researches on the basis of Yao’s
work, which laid a theoretical foundation for SMC [19].
Goldwasser also predicted that SMC would become a vital
part of computing science.

PPCG is an important area of SMC, which mainly
studies the information security in the geometric coop-
erative computation. Du et al. [4] first introduced PPCG
problem including point inclusion problem, intersection
problem of two segments, intersection problem of two con-
vex polygons, and convex hull problem of several secret
points, and proposed solutions to these problems. Zhang
et al. [23] studied the point inclusion problem. Liu et
al. [12] studied the computation of triangle area in plane.
Zuo et al. [24] solved the problem of whether three points
are collinear based on Paillier homomorphic encryption
scheme. Li et al. [10] proposed a secure solution to de-
termine whether two graphics are similar. Luo et al. [13]
studied the problem of determining the relationship be-
tween two lines, between a line and a plane, and between
two planes. However, as the scheme calls for multiple
basic protocols, such as comparing equal protocol, in-
ner product protocol and data corresponding proportional
protocol, the communication and computation costs of
this scheme are very high. Li et al. [11] solved the de-
termination of spatial position relation by computing the
volume and height of tetrahedron. The scheme was effi-
cient, but its ratio relation was disclosed when comparing
the height of different tetrahedrons. Yang et al. [21] solved
the decision problem of intersection between a straight
line and a plane, in which the socialist millionaire proto-
col was invoked. The scheme requires multiple operations
of encryption and decryption and cannot solve the ratio-
nal number problem. Chen et al. [3] solved the problem
of privately determining the position relations of various
geometric objects in space. This scheme mainly uses the
Boneh homomorphic encryption and inner product pro-
tocols, and outsources complex computing tasks to the
cloud. However, the protocol brings additional high com-
putational costs. If the computing is not outsourced to
the cloud, the solution will be very inefficient. In addi-
tion, the scheme also converts the determination of the
position relationship between a straight line and a plane
and between two planes into an angle problem, thus re-
vealing the angle information.

Sun et al. studied the problem of deciding intersec-
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tion of line segments [18]. The scheme proposed by Sun
et al. [18] invokes a complex millionaire protocol and dis-
closes the endpoint information of these segments when
looking for the intersection point. Luo et al. [14] and
other existing schemes invoke many basic protocols, so
the computational complexity is higher.

In this paper, we design a new protocol to determine
whether two segments intersect, which solves the prob-
lems existing in previous schemes and can be used to
determine the intersection of polygons. As for the se-
cure computation problem of the distance from a point
to a plane, the existing research uses inner product pro-
tocol in [13] to solve it, which has a high computational
complexity. We design a secure computation protocol for
distance from a point to a plane. On the basis of the dis-
tance problem, we design secure and efficient protocols to
privately determine the position relation between a line
and a plane, and between two planes in space.

Privately determining position relations of geometric
objects is of great importance in practical applications.
Consider the following two scenarios. Scenario 1: During
the war, country A and country B are going to build a
railway in country C, but the construction route will be
kept secret until the railway is completed. In order to
prevent future train collisions, countries A and B hope to
determine whether the two routes will intersect without
disclosing their own routes, so as to negotiate in advance
and avoid accidents. Scenario 2: Two airlines have de-
signed routes Ly and Lo between A and B. In order to
ensure the safety of the routes, they need to determine
whether the two routes will intersect, but in order not to
lose the economic interests of the two airlines, they should
not disclose their respective route information. Therefore,
they want to determine whether L; and L, will intersect
without disclosing their own route. In reality, many prob-
lems can be reduced to privately determine the position
relations of geometric objects, so this problem has impor-
tant research significance and value.

Our contributions: The main contributions of this pa-
per are as follows.

1) In order to determine whether two segments in-
tersect, we design a protocol based on the Pail-
lier encryption algorithm, which avoids calling
millionaire protocol and improves the efficiency;

2) In order to compute the distance from a point to
a plane privately, we design an efficient proto-
col based on the Paillier homomorphic encryp-
tion algorithm, which solves the problem that
the Paillier algorithm cannot directly encrypt
non-integers, so that the protocol can solve not
only the integer problem, but also the rational
number problem;

3) By using the protocol for distance from a point
to a plane, we further discuss and solve the
problem of privately computing the volume of

tetrahedron, the problem of privately determin-
ing position relation between a line and a plane,
and between two planes;

4) In this paper, only a small amount of encryp-
tion and decryption operations are needed in
the protocol to privately determine position re-
lation between a line and a plane, and between
two planes. In addition, the angle between line
and plane will not be disclosed when the line
intersects plane and the two planes intersect.
Therefore, our protocol is secure and efficient.

Paper organization: The rest of this paper is organized
as follows: Section 2 introduces some preliminaries.
Section 3 presents a protocol for secure line segment
intersection problem. Section 4 gives a protocol for
secure distance from a point to a plane. Section 5
gives some applications of the protocol for the secure
distance from a point to a plane. Section 6 analyses
the efficiency of our protocols. Section 7 concludes
the paper.

2 Preliminaries

2.1 Security

Semi-honest parties [6]. The protocols and securities
proposed in this study are all based on a semi-honest
model. A semi-honest party will follow the prescribed
protocol exactly, but he may record the results of all
intermediate computations and try to derive other
parties’ private inputs from the record. Goldreich has
proved that, a protocol which can privately compute
a function f in the semi-honest model can be com-
plied, by introducing a bit commitment macro, into
another protocol which can compute the function f
in the malicious model. The semi-honest model is
not only an important methodological tool but also
provides a good model in many settings. It suffices
to prove that a protocol is secure in the semi-honest
model.

Two-party computation. Two-party computation
represents a randomized computation process
that maps a random input pair to an output
pair: f : {0,1}* x {0,1}* — {0,1}* x {0,1}*.
This implies that given an input pair (z,y),
the function will output two random variables
(f1(z,y), f2(x,y)). The function is denoted by

f : (x,y) - (fl(xay),fQ(xvy))

Privacy by simulation [17]. At present, simulations
are used widely to prove the security of SMC pro-
tocols by simulating the execution process of SMC.
The mathematical expression for the simulation is as
follows.

Alice and Bob want to compute function f privately. As-
sume that f = (fi, f2) : {0,1}* x {0,1}* — {0,1}* x



International Journal of Network Security, Vol.21, No.6, PP.1071-1080, Nov. 2019 (DOI: 10.6633/IJNS.201911_21(6).21) 1073

{0,1}* is a probabilistic polynomial time function and
that 7 represents a two-party protocol for computing
f. When the input is (z,y), the message sequence ob-
tained from the execution of protocol 7 is denoted by
view? (z,y) = (x,r,mi,mb, - - m?), where i represents
the ith participant, r’ represents the random number gen-
erated by the ith participant, and mé— represents the jth
message that the ¢th participant obtains. The output of
the participant is denoted by output? (z,y)(i = 1,2).

Definition 1. For a function f(z,y), ™ privately com-
putes f if probabilistic polynomial time algorithms S and
Sy exist such that

{Sl(xvfl(xvy))}%y (1)
(So(y, fo(2,9)) bary = (2)

where = represents the computational indistinguishability.

= {view] (z,9)} oy

{views (2,y)}a.y

2.2 Homomorphic Encryption

Homomorphic encryption [5] plays a crucial role in SMC
and cloud computing security. One of the most important
properties of homomorphic encryption is that it can per-
form some operations on the ciphertext without knowing
the decryption key to ensure the privacy of the plaintext.
Additively and multiplicatively homomorphic encryption
are two general homomorphic types used in current re-
searches. Paillier [16] designs an additively homomorphic
encryption scheme that satisfies

E(mq) - E(m2)
(E(mq))™

E(m1 + mz)
E(m1 . mg).

The Paillier cryptosystem can be constructed as follows.

Setup. Given a security parameter k, let N = p x gq,
where p and ¢ are two large primes, A = lem(p—1, ¢—
1) is the least common multiple of p — 1 and ¢ — 1.
Choose a g € Z}; at random such that ged(L(g* mod
N?),N) =1, where L(z) = . The public key of
the cryptosystem is (g, N), and the private key is A.

Encryption. To encrypt message m < N, choose a ran-
dom number r < N, and compute

c=E(m)=g™r" mod N?
Decryption. Compute

L(c* mod N?)

2
L(g* mod N2) mod N

m = D(c) =

2.3 Distance from a Point to a Plane

Given a plane Az + By + Cz + D = 0, the distance from
point Py(xo, Yo, 20) to the plane can be denoted by:

_ |ACL‘0 + Byg + Czy + D|

d
VAL B2

(3)

2.4 Volume of Tetrahedron

Let the bottom area of the tetrahedron be S and the
height be d. The volume of an arbitrary tetrahedron can
be denoted by:

1
V=35, (4)

3 Privately Determine whether
Two Segments Intersect

Suppose that Alice and Bob have segments L; and Lo,
respectively. They want to know whether L; intersects
with Lo without disclosing any other information.

3.1 Basic Principle

Suppose that the two endpoints of L; and Lo are
Pi(x1,y1), Po(x2,y2) and Ps(xs,ys), Pi(z4,ys), respec-
tively, and the equations of the two straight line L, and
Loarel; :y = fi(x) = kiz+b1, lo : y = fo(x) = kox + ba,
respectively. For Ly and Lo, first determine whether L
intersects with straight line ls, that is, whether P; and
P, are on both sides of [5. If they are on the same side,
then the two segments do not intersect. Otherwise, con-
tinue to determine whether P; and P, are on both sides
of ;. If they are on both sides, then L; intersects with
Lo, otherwise it does not. Therefore, the problem is con-
verted into determining whether a segment intersects with
a straight line. If (y1 — fo(21)) X (y2 — f2(x2)) < 0, then
P, and P, are located on both sides of the straight line
I (including a point on the line). (When the slope of the
straight line does not exist, the line is a vertical line of
x = C, where C is a constant, just determine whether
(1 — ) X (x2 —2) < 0. This paper only considers general
situations.) Therefore, we compute

(Y1 — fa(z1)) % (y2 — fa(w2))
=u1 + Uy + uUs + ugUs + ugUy + usUs

m =

where u; = Y192, u2 = Toy1 + T1Y2,u3 = Y1 + Y2,Us =
T129,u5 = 1 + To, Uy = by® Uy = —ko, Uz = —bo, Uy =
k22, Us = kobs. If m <0, then Py, P> are on both sides of
ls.

Similarly, if (y3 — fi(x3)) X (ya — f1(z4)) < 0, then
P;3 and P, are located on both sides of I;. Therefore, we
compute

n = (y3 — fi(z3)) X (ya — f1(x4))
=v + Vi +vVo+v3Va+wusVy +v5V5

where v1 = y3ys,v2 = —(@3ys + Tay3),v3 = —(y3 +
Ya), Vg = T3Ty,Vs = T3 + T4, Vi = b1 Vo = Ky, V3 =
b, Vi = k1%, Vs = kiby. If n <0, then the two endpoints
P53, P, are on both sides of ;.
L intersects with Lo if and only if m < 0 and n < 0.
In addition, an important step in determining whether
two polygons intersect is to determine whether they have
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a set of intersecting edges. Therefore, the method to de-
termine whether two segments intersect can also be used
to determine whether two polygons intersect.

For simple exposition, we define

0, L, intersects with Lo

P(Lq, L) _{ 1, otherwise

Proposition 1. For the Paillier cryptosystem, N = pXq,
where p and q are two large primes. Suppose that 0 <
u,v < N/2, C = E(u)E(N —v) and w = D(C), we have
the following conclusions: uw = v if and only if w = 0;
u>wvif and only if 0 < w < N/2; u < v if and only if
w > N/2.

Proof. According to the definition and additive homo-
morphism of the Paillier encryption algorithm we know
that C = E(u)E(N —v) = E(N +u —vmod N). Then
we decrypt C with private key and get w = D(C) =
(u —v) mod N.

1) when u=v, w= D(C) = (v —v) mod N =0.

2) when u > v, because 0 < u —v < N/2, w = (u —
v)mod N =u—v < N/2.

3) when u < v, because —N/2 < u—v <0, w = (u —

v)mod N=N+u—v> N/2.

Because w = D(C') = (u—v) mod N € Zy and 0 < u,v <
N/2, w can only get one of the three results: w = 0,0 <
w < N/2 or N/2 < w < N. This completes the proof of
the proposition. O

3.2 Protocol Design

Protocol 1: Privately determine whether two segments
intersect.

Inputs: Private segments L; and Ls.
Output: P(Lq, Ls).

1) Alice generates the public key and private key of the
Paillier encryption scheme, and tells the public key
to Bob.

2) Alice takes the two endpoints Pi(z1,y1), Pa(z2,y2)
of segment L1, and computes u1 = y1ys2, uo = Tay1 +
T1Y2,u3 = Y1 + Y2, us = T1¥2,u5 = 1 + 2. Then,
Alice encrypts w1, us, us, U4, us with public key to get
E(u1), E(u2), E(us), F(u4), E(us), and sends the ci-
phertexts to Bob.

3) Bob first computes U; = bo?, Uy = —ky, Uy = —by,
Uy, = k22, Us zngbg, aéld thenUcompu‘lcjes 7, =
E(u1)E(U1)E(u2) ?E(u3) *E(us) *E(us) > E(N).
Bob sends Z; to Alice.

4) Alice decrypts Z; to get z;.

5) If z; € (0,N/2), then segments L; and Ly do not

intersect. Alice outputs P(Lj, Ly) = 1. Otherwise,
they proceed with the following steps.

6) Alice computes V1 = b12, ‘/2 = k‘l, V3 = bl, V4 = k‘12,
Vs = kiby, and encrypts Vi, V5, V3, V4, Vs to get

EW),E(Va),E(Vs), E(V4), E(Vs). Alice sends ci-
phertexts to Bob.

7) Bob first computes v; = YsYs, U2 =
—(z3ya + 2ay3), v3 = —(ys3 + ya), va = 374,
vs = x3 + x4, and then computes Z, =
E(WV)E(v)E(V2)E(V5)" E(Vh)" E(V5)™ - E(N).
Bob sends Z5 to Alice.

8) Alice decrypts Zs to get zs.

9) If z3 € (0, N/2), then Ly and Ly do not intersect. Al-

ice outputs P(L1, Lo) = 1. Otherwise, Alice outputs
P(Ly, Ls) = 0.

3.3 Correctness

Theorem 1. Protocol 1 can correctly determine whether
two segments intersect.

Proof. According to the additive homomorphism of
the Paillier encryptlon lgorlthm we can get 2
B(un) B(UY) B () B(us) ™ B(uq) ' E(us) " E(N) = E(
w1 Uy + uaUs + ugUs + ugUy + usUs + N) = E(m + N)
Alice decrypts Z; to get z;. According to Proposition
1 we can see that: if m > 0, then (m + N) mod N <
N/2; if m = 0, then (m + N) mod N = 0; otherwise,
(m+ N)mod N > N/2. Therefore, Alice can determine
whether m is positive or negative based on z; according
to Proposition 1. According to the calculation principle,
we can correctly determine whether the two endpoints P;
and P, of L are on both sides of the straight line Iy by
judging whether m is positive or negative. Similarly, Al-
ice can determine whether the two endpoints P; and Py
of Ly are on both sides of the straight line [y by judging
whether n is positive or negative. Therefore, Protocol 1
can correctly determine whether two segments intersect.
This completes the proof of the theorem. O

3.4 Security

By the simulation paradigm, we can prove that Protocol
1 is secure. The theorem is proved by constructing simu-
lators S7 and Sy such that Equations (1) and (2) hold.

Theorem 2. Protocol 1 for determining whether two seg-
ments intersect is secure.

Proof.

1) Sy selects an arbitrary segment L} (with coordinates
of Pj(z%,y%), Py(z),y)) and linear equation 3’
f4(x) = kbx + bl ) such that P(Ly, L) = P(Lq, Ls).

2) S7 computes the linear equation ¢y’ = f4(z) = kha+b)
of L} according to Py, Py.

3) S1 computes Uj vy?, U} —kb, U —bh,
U, by, UL kb, and computes Z}
E(ur) E(U}) E(us)" B(uz)" E(ua)" E(us)"* E(N).
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4) S decrypts Z] to obtain zj. If the protocol is termi-
nated at this time,

view{“(Lth) = {Lth,P(Ll,Lg)}.

The information sequence generated in the simula-
tion process is: S1(L1, f1(L1,L2)) = {L1, Zi, P(L4,
L)}

According to the computation process, for Alice:
Z! = 7y, and P(L1, L)) = P(Ly, L), therefore

{Sl(Ll, fl(LI; Lg))} é {Ui@w‘f(Ll,Lg)}.

Simulator S, can be constructed like this, and the
following formula holds

{S2(La, f2(L1, La))} = {view] (L1, L2)}.

If it is impossible to determine whether the two seg-
ments intersect at this point, then the second part of
the protocol needs to be performed. The following
simulation process is as follows:

S1 computes vy = ysy}, vy = —(w5y) + T4ys), vy =
—(ys+y)), vy = xhay, vl = xh+xf, and computes Z}
= E(V1)E(v))E(V2)?E(V3)" E(Vy)"*E(V5)" E(N).
6) Sy decrypts Z) to get z5.

During the execution of Protocol 1,

m’ew’f(Ll, Lg) = {Ll, Zl, ZQ, P(Ll, Lg)}

The information sequence generated in the simulation
process is:

S1(L, f1(L, L)) = {L1, Z1, Z5, P(L1, Ly) }.

From the above part of proof, we can see: Z] = Z1;

according to the computation process, for Alice: Z) = Zs
and P(Ly, L}) = P(Ly, Ls), therefore

{S1(Lq, f1(L1, L))} = {viewT (L1, Ls)}.

Similarly, simulator S5 can be constructed like this, and
the following formula holds

{S5(La, f2(L1, L))} = {viewF (L1, Ls)}.

This completes the proof of the theorem. O

4 Privately Compute the Distance
from a Point to a Plane

Suppose that Alice has a plane m: Ax+ By+Cz+D =0
and Bob has a point Py(zo, y0, 20). They want to know
the distance between Py and 7 without disclosing other
information about the point and the plane.

4.1 Basic Principle

According to Equation (3), the distance from a point to
a plane can be computed directly, but there is no secrecy
in doing so. Therefore, we design a secure Protocol 2 to
compute the distance. Protocol 2 is mainly implemented
by using the Paillier homomorphic encryption algorithm.
Suppose that A, B,C, and D in Equation (3) are all ra-
tional numbers, since the Paillier encryption algorithm
cannot directly encrypt rational numbers, we can trans-
form them into integers for processing. Thus, we multiply
A, B,C, and D by the least common multiple m of their
denominator (if A, B,C, D are all integers, m = 1), and
do the same for xg,yo, z0. (If zo, 0,20 are integers, the
least common multiple of denominator n = 1).

4.2 Protocol Design

Protocol 2: Privately compute distance from a point to
a plane.

Inputs: Private plane m: Ax + By + Cz+ D = 0 and
point Py(Zo, Yo, 20)-

Output: The distance d from P, to 7.

1) Alice generates the public key and private key of the
Paillier homomorphic encryption scheme, and tells
the public key to Bob.

Alice computes the least common multiple m of
four rational denominators A, B,C, and D (when
A,B,C,D are integers, m = 1), then computes
A=A m B =B-mC =C-m, D =D -m.
Alice encrypts plane 7 with public key to obtain
E(r) = (E(A"),E(B'"),E(C")), and sends E(m) to
Bob.

Bob finds out the least common multiple n of three
rational denominators (when g, yo, 20 are integers,
n = 1), and chooses random numbers 1,75 to com-
pute x[ = g TN, Yo, = Yo TN, 2y, = 2o * r1N,
then Bob computes T = E(A’)% - E(B')% - E(C")% -
ro mod N2. Bob sends T and rin to Alice.

Alice decrypts T with private key and gets 7" =
D(T) = A’z + By + C'2y. Then Alice computes

o |T'+r1nD’|
d= T AT and tells Bob the result.

4.3 Correctness

Theorem 3. Protocol 2 can correctly get the distance
from a point to a plane.

Proof. Since each rational number can be expressed as
a fraction, Alice turns the rational number into an inte-
ger by multiplying A, B, C, D by the least common mul-
tiple m of their denominator. Similarly, Bob multiplies
20, Yo, 2o by the least common multiple n of their denom-
inators. According to the homomorphism of the Paillier
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encryption algorithm,

T = E(A')* - E(B')Y - E(C")?* - 15" mod N2
= E(A'xy + B'y, + C'z)

Alice decrypts the value of A’z + B’y + C'z{,, then
computes:

|T" + rynD’|
i VAR LB 1O
_ [Amrinze 4+ Bmrinyo + Cmrinze + Dmrin)|
- mrin VA2 B 07
_ |Azo + Byo + Cz + D
T VBB
It can be seen from the above formula that m,n do

not affect the final result. This completes the proof of the
theorem. 0

d:

4.4 Security

The security of Protocol 2 is based on the security of the
Paillier homomorphic encryption algorithm, which has
semantic security. By the simulation paradigm, we can
prove that Protocol 2 is secure.

Theorem 4. Protocol 2 for computing the distance from
a point to a plane is secure.

Proof. The theorem is proved by constructing simulators
Sy and Sy that make Equations (1) and (2) hold. O

1) Sy accepts input (m, f1(m, Py)), and selects a point
Pi(z1,y1,21) such that fi(m, P1) = fi(m, Po)-

2) Sy computes the least common multiple n’ of the de-
nominator of rational numbers x1,y1, 21 and chooses
a random number 7] to compute x} = z1rin’, Y] =

nrin', 2y = zirin/. Then S; chooses a random
number r} to compute T3 = E(A")* - E(B")% -
E(C")*1ry™ mod N2. S encrypts T} to get T, and

finally computes d’ = — 1L+ Dil
mrin’-v/A2+B2+C?"

view] (m, Py) = {m,rin, T, d}

The information sequence generated in the simulation
process is: Si(m, f1(m, Py)) = {m,rin/,T7,d'},

By definition and the semantic security of the ho-
momorphic encryption scheme, fi(m, Py) = fi(m, Py),
T, = T, d = d. Therefore,

{Sy(m, fr(m, Py))} = {viewT (m, Py)}

Similarly, we can construct S such that

{55(Py, f2(m, Py))} = {view? (m, Py)}

This completes the proof of the theorem.

5 Application

Now, we can use the distance protocol to privately com-
pute the volume of tetrahedron and determine the posi-
tion relation between a line and a plane and between two
planes.

5.1 Privately Compute the Volume of
Tetrahedron

Suppose that Alice has several points in a plane m: Az +
By + Cz+ D =0, and Bob has a point Py(xo, Yo, 20)(Po
is not on the plane 7). These points and Py constitute
a tetrahedron. Alice and Bob want to compute the vol-
ume of the tetrahedron without disclosing any informa-
tion about Py and 7. The key to solve the problem is to
get the height of tetrahedron, that is, the distance from
point Py to plane w. Finally, the volume of tetrahedron
can be calculated according to Equation (4).

Protocol 3: Privately compute the volume of tetrahe-
dron.

Inputs: Private plane m: Ax+ By+Cz+ D = 0, private
point Po(zo, Yo, 20)-

Output: The volume V of tetrahedron formed by point
Py and other points in 7.

1) Alice and Bob invoke Protocol 1 to compute the dis-
tance d from Py(xo,yo, 20) to .

2) Alice obtains d and computes the area S of the bot-
tom surface, then computes V = %Sd. Alice sends
the result to Bob.

5.2 Privately Determine the Position Re-
lations between a Straight Line and a
Plane

Suppose that Alice has a plane m: Az + By+Cz+D =0
and Bob has a straight line L. They want to know the
position relationship between L and 7 without disclosing
any information about 7 and L.

5.2.1 Basic Principle

Choosing two different points Py (z1,y1, 21), Pa(22, y2, 22)
on the line L and comparing distances d; and ds from
these two points to the plane. If di # ds, then line L
intersects with plane 7. If d; = do = 0, then L is in 7. If
dy = do # 0, then L is parallel to w. It is also important
to note that when a straight line intersects a plane, the
specific value of the distance cannot be computed directly,
because this will disclose the angle between the line and
the plane. Therefore, the relationship of the distance be-
tween different points to the plane should be kept secret
in the protocol.
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For simple exposition, we define

0, Lisin themw
P(L,m)=<¢ 1, L isparallel tow
, L intersects with 7

[\

5.2.2 Protocol Design

Protocol 4: Privately determine the position relation
between a line and a plane.

Inputs: Private plane m: Ax + By + Cz+ D = 0 and
straight line L.

Output: P(L,7).

1) Alice generates the public key and private key of the
Paillier homomorphic encryption scheme, and tells
the public key to Bob.

2) Alice encrypts plane 7 with public key to obtain
E(r) = (E(A), E(B), E(C)), and sends E(m) to Bob.

3) Bob chooses two points P (z1,¥y1,21), Pa(22, Y2, 22)
on the line L, then computes t; = E(A)** - E(B)Y* -
E(C)*,te = E(A)*2-E(B)¥2- E(C)*2, and computes
T =t -t;l. Bob sends Tj to Alice.

4) Alice decrypts T to obtain 7] = D(Ty) = Axy +
By, + Czy — Axzg — Bys — Czo. If T] # 0, then
dy # do, L intersects m, Alice outputs P(L,7) = 2.
The protocol terminates. Otherwise, they continue
to perform the next step.

5) Bob sends 1 to Alice.

6) Alice decrypts 1 to obtain t) = Ax1+By;+Cz, then

computes d; = dy = %. Ifdi=dy=0, L
is in the . Alice outputs P(L,7) = 0. If dy = dy #

0, then L is parallel to 7. Alice outputs P(L,7) = 1.

5.3 Privately Determine the Position Re-
lation between Two Planes

Suppose that Alice has a plane 7m1: Ayx+Byy+Chrz+D, =
0 and Bob has a plane mo: Asz+Boy+Csoz+Ds = 0. They
want to know the position relation between 7wy and ms
without disclosing any information about the two planes.

5.3.1 Basic Principle

Since two intersecting lines can determine a plane, we
choose two intersecting lines L; and Ly in the plane mo,
and then the problem of determining the position relation
between two planes is transformed into the problem of
determining the position relation between a line and a
plane. Therefore, we can call protocol 4 to solve this
problem. For simplicity, select the intersection point Py
of two intersecting lines as one of the points. In addition,
select the other point in two straight lines. If the distances
do,dy from two points Py, P; on the line L to the plane

m, and the distances dy, d2 from points Py, P> on the line
Lo to the plane 7 satisfy that dyp = d; = da = 0, then
coincides with mo. If dy = d; = dg # 0, then m is parallel
to mo. Otherwise, 7y intersects with 7.

For simple exposition, we define:

0, m and my coincide
P(m,m) =< 1, m is parallel to mo
2, m intersects with 7o

5.3.2 Protocol Design

Protocol 5: Privately determine the position relation
between two planes.

Inputs: Private plane m: Az + Byy+ Ciz+ D1 =0
and my: Agx + Boy + Coz + Do = 0.

Output: P(m,72).

1) Bob chooses two intersecting lines L; and Lg in the
plane 7.

2) Alice and Bob invoke Protocol 4 to compare the dis-
tances dg, dy from two points Py, P; on the line L; to
the plane 71 and the distances dy, d2 from two points
Py, P> on the line Ly to the plane .

3) If dy = dy = dy = 0, then 7 coincides with 7o,
Alice outputs P(my,m) = 0. If dy = dy = da # 0,
then 7 is parallel to mo, Alice outputs P (71, m2) =
1. Otherwise, 7; intersects with 7y, Alice outputs
P(’]Tl, 7T2) = 2.

6 Performance Analysis

6.1 Efficiency Analysis

Computational complexity analysis. At present, the
solutions to privately determine whether two seg-
ments intersect need to invoke the complex million-
aire protocol, oblivious transfer, inner product pro-
tocol, etc. One of the most efficient schemes is the
protocol in [18], which uses the Paillier encryption
algorithm and needs to be encrypted twice and de-
crypted 4 times. Encryption or decryption using the
Paillier encryption algorithm requires 2 modular ex-
ponentiations at a time. In addition, the millionaire
protocol based on the Paillier homomorphic encryp-
tion scheme [1] is invoked 3 times, and each invoca-
tion requires 4n modular exponentiations (n is the
bit length of the input data). Ignoring multiplica-
tion and addition operations, the total computational
overheads are 4n + 12 modular exponentiations. In
this paper, Protocol 1 needs to be encrypted 12 times
and decrypted twice, so the total computational over-
heads are 28 modular exponentiations. From the
analysis above, we can see that with the growth of
data, the efficiency of our scheme has obvious advan-
tages. (The modular exponentiation is M,.)



International Journal of Network Security, Vol.21, No.6, PP.1071-1080, Nov. 2019 (DOI: 10.6633/IJNS.201911_21(6).21) 1078

For the research of privacy-preserving computation
of the distance from a point to a plane, the scheme
in [13] needs to invoke the inner product protocol
based on oblivious transfer. Assuming that the se-
curity parameter is m. To execute an inner prod-
uct protocol needs to invoke the 1-out-of-k oblivious
transfer m times, i.e. 1gk 1-out-of-k oblivious trans-
fer, i.e. 2mlgk modular exponentiations. Accord-
ing to the practical significance, only when m > 5
and k > 8 can the scheme achieve the basic security
level. Thus, the scheme requires at least 30 modular
exponentiations. In this paper, we design Protocol 2
for computing the distance from a point to a plane.
Protocol 2 needs to be encrypted 3 times and de-
crypted once, so the total computational overheads
are 8 modular exponentiations.

Communication complexity analysis. The measure
of communication complexity is the number of bits
of information exchanged in the protocol or the num-
ber of communication rounds. In the study of SMC,
the number of communication rounds is usually used.
The scheme in [18] requires 4 + 3¢ rounds of com-
munication where ¢ represents the number of rounds
of millionaire protocol. The communication com-
plexity of Protocol 1 in this paper is 2 rounds. [13]
calls m times inner product protocol based on obliv-
ious transfer. The communication complexity is m
rounds. The communication complexity of Protocol
2 is 2 rounds. The computational and communica-
tion complexity are shown in Table 1.

In addition, we give an analysis of the efficiency and
security of Protocol 4 in the application part and compare
it with the related protocols in [3,11,13,21]. [13] and [3]
invoke the inner product protocol, and [13] and [21] invoke
the data ratio protocol. In the whole process of execution,
the most expensive computation cost is modular exponen-
tiation. [11] mainly uses multiplication. The total number
of inner product protocol called in each scheme, the num-
ber of modular exponentiations required by the user, and
the number of multiplication operations are taken as in-
dicators to measure the complexity of computation, and
the others are ignored. The modular exponentiation is
M, and multiplication is M.

Privately determining the position relations between a
line and a plane in [13] (Protocol 6): The protocol in-
vokes the inner product protocol twice and the data ratio
protocol twice, and the inner product protocol uses the
oblivious transfer method in [15]. Assuming the security
parameter is m, according to the analysis in the original
paper, it needs at least 30m modular exponentiations, so
the computational cost of the protocol is 30mM,. [11]
(Protocol 3): This protocol mainly performs matrix oper-
ations, and the total number of multiplication operations
is 36 M. However, the protocol will disclose the ratio be-
tween the distance from different points on the line to
the plane. [21] (Protocol 4): This scheme mainly uses
the Paillier homomorphic encryption algorithm, and calls

data ratios protocol twice. The total computational over-
heads are 35M,. [3] (Protocol 5): The scheme invokes in-
ner product protocol twice and outsources them to cloud
computing, and invokes data ratio protocol once. The to-
tal modular exponentiations are 15M,.. However, when
the line and plane are intersected, this scheme will dis-
close the angle between the line and the plane. In this
paper (Protocol 4), the total number of modular exponen-
tiations is 16 M, and the total number of multiplication
operations is 4 M.

As for the problem of privately determining position
relation between a line and a plane, the comparisons are
shown in Table 2.

6.2 Experimental Test and Analysis

We verify the computational complexity by simulating the
time taken to perform Protocol 2, and compare it with the
existing scheme in [13]. In addition, we test the time used
in Protocol 4 to determine the position relation between a
line and a plane. [3] shifts this decision problem to cloud
computing platforms and outsources the complex com-
putation to the cloud, which results in additional high
economic costs. What’s more, in the case of traditional
participant interaction, the computational complexity of
this scheme is still very high, and it is found that both the
schemes in [11] and [3] have information leakage. There-
fore, we choose [21] which is the most efficient solution
and without information leakage to compare with Proto-
col 4 in the mode of participant interaction.

Our test environment: Windows 10 64 bit operating
system. The processor is Intel (R) Core (TM) i5-6600
CPU @3.30 HZ, and memory is 8GB. We program in
JAVA language.

Experimental method. We randomly selected 20 sets
of data, conducted 2000 simulation experiments on
each set value, and calculated the average of exper-
imental results. Figure 1 depicts the comparison
of the execution time between Protocol 2 and the
scheme in [13]. Figure 2 describes the comparison of
the implementation time between Protocol 4 and the
scheme in [21].

The experimental results show that the average execu-
tion time of Protocol 2 is between 15 and 25 milliseconds,
which is much more efficient than the method in [13].
At the same time, Protocol 4 can guarantee the security
with high efficiency. To sum up, the computation cost and
computational complexity of our protocols are relatively
low.

7 Conclusion

PPCG has always been an important issue in cryptog-
raphy and SMC. Based on the Paillier homomorphic en-
cryption scheme, we first proposed a secure Protocol 1 to
determine whether two segments intersect. By using the
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Table 1: Comparison of computational and communication complexity between our protocols and existing schemes

[18] Protocol 1 [13] Protocol 2
Computational Complexity | (4n + 12)M, 28 M. 2mlgk > 30M, 8M,
Communication Complexity 2 rounds 4 4 3¢ rounds m rounds 2 rounds

Table 2: Efficiency and performance comparison between Protocol 4 and existing protocols

Computation overhead | Inner product protocol | Data ratio protocol | Information leakage?
Protocol 6 in [13] 30mM, twice twice No
Protocol 3 in [11 36 M - - Yes
Protocol 4 in |21 35M, - twice No
Protocol 5 in [3] 15M. twice (cloud computing) once Yes
Protocol 4 16M, + 4M - - No
principle of Protocol 1, we can determine whether poly-
& 50 gons intersect. Then, we propose a secure Protocol 2 to
£ el compute the distance from a point to a plane. Protocol
% il 2 is not only suitable for integers, but also for rational
;;'f SR = e v n,__/”" j numbers. The correctness of Protocol 1 and Protocol 2
o = - Nt . are analyzed and proved, and the security of the two pro-
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Figure 1: Comparison of execution time between Protocol
2 and [13]
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Figure 2: Comparison of execution time between Protocol
4 and [21]

tocols is proved by simulation paradigm. Next, by using
the distance from a point to a plane, we solve the problem
of privately computing volume of a tetrahedron, the prob-
lem of privately determining position relation between a
line and a plane, and the problem of privately determining
position relation between two planes in space. Finally, we
prove that Protocol 4 is not only efficient but also secure
by comparing with the existing protocols for privately de-
termining the position relation between a line and a plane
in space. The problems studied in this paper have impor-
tant practical significance for research and application of
SMC, and our solutions for these problems are secure in
the semi-honest model. In the future study, we will focus
on the SMC of various computational geometry problems
in the malicious models.
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