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Abstract

Predicate encryption scheme is a paradigm which pro-
vides fine-grained access control and has attractive ap-
plications. In 2017, Brakerski, Tsabary, Vaikuntanathan,
and Wee (T'CC 2017) proposed a new LWE based pred-
icate encryption scheme in order to overcome drawbacks
in the scheme proposed by Gorbunov, Vaikuntanathan
and Wee (CRYPTO 2015). In this paper, We analyze
this scheme and provide two practical attacks to show
that the scheme (T'CC 2017) is insecure under the full at-
tribute hiding security model. These two attacks mainly
exploit several homomorphic and linear properties in the
construction. This illustrates that in order to construct
full attribute hiding secure predicate encryption scheme
these weak properties must be bypassed.

Keywords: Functional Encryption; Lattice with FError
(LWE); Predicate Encryption

1 Introduction

With the emergence and development of cloud comput-
ing and other complex networks, considerable progress
has been witnessed recently in the field of computing on
encrypted data. A number of concepts and constructions
of cryptographic primitives have turned out, such as At-
tribute Based Encryption [3,7,8,13,15,19,21,24,25], Fully
Homomorphic Encryption [12,14,17,18], Functional En-
cryption [1,2,4,9,16,23].

Among them, the notion of fully homomorphic encryp-
tion permits arbitrary computation on encrypted data,
but still restricts decryption to be all or nothing as tradi-
tional notions of public key encryption. However, Func-
tional encryption [9], attribute based encryption [8,19],
provides a satisfying solutions to this problem in theory.
Two features provided by functional encryption are fine-
grained access and computing on encrypted data. The
fine-grained access part is formalized as a cryptographic
notion, named predicate encryption [10,11,20,22]. In
predicate encryption system, ciphertext ct is associated
with descriptive attribute values a in addition to plain-

texts u while secret key sk is associated with a predicate
f. A user holding the key sk can decrypt ciphertext ct
if and only if f(a) = 0.

In the literature, The security requirement for predi-
cate encryption scheme can be formalized in two ways.
The basic one is the definition of weak attribute-hiding,
which enforces privacy of a and the plaintext amidst mul-
tiple unauthorized secret key queries: an adversary hold-
ing secret keys for different query predicates learns noth-
ing about the attribute x and the plaintext if none of
them is individually authorized to decrypt the ciphertext.
The second, called full attribute-hiding, requires that a re-
mains hidden given an unbounded number of keys, which
may comprise of both authorized and unauthorized keys.

Recently, Gorbunov, Vaikuntanathan and Wee [20]
constructed a predicate encryption scheme for all circuits
(of an a-priori bounded polynomial depth) from the LWE
assumption. But the construction only achieved the weak
attribute-hiding security. Two sources of leakage in the
scheme prevent its construction from achieving the full
attribute-hiding property. Later, Agrawal [2] indeed ex-
ploited the two sources of leakage to recover the attribute
a under full attribute-hiding attacks. Based on these,
Brakerski etc. [11] proposed an improved predicate en-
cryption scheme by feat of the new ”Dual Use” technique,
that is, using the same LWE secret for the FHE [20] and
the ABE [8]. In this paper, we cryptanalyze this im-
proved scheme and show that it still does not achieve the
full attribute-hiding security.

Our Contributions: We provide two polynomial time at-
tacks to show that the Brakerski etc.’s predicate en-
cryption scheme [11] is still not secure under the full
attribute-hiding attacks.

1) Our first attack is inspired by the attack method
in [2] which is designed to attack the inner prod-
uct predicate encryption scheme [4] mainly using the
inherent property of linearity in the inner product
operation. However, the Brakerski etc.’s predicate
encryption scheme we considered here, is designed for
general predicates described by polynomial-size cir-
cuits, instead of only inner product predicate. Conse-
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quently, two barriers prevent applying the attack into
Brakerski etc.’s scheme directly. Fortunately, we find
and prove two homomorphic properties which con-
quer above two barriers and make the attack practi-
cal.

2) Our second attack is based on the following three
observations: The first one is that when running the
ciphertexts homomorphic evolution algorithm in [8],
the error growth is linear in the corresponding orig-
inal errors. The second is that when running the
GSW homomorphic evaluation algorithm, the error
growth is also linear in the corresponding original er-
rors. More importantly, the coefficients in these two
linear combination are both public in view of the ad-
versary. The last observation is that by construction
of the scheme in [11], the adversary is able to obtain
a set of linear equations over all the original errors
given a 1-key. Thus, by requesting sufficient 1-keys,
the attacker will solve this linear system to recover
the errors used in encryption, which lead to recovery
of the predicate a.

2 Preliminaries

Notation. Let A be the security parameter, and let PPT
denote probabilistic polynomial time. We use bold
uppercase letters to denote matrices M, and bold
lowercase letters to denote vectors v. We write [n] to
denote the set {1,...,n}, and [t| to denote the num-
ber of bits in the string ¢. We denote the i-th bit
s by s[i]. We say a function negl(-) : N — (0,1) is
negligible, if for every constant ¢ € N, negl(n) < n™¢
for sufficiently large n.

2.1 Predicate Encryption

We recall the syntax and security definition of predicate
encryption (PE) [4,22]. PE can be regarded as a general-
ization of attribute based encryption. A PE scheme PE
with respect to an attribute universe A, predicate universe
C and a message universe M consists of four algorithms
IT = (Setup, Keygen, Enc, Dec):

Setup(1*, A,C, M): On input the security parameter \,
the setup algorithm outputs public parameters mpk
and master secret key msk.

keygen(msk,C): On input the master secret key msk
and a predicate C € C, the key generation algorithm
outputs a secret key skc¢.

Enc(mpk,a, p): On input the public parameter mpk and
an attribute/message pair (a, 1), it outputs a cipher-
text ct.

Dec((skc,C),ct): On input the secret key skc and a
ciphertext ct, it outputs the corresponding plaintext
w if C(a) = 1; otherwise, it outputs L.

Definition 1 (Correctness). We say the PE scheme
described above is correct, if for any (msk,mpk) <«
Setup(1*), any message u, any predicate C € C,
and attribute a € A such that C(a) = 0, we have
Dec(skc,ct) = p, where sko < Keygen(msk,C) and
ct < Enc(mpk,a, ).

Security. The model Exzpth?(1*) for defining the fully
attribute-hiding security of PE against adversary A
(under chosen plaintext attacks) is given as follows:

1) Setup is run to generate keys mpk and msk, and
mpk is given to A.

2) A may adaptively make a polynomial number of
key queries for predicate functions, f. In re-
sponse, A is given the corresponding key sk £
Keygen(msk, f).

3) A outputs challenge attribute vector (a(?),a(V)
and challenge plaintexts (u(?, (M), subject to
the following restrictions:

o f(a®) # 0 and f(a™) # 0 for all the key
queried predicate, f.

e Two challenge plaintexts are equal, i.e.,
p@ = 1M and any key query f satisfies
f(@®) = f(aM), ie., one of the following
conditions.

* f(a®) =0and f(aM) =0;
* F(a©) £ 0 and f(a®) £0,

4) A random bit b is chosen. A is given ct ) £
Enc(mpk, u®,a®).

5) The adversary may continue to issue a polyno-
mial number of key queries for additional pred-
icate, f, subject to the restriction given in

Step 3. A is given the corresponding key sk £
Keygen(mpk, msk, f).

6) A outputs a bit ¥, and wins if ¥’ = .

The advantage of adversary A in attacking a PE
scheme PF is defined as:

Prb* = ] —

Advantage (1) = 5

)

where the probability is over the randomness of the
challenger and adversary.

Definition 2 (Fully attribute-hiding). We say an PE
scheme PFE s fully attribute-hiding against chosen-
plaintext attacks in adaptive attribute setting, if for all
PPT adversaries A engaging in experiment EscptiE(l’\),
we have

Advantage 5 (1) < negl()).

2.2 Gadget Matrix

We now recall the gadget matrix [5,23], and the extended
gadget matrix technique appeared in [6], that are impor-
tant to our construction.
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Definition 3. Let m = n - [logq]|, and define the gadget
matric

Gn,?,m =9 I, € ngm

where vector g = (1, 2,4, _“,2[10qu) € anog(ﬂ, and ® de-
notes tenser product. We will also refer to this gadget
matric as powers—of—two” matriz. We define the inverse
function Gn om 2y ™ — {0, 1}™*™ which expands each
entry a € Z of the input matriz into a column of size
[log q| consisting of the bits of binary representations. We
have the property that for any matriz A € Z;*™, it holds

that Grom - Grh . (A) = A.

n,2,m

2.3 GSW Homomorphic
Scheme

Encryption

The GSW scheme [5,18] is parameterized by a dimension
n, a modulus ¢ with | = [log, ¢], and some error dis-
tribution y over Z which we assume to be subGaussian.
Formally, we describe the scheme as follows:

e GSW.Gen (choose 5 + y" !
5= (3,1) € Z).

and output secret key

e GSW.Enc (s,u € Z): choose C' + Z{DX and
e < x™, let b7 = et — 57'C(modq), and output the
cphertext

C
where G is the gadget matrix. Notice that s7C =
el + p- sTG(modq).

e GSW.Dec(s,C): Let ¢ be the penultimate column of
C, and output p = [(s,¢)]2.

e GSW.Eval(Cy, Cy):

- Homomorphic addition: Cy B Cy = Cy + Cs.

- Homomorphic multiplication: C7 [0 Cs + Cf -
G~1(Cy), and is right associative.

2.4 Lattice Evolution

The following lemma is an abstraction of the evaluation
procedure that developed in a long sequence of works [3,
5,8,11,18,20]. Here we use the formalism as in [11].

Lemma 1. There exist efficient deterministic algorithms
EvalF and EvalFX such that for all n,q,l € N, and for
any sequence of matrices (By,---,B]) € (ngnrlogq])
for any depth-d Boolean circuit f {0,1}' — {0,1} and
for every x = (x1,--- ,x;) € {0,1}!, the following proper-
ties hold.

e The outputs Hy = EvalF(f, By, ---,B;) and Hy,
= FEvdFX(f,x,B1,---,B;) are both matrices in
ZnTlogdl) » nllogq];

e [t holds that ||Hf||007 ||Hf7w||oo g (nlogq)o(d);

o It holds that [By — 1G|---||Bi — ©iG] - Hyp =
(Bl [|1B)] - Hy — f(2)G(modgq).
Construction of algorithms EvalF and EvalFX:
O For an addition gatef(z1, -+ ,zx) = 21 + -+ + Tk,
T
EvalF(f,By, - ,By)=[E --- E]
EvalFX(f,z,By,-- ,By)=[E - E]"
where F is the identity matrix.
O For a multiplication gatef(z1, - ,Tx) = T122 - - - T,

EvalF(ﬁ Bla T aBk)

@

O
GTH=Bra G (- GTH(=B2G7H(—B1))))

EvalFX(f,z,Bi,---,By)
ToT3 - ..gng
x3x4 “ee

"BkGil(*Bl)

G =By 1G (- G (=BG (~ By)))

where E is the identity matrix.

[0 For a general circuit f which has [ input wires, we
construct the required matrices inductively input to
output gate-by-gate.

3 Review of the BTVW Predicate
Encryption Scheme Using Dual-
Use Technique

In this section, we provide a brief overview of the
BTVW predicate encryption scheme using Dual-Use tech-
nique [11].

We write G € Z(?X("H)logq to denote all but the
last row of G which is the gadget matrices in
Z{m T (ntlesd - Given a circuit computing a func-

tion f:{0,1}' — {0,1}, and GSW FHE encryptions

U= (U, , ) of 1, ,z;,we write Uy to de-

note fhe.eval(f, ¥). Recalling syntax of GSW, ¥ is

a matrix, and we denote the last row of ¥ as Wy, all

but the last row of U as W¢. In addition, we denote

the circuit that computes ¥ — U; as f, namely it

takes as input the bits of ¥ and outputs the matrix
7.

We let e «Z— Z™ denote the process of sampling a vector e
where each of its entries is drawn independently from the
discrete Gaussian with mean 0 and standard deviation o
over Z.



International Journal of Network Security, Vol.21, No.6, PP.1054-1061, Nov. 2019 (DOI: 10.6633/IJNS.201911_21(6).19) 1057

Setup(1*,1',1%):  sample (B,Tg) where B ¢
Zp* (D108 40 4 Ty denotes the trapdoor for B. Pick
B; & Z,?X("H)logq and p & Z. Output

mpk := (B,{Bj}je(r),p),  msk:=(Tp)
where L = I(n +1)?log?q.

Enc(mpk,z,M € {0,1}): pick s & Zl, e e,ej <

Zm e & Z,R; € {0,1}(ntDlogax(ntl)loga and com-
pute

B
\I/i — (STB + 6T> RZ + miG.

Parse ¥ := [Uy]---|¥;] as its binary representation
1/117 T ﬂ/}L- ComPUte
cgl =sT'B+ eOT, ch = sT[Bj — %é] + ejT

and cout = sTp+e + M- |q/2]( mod q). Set the PE
ciphertext as follows:

ct == (Y, co,{cj}jelL]s Cout)-

KeyGen(msk, f): Let f denote the circuit computing
U — \I/f and

H; = EvalF(f,{B;};en). B = [Bi| - |Br] - H;

Sample a short sk; using T such that
[B|Bf] . Skf = p.
Output sky.

Dec((sky, f),ct): Let f denote the circuit computing

¥ — U, and compute:

Uy = f(1),

H; . := FvalFX(f, U, {Bj}jen)

A
C? = [ef|---lep] - Hj g + 9.

Output the MSB of ¢yt — [czTn|c?] - sky.

can compute matrices By, and By, from the master
public parameter mpk as follows:

Bfl = EvalF(B1, e 7BL7f1)?

By, = EvalF(B,--- , By, f2),

where fl and fl denote circuits that compute ¥ —
Uy and ¥ — Wy, repectively. Then, we have the
following equations:

[B|By,] [Z;] = p(modg),

[B|By,] {Zj = p(modg).

Hence,
T —w
[B|Bf1 |Bf2] 7o = 0(modgq).
—ugy
Thus we find a short vector in the lattice
[B|By,|By, ]
Case 2. To obtain more short vectors in the lattice

[B|By,|By,|, the attacker requests a key for small
elements k; fi and ks fo for some k1, k2 € Z,. By the
construction of GSW [5] and ABE [8], we have the
following equations which we will prove a little bit
later.

Lemma 2. Bk1f1 = lefl;Bk2f2 = kQBf2.

With this lemma, the attacker can get:

7,1/

[B|Bk1fl] L"é :p(mOdQ)
[B|Bk2f2] u! :p(mOdq)
2]
EERIRE | = p(moda)

f1 kﬂ“’g_ =D q
[B|Bf2] oout = p(modgq).

4 Attack #I

Hence,
In this section,we provide an attack to demonstrate that
the predicate encryption scheme reviewed above is inse- "
cure against an adversary that requests 1-keys. [ B|By, | By ] ki, | = 0(modq)
1 2 M
/
Case 1. Say the attacker requests keys for functions f; —kauy

and fo such that for the challenge z it holds that:

fi(z) =0, fa2(z) = 0.

Then, by functionality, the attacker must learn two
linear equations in the challenge & but must not learn
anything more. Now, by the construction in [11], we

It is easily to see that this results in a new short vec-
tor in the same lattice that is independent of result
in the first case.

Case 3. More generally, by querying multiple functions
g = a; f1+b; f2 for i € [Q] where a;,b; € Z, are small
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and @ is some polynomial, the attack obtains 1-keys
[v14,v2;] which gives the following equation:

V14

(B|B,,] M — p(modg).

By the construction of GSW [5] and ABE [8], we have
the following equations which we will prove a little
bit later.

Lemma 3. B,, = a;By, + b;By, for alli € [Q)]

With this lemma, we have:
V14
(518, [12]
= Buvy; + Bg,v2
= Buvy; + (a; By, + b;By,)v;
= Bui; + By, (a;v2;) + By, (biva;)
V14
= [B|Bf1 |Bf2] a; V2
biva;

= p(modyq).

Therefore, for some i, j € [Q] we have

V14
[B|By,|By,] |aiv
biva; |

= p(modg)

V1j i
[B|By,|By,] | a;ve;
bjva; |

— p(modg).

Hence,

U1y — V15
[B|Bf1 |Bf2] a;V2; — a;v2; | = 0(modg).
bi’UQZ' — bjUQj

Thus, an attacker may get a short basis for the lattice
[B|By,|By,]. Since fi(z) =0, f2(z) = 0, by comput-
ing the legitimate decryption equations he/she ob-
tains:

[BYs +n|Bj,s + 1| By, s + 1ny,]
= [B|By,|By,)" + noise.

Now, the attacker may use the basis to recover the
secret vector s, and hence break the security of the
LWE samples that encode the attributes x.

Proof of Lemma 2: By the construction in [11], the
computing process of By is located in the phase
of KeyGen. Given a circuit computing a function
f:{0,1} — {0,1}, we need to conduct the follow-
ing two steps in order to get By:

e Run the GSW Evaluation algorithm
GSW.Ewval(f,-) and then make a little change in
the output phase to get the circuit corresponding
to function f: ¥ — U,

e With the public parameters By,---, By, run the
matrices evolution algorithm FEvalF to compute

By = EvalF(By,--- , By, f).

Therefore, in order to prove the homomorphic rela-
tionship in Lemma 4.1, we only need to prove the
following two homomorphic properties:

Claim 4.1. (kf) = k(f)
Claim 4.2. Byy = kBy

Proof of Claim 4.1: Note that function f is computed
from f through running the GSW evaluation algo-
rithm GSW.Eval(f,-). Hence, to prove the relation-
ship in Claim 4.1 means to prove that the GSW eval-
uation algorithm GSW.Ewval(f,-) has the following
homomorphic property:

GSW.Eval((kf),") = k x GSW.Eval(f,-).

Case 1. when the circuit computing f is only an addition

gate, i.e. f = w1 + x2, for any GSW ciphertexts
_ By _ Bs

Cr= [STBl + ef] G, O = |:STBQ + eg] +p2G,

we have

GSW.Eval(kf,Cq,Cs)
=kCq + kCy

B kB + kB,
| (ksT By + ks By) + (ket + kel)

— By + By
a (sTBy + sTBy) + (e +el)
= k- GSW.Eval(f,C1,Cy).

} + (kG + ks G)

b+mma+mm

Case 2. when the circuit computing f is only a multipli-
cation gate, i.e. f = x1-z9, for any GSW ciphertexts

_ By _ By
Ci = [STB1 Jre’ir] +uG,Co = LTB2 ot 6T:| + u2G,

2
we have
GSW.Eval(kf,Cy,Cs)
= (kCy) - G™H(Cy)
[ kB
T MksTBy + kel
- kBlG_l(Cg)
o kSTBlG_l(CQ) + I{?GI{G_l(CQ)
- kBlel(CQ) + k[LlBQ
o sT(kBlel(C’g) + k/lleQ) + k@{Gil(CQ) + k,uleQT
+ kulugG
=k -GSW.Eval(f,Cy,C3).

}+kuﬂﬂ-G_¥Cﬂ

:| + kung

In general, any depth d circuit can be implemented
by some addition and multiplication gates, hence this
homomorphic property is naturally conserved in the
case of general circuits.
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Proof of Claim 4.2: Note that matrix By is computed
from f through running the matrices evolution al-

gorithm FEvalF (B, -+, By, f) Hence, to prove the
relationship in Claim 4.2 means to prove that the ma-
trices evolution algorithm EvalF() has the following

homomorphic property:

EvalF(By,--- ,Bp,k-f) = k-EvalF(By,--- , By, f).

Case 1. when the circuit computing f is only an addition
gate, i.e. f =x1+-- -4z, for any GSW ciphertexts
Bi,---, B, we have

EvalF(By, -+, By, k- f)
=[kE,--- ,kE]T

=kE, -, ET

— k- EvalF(By,--- , By, f).

Case 2. when the circuit computing f is only an multi-
plication gate, i.e. f =z X -+ X x, for any GSW
ciphertexts By, -, Br, we have

BvalF (B, , B,k f)
=10, ,0,kG7'(--- G (=BG (=B1))|"
=k-[0,--,0,G7(---G (=BG (=By)))|"

:k~E’UCLlF(Bla"' aBLMf)'

In general, any depth d circuit can be implemented
by some addition and multiplication gates, hence this
homomorphic property is naturally conserved in the
case of general circuits.

Proof of Lemma 3: Similar to the proof of Lemma 2,
here we omit it.

5 Attack #II

In this section,we provide another attack to demonstrate
that the predicate encryption scheme reviewed in section
3 is insecure against an adversary that requests 1-keys.
This attack exploits two types of linear error growth in
the construction of the scheme in [11]. One type of this
error growth is from the ciphertexts homomorphic evolu-
tion algorithm in [8]; the other one results from the GSW
evaluation algorithm in [5]. Concretely, we first recall the
correctness of the scheme in [11] as follows:

Cout — [CzTn|Cﬂ - sky

= Cour — [Cinl [eT |-+ [eL] - Hf g + ¥g] - sky

= Cout — [iy|[s"[B1 = 1G] + ef |-+ - [s" [BrL — iG]
tep] - Hpy + 9] - sky

= Cout — |:C;~1,:l|ST [Bl — wlé‘ ce |BL - wl@] ’ Hf,\II

By—¥y

(]| [ef] - Hyy +2;] - shy

= Cout — [STB + eo|sT[By — y] + ¥+ eABE] - sky

= Cout — 5" [B|By] - sk — [O|(=s",1)¥y] - sky
—leoleanr] - sky

= 5" [p— [BIBy] - sky| = [OI(=s", 1)W,] - sky + ¢’
~ [eoleans] - sky + 13 1

= " [~ (BB sky| ~ [01f(x) - (=57, 1)C] - sk + ¢

q
— leoleasw +eapg] - sky + 5] -1
=¢' —[eolecsw + eapp] - sk + [gJ “ fhy

where the fourth equality is because of the key relation,
and the final equality is because the queries requsted by
adversary is 1-keys.

Note that the key sky is known by adversary, and by
the cipthertext evolution algorithm EvalF X, we have

eape = le1|---lel] - Hj g

where H fg can also be computed by adversary from
f and V¥ through the cipthertext evolution algorithm
FvalFX. Thus, the term eapp is linear in these orig-
inal errors e, -+, el with public coefficients.

On the other hand, by the construction of the GSW
homomorphic evaluation algorithm, the term eqgw is also
publicly linear in the errors e’ Ry,---,eT R; which are
used in the construction of the GSW fresh cipthertext W.

According to the analysis above, it is not difficult to
see that a single 1-key (even if it corresponds to a non-
linear function) yields a system of m linear equations in
the (I4+L+2)m variables €/, eq,eq,- -+ ,er, €1, -+ , & where
€1, ,€ denots RTe,- - ,RlTe respectively. By request-
ing [ + L + 2 keys totally, the adversary can completely
recover the above error terms, which in turn lead to re-
covery of the main secret s, which then permit to recover
all the private attributes completely.

6 Conclusion and Open Problems

In this paper, we propose two practical attacks that
demonstrate the predicate encryption scheme proposed
by Brakerski etc. is insecure under the full attribute-
hiding secrity model. The first type of attack mainly ex-
ploits two homomorphic properties in construction of the
scheme; the other one, however, takes advantage of two
types of linear properties in the process of error growth
in the construction. This leaves open two possibilities:

1) Optimize the construction of the scheme to resist
these two types of attack;
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2)

Look for new construction of the predicate scheme
from lattice based assumptions to bypass those weak
properties.
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