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Abstract

RSA is the most famous and the most efficient public key
encryption algorithm. However it is deterministic and
this seriously restricts its applications in designing gen-
eral cryptographic protocols. In this paper, we modify
the RSA scheme to obtain two probabilistic encryption
algorithms that are semantically secure and multiplica-
tively homomorphic. The two probabilistic RSA vari-
ants with higher security can be used either to encrypt
or to sign messages, and they can also resist homomor-
phic attacks. Furthermore, the improved RSA variant
algorithms can be extensively applied in designing vari-
ous cryptographic protocols, such as digital commitment
protocol, zero-knowledge proof protocol, oblivious trans-
fer protocol and secure multi-party computation protocol.
They provide new efficient tools for cryptographic proto-
col designing. Theoretical analysis and implementations
show that the improved RSA variants are secure and ef-
ficient.

Keywords: ~ Homomorphism; Homomorphism Attack;
Public Key Encryption; Probabilistic Encryption; Prob-
abilistic Signature

1 Introduction

RSA is the first public key encryption algorithm [44]. It
can be used not only for encryption but also for digital sig-
nature, and it is simple and easy to implement. For a long
time, the researchers continue to improve the efficiency of
RSA by using a variety of hardware and software tech-
nologies [5,27,28], which makes RSA become one of the
most efficient public key encryption algorithms and the
international standard of asymmetric encryption system.
In addition, RSA is also widely used in key distribution,
public key encryption, digital signature, authentication
and other fields, and it becomes the standard in these
fields. Moreover, RSA occupies an extremely important
position in many aspects of cryptography and information
security.

However, RSA is a deterministic public key encryp-

tion algorithm, which means it could not resist chosen
plaintext attack, that is, attackers can randomly select a
certain number of plaintexts, and encrypt the plaintexts
to obtain the corresponding ciphertexts. After compar-
ing the corresponding ciphertexts with intercepted cipher-
texts, the attackers determine whether the corresponding
paintexts are the chosen plaintexts. Chosen plaintext at-
tack is very effective if plaintext space is small. RSA can-
not resist chosen plaintext attack because it is determin-
istic, which largely limits its application to other aspects
of cryptography.

In order to make public key encryption algorithm resist
chosen plaintext attack, Goldwasser and Micali proposed
a solution, namely probabilistic encryption scheme. The
scheme proposed the concept of probabilistic encryption
for the first time [18,19], and it has been widely accepted
later. The new cryptosystem is defined as probabilistic
encryption cryptosystem (PEC). PEC is a kind of non-
deterministic public key cryptosystem, and the essence
of which is to add random parameters in the encryption,
such that the corresponding ciphertexts of two same plain-
texts are completely different even using the same encryp-
tion key. In brief, there is one-to-many correspondence
between plaintexts and the corresponding ciphertexts in
PEC.

Probabilistic encryption algorithms, such as the ElGa-
mal [10], the Pailliar [39], the Okamoto-Uchiyama [38],
elliptic curve cryptography [25,36] and NTRU [24] can be
widely used in new fields of cryptography such as oblivi-
ous transfer [42], zero-knowledge proof [20], bit commit-
ment [37], secret sharing [47], or secure multi-party com-
putation [17]. Deterministic RSA encryption algorithm
cannot be used to construct bit commitment protocols,
oblivious transfer protocols and zero-knowledge proof pro-
tocols.

In the basic public key encryption systems, RSA and
the Rabin [43] are deterministic encryption algorithms
with homomorphism, and the ElGamal, the Paillier, the
Okamoto-Uchiyama, NTRU and elliptic curve are proba-
bilistic encryption algorithms with homomorphism. Un-
certainty makes that public key encryption algorithm
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has higher security and can resist chosen plaintext at-
tack. A more important reason that above probabilis-
tic encryption algorithms are widely applied is that they
are homomorphic. Homomorphism makes these algo-
rithms be widely used in secure multi-party computa-
tion [7,23,29-31,33,41,49,50]. Because of the advantage of
the importance and efficiency of RSA, it is of very impor-
tant theoretical significances and practical significances to
modify RSA to probabilistic encryption algorithm with
homomorphism, which will greatly extend the range of
applications of RSA, such that RSA will play a bigger
role in cryptography and information security practice.

So far, the improvement schemes of RSA algorithm are
divided into three categories as follows.

1) The improved algorithms are probabilistic without
homomorphism [2, 14,48, 52];

2) The improved algorithms are neither probabilistic
nor homomorphic [11,34];

3) The improved algorithms are probabilistic with ho-
momorphism [8].

Bellare et al. [2] first proposed randomized filling tech-
nique and the corresponding optimal asymmetric encryp-
tion filling scheme, namely RSA-OAEP. Shoup et al. [48]
and Fujisaki et al. [14] both presented the improvement
schemes of RSA-OAEP. These randomized filling solu-
tions guarantee that the probabilistic RSA that are modi-
fied from deterministic RSA is more secure in the random
oracle model. The probabilistic RSA not only improves ef-
ficiency of encryption but also extends application range.
However, it is not homomorphic, which limits its applica-
tions in the fields of secure multi-party computation and
so on, and the length of plaintexts have decreased. In
addition, the security of the scheme is based on random
oracle model, but the security of random oracle model
is based on an ideal hash function and the ideal hash
function does not actually prove existing. Therefore the
security of the scheme remains to be studied.

Yu et al. [52] modified RSA to probabilistic encryp-
tion algorithm by bringing in random numbers and im-
proved the efficiency. However, the new algorithm also
loss the homomorphism, which results in that the new
algorithm cannot be widely used in cryptography and in-
formation security. Makkaoui et al. [11] described an im-
proved RSA encryption scheme, namely “Cloud-RSA”.
The new scheme is able to resist many known brute force
attacks and to maintain multiplicative homomorphism,
but it does not guarantee the confidentiality of a key ex-
change and it is a deterministic encryption scheme, which
cannot be applied to bit commitment and digital signa-
ture.

Liu et al. [34] constructed an improved RSA algorithm
using two combinatorial identities based on RSA pub-
lic key encryption algorithm. It can partly resist com-
mon modulus attack, but it is a deterministic encryption
algorithm, which cannot resist chosen plaintext attack.

Dhakar et al. [8] designed a modified RSA encryption al-
gorithm with additive homomorphism, but its execution
time is almost 6 times of RSA algorithm because it needs
more modulus exponentiations.

In order to take full advantages of simple principle and
low computational complexity of RSA, and to enable RSA
algorithm to play an important role in oblivious trans-
fer, zero-knowledge proof, bit commitment, secret shar-
ing and secure multi-party computation, this paper pro-
poses two secure and efficient RSA public key encryption
variants. These schemes keep multiplicative homomor-
phism and have semantic security, and therefore can be
widely applied to above new fields of cryptography. The
improvement schemes not only have important theoreti-
cal significances in cryptography but also have important
practical significances in constructing other cryptographic
encryption protocols, and they have broad applications in
privacy protection, secure multi-party computation, cloud
storage and cloud computing.

Our contributions: The main contributions of this
study are as follows.

1) We design two secure and efficient probabilistic
RSA variants with homomorphism using the-
ory of number and public key encryption algo-
rithm, and prove that they are correct and se-
mantically secure. Homomorphism and nonde-
terminacy will make the algorithms be able to
be widely used in all kinds of new cryptography
fields;

2) We present a probabilistic digital signature
scheme and a digital commitment scheme based
on one improved algorithm, and expand the
scope of research fields and practical applica-
tions of public key cryptography.

Paper organization: The remainder of the paper is or-
ganized as follows: Section 2 describes some prelimi-
naries. Section 3 proposes an improved probabilistic
RSA algorithm and proves its correctness, multiplica-
tive homomorphism and security. Section 4 presents
an efficient probabilistic RSA algorithm with mul-
tiplicative homomorphism and proves that the al-
gorithm is secure and correct. Section 5 presents
concrete application examples of the improved algo-
rithm. Section 6 analyzes the efficiency and illus-
trates the results of experiments. Section 7 concludes
our work with possible further research directions.

2 Preliminaries

In this section, we introduce several basic knowlege about

RSA.

2.1 Public Key System

Diffie and Hellman proposed public key cryptosystem in
1976 [9], which is also known as asymmetric cryptosys-
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tem. The most important characteristic of public key
cryptosystem is as follows: the keys exist in pairs and
it is intractable to compute one key from another key.
One is called public key, and the other is called private
key. Messages encrypted with public key can only be de-
crypted by using the corresponding private key in public
key cryptosystem. A traditional public key cryptogra-
phy algorithm usually consists of three algorithms [15]:
KeyGeng, Encrypte, and Decrypte.

KeyGeng. Taking a security parameter \ as the in-
put(The X is the bits of large prime numbers),
KeyGeng outputs a private key sk, a public key pk
and the corresponding plaintext space P and cipher-
text space C.

(skpkPC) < KeyGeng(\).

Encrypte. Taking the public key pk and a plaintext
M € P as inputs, Encryptg outputs the correspond-
ing ciphertext C € C.

(C) < Encrypte(pk, M)(M € P).

Decrypte. Taking the private key sk and a ciphertext
C € C as inputs, Decrypte outputs the plaintext M €
P.

(M) « Decrypte(sk, C)(C € C).

2.2 Homomorphic Encryption

Homomorphic encryption algorithm plays a very impor-
tant role in secure multi-party computation. Homomor-
phism is the most important property of the ElGamal,
the Paillier, the Okamoto-Uchiyama, NTRU and ellip-
tic curve public key encryption algorithm, which makes
these algorithms be powerful building blocks in construct-
ing other cryptographic protocols. A homomorphic en-
cryption algorithm & consists of algorithms KeyGeng,
Encrypte, Decrypte and Evaluateg, which inputs the
public key pk, the operation S and ciphertext group
C =< (C4,---,C; >, and outputs the ciphertext of
S(My, -+, My).

Encrypte (pk, S(Mj,--- , M;)) < Evaluateg (pk, S, C).

2.3 RSA Public Key Cryptosystem

Rivest, Shamir and Adleman proposed the famous RSA
public key cryptosystem in 1978. Its security is based on
the large integer factorization problem. So far, it is the
most mature public key encryption algorithm in cryptog-
raphy.

KeyGen.

1) Choose two large prime numbers p and g;

2) Compute n =p x g and p(n) = (p—1)(¢ — 1),
where ¢(n) is the value of Euler toient function
of n;

3) Choose an integer e such that 1 < e < ¢(n) and
ged(p(n),e) = 1;

4) Compute d such that d x e =1 mod ¢(n);

5) The public key is (e,n), and the private key is
(d,n).

Encrypt. To encrypt message m, compute
¢ = m*® mod n.

Decrypt. To decrypt ciphertext ¢, compute
m = ¢? mod n.

Specifically, RSA is multiplicatively homomorphic, that
is,

E(M;) x E(Mz) mod n = (M;° mod n) x (Mz® mod n)
= (M; x M3)¢ mod n
= E(M; x Ms) mod n.

2.4 RSA Blinding

RSA blinding is usually used to sign a message.
details are as follows.

Blind RSA signature [17]: the author of the message
computes the product of the message and blinding factor,
ie.

The

m' = mr® mod n

and sends m’ to the signer. The signer then computes the
blinded signature s’ as:

s' = (m’)? mod n.

s’ is sent back to the author of the message, who can

then remove the blinding factor to reveal s, the valid RSA
signature of m:

s =s'(r)~! mod n.

This works because RSA keys satisfy the equation
r°® = r mod n and thus

s=s'(r)"t = (m)4r)~t = méred(r)~! = m? mod n.

Hence s is indeed the signature of m.

This process clearly shows that who adds the blind
factor can remove it. This property restricts its appli-
cation in secure a communication where the sender can
add a blind factor, but the receiver cannot remove it.
RSA blinding attack may trick the signer into decrypting
a message by blind signing another message [12]. Since
the signing process is equivalent to decrypting with the
signer’s secret key, an attacker can provide a blinded ver-
sion of a message m encrypted with the signer’s public
key, m’ for them to sign. The encrypted message would
usually be some secret information which the attacker ob-
served being sent encrypted under the signer’s public key
which the attacker wants to learn more about. When the
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attacker removes the blindness of the signed version they
will have the clear text:

m” = m/r® mod n = (m®(modn) - 7°)(modn)

= (mr)® mod n.

where m’ is the encrypted version of the message.
When the message is signed, the cleartext m is easily ex-
tracted:

!

s’ = (m")% mod n = ((mr)¢ mod n)? mod n

= mr° mod n

=m -r mod n,

since
ed =1 mod ¢(n).

Note that ¢(n) refers to Euler’s totient function. The
message is now easily obtained.

! mod n=mr-r~' mod n = m mod n.

m=s"-r
This attack works not only for signing the result of a
cryptographic hash function applied to the message but
also for signing the message itself.

2.5 Security

Semantic security [6,53] is an important index to measure
the security of public key cryptosystem, and it means that
an adversary cannot obtain any message about plaintexts.
Generally, semantic security of an encryption scheme is
characterized by an indistinguishable game, which is also
called IND game. IND game is a kind of mental ex-
periment, which has two participants. One is called
challenger(B), and the other is called adversary(A). The
IND game of public key cryptosystem is called the IND-
CPA game under the chosen plaintext attack, which is
defined as follows.

1) Initialization. A challenger generates the encryption
system &, and A gets the public key Kp,, of the
system, which can be used to encrypt any plaintext;

2) Challenge. A chooses two same long plaintexts mq
and m;. The challenger randomly chooses b € {0,1}
to encrypt ¢* = Encg,,, (mp), then send ¢* to A.

3) Guess. A outputs a guess b’ € {0,1} of b. If b =¥,
then output 1(A wins the game); otherwise output
0.

Assume Advﬁt?cﬁu “(\) is the advantage of A winning

ind—cpa

Game AE
that

(M). If there is a negligible function §, such

: : 1
AduE P () = [PriGamels ™ (3) = 1] - 5| < 6V,

then the scheme £ is indistinguishably secure under the
chosen plaintext attack, which means that the scheme is
semantically secure.

3 Probabilistic RSA Encryption
Algorithm

In this section, we modify the deterministic RSA encryp-
tion algorithm to a probabilistic RSA encryption algo-
rithm by adding a random number into a ciphertext.
The improved algorithm is still homomorphic, and it has
higher security, which makes it more powerful in address-
ing many cryptography and information security prob-
lems.

3.1 Probabilistic RSA with Homomor-
phism

KeyGen.

1) Choose two large prime numbers p and g;

2) Compute n =p x g and ¢(n) = (p— 1)(¢ — 1),
where ¢(n) is the value of Euler toient function
of n;

3) Choose an integer e such that 1 < e < ¢(n) and
ng(‘p(n)v 6) =1
4) Compute d such that d x e =1 mod ¢(n);

5) The public key is (e,n), and the private key is
(d,n).

Encrypt. To encrypt a message m, choose a random
number r(0 < r < n), and compute

c=(c1,c2) = (M""° mod n,m" mod n).

Decrypt. To decrypt ciphertext ¢, compute

m = Cld . Cgid

* mod n.

Generally, » € Z*, but r is selected by an encryption
party, who does not know the factorization of n. Thus
the encryption party can only select r € Z,,. However, the
analysis shows that the probability of r ¢ Z* is negligible.
Thus the encryption party just selects r € Z,,. Moreover,
d? can be processed before decryption, which will improve
the efficiency of decryption.

3.2 Scheme Analyses

Correctness analysis. The encryption is to compute

+

¢ = (¢1,c2) = (M€ mod n,m" mod n).

Decryption is to compute

m = cld . CQ_d

* mod n.

It is known by the decryption formula that obtaining
the inverse of c5 is the key of correctness proof. Prob-
ability of that the inverse of ¢ exists is not 100%, but
the probability of that the inverse of ¢, does not exist
is negligible. The reason is as follows [38].



Fact 1. Let a € Z,,. Then a is invertible if and only
if ged(a,n) = 1.

Fact 2. (Euler’s theorem)Let n > 2 be an integer.
If a € Z, then a®™ = 1(modn).

This means that if the inverse of (a modn) ex-
ists, then (a®™~1 modn) is the inverse, because
a-a®™~1 modn = a®™ modn = 1.

In our scheme, no matter how to choose r and e,
co = m"™ modn € Z,, the elements in Z, are all
invertible except multiples of p or multiples of ¢, be-
cause ged(up,n) = p and ged(vg, n) = ¢, where v and
v are integers. Then we will analyse the probability
that co has no inverse in the following. As mentioned
above, up and vg have no inverse in Z,,. The number
of up is ¢ — 1, and the number of vg is p — 1. For
example, when n = p x ¢ = 5 x 7 = 35, the number
of up is 6(5, 10, 15, 20, 25, 30), and the number of vg
is 4(7, 14, 21, 28). These numbers(5, 10, 15, 20, 25,
30, 7, 14, 21, 28) have not inverse. Suppose that the
bits of p is approximately equal to the bits of ¢, then
the number of up and vq is approximately equal to
2(p — 1). Thus the ratio of 2(p — 1) to n — 1 is the
probability that ¢ has no inverse, that is,

2(p—1) 2
n—1 " q°

Generally, because we need to ensure n is difficult
to factorize, we must set the bits of p approximately
equal to the bits of ¢ and (p > 2384) A (¢ > 2384).
Thus the probability that co has no inverse is less
than 55 = 27383, Therefore the probability is neg-
ligible. Thus ¢ has inverse, and it can be obtained

n)—1
(c5™

by computing mod n), or by following;:

m 9% mod n
mred® modn
(m"™*xm*) modn _ m"™¥xm mod n

(m™)edmodn — (m'¥) modn = m mod n.

D(c) =c¢- =% mod n =

In conclusion, congruence expressions are not valid to
division in the absence of inverses. However, ¢, has
inverse in our scheme, so congruence expressions are
valid to division, that is, both sides of the congruence
expression are divisible. This kind of usage can also
be seen in the Ref.[6], so it can be seen that congru-
ence expressions are valid to division in the case of
the inverse existing. This completes the proof of the
correctness analysis.

Homomorphism analysis. The RSA probabilistic en-

cryption algorithm keeps multiplicative homomor-
phism. The specific property is described as follows.

Evaluation. For given ciphertexts E(M;) and E(M,),

compute
v=E(M;) x E(Ms) mod n
= (M, M) x (My>T¢, M3>¢) mod n
= (M7 M3? (M1 M>3)® mod n, (M M3?)° mod n)

= (c1,¢2).
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Decrypting v can obtain:

D(v) = ot 627‘12 mod n
[M]* M3?(M; M)€]¢ mod n
(M7 M3?)¢]%* mod n

MMy (M Mb)*d mod n
(M MEd)ed mod n
MMy My Ms mod n
B MM mod n
= M; M5 mod n.

Therefore the RSA variant is multiplicatively homo-
morphic, that is,

E(M;) x E(M3) mod n = E(M; x M) mod n.

Security analysis. About the security of this scheme,
we have the following theorem [39, 40].

Theorem 1. If the RSA problem is difficult, then £ has
IND-CPA security, that is, the scheme is semantically se-
cure. Assume E(Gen, Enc, Dec) is RSA variant. A is a
polynomial time algorithm that attacks £, and the advan-
tage of A winning IND-CPA game is . We can construct
an algorithm B that can use A to solve the RSA problem.

Proof. The challenger(B) of the RSA problem works as
follows.

1) Inputs A\. Runs GenRSA()) and obtains (n,e,d).
The public key is (n, ), and the private key is (n, d);

2) Sends system parameter A and the public key (n,e)
to A;

3) Obtains My and M of A,
4) Randomly selects b € {0, 1};

5) Assumes C* = (T3M° ! mod n,T§ mod n) and
sends C* to A;

6) Supposes that b’ € {0,1} is the guess of A;

7) Outputs s'(If b = V', then s’ = 0; if b # ¥, then
s =1).

O

The probability of B winning RSA security game can be
solved by Bayes formula as follows:

Pr[s = 4]

= Pr[s =0]Pr[s = §'|s = 0] + Pr[s = 1|Pr[s = §'|s = 1]
1 1

= §PT[8/ =0[s=0]+ iPr[s’ =1ls=1]

1 1
= iPr[b =b|s=0] + §Pr[b #b]s=1].
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When s’ = 0, B sets T = (T1,T2) = (M"! mod
n, M" mod n). At this point, the view of B submitted
to A is indistinguishable from the view of A attacking &
in the IND-CPA game. Therefore when s’ = 0, the prob-
ability of b = b’ is equal to the probability of A winning
the IND-CPA game, that is,

Pr[bzb’|520]=%—|—§. (2)
When s’ = 1, B sets T = Ry = (R1,R2). Because
R, is uniformly distributed over Z,, we can obtain that
(Ry M~ mod n, RS mod n) is uniformly distributed over
(Zr,Z¥), which is independent of n, My, M; and b.
(R M~ mod n) and (RS mod n) are independent of M,
My and b. Therefore K p,; and ciphertext C* do not re-
veal any information about b, and guess b’ outputed by
A must be independent of b. Because the probability of
b =0 and b =1 are both 1/2, we can obtain

Prib+£b]s = 1] = % 3)

By Equations (1), (2) and (3), we can obtain
1

1 1 1
P =351==(= Zx =
s =s]=5(+6+35 5
1 1
=3 + 55.
Therefore the advantage of B winning the game is

1, 1 1. 1 ¢
Fl=G+39-5=5

Pris = s/ —
|Prls = 5] 27287373

We are aware of that B can only win the game with
negligible advantage, so £/2 is negligible, which implies &
is also negligible. Therefore A can only win the IND-CPA
game with the negligible advantage &.

Thus, using this scheme to encrypt any two same long
plaintexts My and M, the correspongding ciphertexts Cy

and C; are indistinguishable, that is, Cy = Cy.

4 Efficient Probabilistic RSA with
Homomorphism

In Section 3, we modify the deterministic RSA encryption
algorithm to a probabilistic RSA encryption algorithm,
and maintain the homomorphism. However, encryption
efficiency is reduced, so we introduce another variant. The
new variant not only keeps homomorphism and semantic
security but also greatly improves the efficiency of encryp-
tion.

4.1 Efficient Probabilistic RSA with Ho-
momorphism

KeyGen.

1) Choose two large prime numbers p and g;

2) Compute n =p x g and p(n) = (p— 1)(¢ — 1),
where ¢(n) is the value of Euler toient function
of n;

3) Choose an integer e such that 1 < e < ¢(n) and
ged(p(n), e) = 1;
4) Compute d such that d x e =1 mod ¢(n);

5) The public key is (e,n), and the private key is
(d,n).

Encrypt. To encrypt a message m, choose a random
number r(0 < r < n), and compute

¢ = (c1,¢2) = (r® mod n,rm® mod n).
Decrypt. To decrypt ciphertext ¢, compute
M = (cac1 =% mod n.
4.2 Scheme Analyses
Correctness analysis. The encryption is to compute
E(M) = (c1,¢2) = (r€ mod n, rm® mod n).
Decryption is to compute
c1?mod n = (r)°? mod n = r mod n
and

(22)% mod n = m mod n.

Homomorphism analysis. The efficient RSA proba-
bilistic encryption algorithm keeps multiplicative ho-
momorphism. The specific property is described as
follows.

Evaluation. For given ciphertexts E(M;) and E(Ma),
compute

&

M) x E(M3) mod n

(1€, 71 M) x (r2%, 2 M2°) mod n
= ((rire)®, rira (M1 M2)®) mod n

= E(M; x M3) mod n.

Therefore the RSA variant is multiplicatively homo-
morphic.

Security analysis. The proof method [41] is similar to
the proof of Theorem 1, and we omit it here.
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5 Applications

5.1 Probabilistic
Scheme

Digital Signature

The rapid development of Internet, Internet of things
and car networking animate booming development of e-
commerce of the world. Using handwritten signatures
will greatly reduce transaction efficiency of e-commerce,
so more and more people want to replace handwritten
signatures with fast and convenient digital signature for
signing the agreement in real life to improve the trade
efficiency Moreover, digital signature not only ensure the
security and accuracy of data transmission, but also con-
firm the identity of both parties. Therefore the appli-
cations of digital signature are increasingly wide [42, 43],
and the research of digital signature is meaningful. In this
paper, we improve the security of the signature by intro-
ducing a random number, which is sufficient to resist the
homomorphic attack. The specific signature scheme is as
follows.

Sign: 1) Suppose that the message is m;
2) Generate signature S; = m"+¢ mod n;
3) Generate signature Sy = m"? mod n;

4) Output (m, Sy, S2).
1) Obtain (m, S1, S2);

Compute h; = S1° mod n;

)

) Compute hy = 5262 mod n;

4) Compute h' = (hy, hy) = hihy ™
)

Compare whether m = h’. If m = I/, then
accept the signature; otherwise reject the signa-
ture.

Correctness analysis. The signature process is:

r+

s = (s1,82) = (m"t9 mod n,m"* mod n).

Verifying s can obtain:

s1° mod n
> =
s2¢” mod n mod n
re
m”°Xm mod n
m”¢ mod n

— mFDe modn — (M7 xm?®) mod n
2 — (mv‘e)de mod n

mrde

= m mod n.

5.2 Homomorphism Attack

Homomorphic attack refers to that a malicious attacker
uses homomorphism to forge a new signature in order to
achieve attacks. The deterministic RSA signature algo-
rithm cannot resist homomorphism attack. It mainly has
the following two attacks:

1) If the attacker knows the messages M; and Ma, and
the corresponding signatures S7 and Sz, then the at-
tacker can forge signature S = (M; x Mz)? mod n
of message M = (M; x Ms) mod n, because S =
(S1 x So)modn = (M{ x M$)modn = (M; x
M3)? mod n;

2) If the attacker knows the messages M; and Mo, and
the corresponding signatures S; and Sy, then the at-
tacker can forge signature S = (M{ x M%)% mod n
of message M = (M{ x M%) mod n, where a and
b are positive integers, because S = S¢.5% mod n =
(MH)e x (Mg)® mod n = (M{M2)¢ mod n.

If M is a valuable piece of information, then the signa-
ture of M will be very important, and it is very dan-
gerous for a malicious attacker to hold such an impor-
tant signature. In order to resist the above two attacks,
this paper proposes a new probabilistic signature scheme
based on the first RSA variant. Because it is the applica-
tion part, this paper just does an intuitive analysis here.
Suppose that the attacker knows the two messages M,
and M, and the corresponding signatures S and S’. If
an attacker can forge the signatures S* = (S7,53) =
((MyMy)™+4 (M;My)™) of M;M, by multiplicatively
transforming S = (S1,8) = (M*™, M*?) and §" =
(871,8"y) = (M™% M3>?), then the scheme cannot re-
sist homomorphism attack. However, we can only obtain
S x S modn = ((MyM)dM]* M3?, (M{* My?)?) mod n
by multiplicative transformation, that is, the forged sig-
natures cannot be verified. Therefore our signature algo-
rithm can resist homomorphism attack.

With the RSA-blinding, a message provider can add a
blind factor to the message, ask the signer to blind sign
the message, and then remove the blind factor. This ap-
proach is not applicable for secure communication, be-
cause the sender can add a blind factor but the receiver
cannot remove the blind factor unless the sender send
the blind factor by a different channel. Therefore, RSA-
blinding is mainly used to obtain non-determinstic blind
signatures [1]. It cannot be used to secure a communica-~
tion, nor can it be used in general protocols such as secure
multiparty computations. Our RSA variants can be used
to sign a message, to secure a communication, or to con-
struct secure multiparty computation protocols. Using
RSA-blinding signature, a malicious attacker may lure a
signer to sign a message that hurts his benefit. Our prob-
abilistic RSA can prevent this attack because our scheme
can resist homomorphism attack.

To sum up, although the approach is not new, our con-
structions are completely new and have significant advan-
tages. our probabilistic schemes with homomorphism can
be used either to encrypt a message (to secure a com-
munication) or to sign a message, or to construct general
cryptographic protocols such as secure multiparty com-
putation protocols. RSA blinding can only be used to
make a blind signature. These are the advantages of our
scheme.

5.3 Digital Commitment Scheme

Digital commitment is an important module of cryptog-
raphy. Besides it can be widely used in constructing zero
knowledge proof protocols and coin-tossing protocols, it
also has important applications in real life, for exam-
ple, confidential bidding. In addition, digital commitment
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can be applied to electronic voting, electronic lottery and
other aspects. Therefore studying more efficient digital
commitment is of great significance. Generally, digital
commitment scheme [44-46] is divided into the following
two categories: the first is bit commitment, which means
that the commitment information is limited to 0 and 1;
the second is digital commitment, which means that the
commitment information can be numbers or strings. In
short, a digital commitment scheme is a two phase agree-
ment with two parties taken part in. The two parties
are the commitment maker and the receiver, and the two
phases are commitment phase and revealing phase. The
commitment maker achieves that the secret information
is binded to a number through this protocol. The binding
satisfies confidentiality and certainty.

However, the deterministic RSA encryption algorithm
cannot be used to construct a digital commitment scheme,
while the probabilistic RSA encryption algorithm can be
used to construct the commitment scheme. Based on the
second RSA variant, this paper proposes a non-malleable
commitment scheme based on large prime factorization
problem. The specific commitment is as follows:

KeyGen. Choose two private large primes p and ¢, and
compute n = p X q and p(n) = (p —1)(¢ — 1), where
©(n) is the Euler toient function value of n. Two
parties choose an integer e, where 1 < e < p(n) and

ged(p(n), e) = 1.

Protocol 5.3.1 Non-malleable
based on factorization.

commitment scheme

Commitment phase. The commitment maker uni-
formly selects a random number of r(0 < r < n),
and compute

c(v) = (c1,¢2) = (r° mod n, rv® mod n).

Revealing phase. The commitment maker sends r and
v to the receiver, and the receiver verifies whether
the following equation is true.

(r® mod n, rv® mod n) = (cy, c2).

If it is true, then accept the commitment; otherwise
reject the commitment.

Confidentiality analysis. In this protocol, the commit-
ment of any number is computationally indistinguish-
able from the commitment of other numbers. Assume
commitments of v and v + b respectively are

C1, 62)
7, rv° mod n)
1

c 702)

(
(
c(lv+b) = (
((r4x)%,(r 4+ x)(v + b)° mod n).

The commitment maker uniformly selects a random
number in commitment, so the commitment maker

possibly selects r or r + x. However, the receiver
cannot determine that which is the commitment of
v, and which is a commitment of v + b. Because the
above commitment values have been randomized, the
receiver does not distinguish commitments between
v and v + b.

Determinacy analysis. Because ¢c; = 7° mod n, we can
obtain that 7® mod n is deterministic when the r is
deterministic, that is, there is one-to-one correspon-
dence between c¢; and r, which means that an at-
tacker cannot forge v’ such that r’¢ mod n = r¢ mod
n. Analogously, because # mod n = v°® mod n, we

know that v¢ is also deterministic. Thus the commit-

ment scheme satisfies the requirement of certainty at
the meaning of the computational feasibility.

Non-malleability analysis. The commitment informa-
tion is ¢(v). If the attacker wants to make a commit-
ment of v+b according to ¢(v), he/she must know the
value of the v. If the attacker wants to know the value
of the v, then he/she need to factorize large number.
However the problem of factoring large numbers is
difficult, so this scheme is non-malleable.

6 Performance Analyses

6.1 Computational Complexity

In public key encryption system, the Paillier and the El-
Gamal are probabilistic encryption algorithms. Among
them, Paillier’s encryption algorithm and our two schemes
are based on the same difficult problem, namely the
factorization of large integers. ElGamal’s encryption
algorithm and our two schemes have same homomor-
phism, that is, multiplicative homomorphism. Because
the schemes of our paper are mainly based on modulus
exponentiations, we can measure the computation over-
head of the algorithms by comparing modulus exponentia-
tions. Suppose that the computation overhead of modulus
n is z, the computation overhead of modulus n? is y, the
computation overhead of modulus p is z, the computation
overhead of modulus m is h, the computation overhead of
modulus m? is k, and the computation overhead of mod-
ulus m? — 1 is t. The analysis of each scheme is shown in
Table 1. To simplify the description, we define the RSA
variant of Section 3 is PRSA 1, and the RSA variant of
Section 4 is PRSA 2.

6.2 Experiments

In this section, we present two experimental results in
terms of two RSA variants efficiency. The experimen-
tal settings are as follows, the operating system is Win-
dows 10, CPU is Inter Core i5-6600 3.30GHz, and RAM
is 8GB. We implement the schemes of this paper by using
Java language and use the Experiment 1 and Experiment
2 to test the cost of PRSA 1 and PRSA 2. Execution



International Journal of Network Security, Vol.21, No.6, PP.1042-1053, Nov. 2019 (DOI: 10.6633/IJNS.201911_21(6).18) 1050

Table 1: Comparison of all solutions

Scheme [33] | PRSA 1 | PRSA 2 | Paillier’s | ElIGamal’s
Computation | 2z +h+k+t 4z 3z 3y+z 3z
Number of keys 7 3 3 3 2
Execution Time/ms Execution Time/ms
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Figure 1: Comparison of the implementation of our two
RSA variants(m = 20)

time of the four protocols verifies the computational com-
plexity(Our implementation is not to compare the perfor-
mance of our scheme with that of other schemes, but to
show that our scheme is practical, so we did not use stan-
dard benchmark implementation [26,45,46,51]).

Experiment 1. This experiment adopts control vari-
able method. The length of n is independent vari-
able. The range of n is [512, 2048]. The confidential
datas are 20 and 2000. We implement PRSA1 and
PRSA2, and each execution time in the experiment
is the average time of 100 times encrypting and de-
crypting same plaintext. The results are shown in
Figure 1 and Figure 2.

Figure 1 and Figure 2 show that the execution time grows
as the length of the modulus increase, which has nothing
to do with the length of confidential data. This is because
that the execution time of the other operations is negli-
gible compared with the execution time of the modulus
exponentiations. In addition, the

modulus exponentiation operation is also uncertain.
After modulus exponentiation operation, a small num-
ber may become a large number, and a large number may
become a small number. Thus the length of confiden-
tial data does not affect the efficiency of the algorithm.
The results show that the execution time of PRSA 1 is
much larger than that of PRSA 2 under the condition of
the limited length of confidential data, because modulus
exponentiations of PRSA 1 is more than that of PRSA 2.
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Figure 2: Comparison of the implementation of our two
RSA variants(m = 2000)

Experiment 2. This experiment adopts control vari-
able method. The length of n is independent vari-
able. The range of n is [512, 2048]. The confidential
datas are 20 and 2000. We implement the Paillier,
PRSA1, the ElGamal and PRSA2, and each execu-
tion time in the experiment is the average time of
100 times encrypting and decrypting same plaintext.
The results are shown in Table 2.

The experimental datas show that the execution time
of Paillier algorithm is much larger than that of PRSA
1 and PRSA 2, because the calculation of modulus n?
of Paillier is more than the calculation of modulus n of
PRSA 1 and PRSA 2. It can be seen that PRSA 2 is the
most efficient.

7 Conclusion

RSA algorithm is of practical significances in information
security, and it also has wide applications in public key
cryptography. RSA algorithm can serve as the basic mod-
ule of many cryptographic protocols, and it can be even
widely used to guarantee secrecy communications, and
confidentiality of the Internet, the Internet of things, and
car networking business. In order to improve the secu-
rity of RSA encryption algorithm and extend its appli-
cations, this paper modifies it to probabilistic encryption
algorithms with semantic security. The RSA variants can
resist homomorphic attack, which can be used for prob-
abilistic encryptions, probabilistic signatures and digital



International Journal of Network Security, Vol.21, No.6, PP.1042-1053, Nov. 2019 (DOI: 10.6633/IJNS.201911-21(6).18) 1051

Table 2: Comparison of all solutions

Performance Paillier’s | PRSA 1 | ElGamal’s | PRSA 2
Alice(ms) 103 87 21 18
Number of keysBob(ms) 138 129 11 9
Total(ms) 241 216 32 27
commitments. Moreover, the variants can be widely used [10] T. Elgamal, “A public key cryptosystem and a signa-

in designing various security protocols and it also provides
a new and effective tool for designing cryptographic pro-
tocols. Theoretical analyses and experiments show that
the algorithms are secure and efficient.
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