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Abstract

Security of wireless nodes are a major concern in mobile
ad hoc networks (MANETs). In this paper, we propose
a scheme for detecting and blocking malicious nodes in
MANETs. Our proposed scheme relies on specially de-
ployed nodes called FBS nodes to continuously monitor
the behaviour of the network nodes. When an FBS node
detects a node that exhibits suspicious behaviour, it de-
clares that node as a black hole node. Afterwards, all data
and control messages from that node will be discarded.
Experiment results show that the proposed scheme can
reduce the number of packets dropped by malicious nodes
with a low false positive rate.

Keywords: AODV; Blackhole Node; FBS Nodes; Mobile
Ad Hoc Network; Throughput

1 Introduction

MANET is a class of wireless networks in which nodes
don’t rely on a centralised infrastructure to communicate
with each other. When nodes lie within the transmission
range of each other, they can communicate directly. Oth-
erwise, nodes will rely on the help of other intermediate
nodes to realise communication, thus forming a multi-hop
communication paradigm. In MANET nodes are indepen-
dent, can connect anytime and anywhere in the network.
Meanwhile, nodes have limited memory, limited energy
power, and limited bandwidth. There is no fixed archi-
tecture, so nodes act as host well as a router to transfer
the data packets to the destination node. Due to the
mobility of the nodes, continuous change occurs in the
topology. Nodes communicate with each other with differ-
ent routing protocols to perform the networking function
to transmit the data packets from source to destination

node [12, 21, 30]. MANET possess various characteristics
such as dynamic topology, the absence of central control,
shared media, etc. MANET can be used in special envi-
ronments such as emergency operation, battlefields and
rescue operations where the rapid deployment of a wired
network is difficult.

MANET have various malicious threat such as denial-
of-service (DoS) [6, 18, 22]. One type of DoS attacks can
be realized in MANETS in which a malicious node pro-
vides false routing information during the route finding
process to mislead the source node to select an active
route to the destination that includes the malicious node
so that packet drop behaviour would occur [2, 8, 23]. A
DoS attack of this kind is called a black hole attack in
which a malicious node drops all the data packets that
pass through it. Before data transmission, when a source
node wants to send data packets to a destination node,
the source node would first check its routing table for
any fresh routes heading to destinations node. If no such
routes exist, the source node will broadcast an RREQ
packet in the network to search for an optimal path. All
intermediate nodes, upon receiving the RREQ packet,
checks their routing tables for a fresh route to the des-
tination. If no such routes exist, they would further send
the RREQ packets to their neighbours that incorporate a
hop count number and a destination sequence number in
the RREQ packet. Eventually, after receiving the RREQ
packet, the destination node sends an RREP packet back
to the source node through intermediate nodes that have
a fresh route to the destination node.

The choice of an RREP packet by the source node
heavily depends on the destination sequence number con-
tained in the packet. If the destination sequence num-
ber in an RREP packet is high, the RREP is considered
to be optimal. A black hole node always replies to the
source node with a very high fabricated destination se-
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quence number to distract the source node by choosing
the route that includes the black hole node as the fresh
path to the destination. Then the black hole node drops
all the packets that it gets [4, 10, 20]. Black hole attacks
can be launched by a single node or through collabora-
tion. In a single-node black hole attack, only one mali-
cious node is involved, whereas, in a collaborative black
hole attack, two or more black hole nodes work in collab-
oration to disrupt the normal operation of the network.
In collaborative black hole attack, two malicious nodes
collaborate to commit malicious activities [14,27,29].

Many approaches have been proposed in recent years
for the detection of collaborative black hole attacks. But
few have provided improved results [11, 28]. Although
some proposed techniques, such as location-based, trust-
based, acknowledgement-based, fuzzy logic and sequence
number based, can detect black hole attacks [9,13,17,24,
25], they exhibit the following drawbacks:

• Unable to detect multi-node black hole attacks;

• Unable to detect collaborative black hole attacks;

• High routing overhead and delay;

• Unable to handle the mobility of the nodes.

This paper proposes an improved solution called FBS
that can find and isolate collaborative black hole nodes
in MANETs. The proposed FBS scheme relies on mon-
itoring nodes that are specially deployed in the network
to detect malicious nodes. When a node exhibits any am-
biguous behaviour, the monitoring nodes will suspect it
to be a malicious node. The, an alert message is broad-
cast through the network notifying all other nodes about
the identity of the malicious node. The proposed FBS
scheme has the following advantages and characteristics:

• Monitoring nodes are deployed to cover the entire
network and continuously exchange information with
each other to cope with the issues of node mobility.

• FBS provides an efficient way of detecting and block-
ing single and collaborative black hole nodes by in-
corporating an investigation table.

• FBS improves network performance in the following
aspects: Very low false positive rate, high through-
put, packet delivery ratio, minimum routing over-
head and lower average delay, as compared to existing
schemes.

• FBS nodes don’t take part in the normal routing pro-
cess, resulting in higher computation and energy ef-
ficiency.

The rest of this paper is organized as follows. Section 2
explains the recent approaches related to the field of inter-
est. Section 3 describes the proposed scheme and explains
its functionalities and algorithms. Section 4 presents de-
tailed experimental results. Finally, Sections 5 concludes
the paper.

2 Related Works

Jhaveri et al. proposed an approach based on the highest
threshold value of sequence number to isolate the mali-
cious node [13]. The sequence number based detection
scheme (SNBDS) includes three different modes of mali-
cious attacks and have different false routing and selec-
tive packet drop attack methods. During routing, the
threshold value for the sequence number is calculated at
each node. If the difference between the destination se-
quence numbers in the RREP packet of a particular node
is greater than the threshold value of the sequence num-
ber, the node is declared as suspicious. A bait request
packet (RREQ) with a nonexistent destination address
and the destination sequence number is then sent to the
suspicious node to confirm its status. If it replies, it is de-
clared as a malicious node. The detection mechanism in
this scheme heavily depends upon the bait request. Thus,
if the node doesn’t respond to the bait request, this mech-
anism would fail. A lot of control packets are generated
in this approach to detect malicious nodes.

Vishvas et al. proposed an algorithm to detect a ma-
licious node based on its trust and energy status [16].
The trust value and energy status of a node are used to
identify the behaviour of a node. Initially, all the nodes
are assigned a trust value of 0.5. A node trust value in-
creases gradually from 0.5 to 1 depending on its packet
forwarding behaviour. Energy model calculates the en-
ergy of every node in the network as it is assumed that
nodes that have high energy values don’t participate in
the network by not forwarding any kind of data packets
further. So, whenever the source node wants to send data
packets to the destination node, it only chooses the nodes
that have a high value of trust and an energy level that
is not greater than a set threshold. The nodes have low
trust values, and high energy values are considered as ma-
licious nodes. Due to the dynamic nature of MANETs,
some nodes may drop a certain amount of packets because
of frequent link breakages, so this mechanism has a high
false positive aspect.

Abdelhaq et al. proposed the local intrusion detection
(LID)-AODV mechanism to find the black hole attack in
MANETs [1]. Whenever any node sends RREP packet
back to the source node, an intermediate node along the
path gets the RREP packet and sends further route re-
quest FREQ to the next hop node (NHN) of the send-
ing node. After getting the further route reply FRREP
from the NHN node, the intermediate node along the path
checks to see whether the NHN node has a valid route
to the destination. If it has a valid route, then a node
sending the RREP is considered as a normal node. Oth-
erwise, it is a black hole node. The scheme completely
fails in the collaborative black hole scenario, where one
black hole node behaves as genuine and forwards all the
data packets to other collaborative nodes.

Dorri proposed a method to eliminate collaborative
malicious nodes from the network by incorporating ex-
tended data routing information (EDRI) tables in the
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AODV routing protocol [7]. Each EDRI table contains
three fields, i.e., FROM (the number of packets received
form NHN node), THROUGH (the number of packets
sent through the NHN node) and BHN (the black hole
node status). Every node maintains the EDRI list to
update the status of NHN node. Whenever the source
node receives an RREP packet, it checks the EDRI ta-
ble of each node. If the difference between FROM and
THROUGH values exceeds a certain threshold, then the
node is considered as a black hole node. A dummy data
control packet is further sent to the suspected node to con-
firm its status. A black hole node will drop the packet, so
its status will be confirmed as normal. To avoid false pos-
itive rates, every node maintains an extra table to identify
the malicious node and sends extra control packet which
increases the routing overhead and end to end delay fac-
tors.

Kollati et al. proposed an algorithm by integrating In-
tegrated Bloom Filter into watchdog algorithm for the de-
tection of the malicious node [15]. A certificate authority
(CA) is used in this approach to identify the malicious be-
haviour of a node by key generation and verification with
hashing techniques. During packet forwarding, when a
node forwards a data packet, it also embeds a hash value
into it. If the hash value between two nodes is not the
same, a node is considered as a black hole node as it drops
a certain amount of packets. The black hole list is then
updated by the CA and the identity of the black hole node
is shared in the network so that any kind of transaction
is avoided in the future. Extra computation and end to
end delay are involved during routing. The obvious mo-
bility conditions can make a node drop some amount of
packets, resulting in different hash values, causing a high
false positive rate in his approach.

Nissar et al. proposed an authentication based scheme
to secure MANET using AODV routing protocol against
routing attacks [19]. This scheme works in two phases, i.e.
secure route request phase and secure route reply phase.
In the scheme, it is assumed that all the nodes share their
public keys with other nodes so that digital certificates
can update a repository of nodes. During the first phase,
the source node sends the RREQ message in the network
by embedding its digital signature. When an intermediate
node receives the RREQ packet, it checks the signature
in it and, only after verification is successful, does it send
further the RREQ by embedding its signature. Other-
wise, the RREQ is considered as malicious. During the
second phase, when an intermediate node having a fresh
route or destination itself sends back RREP, it embeds
its private key into the RREP packet. All the intermedi-
ate nodes in the reverse path authenticate the key by the
sender. If the pattern is correct, it is further sent back to
reverse path, else dropped as considered by the malicious
node. A high end to end delay is present in this approach

Saluvala et al. proposed a technique that provides an
authentication mechanism for every node in the network
participating during routing in MANETs [3]. Each node
in the network, before broadcasting RREQ further, adds

1’s complement of its IP address. The receiving node
authenticates the RREQ packet of its source by adding
the appended one’s compliment and source IP address
to it to get all ones. For any node not aware of ones
compliment of its IP address, all the packets from the
node are dropped.

Baqer et al. proposed a secure trust-based approach
based on the safety status of an RREP packet during
routing [5]. Each node in the network maintains two ta-
bles, i.e., trust level and malicious node tables. Initially,
every node is considered as a trusted node in the network.
When an intermediate node in the network receives an
RRRP packet, the malicious table is inquired to check
if the identity of the RREP packet is already listed as a
black hole node. If it is, the RREP packet is dropped.
Otherwise, a security procedure is adopted based on the
destination sequence number of the node. If the node
provides a fabricated destination sequence number that
exceeds the threshold value, the trust value of the node is
decremented and updated in the list. All the nodes hav-
ing trust values below one are considered as black hole
nodes and included in the malicious node list table.

Thanuja et al. proposed a method to avoid collabo-
rative black hole attack by using data routing informa-
tion (DRI) table [26]. Each node maintains a DRI ta-
ble to update the information of packet forwarding of its
NHN node. When the source node gets an RREP packet
from an intermediate node, it checks the DRI table of
that node to judge the number of packets is received and
then forwarded. If the difference between FROM and
’THROUGH’ fields exceeds the set threshold, then the
node is considered as a black hole node. Furthermore,
a FREQ packet is sent to the malicious nodes NHN to
identify the identity of any collaborative black hole node.
If the NHN’s difference also exceeds the threshold and it
doesn’t contain any valid route towards the destination,
then the nodes are considered as being working in collab-
oration. An alert packet is then broadcast in the network
by the source node with the identities of the malicious
nodes.

The proposed FBS scheme is different from the above
existing approaches. In this scheme, we don’t use beacon
messages, bait requests or extra packets to check whether
a route is safe. Due to extra routing overhead and delays
in the network, some of the existing solutions don’t detect
collaborative black hole nodes, whereas the FBS scheme
can detect collaborative black hole nodes with a very low
false positive rate. Moreover, the detection rate of black
hole nodes of the proposed scheme is high as compared to
the other approaches.

3 The Proposed Finding and
Blocking Scheme

The proposed finding and blocking scheme (FBS) relies on
the statistical investigation. When a source node wishes
to communicate with a destination node, it broadcasts
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Figure 1: Flowchart of the proposed FBS scheme

RREQ packets in the network. After getting the RREQ
packet, the RREP packet is sent back to the source node
by an intermediate node having a fresh route to the des-
tination or the destination node itself. In this process,
whenever a black hole node gets the RREQ packet, it
doesn’t forward the RREQ further but sends back the
RREP with the highest fake destination sequence number
to distract the source node. Whereas in the collaborative
attack, some of the RREQ packets are sent by a black
hole node to its collaborator. The main intention of black
hole nodes not forwarding RREQ is to drop all data pack-
ets during the communication process. To cope with this
problem, special FBS nodes are employed in FBS which
continuously monitors every node in the network in terms
of the number of RREQ packets it forwards.

There are two types of nodes in the network. Regular
nodes are the normal intermediate nodes which send data
to other nodes to exchange the information between each
other. Each node maintains a block table in which the
identity of the malicious node is saved, broadcast by FBS
node as shown in Table 1. All the packets coming from the
malicious nodes are then blocked by regular nodes. FBS
nodes are the nodes which detect the black hole nodes by
some process running on them. Each FBS node maintains
an investigation table according to which the decision is
made about the status of the node as shown in Table 2.

The node position field describes whether the node is
currently in the range of the FBS node. The nodes that

move out of the range of the FBS node (i.e., whose RREQs
cannot be detected by the FBS node) are set as inac-
tive. According to Table 2, nodes 44 and 32 are active,
whereas node 42 is inactive. The RREQ counting field
shows that the neighbouring nodes 44, 32, and 42 have
broadcast 5, 5 and 6 RREQs, respectively. The Ambigu-
ous Value field in the investigation table represents the
current ambiguous value of the respective node as calcu-
lated by the FBS node. The Blackhole Alert and Black-
hole Confirmed fields show that this or any other FBS
node has broadcast an Alert or Block message against
the malicious node. The Alert and Block messages are
shown in Table 3 and Table 4, respectively. According to
the table, only node 42 is declared as a black hole alert,
whereas no node is yet announced as a black hole. The
primary objective of the FBS nodes is to detect the ma-
licious behaviour of nodes in the network.

The proposed scheme performs the following four tasks:

Maximum request count. At any point when the
RREQ count of an individual node reaches the max-
imum request count, FBS node starts calculating
the ambiguous value in the investigation table for
each node. Maximum request count is calculated to
find any black hole node which is not forwarding the
RREQ to neighbour nodes.

Minimum request count. During ambiguous value
calculation, if an FBS node finds a node with RREQ
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Table 1: FBS investigation table

Node Posi-
tion

Node ID RREQ
Counting

Ambigious
Value

Black Hole
Alert

Black Hole
Confirmed

Active 44 5 0 No No
Active 32 5 0 No No
Inactive 42 6 3 Yes No

Table 2: Block message

Malevolent
Node

FBS Broad-
caster Node

51 54

Table 3: Alert message

Malevolent
Node

FBS Broad-
caster Node

52 53

Table 4: Block table

Malevolent
Node ID

FBS Node

51 & 52 54

counts less than minimum request count but posi-
tions as active, the ambiguous value id is incremented
for that node.

Minimum risk. At any point when the node’s ambigu-
ous value is equivalent to minimum risk, an FBS node
broadcasts an alert message through the network to
notify other FBS nodes. This value is set to half of
the maximum risk.

Maximum risk. At any point when the node’s ambigu-
ous value is equivalent to maximum risk, an FBS
node broadcasts a block message through the net-
work to inform other FBS and regular nodes about
the identity of the malicious node.

The following parameters of the FBS node are used for dif-
ferent purposes: Route request count, Ambiguous value,
Alert message, and Block message.

Route request count. When an FBS node receives an
RREQ packet, it starts counting the RREQs. Each
FBS node maintains it’s neighbours record in the in-
vestigation table. Firstly, it checks whether RREQ
sent by a node is already present in the table. If not,
it would insert the identity of the fresh entry into the
table, and the node position is set as an active node,
RREQ Counting to 1, ambiguous value to 0 and black
hole alert and black hole confirmed value to NO. If
the broadcasting node ID is already in the investi-
gation table, the FBS node will check the black hole
confirmed status of the node. If it is yes, then the
node is already declared as a black hole, and there
is no need to further do any processing. If the black
hole confirmed field is NO, then it checks the node
position filed in the investigation table and changes
it to active if it is inactive. Also, the RREQ count
is incremented by one. When the newly obtained
value is less than the maximum request count, the
process terminates. However, if the value is equal to
the maximum request count, the FBS node will start
calculating the ambiguous value process. Following is
the algorithm for the route request count PROCESS.

Ambiguous value. Ambiguous value is very important
in identifying black hole nodes. Ambiguous value
process checks all the nodes in the investigation ta-
ble whose status is active. If the RREQ value of a
node is less than the minimum request count, the am-
biguous value of that node is incremented. After the
increment, if it is equal to minimum risk value and
black hole field is NO, the FBS will broadcast an
alert message through the network, which includes
malicious node ID and its ID, and change the black
hole confirmed field of that node to YES. This pro-
cess continues until all the remaining nodes status
is saved in the investigation table. If the new am-
biguous value is equal to maximum risk value and
black hole confirmation is NO, then a block message
is forwarded by the FBS node, which will change the
status of black hole confirmation to YES. To reduce
the false positive rate (FPR), if a node that has am-
biguous value more than zero and acts as a regular
node, i.e. RREQ forwarded is more than minimum
request count, its ambiguous value is decremented,
which will decrease the chance of a regular node be-
ing declared as a black hole node.

Alert message. When the ambiguous value reaches the
minimum risk value, FBS node will send an alert mes-
sage if it is not previously sent. When this message
is received by any regular node, it ignores the mes-
sage. However, when the FBS node receives an alert
message, it finds the malevolent node ID (contained
in the alert message) into its investigation table. If
the ID is not found, a new entry is created for it,
and the ambiguous value is set to the minimum risk
value, and the black hole alert is set to YES. The
FBS node again broadcasts the alert message. If the
investigation table already holds the malevolent node
ID, then the black hole alert field is checked. If this
field is YES, it indicates that FBS already broadcast
the alert message and the process is terminated. If
the alert field is NO, then the ambiguous value of
the malevolent node is fixed to the minimum risk,
and black hole alert is fixed as YES. The purpose of
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the alert message is to inform other FBS nodes of the
black hole node in the network. Due to the mobility
of nodes in MANETs, nodes change their location
from one position to another frequently. To cope
with this mobility issue, each FBS node shares the
information about that node with other FBS nodes,
and they are deployed in such a way that they can
reach each other. So, if a node changes its location,
another FBS node has already had the information
of that particular node. Therefore, it can be easily
detected wherever it is in the network.

Block message. When the ambiguous value of a node
reaches the maximum risk, the FBS node sends a
block message (if not previously sent). When a block
message is received from FBS node by a regular node,
the malevolent ID and broadcaster FBS nodes ID is
inserted in the block table by a regular node if they
are not added yet.

Meanwhile, when an FBS node receives a block message,
it will check the malevolent node ID in its investigation
table. If ID doesn’t exist in the investigation table, a new
entry is inserted in the table and the ambiguous value
set to the maximum risk value and black hole alert and
confirmation fields set to YES. The FBS node then re-
broadcasts the block message. If the malicious node ID is
already present in the investigation table, its black hole
confirmed field is checked. If the black hole confirmed
field value is YES, then it means that the FBS node has
already broadcast the block message for that malicious
node and the process terminates. If black hole confirmed
field is NO, then the malevolent nodes ambiguous value is
set to the maximum risk value, black hole alert and confir-
mation are set to YES and block message is rebroadcast.
The purpose of the block message is to inform the normal
and FBS nodes in the network of the black hole attack and
to spread the message throughout the network with the
help of FBS nodes since normal nodes don’t participate in
broadcasting the block message. The FBS nodes ID is in-
cluded in the alert message for authentication. Figure 1 is
the flow chart of the proposed FBS scheme. When a FBS
node receives any message, first it checks to see if the re-
ceived message is a block message. If it is a block message,
the FBS node will check its black hole confirmed value in
the investigation table. If not, the FBS node will count
RREQ packets of neighbour nodes. If the black hole con-
firmed value is YES, the FBS node then broadcasts the
block message. Otherwise, the process terminates.

Meanwhile, if the RREQ is equal to Max RREQ, then
the FBS node calculates its ambiguous value. If the am-
biguous value is equal to minimum risk, then the FBS
node checks its black hole alert value. If black hole alert
value is ”YES”, then it broadcasts the alert message if
the value is ”NO”, then it checks its ambiguous value. If
the ambiguous value is equal to or greater than the maxi-
mum risk, then it broadcasts a block message. Otherwise,
it broadcasts an alert message and terminates the process.

Table 5: Simulation parameters

Parameter Value
Network Simulator NS-2(ver.2.34)
Dimension 1000?1000 m
Regular nodes 200
FBS nodes 9 (fixed)
Mobility model The random walk

mobility model
Simulation time 1000 s
Traffic type CBR/UDP
Packet size 512 bytes
Mobility speed 0.5-01m/s
Pause time 5-20 s

4 Experiment and Analysis

NS-2 (ver.2.34) was utilized for network simulation to
evaluate the performance of the proposed FBS scheme in
which 200 regular nodes were deployed in a 1000 × 1000 m
area with nine fixed FBS nodes located in such a way
that they can cover all the network area. AODV rout-
ing protocol is used in this work. The traffic type con-
stant bit rate (CBR) is used for non-connection oriented
traffic model for sending the traffic. The total amount
of time for the simulation is 1,000s, the mobility of the
nodes varies from 5 to 35 m/s, and the size of the pack-
ets is 512 bytes. The transmission range is 250m for all
the nodes in the network including the FBS nodes. The
proposed FBS scheme is compared to three existing ap-
proaches, i.e., the AODV routing protocol, Local Intru-
sion Detection AODV (LID-AODV) and Hybridization
of particle swarm optimization with genetic algorithm
(HPSO-GA), to demonstrate the performance of the pro-
posed scheme under black hole attacks. The reason for
selecting these approaches are these are similar to the
proposed scheme. AODV routing protocol is appropriate
for big networks, and it is widely used in literature in the
last many years. HPSO-GA neighbor information is used
for detection of black hole node, i.e. nodes data rout-
ing information (DRI). In LID-AODV approach it also
takes the information from the previous node and after
the next node to detect the malicious node. Whereas in
our proposed scheme, special FBS monitoring nodes per-
form the detection of black hole node by route request
RREQ packet from neighboring nodes. Table 5 lists the
parameters involved in the simulation.

Detection rate. It is an important metric to show the
efficiency of the proposed scheme in detecting mali-
cious nodes. Figure 2 shows the detection rate of dif-
ferent techniques as compared to the proposed FBS
scheme. The Figure 2 also shows the overall confi-
dence interval 97% was calculated over ten replica-
tions. As can be seen from the Figure 2, the detec-
tion rate of the proposed FBS scheme is better than
all the participating routing protocols, i.e., 97.33%
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at 200 nodes as compared to AODV, LID-AODV
and HPSO-GA. In a comparative analysis, it was ob-
served that there are 2.1%, 7.7% and 9.6% improve-
ment in the detection rate of malicious nodes by FSB
scheme than HPSO-GA, LID-AODV and AODV, re-
spectively. The reason behind the improved detec-
tion rate lies in the efficient detection scheme by FBS
nodes. The continuous information sharing among
FBS nodes makes them aware of the nodes that fre-
quently move from one position to another due to
mobility in MANETs.

Figure 2: Detection rate (%)

Average delay. Figure 3 shows the average delay con-
cerning time in seconds (sec). As the number of
nodes increases in the network, there is an increase
in the end to end delay in the network. Because of
frequent malicious attacks and mobility conditions
require protocols to perform various operations to
detect malicious behaviour. A decrease of 0.19s,
0.11s and 0.5s in delay was achieved by the proposed
FBS scheme as compared to HPSO-GA, LID AODV
and AODV, respectively. Analysis indicates that the
FBS scheme has lower end-to-end delay compared to
other techniques due to efficient and early detection
of black hole nodes in the network. Also, FBS nodes
don’t participate in normal routing, resulting in less
computation in the network.

Figure 3: Average delay (%)

Packet delivery rate. Figure 4 shows the packet deliv-
ery rate (PDR) of all the participating routing pro-
tocols. As the number of nodes increases in the net-
work, there is a drop in the packet delivery rate due

to frequent packet drop attacks by malicious nodes.
As can be seen from the figure, packet delivery rate
of the proposed FBS scheme is higher than other
techniques against black hole attacks due to early
and efficient detection performed by the FBS nodes
during the routing process. PDR of the proposed
scheme is 97.45% per 200 nodes, an improvement
of 2.49%, 6.93% and 9.21% compared to HPSO-GA,
LID-AODV and AODV, respectively. The proposed
FBS scheme provides a secure route to destinations
with a very low number of malicious nodes during
data transmission. Since FBS nodes are effective in
the detection of black hole attack by removing ma-
licious nodes from the network quickly, delivery of
packets is increased.

Figure 4: Packet delivery ratio (%)

Throughput. It can be seen from Figure 5 that the
throughput of the proposed FBS scheme is much
better than other techniques. The throughput of
the proposed scheme is 78.9 kbps at 200 nodes,
improving the throughput by 5.56%, 9.55%, and
14.92% over HPSO-GA, LID-AODV and AODV, re-
spectively. The reason behind the improved results
in the early detection of black hole nodes, which
makes the routes to destinations better protected
from black hole nodes in turn, increases the through-
put by avoiding packet drops.

Figure 5: Throughput (%)

Routing overhead. Figure 6 shows the overhead rout-
ing comparison of the proposed FBS scheme to other
techniques. According to the scenario, the proposed
scheme has less routing overhead of 4687 bytes at 200
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nodes. Compared to the routing overhead in HPSO-
GA, LID-AODV and AODV, the difference is 1300,
1437, 1637 bytes, respectively. At some points, rout-
ing overhead is high because the mobility of nodes
incurs more control packets to cope with the problem
of frequent route hand-offs and new path discoveries.

Figure 6: Routing Overhead (%)

5 Conclusion

In this paper, we proposed a solution to deal with black
hole nodes in MANETs by using FBS nodes. The objec-
tive of the proposed study is to provide both detection
and prevention of single and cooperative black hole nodes
in the network. In the proposed scheme, FBS nodes con-
tinuously monitor the neighbouring nodes in terms of the
number of RREQ packets forwarding. Because the black
hole nodes don’t forwards the RREQ packets to other nor-
mal nodes, except few to their collaborators. Whenever
an FBS node detects any suspicious behaviour, it incre-
ments the ambiguous value for that node. Once the am-
biguous value reaches the threshold value, it broadcasts
an alert message, and if the ambiguous value exceeds the
threshold, it declares the node as a malicious node and
broadcast an alert in the network. Finally, all the nodes
will add an entry of that node in their block table list
and will ignore all the traffic from such node. To manage
mobility, all the FBS nodes continuously share the infor-
mation, to update the information of those nodes which
leaves their region.

In addition, the proposed scheme does not require ex-
tra processing or any hardware for detection of black hole
node. Also, it does not affect the intermediate nodes. The
performance of the proposed scheme is compared with
some existing techniques, and we found that the proposed
scheme provides better outcomes in terms packet delivery
ratio, throughput, detection rate, average delay, i.e. up
to 97.45%, 78.9%, 97.33% and 0.7%, respectively, as com-
pared to other techniques. The FBS nodes provide early
and efficient detection of black hole nodes in the network
so that the detection rate is high and the packet drop and

false positive ratio is very low as compared to the other
techniques.
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