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Abstract

The trend in social networking is changing people’s life
style. Since both the smart phone and computers are
connected to the same tools, the newly developed applica-
tions must serve both ends to please the users. Although
the previous flourishing social networks such as Facebook,
Google+, and LinkedIn, among the other social network
sites, still have a high number of users, but their growth
rates have gradually flattened. They have been replaced
by emerging social networking sites such as Instagram.
Therefore, the modes of cybercrime have also changed in
accordance with the users’ activities. In order to identify
crimes, it is basically necessary to use appropriate foren-
sic techniques to retrieve these traces and evidence. This
study considers the social network, Instagram, as the re-
search subject. Analyze the artifacts left on the Instagram
application and shows evidence of gathering such as post-
ing pictures, tagging others, leaving comments and liking
on Windows 10 and Android platform, respectively. Be-
sides, this study uses an anti-forensic process to explore
the differences between the traces that are left on different
browsers, browsing environments, and operating systems.
Finally, forensic analysis found that different browsers,
due to the differences in privacy control, can lead to the
discrepancies in recording the user behaviors on the same
social network. It proves to be helpful to forensic analysts
and practitioners because it assists them in mapping and
finding digital evidences of Instagram on Windows 10 PC
and Android smart phone.

Keywords: CyberCrime; Digital Forensics; Instagram;
Social Network

1 Introduction

Social networking websites provide a virtual exchange
space on the internet for people with common interests,
hobbies, and activities to easily share, discuss, and ex-
change their views without any limitation of space and
time. Therefore, social networking websites continue to

accumulate a large number of users. According to the
Metcalfe’s law, the value of a telecommunications network
is proportional to the square of the number of connected
users of the system [2].

As a result, social networking has become a great force
in today’s society. However, this has also brought about
endless criminal activities on social networks, such as cy-
berbullying, social engineering, and identity theft, among
the other issues. Due to the following characteristics,
the detecting cybercrime on social networks is different in
comparison to other cybercrime [7]. Therefore, to assist
the investigators in improving their efficiency of solving
crimes, researches focusing on these upcoming technolo-
gies are needed [13].

� Anonymity: Users are often unaware of the true iden-
tity of their counterpart in a social network because
they are dealing with a fake account. Therefore, in
the case of a social network cybercrime, it is difficult
to extract the suspect’s information and make arrests
immediately [3].

� Diffuseness: Any news published on the social net-
work will be forwarded or shared immediately, which
generates the diffusion effect [15]. Therefore, if a so-
cial network crime is not responded to immediately,
it may cause the victim to suffer some serious dam-
age.

� Cross-Regional feature: Due to the nature of inter-
net, the location of the cybercrime is not necessarily
the place where the criminal suspects are located. A
bottleneck is formed during the crime investigation
due to the difficulty in locating the suspects [9].

� Vulnerability of Evidence: The evidences obtained
on social networks are in the form of digital data. In
addition to the highly volatile nature of the digital ev-
idences in the processing program from collection to
storage, it is easy to change, delete, lose, or contam-
inate the digital evidences due to the anti-forensics
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operation of the suspects or negligence of the inves-
tigators [10].

According to the eBizMBA statistics [5], the major
social networking websites in the world include Face-
book, YouTube, Twitter, Instagram, LinkedIn, Pinterest,
Google Plus, Tumblr, and Reddit, among others. Al-
though Facebook has the highest number (2.07 billion for
Q3 2017) of the monthly visitors on the social network-
ing websites, a large number of users do not contribute
toward a high growth rate and a high usage rate.

There may not be too many active accounts, one per-
son may have several accounts, or the website may not
attract the youth. So, to understand the future develop-
ment of a social network, we must examine the growth
rate at a deeper level. Ever since breaking into the top
15 website with most users in 2014, Instagram has main-
tained its 7th ranking until it made a significant jump to
the 4th place in July 2017, the Dreamgrow latest statis-
tics and then jumped to 3rd place in January 2018 [4]. In
2016, it had 110 million users in a single month and the
number grew to 275 million in 2017, creating the high-
est growth rate of 150% and taking the first place in the
growth rate. According to the statistics of Statista, the
number of active users on Instagram was 600 million in
December 2016 and 800 million in September 2017, which
ranked Instagram as the first website with a growth rate
of up to 33.3%.

Globally speaking, Instagram is most popular with
teens and young Millennials, 41 percent of users are 24
years of age or younger in the United States, beating out
Twitter and Facebook [16]. Besides, Matthew Pittman
proposed that image-based platforms (e.g. Instagram)
may be worth more than text-based platforms (e.g. Twit-
ter) [12]. Instagram also proved to be a particularly use-
ful platform for health and smart city of the applica-
tion [8, 14]. Therefore, we can say that Instagram will
be the most popular among the social networking appli-
cation in the near future.

This study considers the social network, Instagram,
as the study subject. User activities are performed
through internet webpages, virtual smart phones, and
smart phones. Forensic analysis is conducted to under-
stand what type of user behavior leaves digital evidence
on Windows 10 and Android. We also use an anti-forensic
process to explore the differences between the traces that
are left on different browsers, browsing environments, and
operating systems. The results will be served as a refer-
ence for the future researchers in social network cyber-
crime investigation or digital forensics.

The rest of this paper is organized as follows. In the
next section, we present our related work. In Section 3,
we present our methodology. In Section 4, we present the
results and findings of computer forensics on Instagram.
Finally, we summarize our conclusions.

2 Overview of Instagram and So-
cial Networking Forensics

2.1 Instagram

Instagram, established in October 2010, is a social net-
working application which allows the users to share their
pictures online for free. Users on Instagram can capture
a picture with a smartphone, add different filter effects to
the picture, and share it on Facebook, Twitter, Tumblr,
and Flickr or on the Instagram. The web version of Insta-
gram was launched toward the end of 2012, which allowed
the users to browse pictures directly on their computers
and perform some user actions on their own Instagram
page. Although the mobile application has more func-
tions, the PC version is still expanding its functionali-
ties [19].

Instagram is mainly used for uploading pictures, fol-
lowing user accounts, adding tags (# and text), com-
ments, and forwarding photos to other social networks,
among others. It should be noted that Instagram does
not have the ”Add Friends” feature; the users browse pic-
tures shared by other people’s accounts by directly ”fol-
lowing” them. Since the web-based version of Instagram
has not yet provided the option to upload and image, the
open software Gramblr is used to support such functions
on the web version of Instagram. In addition to the photo
uploading and posting service, it is yet to provide services
such as sharing photos on other social networks, repost-
ing the links shared by others, sending photo emails, and
GPS function.

2.2 Social Networking Forensics

Presently, various researches focusing on the forensic anal-
ysis of social networking are being conducted. William
Glisson explored the effectiveness of different forensic
tools and techniques for extracting evidences on mobile
devices [6]. In 2014, Christoforos Ntantogian made a
privacy assessment of Android mobile devices and their
APPs for forensic analysis and found some security con-
cerns in certain Android apps [11]. In 2015, Nikos
Virvilis presented studies based on the security of web
browsers and reported the shortcomings and vulnerabili-
ties of browsers operated on desktop and mobile devices.
It was found that some browsers using secure brows-
ing protocols had actually limited their own protection
level [18]. Nor Zarina Abidin published a forensic analysis
study of Instagram on iPhone and reported the integrity
and address of some material evidences of user behaviors
extracted [1]. Jia-Rong Sun proposed the viewpoints of
cybercrime investigation and forensic procedures for the
research of investigation and forensic procedures [17]. In
2017, Yusoff report the results of investigation and anal-
ysis of three social media services (Facebook, Twitter,
and Google +) as well as three instant messaging services
(Telegram, OpenWapp, and Line) for forensic investiga-
tors to examine residual remnants of forensics value in
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Firefox OS [21]. Song-Yang Wu describes several foren-
sic examinations of Android WeChat and provides corre-
sponding technical methods [20].

This paper investigated the user behaviors by log-
ging into Instagram for uploading images, comments, and
browsing other people’s accounts. We conducted forensics
and anti-forensics, and explored and compared the type of
user behavior that leaves digital evidence on the device.
The results will be served as a reference for the future
researchers in social network cybercrime investigation or
digital forensics.

3 Methodology

3.1 Research Goal

This paper studies the user behaviors including log-
ging into Instagram, uploading images, exchanging infor-
mation, and browsing other accounts through different
browsers (Chrome, Internet Explorer, and Firefox) under
a PC Window 10 environment and the APPs under an
Android environment of virtual mobiles and physical mo-
biles. The study also explored and compared the type of
user behavior that leaves digital evidence on the device,
and how these evidences can be searched. Finally, clean-
ing software was used to simulate the elimination of the
evidence and restoration software was used to restore the
evidence. Finally, we checked the changes and discrep-
ancies in the residual digital data and relevant material
evidence on the computer.

3.2 Experimental Environment

This study is built on two operating system environments:
the first is Windows 10 that uses VMware virtual machine
software on PCs for cost considerations. It generates mul-
tiple VMware virtual machines, and each is equipped with
its industrial version 64-bit Windows 10 operating sys-
tem. The second is Android 5.0/6.0, installed on a phone
and a Bluestacks virtual mobile device, respectively. The
Bluestacks virtual mobile device operated in Windows 10
environment of VMware virtual computer, and then the
Android 6.0 operating system is chosen after installing the
Bluestacks virtual mobile device software.

Subsequently, three versions of browsers, i.e., Google
Chrome, internet Explorer, and Firefox were installed in
the Windows 10 operating environment. Each browser
had a normal browsing mode and a private browsing
mode for browsing the Instagram social network page.
Under the Android 5.0/6.0 operating environment, the
Instagram social networking application was installed to
run the Instagram features directly. The abovementioned
hardware and software are detailed in Table 1.

3.3 Forensics and Anti-forensics Tools

This study used different forensics and anti-forensics soft-
ware and tools for different experimental situations. For

the post-experiment results of the web version, a foren-
sic analysis was done using WinHex on VMDK file and
VMEM file of the VM virtual machine; and the db files
of VM virtual machine were read and analyzed using DB
Browser for SQLite.

An access analysis was done using SQLite Editor on
db files of Bluestacks virtual mobile devices to simulate
the post-experiment results of the mobile version. ES File
Explorer was used to view the files on the Bluestacks vir-
tual mobile device and Free Opener was used to view the
VM virtual machine files on the Bluestacks virtual mobile
device. Finally, WinHex was used for forensic analysis of
associated files.

The physical smart phone uses SQLite Editor to read
and analyze the db files on mobile devices. The built-in
file manager V2.0.0.333 161109 was used to view the files
on the mobile device.

To carry out anti-forensic studies after the web ver-
sion experiment, the information in the folder was com-
pletely removed using the Eraser Portable software. A fi-
nal thorough cleaning of the environment, including cook-
ies, index.dat, Windows log files, history records, internet
cache, network temporary files, system temporary files,
and memory dump, was accomplished using the CCleaner
software. Then, a forensic analysis was done using Win-
Hex and DB Browser for SQLite. The abovementioned
software tools are listed in Table 2.

3.4 Experiment Elaboration

We separated the experiments into following five sce-
narios according to the different browsers or Instagram
App to ensure the integrity of digital evidence and avoid
the interference between digital evidences. Based on the
experimental environment designed in the previous sec-
tion, we run the Instagram features, including logging in,
uploading pictures, comments, liking a post, following,
and browsing. Finally, the relevant evidence on each de-
vice was extracted and analyzed using forensic and anti-
forensic tools.

1) Scenario 1: Google chrome. In the environment of
VM virtual machine installed on Google Chrome, we
logged into the Instagram webpage for running var-
ious features using the normal browsing mode and
private browsing mode to identify and analyze the
VMDK file and VMEM file of the VM virtual ma-
chine as well as to search for any material evidence
left by the users.

2) Scenario 2: Internet explorer. We used Internet Ex-
plorer as the browser, and the experimental environ-
ment and steps are the same as in Scenario 1.

3) Scenario 3: Mozilla firefox. In this scenario, Mozilla
Firefox was used as the browser, and the experimen-
tal environment and steps are also the same as in
Scenario 1.
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Table 1: List of hardware and software used for analysis

Devices/Tools Introduction Specification/Versions

ASUS M32AD-US032S Desktop PC
Intel Core i7-4790 (3.60 GHz),
16 GB DDR3, 2 TB HDD

ASUS Zenfone 5 Android smart phone
T00P, Android 5.0,
CPU 1.2GHz, Memory 16G

VMware Workstation Virtual machine software Version 12.5.0 build-4352439
Windows 10 Microsoft operation system Version Enterprise (64-bit)
BlueStacks Android emulators for PC Version 3.0.0.82, Android 6.0
Google Chrome Browser Version 51.0.2704.103
Internet Explorer Browser Version 48.0.2
Mozilla Firefox Browser Version 2.7.3 (64-bit)
Gramblr Upload photos and post content to Instagram from PC Version 8.0 (for Windows 10)
Instagram Social networking media for sharing photos and videos Version 8.4.0 (for Android)

Table 2: List of software tools used for analysis

Devices/Tools Introduction Specification/Versions
WinHex Universal hexadecimal editor Version 18.9
DB Browser for SQLite GUI editor for SQLite databases Version 3.9.0
SQLite Editor edit SQLite database on smartphone Version 2.1.1
ES File Explorer browsing files on Android devices Version 4.1.2.4

Free Opener
A versatile file viewer supporting Office documents
and multimedia formats

Version 2.2.0.0

Eraser Portable Data removal tool Version 5.8.8.1
CCleaner Delete temporary or potentially unwanted files Version 5.19.5633
Recuva Portable Restore accidentally deleted files Version 1.52.1086

4) Scenario 4: Bluestacks virtual device. In the envi-
ronment of VM virtual machine installed on virtual
device using Bluestacks, we logged into the Instagram
app for running various features to identify and ana-
lyze the VMDK file and VMEM file of the VM virtual
machine as well as to search for virtual device left by
the users.

5) Scenario 5: Android smartphone. In the smartphone
installed on Android 5.0 version, we logged into the
Instagram app for running various features to search
for any material evidence left by the users.

4 Result and Findings

4.1 Findings: Scenario 1: Google
Chrome

Normal browsing mode:

1) For VMDK file from the hard disk of the com-
puter, we used WinHex to search for the key-
word ”www.instagram.com/”, and the name of
the experiment account (pomeloojiayi) and its
nickname ”pomelo” on Instagram were found,

as shown in Figure 1. Then we searched
the keyword ”Gramblr”, and the photos up-
loaded to Instagram were found in the path
”C:\Program Data\Gramblr\pomeloojiayi”, in-
cluding the original images and the modified im-
age files, as shown in Figure 2.

When we searched using the keyword
”/? Taken-by=”, the URL for upload-
ing the photos could be found. The
URL of these photos has a fixed format
”https://www.instagram.com/p/Photo Cod-
ing/? taken-by = photo account.” If the photo
account displayed after the equal sign is an
experimental account, it indicates that there
has been some uploading or browsing behaviors.
Otherwise, it belongs to others. The evidence
shown in Figure 3 indicates that the experi-
mental account has some uploading or browsing
behaviors. A search by keyword ”gramblr.db”
will display the database location where
Gramblr resides on a computer, in the path
”C:\Program Data\Gramblr\gramblr.db.”
This file can be viewed using DB Browser for
SQLite, and the experimental account and the
password can be found, as shown in Figure 4.
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Figure 1: Search results of the keyword ”www.instagram.com/” using WinHex

Figure 2: Search results of the keyword ”Gramblr” using WinHex

Figure 3: Search results of the keyword ”/? Taken-by=” using WinHex

A search by the keyword ”text” revealed the
traces of comments left by the account on the
pictures of the other user’s account, while Fig-
ure 5 show the comment ”TEESTT” left by the
experimental account. In addition, it is impos-
sible to find the evidence through the time of
uploading photos and posting, posted content,
and the user behaviors such as tagging others,
adding tags, following other user’s account if
WinHex is used to search by the following key-
words: time, timestamp, tag, follower, like, la-
bel, and other’s account.

2) For VMEM file, i.e., the memory of the com-
puter for forensics, we performed the same
forensics as described in 1) above and found the
same evidence as the VMDK file. However, if
the search were made with the keyword ”like”,
the evidence and the time stamp of ”liking”
by the experiment account could be found, as
shown in Figure 6.

3) In the LIVE deleted data for anti-forensics, all
the files in the pomeloojiayi folder of the ex-
perimental account under the Gramblr path
were erased with Eraser Portable; and Gram-
blr was then removed completely from the con-

trol panel. In addition, CCleaner was used
to perform a thorough cleaning of data such
as cookies, index.dat, Windows log files, his-
tory records, internet cache, network tempo-
rary files, system temporary files, and mem-
ory dump, among other information. Next, the
same forensics as described in 1) and 2) above
were performed. The results showed that there
was a substantial decrease in the number of evi-
dence. However, the hard disk retained the nick-
name (pomelo) and the website of the uploaded
pictures. The memory generally kept the paths
of the originally uploaded picture files and mod-
ified picture files, but the pictures themselves
were deleted and the original contents could no
longer be accessed. Finally, Recuva Portable
was used to recover the deleted data and files,
and the forensic analysis was repeated. The re-
sults showed that the deleted evidence could no
longer be retrieved from the hard disk and the
memory.

4) After the device was shut down and restarted,
the forensics of the hard disk showed that the
remnant evidence indicated the Instagram ac-
count, nickname, and the paths of the original
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Figure 4: Viewing gramblr.db with DB Browser for SQLite to reveal the experimental account and password

Figure 5: Research result of the keyword ”text” using WinHex

Figure 6: Search results of the keyword ”like” using WinHex

and modified uploaded picture files. The foren-
sics of the memory showed the same remnant ev-
idence, except that the nickname pomelo was no
longer there. This was followed by a data delete
action, as described in 3) above. The forensics
of the hard disk still showed the experiment
account, but the nickname has been deleted.
The websites of the uploaded pictures were still
there, but the pictures had been cleared, and
the original contents can no longer be accessed.
As for the memory, the forensic results were the
same as in 3). Finally, Recuva Portable was
used to restore the deleted data and files; how-
ever, the nickname can no longer be found on

the hard disk.

Private browsing mode:

1) After the experiment was made in the private
browsing mode, the forensics of the hard disk
showed that the contents existed in the normal
browsing mode, had all disappeared. However,
the evidence for posting content and # tags
were retained, as shown in Figures 7. The other
evidences were the same in both the normal and
the private browsing modes.

2) In the memory, the posting content and # tags
can only be found in the private browsing mode,
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Figure 7: Text and # tags found in VMDK file

and not in the normal browsing mode. The ev-
idence of the nickname of the experimental ac-
count, which was present previously in the nor-
mal browsing mode, disappeared in the private
browsing mode. The other remaining evidences
include the experimental account, the web ad-
dresses of text and pictures, the contents of text
and pictures, # tags, the paths of uploaded pho-
tos, the browsing traces, and the comment con-
tents.

3) In terms of LIVE deleted data for anti-forensics,
after performing the deletion steps in the gen-
eral browsing mode described above, the foren-
sic analysis showed that the hard disk contained
only the evidence of posting content and #
tags. The memory only contained the paths of
the original and the modified uploaded photo
files. The other evidences, such as the experi-
ment account, posting content, # tags, the web-
sites of the uploaded photos and texts, and the
comments, had all been deleted. Finally, Re-
cuva Portable was used to recover the deleted
data and files, and the repeated forensic anal-
ysis showed that the deleted evidences can no
longer be retrieved from the hard disk and the
memory.

4) After the device was shut down and restart,
the evidence of the posting content and # tags
are still present on the hard disk, but all ev-
idences have removed from the memory. Af-
ter going through the deletion process, neither
the hard disk nor the memory contains any evi-
dence. The deleted evidence cannot be retrieved
by the recovery process.

4.2 Findings: Scenario 2: Internet Ex-
plorer

Normal browsing mode:

1) For the VMDK file, i.e., the hard disk of the
computer for forensics, keyword searches us-
ing WinHex can reveal the same evidences as
Google Chrome. This browser could find more
information regarding the post in comparison
with Google Chrome. The search using the key-
word ”text” could not find any evidence of the
comments. Similarly, searches using keywords

”timestamp”, ”like”, ”tag”, and ”label” cannot
find the evidences of the other user behaviors.

2) For the VMEM file, i.e., the memory of the com-
puter for forensics, in addition to the same ev-
idence as in the hard disk, an additional tag
of ”#TRAIN” and name of the user who sent
the picture or message can also be obtained. A
search using the keyword ”like” can reveal which
user accounts liked the experimental account.
A search using the keyword ”text” can find the
comments that are left on the experimental ac-
count and the evidence of the comments posted
on the picture of the experimental account.
Such evidence includes the comments, times-
tamps (a Unix timestamp ”1469518609” repre-
sents the time ”2016/07/26 15:36:49”), and the
ID and name of the person who left a comment.

3) In terms of the LIVE deleted data for anti-
forensics, Eraser Portable and CCleaner were
used for clearing the data. After the foren-
sic analysis, both the hard disk and memory
were found to contain the remnants of Insta-
gram account, nickname, browsing traces and
URL of uploaded pictures, but the memory also
retained the paths for the original and revised
uploaded picture files. The picture has been
deleted and its original content would not be
known. Finally, Recuva Portable was used to
recover the deleted data and files. The analysis
results showed that the deleted evidence can no
longer be retrieved.

4) After shutting down and restarting, the evi-
dences as in 1) are still exist. The forensics of
the memory showed that it contained the same
remnant evidences, except that the nickname no
longer exists. This is followed by a data deletion
action as mentioned in 3). The forensics of the
hard disk showed that the experiment account,
nickname, website, and text of the uploaded pic-
tures could still be found, but the pictures had
been deleted and its original content could not
be known. There is no sign of any evidence in
the memory. Finally, Recuva Portable was used
to restore the deleted data and files, but the re-
sults showed no traces of browsing in the hard
disk and the experimental account could be no
longer found in the memory.
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Private browsing mode:

1) After the experiment was performed in the pri-
vate browsing mode, the forensics found that
both the hard disk and memory shared the
information regarding the residual experimen-
tal account, nickname, website, and browsing
traces of uploaded photo; but unlike the hard
disk, memory also contained evidences of the
experimental account ID, paths of the original
and the revised uploaded photo files, content
of the posting, # tags, and comment contents.
The evidence of the message included the com-
ments, timestamp of the comment, author ID
associated with the message, and author’s name
associated with the author ID.

2) In terms of the LIVE deleted data of anti-
forensic, the hard disk revealed the experimen-
tal account, nickname, and website and brows-
ing trace of uploaded photos. The memory re-
vealed the experiment account, nickname, paths
of the original and revised uploaded photo files,
and the website and browsing trace of uploaded
photos. The evidences of the originally exist-
ing experimental account ID, text contents, #
tags, and comments left by the other user at the
experiment account or by the experiment ac-
count itself had all been deleted. After Recuva
Portable was used to recover the deleted data
and files, the forensic analysis showed that the
deleted evidence could no longer be retrieved.

3) After shutting down and restarting, the hard
disk only contained the evidence of the web-
site and browsing traces of the uploaded photos,
while the evidence in the memory has all evap-
orated. After the LIVE deletion process, the
result is the same as before. The deleted evi-
dence cannot be retrieved through the recovery
procedure cannot retrieve the deleted evidence.

4.3 Findings: Scenario 3: Mozilla Firefox

Normal browsing mode:

1) For the hard disk, the same evidences as Google
Chrome, and the added tag # PARK could
be found. In addition, based on the data be-
hind the equal sign, the evidence can deter-
mine whether you uploaded your photo or you
browsed other’s photo. From the viewpoint of
the password of the experimental account, time
of uploading photo or posting texts, content of
the text, and the user behaviors such as tag-
ging others, leaving comments, liking, and fol-
lowing of other’s accounts could be searched by
WinHex using the following keywords: ”time,
timestamp, tag, text, like, follower, and account
number of others.” These searches cannot find

the presence of any evidence, and no evidence
of leaving comments, liking, and following in the
experiment account by any other account could
be left.

2) For the memory, in addition to the same evi-
dence that can be found on the hard disk, it also
contains the extra message to click ”Like” but-
ton on other users’ posting. In addition, when
the ”L/p/Photo Encoding sequence/? Taken-
by = Experiment Account” has any specific de-
scription, it means that the uploaded photo in
the experiment account has been liked by itself.

3) In terms of the anti-forensic LIVE deleted data,
the hard disk and memory only retained Insta-
gram account number and nickname, but the
hard disk also retains the browsing trace. The
final Recuva Portable recovery action also found
it impossible to retrieve the deleted evidence.

4) After shutting down and restarting, the rem-
nant evidence on the hard disk and the memory
contains Instagram account number, nickname,
paths of uploaded photo files, and # tags. Af-
ter cleaning with Eraser Portable and CCleaner,
we found that the abovementioned evidence still
existed. This shows that if the user deletes the
uploaded photos on a smart phone or other de-
vices or software, the computer still retains the
photos information, but the contents of the pho-
tos are unknown. The recovery action of Recuva
Portable actually made it impossible to find the
nickname in the hard disk and the memory.

Private browsing mode:

1) Only the memory contains the posting content
and the paths of the original and the revised
picture files that were uploaded; the hard disk
is totally devoid of evidence.

2) In terms of the anti-forensic LIVE deleted data,
only the memory contains the text content and
the paths of the original and the revised up-
loaded photo files; the hard disk is totally de-
void of evidence. The deleted evidence cannot
be retrieved through the recovery procedure.

3) After shutting down and restarting, the evi-
dence in the memory has removed totally and
hard disk itself had no evidence at all, so there
is no need for the LIVE deletion and recovery
procedures.

4.4 Findings: Scenario 4: Bluestacks Vir-
tual Device

In the environment of VM virtual machine installed on
virtual device using Bluestacks, we logged into the In-
stagram app for running various features to identify and
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Table 3: The comparison of findings between 5 scenarios for normal browsing mode

Google Internet Mozilla Virtual ASUS
Chrome Explorer Firefox Mobil T00P

Hard Memory Hard Memory Hard Memory Device
Disk Disk Disk

Account O O O O O O O —
Password — — — — — — — —
Nickname O O O O O O — —
Last login time — — — — — — O —
The path of the uploaded photo files O O O O O O O —
Uploading the photos and posting timestamp — — — — — — — —
Posted content — — O O — O — —
# tags — — — O O O — —
Tag other users — — — — — — — —
The URL for uploading the photos O O O O O O — —
Clicking ”Like” button on other users’ posting — O — — — O — —
Making comments on other users’ posting O O — O — — — —
Following other user’s account — — — — — — — —
Other users click ”Like” button on my posting — — — O — — — —
Other users make comments on my posting — — — O — — — —
Other users following experimental account — — — — — — — —
Browsing trace O O O O O O — —

O: Found —: None

analyze the VMDK file and VMEM file of the VM virtual
machine as well as to search for virtual device left by the
users.

1) The ”Cookies” and ”Web Data” database files were
found in the path "/data/data/com.instagram.

android/app\_webview/’’. Both files can be
viewed using SQLite Editor, and the experimental
account, the password and Android version number
can be found in the ”Cookies” file, whereas there is
no sign of any evidence in the ”Web Data” file.

2) After deleting the uploaded photos to Instagram, the
computer still retains the photos content in the path
”sdcard/Pictures/Instagram/.” Besides, the ”clean”
and ”journal” files were found in the path ” sd-
card/Android/data/com.instagram.android/cache/”,
neither file contains any evidence.

3) After copying Bluestacks and Instagram related files
from virtual machine, these files were placed in an-
other computerized environment for analysis. The
”apps.json” file was found in the path ”Blues-
tacks/UserData/Gadget”, it contains experimental
account, the password and Android version number.

We speculated that Instagram user behavioral evidence
from the abovementioned analysis, most of the stored in
the server, the client has little evidence.

4.5 Findings: Scenario 5: Android
Smartphone

The ”Cookies” and ”Web Data” database files were found
in the path "/data/data/com.instagram.android/app\

_webview/’’. Both files can be viewed also using SQLite
Editor, and there is no sign of any evidence inside files. As
we judge from the above, Instagram privacy protection,
more rigorous.

4.6 Experiment Comparison

As there is a higher demand of digital forensics in nor-
mal browsing mode for investigators, we drew a table to
clearly comparing the difference between them. Watch
the three browsers in Table 3, the account and nickname
can be found via the keyword ”www.instagram.com”. Al-
though the password trace cannot be found, but found
a nickname followed by a bunch of garbled, it is spec-
ulated that the most likely the password. We can find
the path and URL of the uploaded photo files through
the keywords ”Gramblr” and ”/? Taken-by=”, as for the
evidences of timestamp and tag other users which can-
not be found. Besides, IE and Firefox can be found the
evidences of posted content and adding tags more than
Chrome. For any browser can be found browsing traces,
but none can be found the last login time.

Except for Firefox browser, the comments could be
searched on other users’ posting by the keyword ”text”
and ”/? Taken-by=”. For ”Like” information to click on
other users’ posting, Chrome can be found by the keyword
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”like”; Firefox can be found through ”L/P/”; IE cannot
be found it. All three browsers cannot be found anyone
following to other users’ account. Only IE browser can
be found the evidences of ”Other users make comments
on my posting” and ”Other users click Like button on my
posting”, the rest cannot be found. All three browsers
cannot be found anyone following message for other users
following experimental account.

For Virtual Mobile Device, we can find the following
three evidences, including ”Account”, ”Last login time”,
”The path of the uploaded photo files”, and for Android
Smartphone, then none.

5 Conclusions

In this paper, we investigated the web version and the
APP version of Instagram to conduct a forensic analysis
of the user behaviors in Windows 10 and Android environ-
ments. The study found that different browsers, due to
the differences in privacy control, can lead to the discrep-
ancies in recording the user behaviors on the same social
network. In terms of protecting user data, Mozilla Fire-
fox provides the highest protection, followed by Google
Chrome, and Internet Explorer provides the lowest pro-
tection. In addition, the forensic evidences of Instagram
application are almost identical on virtual and physical
smart phones. In addition to the differences in the evi-
dence storage capacity caused by in the different frame-
work space, the reason for the minute differences is the
structural integrity of physical smart phones running in
their operating environment.

While investigating cybercrime on Instagram, we rec-
ommend that the first goal should be finding the account
number, nickname, and password of the criminal suspect.
Using the account number and nickname, the operational
behaviors of the criminal suspect on the social network
can be searched, such as, uploading pictures, posting,
comments, timestamps, added tags, and browsing traces.
Then, based on the contents of the operation, the possible
criminal activity or victimization practice can be deduced
or estimated. At the same time, using the additional ac-
count numbers that are possibly discovered during the
evidence gathering phase, the scope of the investigation
can be expanded to find the possible accomplices or other
victims. The full evidence scenario obtained in a step-by-
step and layer-by-layer outward expansion will be the key
to solving the case.
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