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Abstract

In this paper, we introduce the Cloud serve and build
a new location-based service model. By employing
the primitive protocols of data encryption and oblivious
transfer and following the space anonymous ideas, we fur-
ther present a dynamic location privacy protection scheme
based on Cloud storage. This scheme can ensure both
the location privacy of the user and the data privacy of
the data service provider in location-based service. Espe-
cially, it can greatly reduce the storage, computation and
communication costs of the data service provider.

Keywords: Cloud Storage; Location-based Services; Loca-
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1 Introduction

With the advent of pervasive computing and ubiquitous
networking, it can generate large volumes of data anytime
and anywhere, so we enter a big data era. In order to deal
with big data, Cloud computing arises accordingly [15].
As an important part of Cloud computing services, Cloud
storage [7,9,23] provides a relatively efficient, reliable and
low-cost storage platform for people or companies in the
era of big data [19].

Furthermore, with the rapid development of mobile In-
ternet and the widespread use of various terminal devices
(e.g., sensor and phone), it is possible to obtain the exact
location of the person at any time and any place. This
leads to a new location-based service (LBS). Informally,
location-based services essentially provide a query service
which is relevant to the user’s location [16]. For example,
in emergency medical conditions, it can query the nearest
hospital; moreover, when the users travel outside, it can
query the nearest hotel and theater, or other interesting
places of entertainments.

Obviously, location-based service (LBS) brings the con-
venience to our lives, but it also brings the threats to the
privacy of the person [3,14,21], e.g., location privacy of

the query user. Furthermore, if a user’s location infor-
mation is compromised in location-based services, it may
lead to more disclosure of sensitive personal information,
such as health, habits, old, etc. Especially, the disclosure
of personal location may allow the competitor to track
and locate the person, and even to carry out personal
attacks.

In the past decade, the researchers had done a great
deal of work on location privacy protection, and proposed
a series of location privacy protection methods, but dif-
ferent location privacy protection methods have different
protection objects. For example, the literatures [1,22]
protect the user’s identity information, and the litera-
tures [4,5] protect the user’s spatial location information,
while the literatures [6,12] focus on protecting the user’s
the query privacy, i.e., the user’s service type. These ex-
isting schemes can be divided into the following categories
by different methods:

1) The location privacy protection schemes based on the
space generalization method [17,20];

2) The location privacy protection schemes based on the
cloak method [10,18];

3) The location privacy protection schemes based on the
data cutting method [2,13];

4) The location privacy protection schemes based on
privacy information retrieval [8,24].

However, there are still some deficiencies in the current
privacy protection schemes, such as the excessive commu-
nication or computation costs, the leakage of part privacy,
and the requirement of the trusted key management cen-
ter or the trusted third party. In addition, in the privacy
protection schemes mentioned above, the huge amount of
data is stored on the data service provider, and in turn,
only the small amount of query result related to loca-
tion information is returned to the query user. In the
age of big data, the excessive storage costs of the data
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service provider may be the bottleneck of the develop-
ment of location-based services. The current popularity
of cloud storage has brought huge changes to data stor-
age, and accordingly a lot of data can be delivered to
the cloud server to reduce the local storage cost. How-
ever, at the same time the convenient services also bring
the risk of the leakage of the data privacy. So the impor-
tant data are first encrypted and then stored on the cloud
server. Later, the authorized users can directly access to
the cloud server and download the required data.

In this paper, to reduce the local storage cost of the
data service provider, we introduce the Cloud server and
design a new location-based service model. Furthermore,
employing the primitive protocols of data encryption [11]
and oblivious transfer [8] and following the space anony-
mous ideas, we present a dynamic location privacy pro-
tection scheme based on Cloud storage. This scheme can
effectively solve the problems of data privacy and location
privacy in location-based services. In addition, it can re-
duce the system overheads while it ensures the location
privacy of the user. Especially, it can reduce the storage,
computation and communication costs of the data service
provider.

2 Proposed Scheme
2.1 System Model

Here we first introduce a new system model for location-
based services. In our new system model, suppose that
there is a mobile user (U), a data service provider (DSP),
and a cloud server (CS), as shown in Figure 1. The
above models mainly include three processes: initializa-
tion phase, private query phase, key update phase.

Initialization phase: Firstly, the data service provider
generates and publishes the system parameters. Sec-
ondly, the data service provider divides all location-
related data into different blocks, and uses their re-
spective public keys to encrypt the data of each block.
Then, the encrypted data and the partitioned block
map are uploaded to the cloud server for storage.
Please note that each block owns a different key
pair, i.e., the private key and its corresponding public
key.

Private query phase: The mobile user U gets the ci-
phertext of the querying data from the cloud server
according to its current actual location and the block
map, and uses the oblivious transfer protocol to re-
quest the data service provider for the private key
of the ciphertext, such that he/she can decrypt the
ciphertext and obtain the corresponding plaintext,
which includes the querying result.

Key update phase: The data service provider regu-
larly updates the key pairs of all partitioned blocks
and renews the ciphertexts of all blocks periodically
with the help of the cloud server.
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Figure 1: A location privacy protection model based on
cloud storage

2.2 Protocol

For the model presented above, we further design a novel
protocol by introducing the EIGamal encryption algo-
rithm [11] to protect the data privacy of the data service
provider and the oblivious transfer protocol [8] to ensure
the user’s privacy, which is described as follows:

Initialization phase:

Step 1. The data service provider (DSP) generates and
publishes the system parameters.

1) The DSP generates a big prime number p, where
p — 1 has a big prime factor ¢, and then selects
a multiplicative cycle group G on the finite field
F,, such that the order of the cyclic group G is
q;

2) The DSP randomly selects two g-order genera-
tors of the multiplicative cycle group, which are
marked as g and h;

3) The DSP publishes the system parameters
{£,G.q,9,h}.

Step 2. The DSP divides the map into different blocks,
where each block owns a different key pair, i.e., the
private key and its corresponding public key, and uses
the corresponding public key to encrypt the data of
each block. Finally, the encrypted data and the par-
titioned block map are uploaded to the cloud server
for storage.

1) The DSP establishes a coordinate system ac-
cording to the external rectangle of the map
area (as shown in Figure 2), and divides the
map area into s X ¢ uniform blocks in the co-
ordinate system, where any one of the blocks is
denoted as D;;, for 1 <i<sand 1< j <t
Note. The size of s x t is related to the service
accuracy and the computation and communica-
tion costs. The larger s X t is, the less data will
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rent actual location and the block map, and uses the
oblivious transfer protocol to request the data ser-
vice provider for the private key of the ciphertext,
such that he/she can decrypt the ciphertext and ob-
tain the corresponding plaintext, which includes the
querying result.

¥¢ Location of the user
@ Real data point

A Virtual data point

Private query phase:

Step 1. The U locates the block D,; according to its
current actual location and the public block map,
‘‘‘‘‘ il il Al il e where 1 <a<s,1<b<t.

L A e ) Step 2. The U privately gets the private key skgp of the
block Dy, by the following oblivious transfer proto-
col.

1) According to the block Dg;, the U calculates
v =>b+ (a — 1) x ¢, selects a random number
r € Z,, calculates z = g"h", and sends z to the
DSP.

2) After receiving the information z, the DSP se-
lects a random number k;; € Z:; for each
block, and calculates K, = gFis K =

” skij(z/R Ttk (1 <4 < 5,1 < j < 1),
Then the DSP sends all (K}, K};)s to the U.
3) After receiving all (Kj;, K;)s, the U calculates
be returned to the user. Conversely, the smaller skap = K2, /(K},)", and further gets the private
s x t is, the more data will be returned to the key skqp-
user. Accordingly, the higher the service accu-

racy is, in turn, the smaller the computation
and communication costs will be.

Figure 2: The partitioned diagram of the data blocks

Step 3. According to the current block Dy, the U down-
loads the corresponding ciphertext Epy,, (Mgp) from
the CS and decrypts it with the private key skgqp to

2) By introducing a small amount of virtual data get the plaintext data Mgp.
(i.e., false data), the DSP standardizes all ) -
location-related data, so that the data in each Moy, = Cg/(Cgp)* e (mod p).

block is consistent in the format and size as-

pects. And the DSP marks the standardized Key update phase: The DSP regularly updates the

data in the arbitrary block D;; as M key pairs of all partitioned blocks and renews the
17 e

ciphertexts of all blocks periodically with the help of

3) The DSP generates the public and private key the cloud server

pair (pk;j,sk;;) for the arbitrary block Dj;,
where the private key sk;; is randomly gener- Step 1. For1l <i <s,1 < j <t, the DSP randomly gen-

ated (i.e., skij = w45, xi; € Z;) and its public erates a private key skgj(i.e., x;j) as the new private
key pk;; = g key of the block D;;. Furthermore, the new public
4) The DSP uses the public key pk;; to encrypt the key pkgj is calculated acc/ording to the new private
data M;; as follows: key skj;, where pk;; = ¢g®. Similarly, the new pri-
L b vate key sk} ; 18 kept in secret and the new public key
Ci; = g™ (modp), pk;; is published.
P — e T
Cij = M- phi™ (mod p). Step 2. According to the new private key skj; and the
In the above equations, r;; € Z;, the ciphertext new public key pk;j of the block D;;, the DSP gen-
Epr,, (M;5) = (Cilﬁcilj), 1<i<s, 1<j<t. erates an auxiliary message F;; and sends it to CS.

Here, we assume that M;; is just a plaintext
block. Here, we assume that M;; is just a plain-
text block. Finally, the DSP sends all cipher-
texts (i.e., Epp,; (Mij)sfor 1 <i<s,1<5<1)
to the CS and stores them in the CS. Azij = ski; — skij(mod q),

(i.e., ski; = skij + Axij(mod q)),

1) According to the new private key skgj and the
original private key sk;; stored in secret, the
DSP calculates:

The mobile user (U) gets the ciphertext of the query-

ing data from the cloud server according to its cur- Apk;; = gATii (

mod p),
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pki; pkij - Apkij.
2) The DSP calculates C}; = (Cf;)2%#, where C};
is obtained by querying the CS. Then the aux-

iliary message Fi; = (Cy;, Apki;) is sent to CS.

Step 3. According to the auxiliary message F;; and the
new public key pkgj, the CS updates the ciphertext
of the corresponding block D;;. Finally, the CS gets
the new ciphertext Epy, (M;;) and covers the old ci-
phertext with the new ciphertext.

1) After receiving the auxiliary message (Cl.

7
Apkij), CS selects a random number 7;; € Z7

calculates the updated ciphertext (C’” , C’ 2)
follows:

/

1 _
’

2 _

Cli- g™,
C2 - CL; - (pk

L/ )r2j7
2) The CS updates the corresponding ciphertext
Epky, (M) = (C;}, C, 2) which is stored in CS.

’L]’

3 Analysis

We will analyze the protocol designed above in terms of
Correctness, Security and Performance.

3.1 Correctness

In the above protocol, the correctness of data encryption
and decryption is guaranteed by EIGamal encryption al-
gorithms. In addition, the correctness of the ciphertext
updating is proved as Equations (1) and (2):

Cf = Cli-gi=gi-g=gvti, (1)
Cigj -Cij - (pkgj)dj
My - (q) - (g2 - (g
Z M - (g ATy L (gt Aey T 2)
ZMij ( £1J+A£”)r”+r”
=My ()

3.2 Security

Furthermore, we analyze the security mainly from the fol-
lowing aspects.

1) The user’s location privacy. In our proposed proto-
col, the mobile user U only interacts with the data
service provider to obtain the required private key
by the oblivious transfer (OT}*) protocol. Further-
more, the OT]* protocol protects the input privacy
of the mobile user U. According to the OT}" protocol
(see Step 2 of Private query phase), the data service
provider gets only the message z from the mobile
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user U. Here z = g"h", v=b+(a—1) xtand r is a
number that the mobile user U selects randomly. Ob-
viously, the location information of the mobile user
U is hidden in z. But, one equation cannot solve
multiple unknown variables, i.e., r and v (a and b),
so the DSP cannot obtain any location information
of the mobile user U only from the message z, that
is, the location privacy of the mobile user U can be
guaranteed by OT7".

2) The data privacy of the data service provider.
Though the data service provider stores all cipher-
texts in the cloud server, the cloud server cannot get
any plaintext without the private keys.

For each block D;; (1 < i < s, 1 < j < t),
the data service provider encrypts the correspond-
ing data M;; by the EIGamal encryption algorithm,
to form a ciphertext Ep,, (M;;), and then sends it
to the cloud server for storage. The specific pro-
cess of the encryption is as follows: randomly se-
lect r;; € Z * and calculate CJ; = g"(mod p)
and C’2 = pk: Y(mod p). The final ciphertext
Epr,, (M”) (C’”, 02) According to EIGamal en-
cryption, if the cloud server or other attackers want
to get the plaintext M;;, he/she must know r;; or
sk;;. But both the random number r;; and the pri-
vate key sk;; are generated secretly by the data ser-
vice provider. Unless one can solve the discrete loga-
rithm problem (i.e., given an element b € G, to solve
a, such that b = ¢g%), he/she cannot get r;; and sk;;.
Accordingly, the attacker cannot get the plaintext
only from the ciphertext without the key. There-
fore, the data privacy of the data service provider is
guaranteed by the difficulty of the discrete logarithm
problem.

3) The key privacy of the data service provider. On the
one hand, the mobile user U only gets one private
key associated?with his/her location from the data
service provider by executing one OT}* protocol, but
not any other private key (it implies that the U can-
not get other service information except his/her own
area).

According to the OT}" protocol, the mobile user U can
only obtain one unique private key from the data service
provider, and its security is guaranteed by the OT7* pro-
tocol. The detailed analysis is as follows:

Suppose that the mobile user U is privately located in
the area Dgp. The U calculates v = b+ (a — 1) x ¢, se-
lects a random number, and calculates z = ¢g"h". Then
the U transmits z to the data service provider. After the
data service provider receives z, the DSP selects a random
number k;; € Z; for each block in the map, and calculates
K} = g and Kfj = ski;(z/WITE"Dxt ks (1 < < s,
1 < j < t). Finally, the data service provider sends all
(K}, K7;)s to the U. According to his/her location infor-

W50
mation (i.e., the values of both a and b), the mobile user U
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can get exactly skq, = K2 /(KL,)", but no other private
key (see Equation (3)) based on the difficult assumption
of the computational Diffie-Hellman problem (i.e., given
(g, g%, g°) for a randomly chosen generator g and random
a,b € {0,...,q — 1}, it is computationally intractable to
compute the Value g).

ki (210D gy
Sk‘L] rhv/thr i—1) Xt)k”/(gk”)r

K7/ (KG) i (
(9

skig (g7 b /WD k /(ghiay
( )
(

(3)

g ki
— Sk” grhv (G+GE—-1)xt ) /(gkij)r
= sk;;j(h"~ (3+(i— l)xt))

7& Skij

On the other hand the updated private key is ran-
dom, i.e., skgj = ] where the public key is pk” =g" i
Similarly, based on the difficult assumption of the dis-
crete logarithm problem, the new private key skgj is se-
cure while its public key is open. Furthermore, Az;; =

Ska — sk;j(mod p) = xgj — x;5(mod p) and the up-
dated ciphertext E, k! (M ) = (C’lj,C’ ) where C;]l —
Cilj .gT;j — gr”"_r” (mod p) CZ_? — O'L2j . Cz(j . (pkgj)r;j _

M;; - (pkgj)”j*’"u (mod p), and Cj; = (C})29. It is also
known from EIGamal encryption algorithms that the mo-
bile user U and the cloud server cannot obtain M;; with-
out the updated private key skgj, that is, its security is
guaranteed by EIGamal encryption algorithm. After the
key is updated, any one cannot decrypt the plaintext data
without the updated private key. Similarly, the cloud
server can’t get the plaintext of each data block. In fact,
only the authorized U can get the private key skgj from
the data service provider by executing the OT7" protocol.

In addition, when the key is updated, the data ser-
vice provider only sends the auxiliary message Fj; =
(Ci;, Apkij) to the cloud serve, where Cj; = (C’}j)m“]‘
and Apk;; = g~%i(mod p). Similarly, according to the
difficulty of solving the discrete logarithm problem, the
cloud server cannot get any private information from the

auxiliary message Fj; = (C”, Apk;;).

In summary, it can be seen from the above analysis
that the required data associated with the user’ location
is stored in the cloud server by the encrypting method,
and the decryption key is managed by the data service
provider, where the data and the key are stored and man-
aged separately, so that both the location privacy of the
user and the data privacy of the DSP are protected well.
In addition, the data service provider may add a small
amount of virtual data (i.e., false data) to each block in
a moderate amount, so that the format and size of all
blocks is completely consistent, which also reduces the
risk of information leakage.
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3.3 Performance

1) Computation costs. In the proposed scheme, the
computation costs involve three parties, the user, the
data service provider, the cloud server. The compu-
tation cost of the user is to query the private key by
the OT protocol. The computation cost of the data
service provider is to manage (e.g., generate and up-
date) all key pairs and encrypt all blocks of data.
Furthermore, in private query phase, the data ser-
vice provider still needs to encrypt all private keys,
such that only the authorized user can decrypt one of
them. The computation cost of the cloud server is to
assist the data service provider to update all cipher-
texts stored in the cloud server. The detailed com-
putation costs of the proposed scheme are listed in
Table 1. Here, Dg, Mg, and Eg denote the costs of
one modular division operation, one modular multi-
plication operation, and one modular exponentiation
operation in group G, respectively.

2) Storage costs. In our scheme, the storage costs
mainly include two parties, the cloud server and the
data service provider. The storage cost of the cloud
server is to store all ciphertexts of the data service
provider and all public keys of different blocks. The
storage cost of the data service provider is to keep
all private keys in secret. Here, we assume that the
lengths of a plaintext block, a public key and a pri-
vate key are 512 bits, 512 bits and 160 bits. The
detailed storage costs of this scheme are shown in
Table 2

3) Communication costs. In initialization phase and
key update phase, the communication costs between
the data service provider and the cloud server are to
exchange messages, including the ciphertexts of the
data and the updated messages of the keys, which
are related to the number of the blocks, i.e., s x t. In
private query phase, the user only needs to send one
message to the data service provider and to receive
s x t messages (i.e, the ciphertexts of all keys) from
the data service provider in turn.

According to the above analysis, this scheme has the fol-
lowing advantages compared with the existing methods of
location privacy protection:

1) Combining with the cloud storage service, a large
number of data, which would be stored originally in
the data service provider, is converted to the cipher-
text, and then stored in the cloud server, so that it
not only effectively protects the data privacy, but also
greatly reduce the storage costs of the data service
provider;

2) The user can obtain the decryption key of his/her
required ciphertext by the OT protocol, which can
effectively protect the user’s location privacy. Fur-
thermore, the data service provider only needs to re-
turn the ciphertexts of the keys to the user, instead of
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Table 1: The computation costs of the proposed scheme

Participant

Computing cost

User

Da + Mg + 3Eq

Data service provider

(s xt)Dg +2(s x t) Mg + 9(s x t)Eg

Cloud serve

3(s x t)Ma +2(s x t)Eg

Table 2: The storage costs of the proposed scheme

Storage cost
3(s x t)512bits
(s x t)160bits

Participant
Cloud serve
Data service provider

the ciphertexts of all actual data, so it can effectively
reduce the communication cost between the user and
the data service provider;

3) When updating the block keys and ciphertexts, the
data service provider only needs to update the key of
each block, while the main update operations of the
corresponding ciphertext are completed by the cloud
server, so it can effectively reduce the computation
cost of the data service provider;

The key generation, distribution, storage and up-
date are independently managed by the data service
provider, without any other key management center
or a trusted third party, so it can lower the implemen-
tation costs of the system, and meantime improve the
performance of the system.

4 Conclusion

In this paper, we present a new location privacy protec-
tion model by introducing the cloud server, and then de-
sign the corresponding protocol without any trusted third
party, in which we employ the technologies of data en-
cryption, oblivious transfer and space anonymous. The
analysis results show that our proposed scheme can well
ensure both the location privacy of the query user and the
data privacy of the data service provider in location-based
services, and especially it can greatly reduce the storage,
computation and communication costs of the data service
provider.
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