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Abstract

Many remote user authentication schemes have been de-
signed and developed to establish secure and authorized
communication between the users and the sever over an
insecure channel. By employing a secure remote user
authentication scheme, the users and the server can au-
thenticate each other and utilize advanced services. In
2012, Hsieh and Leu proposed a remote user authentica-
tion scheme. However, we review and analyze Hsieh and
Leu’s scheme and find that their scheme can’t provide
user anonymity and is vulnerable to slow wrong password
detection, masquerading attack and password guessing
attack. In order to solve these drawbacks, we propose
a security-improved authentication scheme which can re-
sist all attacks above. Finally, security formal analysis
of the proposed scheme using Burrows-Abadi-Needham
logic (BAN-logic) is given, which indicates that the pro-
posed scheme can protect against several possible types
of attacks with only a slightly high computational cost.

Keywords: Authentication; Hash Function; Masquerading
Attack; User Anonymity

1 Introduction

With the rapid development of the internet, computer ap-
plications have penetrated into all areas of society, which
provide us a lot of services and bring conveniences to our
life and work. However, it also brings many negative ef-
fects such as the fortified ability of attackers via the inter-
net. At the same time, information security has become
an important issue. In order to protect the security of
information, many scholars have proposed some authen-
tication schemes to establish secure and authorized com-
munication between the users and the server. After Lam-
port [13] first proposed a password-based user authentica-
tion scheme, many researchers proposed password-based
user authentication schemes with key agreement [7,16,20].
However, Lennon et al. [15] and Yen and Liao [25] demon-
strated that Lamport’s scheme was vulnerable to stolen

verifier attacks. Typically, in one-factor authentication
schemes, the server maintains a table containing the veri-
fiers of the users [8]. Therefore, the servers tend to be easy
objects of attack, because if an adversary achieves the ver-
ifier of a user that is stored in the verification table, then
he/she can masquerade as the victim user [2,6,11].

In order to overcome these problems, some schemes
based on smart card which also called two-factor authenti-
cation schemes have emerged. In 1991, Chang and Wu [4]
developed the first smart-card-based password authenti-
cation scheme. Then, many improvements were made to
enhance its security and efficiency [12,14,17,24]. In 2004,
Yoon et al. [26] proposed a scheme which enabled users to
change passwords freely and securely without the help of a
remote server, while also providing secure mutual authen-
tication. However, Hsiang and Shih [9] found that it can’t
resist parallel session attack and masquerading attack and
password guessing attack. Therefore, Hsiang and Shih
proposed their own scheme, but He et al. [5] pointed out
that it was still vulnerable to password guessing attack,
masquerading attack. Besides, Hsieh and Leu [10] found
that an insider can carry out an infringed account attack
and a resembling account attack on Hsiang et al.’s solu-
tion. However, Wang et al. [22] showed that, under their
non-tamper- resistance assumption of the smart cards,
Hsieh and Leu’s scheme was still prone to offline dictio-
nary attack, in which an attacker could obtain the victim’s
password when getting temporary access to the victim’s
smart cards. Wang et al. didn’t put forward improved
scheme. In this paper, we find that Hsieh and Leu’s
scheme is still exposed to masquerading attack, password
guessing attack and can’t provide user anonymity, mu-
tual authentication, fast password detection. Therefore,
we propose our improved scheme that can fight against
all aforementioned attacks.

The rest of the paper is organized as follows. The re-
view and the analysis of Hsieh and Leu’s scheme are pre-
sented in Section 2 and 3. In Section 4, we propose a
scheme that can resist all attacks mentioned in related
researches. Section 5 devotes to making security formal
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analysis based on Burrows-Abadi-Needham logic (BAN-
logic) and comparing the proposed scheme with some ex-
isting ones. The result indicates that our modified scheme
has a slightly high computational cost and can protect
against some possible attacks. Finally, we conclude this
paper in Section 6.

2 Review of Hsieh and Leu’s
Scheme

Hsieh and Leu’s scheme is a remote user authentication
scheme which uses hash functions. It contains four phases:
registration, login, authentication and password change.

2.1 Registration Phase

In this phase, the initial registration is different from the
re-registration. The process of the initial registration is
depicted as follows.

R1. User U chooses a random number b and computes
h(b® PW,).

R2. U sends the message ID,,, h(PW,,) and h(b® PW,,)

to S.

R3. In the account database, the server S creates an en-
try for U and stores n = 0 in this entry.

R4. S performs the following computations: P =
h(EID ® x), EID = h(h(ID,)|ln), R=P @ h(b®
PW,), V = h(h(PW,) @ h(x)) which is stored in the
entry of U.

R5. S gives a smart card to U containing R and h(-).

R6. When receiving the smart card issued by the server

S, U inputs b into his smart card. Finally, the smart
card contains b, R and h(-). After this phase, U does
not need to remember b.

If U misses her/his smart card and wants to re-register to
S, the process of the re-registration is as the follows.

RR1. User U chooses a new random number b’ and com-
putes h(V/ & PW,,).

RR2. U sends the message ID,,, h(PW,), h(t/ & PW,)
to S.

RR3. S computes V' = h(h(PW,)@®h(z)) and compares
V with V.

RRA4. If V' is equal to V, S sets n = n+1 in the existing
entry. Then S performs the following computations:
Phew = R(EID @ x), EID = h(h(ID,)||n), Runew =
P @ h(t & PW,).

RR5. Finally, S performs Steps R5 and R6 shown in the
initial registration process.
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2.2 Login Phase

When U wants to login to the remote server S, the fol-
lowing operations will be performed.

L1. U inserts his smart card into the smart card reader
and enters his ID,, and PW,,.

L2. The following computations are performed by U’s
smart card: Chy = R®h(b®d PW,), Co = h(C1 ®T,),
where T,, denotes U’s current timestamp .

L3. U sends C = {ID,,T,,C>} to S.

2.3 Authentication Phase

After receiving the login request message C =
{IDy,T,,C3}, the remote server S and U’s smart card
perform the following operations.

A1l. If either ID, or T, is invalid or T, — T, < 0, S
rejects U’s login request. Otherwise, S computes
Ch=h(h(EID®x)®T,) and compares C} with the
received Cy. If C) = Cy, S accepts U’s login request
and computes Cs = h(h(EID®z)Dh(T;)), where T
is S’s current timestamp. Otherwise, S rejects U’s
login request.

A2. Ssends T, and C5 to U.

A3. If either T is invalid or Ty = T,, this session
will be terminated by U. Otherwise, U computes
C% and compares C4 with the received Cs, C% =
h(C1 ® h(Ts)). If C} is equal to C3, U authenticates

S successfully.

2.4 Password Change Phase

When U wants to change his password, the following pro-
cess will be performed.

P1. U inserts his smart card into the smart card reader
and enters ID,, PW, and new password PW .

P2. U sends the message ID,, h(PW,), h(PW,) @&
h(PWhew), h(b® PWpey) to S.

P3. S computes V' = h(h(PW,) @ h(x)) and compares
V’ with V in the account database.

P4. If V' is equal to V, then S computes h(PW,) @&
h(PWyew)®h(PW,,) to get h(PWhew). Next, S per-
forms the following computations.

P = WEID®n7)
EID = h(h(ID,)||n)

Rpew = P@®h(b®PWyey)
View = h(h(PWpew) ® h(z))

which is stored in U’s entry.
P5. S sends R to U.

P6. Finally, U’s smart card replaces R with Rjeq-
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3 Cryptanalysis of Hsieh and

Leu’s Scheme

In this section, we analyze the security of Hsieh and Leu’s
scheme on the basis of the following assumptions:

1) An attacker can eavesdrop, intercept, and modify any
message in the channel.

2) An attacker may either (1) obtain a user’s password
or (2) extract the secret information of the smart
card, but can’t achieve both (1) and (2) at the same
time.

3.1 User Anonymity

Whenever a legal user U sends a login request message,
the login request message contains the identity 1D, of the
user. Therefore, Hsieh and Leu’s scheme can’t protect the
anonymity of the user.

3.2 Slow Wrong Password Detection

Slow wrong password detection refers to instances in
which the user can’t know of a mistake immediately when
inputs the wrong password, and the user can know when
server S notifies there is a wrong user password. In Hsieh
and Leu’s authentication scheme, the user’s smart card
can’t verify the accuracy of the user password during the
login phase. Only S verifies a legal user by comparing
the similarities between C% and Cy during authentication
phase. Concretely, U inputs I D,, and PW,,, then if U se-
lects a wrong password PW,r, the smart card is unaware
that the password is incorrect. The smart card does not
check the PW; and it computes various values {C, C5}
using PW* for login and authentication. The smart card
then sends {ID,,, T,,C5}.

S is unable to immediately confirm the wrong pass-
word after receiving the message {ID,,T,,C5}. First,
S checks the validity of ID, and T,, then computes
Cy = h(h(EID ® z) ® T,). Then, because Cj is not
the same as C}, S eventually confirms that the received
messages are not normal, and maybe U could have input
the wrong password. Finally, S sends the wrong pass-
word notification to U. Hsieh and Leu’s authentication
scheme requires a lengthy phase that includes value com-
putation and message transmission before confirming that
the user input the wrong password. Therefore, a smart
card needs a fast wrong password detection technique dur-
ing login. When U inputs the wrong password during the
login phase, the smart card needs to quickly identify the
incorrect password and should immediately notify U of
the mistake.

3.3 User Masquerading Attack & Replay
Attack

When an attacker steals the smart card and intercepts
the login request message {ID,,, Ty, C2} from U, he may
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send the replaying message {ID,, Ty, C2} to S in a new
session during authentication phase. Then S will compute
C% and find CY is the same as Cy. Then S regards the
attacker as legal user and accepts the login request.

3.4 Password Guessing Attack

Hsieh and Leu pointed out that Hsiang and Shih’s scheme
could not resist offline password attack. However, we find
that Hsieh and Leu’s scheme also fails to solve the prob-
lem. Then the attacker can guess the password in the
following two conditions.

1) An attacker can know the information {R,h(-),b}
stored in a smart card.

2) An attacker can intercept the login request message
{ID,,T,,Cs} over the communication channel.

The specific steps are as follows:
1) An attacker selects a password PW.

2) Computes C; = R® h(b® PW}) and C5 = h(CT @
T.).

3) Verifies the correctness of PW; by checking if the
computed C3 is equal to the intercepted Cs.

4) Repeats 1) ~ 3) of this procedure until the correct
value of PW,, is found.

Once the smart card is stolen or picked up, the corre-
sponding password factor can be guessed. So Hsieh and
Leu’s scheme is not a two-factor scheme and is insecure.

3.5 Mutual Authentication

Generally, if authentication scheme is secure, it can re-
sist user impersonation attack and server masquerading
attack. However, the authentication scheme can’t resist
user impersonation attack as described in Section 4.3.
Therefore, Hsieh and Leu’s scheme fails to provide mu-
tual authentication.

4 Proposed Scheme

In this section, we propose an enhanced scheme based on
Hsieh and Leu’s scheme which can resist all the attacks
mentioned in Section 3. The enhanced scheme contains
four phases: registration, login, authentication, password
change phase.

4.1 Registration Phase

The registration phase of the proposed scheme is shown
in Figure 1.

1) Initial registration.

R1, R2, R3. The same as Hsieh and Leu’s scheme.
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Figure 2: Login phase

R4. S computes fy,, P, R,V as follows.

fu = h(ID, ®h(PW,))

P WEID, ® x)
EID, = h(h(IDy)||n)

R = Pa®h(b®PW,)

1% h(h(PW,) & h(z)).

R5. S sends U a smart card containing f,, R, h(-).
Then U stores b in the smart card.

2) Re-registration.

This phase is the same as Hsieh and Leu’s scheme.

4.2 Login Phase

The user U should execute the following steps when he
logins to the remote server S (See Figure 2).

L1.
L2.

L3.

The same as Hsieh and Leu’s scheme.

The smart card computes f, and compares the com-
puted f, with the stored f,.

If they are the same, U generates the current times-
tamp 77 and a random number R. Then U computes
My, My, M3, EID,, as follows:

My = R@h(b®PW,)
My = M; &R,
Mz = h(M|[R||T1)
EID, = h(h(IDy)|In).

L4.

U sends the login request message {EID,,, My, Ms,
Tl} to S.

4.3 Authentication Phase

After receiving the login request message {EID,, Mo,
M3, Ty}, the remote server S and U’s smart card perform
the following operations and in Figure 3.

Al.

S checks whether EID, is the same as the EID,,
stored in the database.

A2. If they are the same, S computes M, and M5 as

A3.

Ad.

follows.

M, = h(EID,®z)

Ms = Ms® My.
S compares the M3 with h(My||M5||T1). If they are
equal, S computes Mg and M.

Mg = My®Rs

M7 = h(M4||Rs||T2),

where T and Ry respectively denotes S’s current
timestamp and random number. Then S sends
{EID,, Mg, M7, T5} to U.

U computes Mg = Mg & M; and verifies whether
M7 = h(M;||Ms]||T>) or not. If they are the same, U
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Figure 3: Authentication phase

computes My and sk as follows.

h(M||R.||Ms||Ts)
h(My||R.|| Ms||Tz||T3)

My =
sk =

where T3 is a timestamp.

A5. U sends {My, T3} to S.

A6. S receives the message and starts to verify whether
the My is equal to h(My||Ms||Rs||T5). If they are
equal, S accepts the login request. Then S computes
Mo and sk as follows.

My = h(My||[Ms||Rs|[Ty)
sk = h(My||Ms||R||T5||T5).

A7. S sends {Mio, Ty} to U.

AS8. U receives the message and starts to verify whether
the Mo is equal to h(M||R.||Ms||Ts). If they are
equal, U regards S as legal server.

A9. Finally, they share a same session key sk =

h(h(EID, @ z)||Re|| Rs||To||T3)-

4.4 Password Change Phase

For the proposed scheme, the password change phase is
executed when U loses the smart card or wants to update
the password.

P1. U selects and inputs 1D,,, PW,, PW,, .. and gener-
ates a new random number b'. Then U submits ID,,,
h(PW,), h(t & PW,), h(PW, ), h(b&® PW,,..)

Unew
to S through a secure channel.

P2. After S receives the message, S checks the database
for the ID, and computes V' = h(h(PW,) @& h(x))
and compares it with V' in the database.

P3. If V' is equal to V, then S carries out the computa-
tions as follows:

funew h(ID, @h(PWum))
P = WFEID,®x)

EID, = h(h(IDy)||n)

Rpew = Poh(V @ PW,,.,)

View = h(h(PW,,.,)® h(x)).

P4. S sends a new smart card to U that contains f,, _,,
Ryew, h(+). Then U stores a new b’ in the smart card.

5 Analysis of the Proposed

Scheme

In this section, we first analyze the security of our pro-
posed authentication scheme based on the assumptions
stated in Section 3. Then, we show that the proposed
scheme withstands all attacks mentioned in Hsieh and
Leu’s scheme.

5.1 Security Analysis Using BAN Logic

Burrows [3] proposed BAN logic in 1990. Although there
are some controversial publications about BAN-logic [1,
18,19, 23], it is the first formal analysis. As a method
of analyzing authentication schemes, its simplicity and
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intuitiveness have attracted the attention of scholars. The
analysis of an authentication scheme using the BAN-logic
tool consists of four steps [21] and the formal analysis
of the security of the proposed scheme is described as
follows.

Step 1. The goals of mutual authentication in the pro-
posed scheme are shown as follows:

Gl:UEU+<* g
G2:SEU % g
G3:UESEU&S s
G4:SEUREU &% S

Step 2. The idealization forms of the messages in the

proposed scheme are shown as follows:

Message 1.

U— S (Re)nEip.ax) (Be, T1)n(BID @), T1-
Message 2.

S = U : (Rs)n(EID ex), (Rs; T2)h(EID @), T2
Message 3.

U—8:(Re, Rs, T3)n(EID @32) U S T
Message 4.

S = U : (Re, Rs, Ta)n(EID, 002) U LR

Step 3. The initial states of the proposed scheme can be
assumed as follows:

P1:
P2
P3:
P4
P5:

P6 :
P7:
PS8 :

Step 4. According to the initial state assumptions and
BAN-logic inference rules, the main analysis of the
proposed scheme is stated as follows:

According to Message 3, we can get Al:

S < {(R07R55T3)h(EID dx) TSaU S}

According to the assumption P6 and the message
meaning rule, we can get A2:

S ): Ut {(RCaRS7T3) h(EID, éBx)aT?nU <—> S}
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According to P3 and the freshness conjunction rule,
we can get A3:

S = #{(Re, Rs, T3)n(B1Dy000), T3, U

According to A2, A3 and the nonce verification, we
can get A4:

SEUEA{(R, Rs, T3)n(E1D 002), T3, U <k 8y

S}.

According to A4, we apply the belief rule, we can
get A5:

Gi:SEUREU <5 s

According to P8, A5 and the jurisdiction rule, we
can get AG6:

G2:SEU < s
According to Message 3, we can get AT:
U< {(RCaR57T4)h(EIDu§9gg),T4,U FLLIN SY.

According to the assumption P5 and the message
meaning rule, we can get AS8:

U< SEA{(Re, Rs, Ta)n(EID 002), T4, U —— S}.

According to P4 and the freshness conjunction rule,
we can get A9:

U <#{(Re, Rs, Ty)n(BID, @0x)> T4, U < S}.

According to A8, A9 and the nonce verification, we
can get A10:

Uk S {(Re, Rs, Ta)n(mrp,on), Ta, U+ 5},

According to A10, we apply the belief rule, we can
get All:

G3:UESEU < 5

According to P7, A11 and the jurisdiction rule, we
can get Al12:

Gl:UEU <5 g

5.2 Comparison in Security Properties
and Efficiency

The improved security properties of the proposed scheme,
which is an extension of the Hsieh and Leu’s scheme, are
described as follows.

1) Identity preservation.

The adversary can easily intercept the user’s login
request {ID,,, T,,C>} in Hsieh and Leu’s scheme. In
order to protect the identity of the legal user, we
use the FID,, instead of the ID,, what’s more, the
ID,, is encrypted by hash function. The content of
Ms, M3, Mg, M; are dynamic and different in each
session by using R, and R. Therefore, the proposed
scheme can provide identity preservation.
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Table 1: Security comparison of the proposed scheme with other related ones

Security features

Hsiang and Shih | Hsieh and Leu | Ours

Provide user anonymity

Mutual authentication

Resist user impersonation attack

Resist server masquerading attack

Resist slow wrong password detection

Resist offline password guessing attack

slkaikaikalEalls
| | Of M| w4 <
O|O| 0| 0| 0|0

Table 2: Performance comparison of the proposed scheme with other related ones

Schemes Login phase | Verification phase | Total
Hsiang and Shih’s scheme 2Ty, 671}, 8Ty,
Hsieh and Leu’s scheme 217, 61}, &1y,
Proposed scheme 5Ty, 1073, 15T,

2) Resist slow wrong password detection.

The proposed scheme can check the user’s password
during the login request. Therefore, it can quickly
know whether the password is true or not. In the
proposed scheme, when a user wants to login, he in-
puts his own ID,, PW,. On the basis of these, the
smart card computes f, = h(ID, ® h(PW,)) and
compares it with the f, stored in smart card. If the
password is wrong, the computed f, and stored f,
will be different, so the user can’t login. At the same
time, the user can quickly know he needs to input
the correct password.

Resist user masquerading attack.

We suppose that an adversary can get the smart
card and intercept the login request. If an adver-
sary wants to masquerade as a legal user, he has
to send the appropriate response to the server’s re-
quest. When the adversary replays the login request
{EID,, My, M3, T} } to the sever, the legal server re-
sponses {EID,, Mg, M7, T} to the adversary, the
adversary accepts it and must response the appro-
priate { My, T3} to the sever. However, he can’t com-
pute the correct {My,T5} without knowing ID,, x
and R, because the I D, is encrypted by hash func-
tion and the z is only known by legal server and the
R, in the database.

Resist sever masquerading attack.

If an adversary wants to masquerade as a legal server,
he has to send the appropriate response to the user’s
request. When the user sends { Mg, T3} to the adver-
sary, he has to compute the appropriate { Myg, T4} to
identify he is the legal server. However, he can’t com-
pute the correct {Mip, Ty} without knowing ID,,, x
and R, because the I D, is encrypted by hash func-
tion and the z is only known by the legal server and
the R, in the database.

5) Resist password guessing attack.
If an adversary gets the smart card, he can ex-
tract all information stored in smart card. If he
wants to guess the password, he can guess it by
fu = h(IDy & h(PW,)). Although the adversary
knows f,, the I D, is encrypted by hash function, so
he can’t get the password.

Provide mutual authentication.

The proposed scheme can provide mutual authenti-
cation because it can resist the user masquerading
attack and the server masquerading attack. The se-
curity comparison of the proposed scheme with other
related ones is presented in Table 1. O denotes that
scheme provides the property; X denotes that scheme
fails to provide the property. The result obviously in-
dicates that our scheme is more secure.

The computation costs of the proposed scheme and
other related ones are calculated in Table 2. In Table 2,
T}, presents the computation time for hash function and
T, stands for the computation time for symmetric encryp-
tion operation. The computation time for @ and || can
be ignored because the time is very short.

The results in Table 1 and Table 2 indicate that our
scheme provide all security properties with only a slightly
high computational cost.

6 Conclusion

This article first reviews Hsieh and Leu’s scheme and then
analyses the security of Hsieh and Leu’s scheme. Sec-
ondly, we point the shortcomings of the scheme. Finally,
we propose a new scheme to protect against all attacks.
The results show that the proposed scheme has more se-
cure properties than some other related ones.
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Table 3: Main notations of BAN-logic
Notation Meaning Notation Meaning
PQ Principals XY Message variable
K Shared key (X)y X combined with the formula Y
PEX P believes X #(X) X is fresh
P<X P sees X P 5, Q P and @ may use the shared key K
PEX P once said X (X,Y) X or Y is one part of the formula (X,Y)
P = X | P has jurisdiction over X (X)k X hashed under the key K
Transactions on Consumer Electronics, vol. 50, no.  5) Freshness conjunction rule.
2, pp. 612-614, 2004.
P #(X)
P X, Y
Appendix ST
P Dbelieves that (X,Y) is fresh if P believes that X
In this section, we introduce the content of BAN-logic is fresh.
with symbols P and @ standing for principals and X and
Y representing statements. The main notations of the .
logic are presented in Table 3. Blography

To describe the logic postulates of BAN-logic, we
present the following rules:

1) Message meaning rule.

PEQ 5 PPa{X}k
PEQFX

P believes that Q) once said X if P believes that K is
the secret shared key with @), and P sees X encrypted
by K.

2) Nonce-verification.

PE#X),PEQFX
PEQFX

P believes that @ believes X if P believes that X is
fresh and @ has said X.

3) The belief rule.

P (X),P (V)
PE(X.Y)

P believes (X,Y) if P believes both X and Y.

4) Jurisdiction rule.

PEQ=XPEQEX
PEX

P believes @ on the validity of X if P believes that
@ has jurisdiction over X.
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