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Abstract

In view of the privacy protection and shadow effect of
wireless body area network (WBAN), we propose a secure
and reliable data transmission scheme. In the first place,
on the basis of the characteristics of WBAN, we propose
a reasonable relay transmission strategy, which uses the
time-varying model to model the channel and select the
relay node based on the principle of load balancing, to
solve the problem of how reasonable and efficient use of
relay nodes, thus improving the energy efficiency of relay
transmission. In addition, in order to solve the problem
of secure transmission of physical data in WBAN, a new
authentication and key agreement protocol is proposed.
Through in-depth analysis, it is verified that the proposed
scheme conforms to the highest security level defined by
TEEE 802.15.6 body area network standard, which can en-
sure the confidentiality and integrity of information while
satisfying the demand of data reliability, and has high ap-
plication value.

Keywords: Load Balancing; Privacy Protection; Reliabil-
ity; Time-Varying Model;, Wireless Body Area Network

1 Introduction

In recent years, with the rapid development of wireless
communications, micro-sensor equipment and artificial in-
telligence, an emerging, human-centered wireless sensor
network-wireless body area network (WBAN) came into
being. WBAN is mainly composed of a variety of sen-
sor nodes attached to the human body that continuously
perceive human physiological data and a coordinator that
collects and processes various perceived data.

Due to the asymmetry between the coordinator and
the sensor nodes, a standard single-hop star topology is
widely used in traditional WBAN. However, in the actual
situation, the human body will cause the wireless link be-
tween the sensor node and the coordinator to be blocked,
resulting in reduced data transmission reliability. In or-
der to reduce the shadow effect of the human body on

the channel, the use of relay transmission mechanism can
greatly reduce the link outage probability.

However, the introduction of a relay transmission
mechanism will bring additional energy overhead, which
will further shorten the lifetime of WBAN. Therefore, how
to use the relay node reasonably and efficiently is great
importance to improve the energy efficiency of relay trans-
mission. In addition, WBAN in the transmission of data,
security is also very important. Since the data trans-
mitted by WBAN are physiological parameters that are
closely related to the human body, the confidentiality and
integrity of the data are indispensable.

In order to ensure the reliability and security of data
transmission in WBAN, we propose a secure and reliable
data transmission scheme for WBAN. The main contri-
butions of the scheme are the following:

1) Using the time-varying model to establish the wire-
less human body channel, according to the time-
varying prediction model to determine whether the
sensor node needs to allocate the relay node, to solve
the problem of relay timing judgment.

2) A relay transmission strategy based on load balanc-
ing is proposed to solve the problem of relay node
selection and improve the energy efficiency.

3) According to the transmission mode of different links,
this paper proposes a new authentication and key
agreement protocol, which solves the problem of data
security transmission.

The rest of this article is organized as follows. Section 2
reviews the related work. Section 3 describes the sys-
tem model and design goals. Section 4 presents this pro-
posed safety and reliability scheme. Section 5 describes
the safety analysis, and Section 6 describes the simulation
results. Summarized in Section 7.
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2 Related Work

A large number of personal data collected by WBAN are
important information about the security and privacy of
users, and it is of great significance to explore how to
ensure that these data are transmitted securely to the
relevant medical institutions. In the literature [3,19], the
security requirements of WBAN are analyzed, and the
security objectives of WBAN system are mainly to en-
sure the confidentiality, integrity, authenticity and fresh-
ness of the data. Because the sensor nodes have strict
low power limits, it is challenging to meet these security
requirements. If the use of complex security encryption
measures, will inevitably lead to excessive energy con-
sumption, and easy to affect the normal communication
of the sensor nodes. IEEE 802.15.6 body area network
standard defines a multi-level security level of communi-
cation, each of which corresponds to a different level of
protection and frame format [15]:

1) Level 0: Unsafe communication, no data is authen-
ticated during communication, and no integrity pro-
tection;

2) Level 1: Only authentication, data transmission in
the security authentication mode, but the data is not
encrypted;

3) Level 2: Authentication and encryption, which is the
highest security level of communication mode. In or-
der to ensure the safe transmission of data, the litera-
ture [28,30] through asymmetric encryption technol-
ogy to encrypt the data, but these schemes have high
computational complexity, not suitable for WABN.
Literature [13,16] proposed a number of lightweight
security encryption scheme, which can effectively en-
sure the safe transmission of private data, but these
methods require a large storage space and does not
meet the reliability of the data. In addition, in or-
der to resist the presence of attacks in WBAN, the
literature [9,20] proposed to use the time-varying hu-
man physiological signal to establish the symmetric
key, reduces the key management of symmetric en-
cryption algorithm, but this method is limited to the
human body sensor symmetry of the network topol-

ogy.

On the other hand, the traditional WBAN usually uses
the standard star topology to transmit the data, but in
the actual process, because of the shadow effect of the
human body structure, in the signal transmission process
will cause great path loss [2,23]. In order to optimize
the topology of WBAN, the relay nodes can be intro-
duced into the network to improve the reliability of data.
Gorce et al. [10] conducted a theoretical study on the re-
liability of relay transmission mechanism in WBAN, and
then compared the relay transmission mechanism with
the single-link transmission mechanism and the two-hop
transmission mechanism respectively. It is proved that
WBAN adopts relay transmission mechanism can be more
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effective than the other two mechanisms to improve reli-
ability. Errico et al. [6] proposed a performance evalua-
tion method of relay transmission mechanism for WBAN|
and based on the measured data of the wireless human
body channel under the daily activities of the human
body, it is proved that relay transmission mechanism can
greatly reduce the link outage probability. However, the
literature [6,10] does not give the specific implementa-
tion strategy of relay transmission in WBAN. Abbasi et
al. [1] proposed a relay transmission strategy to improve
the reliability of WBAN. The strategy uses a dynamic
contention-based relay node selection mechanism, that is,
the first relay node that makes feedback on the request
from the source node is selected as the relay node of the
source node. The results show that the strategy can ef-
fectively improve the reliability of transmission while re-
ducing the delay. Hara et al. [12] also proposed a relay
transmission strategy to improve the communication reli-
ability of WBAN. This strategy is based on the principle
of ?low interrupt correlation? to make a more reason-
able choice of relay nodes. The results show that this
kind of relay node selection method can improve the reli-
ability in the weaker dynamic scenario. Although the re-
search [1,12] proposed a specific relay transmission strat-
egy for WBAN, they only verified the reliability of the
strategy and did not examine the energy efficiency of the
strategy. The study [18] evaluated the energy consump-
tion of the proposed relay transmission strategy and found
the high energy consumption problem of the relay node,
but did not give the corresponding solution to the prob-
lem.

By analyzing and summarizing the above research re-
sults, we can see that only symmetric encryption technol-
ogy is suitable for WBAN sensor nodes with low power
consumption and limited storage resources. In addition,
the main reason for the high energy consumption of relay
nodes is that the relay nodes are not allocated reasonably
in the relay transmission process. Therefore, in this pa-
per, we propose a load balancing based relay transmission
strategy to solve the problem of high energy consumption
of relay nodes. At the same time, combined with the pro-
posed authentication and key agreement mechanism, it
provides the security guarantee for data transmission.

3 System Models
Goals

3.1 Network Model

and Design

WBAN mainly includes intra-body and extra-body two
parts of the application structure, as shown in Figure 1.
In this paper, we mainly study the safety and reliabil-
ity of intra-body network. The intra-body part is mainly
composed of a coordinator and each sensor node attached
to the human body surface. Each sensor node contin-
uously senses physiological information and periodically
transmits the perceived data to the coordinator. The co-
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Figure 1: Wireless body area network application struc-
ture diagram

ordinator is responsible for collecting the data perceived
by each sensor node and then processing and transmit-
ting the data to the external network. The extra-body
part mainly includes base stations, communication net-
works and remote servers. The coordinator sends the
collected physiological information to the base station in
extra-body, and the base station sends the information to
the remote storage server through the external network.

3.2 Channel Model

In the study, based on the recommendation of the IEEE
802.15.6 Working Group [8], we use the time-varying
model [5] to model the channel. The short-term average
channel gain G(n) is a random variable that describes the
slow fading characteristics of channel due to the human
shadow effect. Based on the statistical analysis of a large
number of measured channel gains, it is proved that the
short-term average channel gain G(n) follows the normal
distribution:
G(n) lap~ N(us, 03). (1)
Where S is a specific application scenario, pg and (f§
are the mean and standard deviation for the specific sce-
nario, respectively. Assume that the link between the
sensor nodes S; and S; is denoted as S;; and the short-
term average channel gain of the link is represented by
the random variable G‘ij. The random variables G‘ij (m;)
and G’ij(mi + k) represent the average channel gain of the
link in slot m; and slot m; + k, respectively. According
to Equation (1), the two random variables are Normal
distribution:

Gij la~ N(pij, 03;), Gij(mi + k) lap~ N(pij,03;).  (2)

Due to the temporal autocorrelation of the channel,
there is a certain temporal correlation between the two
variables, so their joint probability distributions can be
expressed as follows:

(Gij(mi), Gij(mi + k) |lap~ N(pij, iz 055,055, pij (k)
pij(k) _ E{[G‘Z(mz) - Nij][éi(mi + k) — wijl}

oij?

(3)
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We call Equation (3) denote the time-varying model,
where p;; (k) represents the correlation coefficient between
C_?lj(mZ) and Gy;(m; + k). Under the premise of known

Gij(m;), the probability distribution of the random vari-
able G;(m; 4+ k) can be obtained by further derivation:

Gi(mi + k) lap~N((1 = pi(k)) - pi + pi(k) - Gi(ms),
(1 — pi®(k))o?).

Equation (4) shows that the outage probability

Pout;(m; + k) in the next transmission slot can be pre-

dicted based on the channel state G;(m;) in the current
time slot:

Pout;(m; + k) = Prob(P;(m; + k) < P*)
= Prob(Gi(m; + k) + P, < P¥)
= Prob(Gi(m; + k) < G*)

G* — (1= pi(k)) - pi — pi(k) - Gi(m)
(1= pi2(k)) - oi

We call Equation (5) denote the time-varying predic-
tion model, where P;(m; + k) represents the average re-
ceived signal power, P* represents the predefined receive
power threshold, G* is expressed as the link interrupt
threshold, and satisfies G* = P* — P,, f(G;(m; + k) de-
notes the probability density function of G;(m; + k), and
¢(+) denotes the standard normal distribution function.

= ¢(

)

3.3 Threat Model

Because of the openness of wireless communication and
the importance of transmitting information, WBAN is
vulnerable to attack. These security threats are mainly
from the following attacks.

Eavesdropping attacks: Since the openness of wireless
channel transmission, so the attacker can eavesdrop
any messages transmitted between nodes and obtains
sensitive or valuable information by analysis.

Tampering attack: An attacker can remove or replace
the eavesdropping message, and then send the tam-
pered message to the original recipient to achieve
some illegal purpose.

Camouflage attack: If the attacker eavesdropped to the
legitimate sensor node or coordinator identity infor-
mation, then he can be disguised as a legal node
through the identity information to deceive.

Replay attack: The attacker to use network monitor-
ing or other ways to steal data packets and resend a
destination host has received packets, to achieve the
purpose of deception system.

Man-in-the-middle attack: The attacker use a variety of
technologies to intercept network data flow, and then
to steal the information and illegal tampering, thus
deceiving both ends of the authorized client.
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Denial of service attack: An attacker sends a large num-
ber of packets to consume the network bandwidth
and resources of the target server so that it can run
out of power and can not continue to work.

3.4 Design Goals

In WBAN, because of the particularity of node structure,
the particularity of function and the particularity of its
application environment, WBAN not only to meet the ba-
sic security objectives of the network, but also to ensure
the reliability of the data. A secure and reliable WBAN
architecture should be able to provide the following ser-
vices.

Data reliability: Due to the particularity of the wire-
less human channel, the human body’s own blocking
effect on the wireless channel will lead to a strong
shadow effect, thus reducing the arrival rate of data
packets, affecting the reliability of data.

Data confidentiality: Patient information in the trans-
mission process should be encrypted, can not directly
to the user’s privacy information leaked to internal
or external users.

Data integrity: If there is no relevant security mecha-
nism to protect the integrity of the data, the attacker
is easy to tamper with or forge the original data seg-
ment to destroy the integrity of the data.

Authentication: Since the coordinator collects the per-
ceptual information from each sensor node in the
body, the coordinator must have the ability to vali-
date the data source.

4 The Proposed Scheme

In this section, we propose a secure and reliable data
transmission scheme for WBAN. First of all, the scheme
uses the time-varying prediction model to judge the relay
timing, and then select the relay node according to the
principle of load balancing to ensure the energy efficiency
of relay transmission on the premise of reliability. At the
same time, according to the different ways of link trans-
mission, respectively, a two-party and three-party authen-
tication and key agreement protocol are proposed to en-
sure the secure communication of data.

4.1 Judgment of Relay Timing

In the time-varying model, the coordinator C' determines
whether or not a relay node needs to be assigned to the
sensor node in the next superframe according to the chan-
nel state. We use the typical TDMA superframe structure
to allocate time slots, as shown in Figure 2, each super-
frame is divided into three parts, namely, the transmission
period, the forwarding period and the sleep period. Dur-
ing the transmission period, the sensor node sends the

Frame Frame o Frame Frame Frome Frame Frame
Structure | Header N, N N N N,
I T
Transmitting | Slot Slat l:l Forward
Slot Assignment m, m G
5[] skep

Slot Slot | ==
i Mg

Figure 2: TDMA superframe structure

Forwarding
Siot Assignment

perceptual data to the coordinator and the relay node in
the allocated time slot. During the forwarding period,
the relay node will forward the received packets to the
coordinator C' within the allocated forwarding time slot.
During sleep, all nodes go to sleep.

It is assumed that the sensor node S; has transmit-
ted the data to the coordinator C in the m;-th time slot
of the current superframe. The coordinator C' obtains
the average channel gain value of the link S; — C in the
current transmission slot according to the RSST (received
signal strength indicator) value of the received packet, de-
noted G;(m;). If the coordinator C assigns the (m;+k)-th
time slots in the next superframe as the next transmis-
sion slot to S;, the outage probability Pout;(m; + k) in
the next transmission slot can be predicted according to
Equation (6):

Pouts(m; + k) = / F(Gi(ms + k))dG

G* = (1= pi(k)) - pi = pi(k) - Gi(my)
(= pi2(R) - o

Where f(G;(m; + k;)) is the probability density func-
tion of the random variable G;(m; +k). When the coordi-
nator C calculates the outage probability Pout;(m,; + k),
it is possible to determine whether S; needs to allocate
the relay node in the next transmission slot according to
Equation (7):

(6)
= ¢(

)

{Pouti(mi + k) > o, allocate relay nodes

Pout;(m; + k) < o, do not allocate relay nodes

Where § is the predefined threshold for relay allocation.

4.2 Selection of Relay Node

Suppose there are N sensor nodes, denoted as R =
{S;|i=1,2,--- ,N}. The coordinator C' predicts the
link quality of the next transmission slot of the sensor
node set R according to Equation (7) to obtain the set
Ry = {S; | Pouts, > 0,S; € R} that needs to allocate the
relay node and the set Ry = {S; | Pouts, < §,5; € R}
that does not need to allocate the relay node. For each
sensor node in the set R;, we use load balancing principle
to allocate the relay nodes to maximize the energy effi-
ciency of the relay nodes. Assume that the coordinator
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Figure 3: Relay transmission model based on load bal-
ancing

C needs to allocate a relay node for the sensor node S;.
First, the node S; needs to broadcast a request so that
the node who received the request will upload the unique
identifier id and the remaining energy Fg.s to the coor-
dinator C. The coordinator C' obtains the node set R3
which makes the request feedback, and then performs the
intersection operation with Rs to get the candidate set of
relay nodes Ry:
Ry = RyNR3 (8)
Finally, the coordinator C' allocates the lowest cost
node as the optimal relay node to S; according to the
residual energy ERres of the node in the candidate set Ry,
thus extending the network lifetime. Figure 3 shows a
simple diagram based on load balancing relay transmis-
sion model in which it is assumed that the residual energy
ERes; the relay node Sj is greater than the residual energy
ERes, the relay node Sy, so the coordinator C' chooses S;
as the optimal relay node to allocate to S;. When the link
S; — C and the link S; — §; — C' are interrupted at the
same time, the joint link of S; is interrupted. Therefore,
the outage probability Pout; (j) of S; is:

Pout;(j)
= Prob(G;(m;) < G*) x Prob(G;;(m;) < G*) 9
+ Prob(G;(m;) < G*) x Prob(G;;(m;) > G¥) ©)

G,
x Prob(G;(m; + k) < G*)

4.3 Secure Transmission of Messages

After the coordinator C' assigns the relay node to the sen-
sor node S;, S; uploads the perceptual data to C'. During
data upload, the sensor node S; and the coordinator C
need to perform authentication and key agreement to en-
sure the security of data transmission. The system needs
to be initialized before the key agreement. Therefore, we
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divide the data security transmission into system initial-
ization phase, authentication and key agreement phase
and data transmission phase.

4.3.1 System Initialization Phase

In the initialization phase, the system administrator (SA)
needs to deploy some parameters for each sensor node S;
and coordinator C'. The specific steps are as follows:

Step 1: SA assigns a unique identifier id; and id. to each
sensor node S; and coordinator C.

Step 2: SA selects a preshared key K;. for each sensor
node S; and coordinator C.

Step 3: SA defines a one-way hash function h(-) and a
keyed message authentication code MAC(-).

Step 4: SA selects a symmetric encryption algorithm
Ei(-) and a pseudo-random function f(-).

Step 5: Finally, SA assigns the parameters {K;., H(-),
MAC(-), Ex(-), f(1)} to S; and C.

4.3.2 Authentication and Key Agreement Phase

In the single link transmission process, we assume that
the sensor node S; communicates with the coordinator
C. The proposed two-party authentication and key agree-
ment protocol for single link transmission is shown in Fig-
ure 4. In the relay transmission process, it is assumed
that the sensor node S; communicates with the coordina-
tor C through a relay node S;. The proposed three-party
authentication and key agreement protocol for relay link
transmission is shown in Figure 5, described as follows:

Step 1: S; Generate a random number k, calculate x =
Encg,, (id;, k) and Hy = h(id;, k), then send the mes-
sage Mesi = (id;,z, H1) to S;j.

Step 2: S; after receiving the message Mes;, calculate
Hy = MACKk,,(id;,id;, v, H;) and send messages
M682 = (idi, idj,.T, Hl, Hg) to C.

Step 3: C after receiving the message Messy, calculate
H3 = MACk, (id;, id;, z, Hy) and verify that H3 =
H, is equal. If the authentication fails, stop the
session, otherwise C decrypt Deck, (x) = id;,k,
and then calculate Hy = h(id;, k) and verify that
H{ = Hj is equal. If the authentication fails, stop
the session, otherwise C' will generate a random num-
ber r € Z,, calculate SK = f(k,r, id;, id., K;.),
y = Encg, (id;,r), Hs = h(id;, k,r) and Hy =
MACKk, (id;,idy;,id.,y, H3), and finally send the
message M@Sg = (idi,idj,idc,y,H37H4) to Sj.

Step4: S; after receiving the message Mess, calculate
H; = MACk,,(id;,idj,id.,y, H3) and verify that
Hf = H, is equal. If equal, send the message
M684 = (idi,idc,y,Hg) to Sl
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< id, K, >

G
<id; id. K;. >

Generate a random nonce k.
Compute x = Encg, (id;, k).
H, = h(id;, k).
Mes, = (id;, x, H,).

>

Compute
Decg, (x) = {k, h(k)}.
H} = h(id;, k).
Verify if H} = H,.
Generate a random nonce 7.
SK = f(k,r,id;, id,, K;.).
vy = Encg, (id;, 7).
H, = h(id; k., 7).
Mes, = (id,.id,, y, H;).

A

Compute Decg, (y) = {id;, r}.
H3 = h(id;, k, 7).

Verify if Hy = H,.

SK = f(k.r,id;, id,., K;.).

Figure 4: Two-party authentication and key agreement protocol for single link transmission
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Generate a random nonce k.
Compute x = Encg, (id;, k).
Hy = h(id k).

Mes, = (id;, x, H,).

_—

Compute

Hp = MACy, (id;, id;. x, Hy).

Mes, = (id;, id;, x, Hy, H).
>

Compute

H; = MACg, (id;, id;, x, Hy).

Verify if H; = Ha.

Decy, (x) = {id,. k}.

Hi = h(id; k).

Verify if H} = H;.

Generate a l‘ﬂlldﬂlll nonce 1.

SK = f(k,r,id;, id,, K;.).

y = Encg, (id;,1).

Hy = h(id, k. 7).

Hy = MACg, (id;, 1d;,id,, v, Hy).
‘.M’ESg = (id; id;, id., v, Hs, Hy).

H} = MACy (id,, id;, id ..y, H3).
Verify if Hy = H,.
Mesy = (id;, id., v, H3).

«—

Compute Decg, (v) = {id;, 7}
H3 = h(idy, k,1).

Verify if H = H,.

SK = f(k.r.id;, id, Ky.).

Figure 5: Three-party authentication and key agreement protocol for relay link transmission
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Step 5: S; after receiving the message Mesy, decrypt
Deck, (y) = id;,r and calculate Hi = h(id;, k,r),
and then verify that H; = Hs is equal. If
equal, calculate the temporary session key SK =
f(k,r id;,ide, K;e).

4.3.3 Data Transmission Phase

After the sensor node S, the relay node S; and the coordi-
nator C complete authentication and temporary session
key establishment, the sensor node S; uses SK to en-
crypt the perceptual data M to obtain Egx (M, h(M)),
and then through the relay node S; transmitted to coor-
dinator C'. Coordinator C decrypts the data to get M.

5 Security Analysis and Proof

Theorem 1. The proposed scheme can provide mutual
authentication.

Proof. In our scheme, the coordinator C' can authenti-
cate the sensor node S; and the relay node S; by the
preshared key K;. and K., respectively. At the same
time, S; and S; can also authenticate C' through K. and
K. Therefore, our solutions are able to provide mutual
authentication. O

Theorem 2. The proposed scheme can resist denial of
service attacks.

Proof. Denial of service attack is the most common type
of attack on the network. This kind of attack utilizes the
asymmetry of information exchange resources and con-
sumes a large amount of the limited resources of the vic-
tim, thus undermining the network usability. For exam-
ple, an attacker could repeatedly send a forged Mes; to
C, and in the absence of any protection measures, C' will
think that this is the retransmission message Mes; from
S;. Therefore, C' will continue to repeat the calculation
of temporary session key SK, and store all the calculated
SK and the corresponding random number r. But in
our proposed scheme, denial of service attack is invalid.
Since C' receives the forged Mes;, it does not generate
and store the random number r and the temporary ses-
sion key SK after verifying H; failure. Similarly, S; is the
same. Therefore, our scheme can resist denial of service
attacks. O

Theorem 3. The proposed scheme can resist man-in-the-
middle attacks.

Proof. Man-in-the-middle attack means that the attacker
can intercept, replace or tamper with the information in
the interaction process. In the proposed scheme, it is
impossible for an attacker to arbitrarily forge and tam-
per with the information, because it can not obtain a
pre-shared key between the sender and the receiver. For
example, suppose an attacker S} intercepts the interac-
tion between S; and C' and replaces the authentication
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request (x, H;) with (y, H;). However, this man-in-the-
middle attack is still unsuccessful because the attacker
does not have a pre-shared key K;. and can not produce
a correct y = Encg,, (id;, k). Therefore, the proposed
scheme can resist man-in-the-middle attacks. O

Theorem 4. The proposed scheme can resist replay at-
tacks.

Proof. Replay attack is the attacker intercepts the mes-
sage before the communication process, and then replays
the intercepted message in the future interactive commu-
nication process. The solution proposed in this paper can
resist the attack because of the addition of random num-
bers k and r to ensure the freshness of the message. If
an attacker replays the previous interactive message, the
interaction will be stopped because the failure of the ran-
dom number verification. In addition, except the sender,
only the receiver can obtain the random number by the
preshared key decryption, and the attacker does not have
a preshared key can not get the random number. There-
fore, the proposed scheme can resist replay attacks. [

6 Performance Analysis

In the simulation experiment, we use a commonly WBAN
settings, as shown in Figure 1. The human body wears
five sensor nodes that transmit the perceived data to co-
ordinator C in real time and have a relay forwarding
function. At the same time, the indoor walk as the de-
fault body movement. Correspondingly, reasonable time-
varying model parameters can be determined based on
the measurement results of the wireless body channel
in [5,10,21], as shown in Table 1 and Table 2. In ad-
dition, the predetermined reception power threshold P*
is set to -85dBm, and the transmission power P; is set to
-10dBm, which is the recommended transmission power
level of the medical special node. Therefore, the link in-
terrupt threshold G* is -75dB. In the simulation, we use
the superframe structure of the time slot length and su-
perframe length were set to bms and 250ms. At the same
time, the same time correlation coefficient p; is considered
for the link between all sensor nodes and coordinator C,
and Table 1 gives the time correlation coefficient within
500ms. In order to examine the reliability of single link
communication, the outage probability of all direct links
are calculated, as shown in Table 1 and Table 2. It can
be seen from Table 1 that the outage probability of link
Sra —C and link Sy — C exceeds 5%, which means that
it is necessary to assign the relay nodes to the two links
to ensure the reliability of communication.

In order to prove the effectiveness of the proposed re-
lay transmission strategy, we compare the load balancing
relay transmission strategy with random selection relay
transmission [6], optimal selective relay transmission [7]
and maximum effort relay transmission [12]. At the same
time, we compare the performance of the proposed au-
thentication and key agreement protocol with some typ-
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ical authentication and key agreement protocols. Two-
party authentication and key agreement protocols includ-
ing Guiying protocol [11], Saeed protocol [22], Yi proto-
col [27] and Xie protocol [25], three-party authentication
and key agreement protocols including Lv protocol [17],
Yang protocol [26], He protocol [14] and Chang proto-
col [4].

In the simulation experiment, we use the outage prob-
ability and the lifecycle of relay node to test the proposed
relay transmission strategy, which represent the network
reliability and energy efficiency. The lifecycle of the re-
lay node selects the lifetime of the first relay node as the
lifetime of the network, which reflects the starting time
of network performance deterioration. At the same time,
we use the two metrics of calculation overhead and energy
consumption to evaluate the proposed authentication and
key agreement protocol. The initial energy of each sensor
node is set to 1000mJ/s.

6.1 Outage Probability

Figure 6 and Figure 7 shows the relationship between the
outage probability of the link Sg4 —C and Sy —C using
the relay transmission strategy and the next transmission
time slot. As can be seen from Figure 6 and Figure 7,
the outage probability increases with the increase of the
next transmission time slot. This is because the time cor-
relation coefficient decreases with the transmission time
slot increases. In addition, we can find that the four re-
lay transmission strategies significantly reduce the outage
probability of link Sg4 — C and link Sy — C, and prove
the efficiency of the relay transmission strategy. It can be
seen from Figure 6 and Figure 7 that the outage proba-
bility of best-effort relay transmission strategy is the low-
est, but the energy consumption of the relay node is the
largest. Figure 7 shows that the outage probability of our
scheme is higher than that of the other three schemes, but
the outage probability of our scheme is no more than 1%,
and the link Spy —C still has high transmission efficiency.

6.2 Relay Node Energy Consumption

Figure 8 shows the relationship between the energy con-
sumption of relay nodes and the lifecycle of four relay
transmission strategies. From the figure we can see that
the lifecycle of best-effort relay transmission strategy is
the shortest, this is because the best-effort relay transmis-
sion strategy assigns all candidate nodes as relay nodes to
the sensor node, thus greatly reducing the service life of
the relay nodes. In addition, it can be seen from the fig-
ure that the lifecycle of load balancing relay transmission
strategy is the longest, which means that the proposed
relay transmission strategy is superior to the other three
strategies in terms of energy efficiency. This is because in
our relay transmission strategy, the coordinator to select
the optimal relay node according to the residual energy of
nodes, thus significantly improving the energy efficiency of
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Figure 7: The change curve of the outage probability of
link LW-C with the time slot k

relay transmission while ensuring the reliability of trans-
mission.

6.3 Computation Overhead

Before simulating the running time of the protocol, the
running time of the various algorithms used in the pro-
tocol is simulated on the single chip. The simulation en-
vironment is 512KB memory, clocked at 72MHz 32-bit
Cortex-M3 single chip [24]. As shown in Table 3, we run
the simulation time for each operation 100 times to get
the average result.

In this paper, we use AES-128 algorithm for encryption
and decryption, pseudo-random function using HMAC-
SHA256 algorithm to calculate the temporary session key,
hash function using SHA-256 algorithm, message authen-
tication code using HSHA-256 algorithm, random number
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Table 1: Single link parameters for time-varying model in indoor walking scenarios

Link (i, o) | Prob(G; < —75dB) | pi(5), ps(10), -+, p;(100)
Spa—C | (-69.6,6.3) 6.59% 0.95,0.90,0.85,0.80,
Sre —C | (-68.0,6.2) 171% 0.75,0.70,0.65,0.60,
Sir—C | (-66.5,5.5) 2.12% 0.55,0.50,0.45,0.40,
Siw —C | (-63.4,7.9) 5.21% 0.35,0.30,0.25,0.20,
Src —C | (-57.7,5.2) 0.11% 0.15,0.10,0.05,0.00.

Table 2: Relay link parameters for time-varying model in indoor walking scenarios

Source node | Relay node | (u;5,0:;) | Prob(G; < —75dB)
Snn (-64.4,7.6) 5.28%
Spa Sir (59.7,7.1) 1.84%
Sro ((71.2,6.2) 8.19%
Srp (:68.6,7.8) 9.92%
Spw Sir (654,7.1) 1.89%
Sre (-59.7,6.6) 1.23%
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Figure 8: The change curve of the energy of relay node
with time t

generation contains three AES-128 encryption and two
XOR operations. When simulating the running time of
the protocol, the intermediate transmission time of the
message is ignored, taking into account only the time at
which it is calculated at both ends. In the process of single
link transmission, we compare the proposed two-party au-
thentication and key agreement protocol with some clas-
sical two-party authentication and key agreement proto-
col. The operation time of each two-party protocol is
shown in Table 4, and the corresponding histogram result
is shown in Figure 9. In the process of relay transmission,
we compare the proposed three-party authentication and
key agreement protocol with some classic three-party au-
thentication and key agreement protocol. The operation
time of each three-party protocol as shown in Table 5, the
corresponding histogram results shown in Figure 10.

It can be seen from Figure 9 that the calculation over-

70 T T T T T T T T
1 Il sensor node cost
60 1 I controller node cost .
1 I total cost
50 .
40 y
30 .

computation cost (ms)
S
1

Guiying[21]  Saeed[22]

Yi[23]
scheme

Xie[24]

Figure 9: The computational cost of two-party authenti-
cation and key agreement protocol

head of Guiying protocol, Yi protocol and Xie protocol is
relatively large. We propose that two-party authentica-
tion and key agreement protocol have the shortest running
time in the five protocols, compared to other protocols
is more superior. From Figure 10 we can see that the
proposed three-party authentication and key agreement
protocol is less time-consuming in this comparison of four
protocols. In the other three schemes, the computation
of relay nodes is relatively large, which greatly shortens
the lifetime of nodes, and is not suitable for WBAN.

6.4 Energy Consumption

The energy consumption of encryption operation is used
to evaluate our protocol. For 32-bit Cortex-M3 mi-
crocontroller with 72MHz, the current consumption of
active mode is 36mA [29] at an ambient temperature
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Table 3: Computational time
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Notations Operations Computation time (ms)
Tsym Symmetric en/decryption 0.031/0.067
T Asym Asymmetric en/decryption 0.146/1.584
THash One-way hash function 0.032
TRan Random number 0.117
TumAC Keyed message authentication code 0.043
Tpse Pseudorandom function 0.156
TEap Modular exponentiation 5.542
Ty Bilinear pairing 14.316
Tgesm Elliptic curve scalar point multiplication 6.697
70 T T T T T T T T
Il scnsor node cost 6 ; . . . : . : . .
60 - I relay node cost 4
Il controller node cost | | [l sensor node cost
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504 [ total cost 4 [ controller node cost
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Lv[25] Yang[26] He[27] Our
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Chang[28]

Figure 10: The computational cost of three-party authen-
tication and key agreement protocol

of 27, and the power consumption of active mode is ap-
proximately 90mW at a voltage of 2.2V. Therefore, ac-
cording to Table 4 and Table 5 running time, we can
calculate the corresponding energy loss. For example,
a sensor node takes 0.031ms to complete the AES-126
encryption operation, the energy consumption is about
0.031ms x 90/1000 = 0.003m.J. The energy consumption
of all schemes is shown in Figure 11 and Figure 12. From
Figure 10 we can see that the total energy consumption of
the proposed two-party authentication and key agreement
protocol is the smallest, and the calculated energy con-
sumption of the sensor node is also the smallest, and can
meet the limited computing ability of WBAN demand.
From Figure 12 we can see that the proposed three-party
authentication and key agreement protocol of the sensor
nodes, relay nodes and control node are the smallest en-
ergy consumption. In WBAN, the relay node needs to
be used frequently, so the proposed scheme can meet its
needs.

energy cost (mJ)

Guiying[21]  Saeed[22] Yi[23] Our

scheme

Xie[24]

Figure 11: The energy consumption of two-party authen
tication and key agreement protocol
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Figure 12: The energy consumption of three-party au-
thentication and key agreement protocol
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Protocols ComPUtation cost [TRana TASL ms TSyma TP867 THasha TH]WAC7 TBpa TEcsm]
Sensor node (ms) | Controller node (ms) | Tatal computation cost (ms) | Total energy cost (mJ)
Guiying [21] | [1,0,0,0,2,0,1,3] [1,0,0,0,2,0,1,2] 62.413 5.617
Saced 22] | [L,1,0,1,2,1,0,0] [1,1,0,1,2,1,0,0] 2.577 0.232
Yi [23] [1,0,0,0,1,0,1,0] 1,0,0,0,1,0,1,0] 28.93 2.603
Xie [24] [1,0,0,0,2,0,1,2] [1,0,0,0,2,0,1,1] 49.019 1412
Our [1,0,2,1,2,0,0,0] 1,0,2,1,2,0,0,0] 0.87 0.078
Table 5: Simulation results of three-party authentication and key agreement protocol
Protocols Computation cost [TR(LTH TAsym,, TSym, TPsea THashn THZMAC; TExpa TEcsm]
Sensor node (ms) | Relay node (ms) | Controller node (ms) | Tatal computation Total energy cost
cost (ms) (mJ)
Lv [25] [1,0,3,0,1,0,2,0] [2,0,4,0,1,0,2,0] [1,0,3,0,2,0,2,0] 34.338 3.090
Yang [26] | [0,0,0,0,3,0,4,0] | [0,0,0,0,3,0,4,0] 0,0,0,0,8,0,4,0] 66.952 6.026
He [27] [0,0,2,0,2,0,0,3] [0,0,4,0,1,0,0,1] [0,0,2,0,1,0,0,2] 47.399 4.266
Chang 28] | [1,0,0,0,4,0,0,0] | [2,0,0,0,11,0,0,0] [1,0,0,0,10,0,0,0] 1.268 0.114
Our [1,0,2,1,2,0,0,0] [0,0,0,0,0,2,0,0,] [1,0,2,1,2,2,0,0] 1.042 0.094

7 Conclusion

In this paper, a new security and reliability scheme is
proposed based on the channel characteristics of WBAN.
Through the use of time slot allocation and load balanc-
ing relay transmission strategy to realize the reliability
transmission of data. Then, in the process of data trans-
mission, a new authentication and key agreement proto-
col is proposed for single-link transmission and relay link
transmission mode respectively, which ensures the secu-
rity transmission of data. Through the security analy-
sis, we prove that the proposed scheme meets the high
security level requirements of communication. The sim-
ulation results show that our transmission strategy can
improve the reliability of data transmission with low com-
putational cost and energy consumption.
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