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Abstract

Group key is the basis for ensuring the security of blue-
tooth broadcast messages. Recently, aiming at establish-
ing group key among resource-constrained devices, Hsu et
al. and Piao et al. respectively proposed a group key
transfer protocol, but our analysis demonstrates that the
two protocols can neither satisfy the security requirements
of bluetooth. Physical Unclonable Function (PUF) is a
mapping relationship based on the physical characteristics
of a given device, which has a broad application prospect
in the field of information security. In this paper, we pro-
pose a PUF-based group key transfer protocol for blue-
tooth, which can establish the shared group key between
bluetooth master device and slave devices on the condi-
tion of slave devices not storing any secret parameters.
The proposed protocol not only resists the traditional at-
tacks such as eavesdropping, tampering and replaying,
but also protects the bluetooth devices from replication
attack. Compared with related protocols, this protocol
has a higher security and obviously decreases the compu-
tation, storage and communication overhead.

Keywords: Bluetooth; Group Key Transfer; Physical Un-
clonable Function; Replication attack; Traditional At-
tacks

1 Introduction

Bluetooth has become one of the main communication
ways of wireless sensors for the features of low cost, low
complexity and high reliability. Nowadays, bluetooth is
being used in smart home, medical care, indoor position-
ing and many other areas [6,20,26]. With the popu-
larization of its application, the security issues of blue-
tooth have attracted extensive attention and gradually
become the key factor constraining its development in the
high security requirements fields, such as finance and mil-
itary [14].

In the application of sensor networks, the basic commu-
nication topology of bluetooth is the piconet consisting of
a master and several slavers. Key agreement is a pivotal

step for secure information interaction among bluetooth
devices. The bluetooth specification [2] implements the
establishment of a point-to-point link key between the
master and slaver by defining the processes called pairing
and binding. However, the specification does not provide
a mechanism for establishing the group key. Adversaries
can attack the bluetooth broadcast channel by eavesdrop-
ping, tampering, replaying, etc. Besides, they are able to
capture the slaver, whose self-protection ability is poor,
then extract secret parameters from the slaver’s storage
medium and replicate malicious devices. Consequently,
for the purpose of ensuring the security of the data in the
broadcast channel, a lightweight cryptographic protocol
should be used to establish the group key shared by the
master with multiple slavers. And the protocol should
meet the link security requirements and protect the de-
vice from replication attack.

The traditional group key management protocols can
be divided into two categories: Centralized protocols and
distributed protocols. The centralized ones require a
device with strong computing and storage capabilities,
called KGC, to generate and distribute the group key,
while the distributed protocols don’t have an explicit
KGC and the group key is obtained by all group members
through negotiation. In the bluetooth piconet, the mas-
ter usually has abundant resources, while the slavers are
usually nodes with simple structure and limited resources.
Therefore, the centralized protocols are more suitable for
bluetooth and the master can act as KGC.

In recent years, many researchers have studied the
group key management in wireless sensor networks.
Harn et al. [9] pointed out that the traditional cen-
tralized protocols [7, 10, 18, 23] and distributed proto-
cols [3,5,13,15, 28] have the problems like high computa-
tional complexity and the prolonged time delay of setting
up a group key, so they proposed a group key transfer
protocol based on (t, n) secret sharing scheme. In Harn’s
protocol, KGC generates the group key and broadcasts re-
lated secret information to group members. When receiv-
ing the secret information, each authorized member needs
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to calculate a t-degree interpolation polynomial to recover
the group key. But Nam et al. [21] proved that Harn’s pro-
tocol was unsecured. To improve Harn’s protocol, Liu et
al. [17] proposed a new protocol, which achieved the se-
curity at the cost of higher computation overhead. Based
on the secret sharing scheme and factoring assumption,
Hsu et al. [11] proposed an efficient group key transfer
protocol for WSNs, whose communication and computa-
tion overheads are less than those of Harn’s protocol, but
unfortunately, this protocol can’t achieve the claimed se-
curity for the reason that inside members can obtain the
secret key shared by another group member with KGC.
To fill the gap, Hsu et al. [12] improved their former
protocol [11] by using the hash function to ensure the
confidentiality of the key shared by group member and
KGC. However, in this protocol, the KGC needs to per-
form (¢ 4+ 1) times hash function, where ¢ is the number
of group members, so the computation overhead is too
high to be suitable for the resource-constrained bluetooth
devices. Piao et al. [24] employed a polynomial to im-
plement group key transfer. The protocol is lightweight
and simple, but it can be proved that this protocol can’t
guarantee the forward security and backward security of
the group key. In addition, the protocols above are all
establishing the group key on the basis of the secret key
shared by each group member with KGC, so each de-
vice needs to store such secret information in its memory.
However, [19,25] pointed out this storage way can’t re-
sist the replication attack on the devices, especially for
the resource-constrained devices. By capturing one au-
thorized group member and extracting the point-to-point
key from its device memory, attackers can easily recover
all the group keys for communications the captured mem-
ber has participated in.

PUF [22] is a special mapping relationship between the
input challenges and the output responses. Similar with
using the unique features of human body like fingerprint,
iris and so on, the mapping is based on the intrinsic phys-
ical characteristics of the device, which can be expressed
as hardware fingerprint. With the features of unique-
ness, unclonability, unpredictability and lightweight [27],
PUF can be applied in authentication, key generation
and many other fields. Many researches [1,4,8,16] have
probed the application of PUF in resource-constrained
devices and significantly improved the security of these
devices. However, the existing researches mainly focus on
key generation, device authentication and point-to-point
key agreement. Up to now, PUF has not been used for
establishing the group key.

In this paper, we propose a PUF-based bluetooth group
key transfer protocol that obviously decreases the re-
source overhead and improves the security. In our pro-
tocol, PUF is adopted to hide the information related
to group key and the resource-constrained slave devices
don’t need to store any secret parameters, which effec-
tively prevents the replication attack as well as traditional
link attacks. The rest of this paper is organized as follows:
In the next section, we briefly review the related protocols
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and then analyze their security weaknesses respectively.
In Section 3, we propose our PUF-based group key trans-
fer protocol for bluetooth. In Section 4, we analyze the
correctness and security of our protocol. Section 5 pro-
vides the performance evaluation of the proposed proto-
col. Concluding remarks are given in Section 6.

2 Related Protocols and Their Se-
curity Analysis

2.1 Analysis of Hsu’s Protocol

Hsu et al. [11] proposed a group key transfer protocol
with low resource overhead, but we found that the proto-
col couldn’t resist the insider attack. This section firstly
reviews this protocol briefly, then gives the specific attack
method of the malicious inside members.

1) Protocol review: Hsu’s protocol consists of three
phases: KGC initialization, user registration, group
key generation and distribution. We only briefly in-
troduce the most important phase: Group key gen-
eration and distribution, the process is as follows.

Stepl. The initiator sends a list of target group
members {1,--- t}to KGC, as a group key
transfer request.

Step2. When receiving the request, KGC broad-
casts the group list {1,--- ,¢}.

Step3. Each participating member sends a random
number R;(i =1,--- ,t) to KGC.

Step4. KGC randomly selects a group key K¢ and a
random number Ry. KGC also computes U; =
(K¢ — K;))modm (i = 1,---,1) and authen-
tication code Auth, where K; = (v(z;),7) =
Ro + Riz; + Rox;® + -+ + Ryz;t and z; is the
secret parameter shared by the member ¢ and
KGC. Then, KGC broadcasts {Auth, Ry, U;}
(i=1,---,1).

Step5. Each participating member i, knowing the
;, is able to compute K; = (v(z;), 7) and re-
cover the group key K¢ = (U; + K;) mod m.
Then the member ¢ uses the authentication code
Auwuth to check the correctness of K.

2) Feasible attack method: The malicious group mem-
ber eve can obtain the secret parameter shared by
the member target with KGC. The detailed attack
process is as follows.

As the initiator, eve firstly sends the group key trans-
fer request{eve,target} to KGC, then these three
parties, KGC, eve and target, execute the group key
transfer process above. During this process, eve can
get the parameter Uiqrger and have the ability to
compute Kigrget = Ka1 — Utarget- Therefore, eve
obtains the Equation (1).

(1)

2
Ktarget = RO + Revextarget + Rtargetxtarget~



International Journal of Network Security, Vol.21, No.4, PP.618-626, July 2019 (DOI: 10.6633/1JNS.201907_21(4).11)

By repeating the above procedure, eve gets the fol-
lowing Equation (2).

/ R 5 / / 2
K target — Ro+ R eveltarget 1 R targetLiqrget: (2)

Using the public parameters {Rg, R, Reves R cve,
Riarget, R target}, €ve can recover the secret Tiqpget
by executing (1) X R'1arget — (2) X Rigrget, as shown
in Equation (3).

[(Ktarget - RO) X R,target -

(K/ta'rget - Rlo) X Rtarget]/

(Reve X R/target — R epe X Rta'r‘get)~
(3)

Ttarget =

2.2 Analysis of Piao’s Protocol

Piao et al. [24] used the polynomial to implement the
secret distribution of group keys. The implementation
process is simple, but our analysis shows that the pro-
tocol can’t guarantee the forward security and backward
security of the group key.

1) Protocol review: Each group member i(i =1,--- )
firstly establishes the secret K FY; shared with KGC
by registering, and then performs the following steps.

Step 1. KGC randomly selects a group key K and
generates the related polynomial P, as shown in
Equation (4).

P = (szEyl)(.I*KEYQ)

(¢ - KEY;) + Ko (@)
Then, KGC broadcasts the polynomial P to
group members {1,--- ,t}.

Step 2. When receiving the polynomial, group
memberi(i = 1,--- ,t)recovers the group key
K¢ by using the method shown in Equation (5).

K¢ = (2—KEY))(x — KEY,)---

(r — KEY;) + K, where z = KEY].
(5)

2) Forward security analysis: Before joining the group,
the node w can obtain the polynomialP;, as shown
in Equation (6), by monitoring the public channel.
The constant term of this polynomial is ¢; = (—1)" x
KEY, x ... x KEY; + Ka.

P, = (¢—KEY))(x — KEY,)..(x — KEY})

+Kegi,w ¢ {1,---,t}. (6)

After the node w becomes a group member, the poly-
nomial Py, as shown in Equation (7), can be obtained
during the group key distribution.

P, = (z—KEY))(x— KEY3)...(x — KEY})

x(x — KEY,) + Kgo. (7)
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The constant term of Py is ¢; = (—1)"7" x KEY; x
..Xx KEY; x KEY,, + Kgs. Using the secret KEY,,,
group member w is able to recover the group key
K¢o. And Equation (8) shows the method to get the
forward group keyK¢i, which shouldn’t have been
known by node w.

Co —KG2

KGi=c + KEY,

(8)

3) Backward security analysis: In the process of group
key distribution, group member ¢ obtains the poly-
nomial P3, as shown in Equation (9).

Py = (¢—KEY))(z— KEY,)...(x — KEY,)

+Kgs, i€ {1, - ,t}. 9)

The constant term of Ps is ¢3 = (—1)" x KEY] X ... X
KFEY; + Kgz. And group member ¢ uses KEY; to
recover the group key Kgs.

After leaving the group, node ¢ can get the poly-
nomial Py, as shown in Equation (10), by moni-
toring the channel. And its constant term is ¢4 =
(-1)"' x KEY; x ... x KEY;_1 x KEY;,1 X ..x
KEY; + Kga.
P4 = (I—KEYl)(JZ—KEY;_l)
x(z — KEYj41)...(x — KEY})

+Kga. (10)

Utilizing the method shown in Equation (11), node i
can recover the backward group key KGy.

o Cg—KGg
KGy=ca+ KEY,

(11)
From the above analysis, we can see that Piao’s protocol
can’t guarantee the forward and backward security of the
group key, so its security needs to be improved.

2.3 Analysis of Other Protocols

The existing group key transfer protocols all need to store
sensitive parameters in device memory: the protocols
based on symmetric cryptography need to save symmet-
ric key information, while the ones based on public key
cryptography need to save the device’s private key.

With a simple structure and limited resources, the
bluetooth slave device is usually difficult to achieve self-
protection. If attackers capture a slave device, they may
extract sensitive information, such as keys or algorithm
parameters, using the method shown in Figure 1. Utiliz-
ing these information, attackers can not only figure out
the group key to decrypt broadcast messages, but also
replicate a similar node to forge the identity of the le-
gal device and deliver false information, which poses a
tremendous threat to the security of the bluetooth.
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Figure 1: Group key establishment process

3 The Proposed Protocol

This section firstly gives the basic model of the bluetooth
network, according to which we propose the attack as-
sumptions. Then, the detailed process of the PUF-based
group key transfer protocol is introduced.

3.1 Network Model and Attack Assump-
tions

The participants of the proposed protocol include a blue-
tooth master device (Master) and multiple bluetooth
slave devices (Slavers). Playing the role of KGC, Mas-
ter, with strong computing, storage and self-protection
ability, is responsible for the generation and distribution
of group keys; while Slaver is usually an information gath-
ering node with a simple structure and limited resources,
which is vulnerable to replication attack for its poor self-
protection ability.

According to the characteristics of different devices, we
put forward the following attack assumptions.

1) Adversaries can not only attack the network by tra-
ditional manners, such as eavesdropping, tampering
and replaying, but also capture the bluetooth devices
in the open environment.

2) Once the Slaver is captured, adversaries can ob-
tain all the secret information in the device’s storage
medium by replication attack.

3) The Master has sufficient self-protection capability
to resist replication attack.

3.2 Protocol Details

The proposed group key transfer protocol consists of two
processes: initialization and group key establishment.
The initialization process accomplishes the selection of ba-
sic parameters and the registration of Slavers. In group
key establishment process, Master generates the group
key and distributes it to Slavers based on the PUF.

1) Initialization: The Master randomly chooses two se-
cure primes, p and ¢, and computes n = pq. Here,
n is made publicly known. Then, the Master ran-
domly selects C1,Cy € Z7 as the challenges of PUF.
All computations of the proposed protocol are per-
formed in Z7.

2)

Each device is required to register to the Master
when joining the network. And this process is per-
formed in a secure manner, for example, it can be
achieved with the help of the network administra-
tor. For the device Slaver;, Master uses the PUF
of Slaver; to obtain the unique responsesR;; and
RLQ, where Ri71 = PUFi(Ol) and Ri72 = PUFl(Cg)
Then, Master stores the tuple (i, R; 1, R 2).

After the initialization process is completed, Slaver;
destroys its one-time PUF external interface for the
purpose that adversaries outside the device chip have
no access to challenge-response pairs of the PUF.

Group key establishment: The group key establish-
ment process contains five steps and the detailed de-
scription is as follows.

Stepl. The initiator, init, sends the list of target
group members {1,2,--- t}, init € [1, t] to
Master, as a group key establishment request.

Step2. For each group member Slaver;, ¢ =
1,---,t, Master randomly selects a secret pa-
rameter x; € Z}. Then, Master broadcasts the
message{C1,Ca,1, R; 1 ® x;}.

Step3. When receiving the message, Slaver; uses its
PUF to acquire the responses R; 1 = PUF;(C1)
and R; o = PUF;(Cs), then figures out the se-
cret parameter x;. After that, Slaver; generates
a random number y; € Z} and sends the mes-
sage {R; 2 ® vy} to Master.

Step4. Knowing the responseR; o, Master is able to
recover the secret y; generated by each group
member. Master randomly selects the group
key Kqg € Z;, and constructs the ¢-degree equa-
tion a1z + asz® + -+ + .t = K, whose
roots are {ki, ko, -+, ki } and k; = x; B rev(y;).
(Here, rev(y;) represents the reverse order of
the binary sequence y; and the method to get
the equation coefficients {a1,as, -+ ,a;} is in-
troduced in Section 4.1.) Then, Master com-
putes the group key authentication code Auth =
H(a1||az]|- - - ]|at|| K¢) and broadcasts the mes-
sage {a1,aq2, - ,as, Auth}.

Step5. Knowing the secret parameters x; and y;,
Slaver; is able to figure out a equation root
ki = x; ® rev(y;)). And the group key
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K¢ can be recovered by computing Kg =
f(k;), where f(z) = aix + aza? + -+ + azat.
Then, Slaver; checks the validity of Kg by
computing H(aq||az]|| - - ||a¢||Kg) and compar-
ing whether the hash value is equal to Auth.
Figure 2 shows the process of group key es-
tablishment for a group whose members are
{Slaver 4, Slaverp, Slaverc}.

After the communication is completed, each
group member deletes the group key and other
related parameters in the device. In other
words, Slavers in the open environment don’t
store any secret parameters.

4 Protocol Analysis

In this section, we analyze the correctness and security
of the proposed protocol respectively. Then, the secu-
rity comparison between this protocol and other related
protocols is listed.

4.1 Correctness Analysis

In our protocol, Master is required to figure out the
proper coefficients {a1, a2, ,a;} in order to make the
roots of the equation a1z + asx® + -+ + a;xt = Kg be
{ki,ko, -+ ,ki}, where k; = x; @ rev(y;). It’s a key issue
to prove that no matter what the values of {k1, ko, -+ , k¢ }
are, the coefficients are surely existed, which is vital to the
correctness of the proposed protocol. The detailed proof
process is as follows.

By substituting {k1, k2, - - - , k+} into the equation a;z+
asx® + -+ + azxt = Kg, we can obtain the linear equa-
tions, whose unknowns are {aj,as,- - ,a:}, as shown in
Equation (12).

k1a1 +/€%a2 —l——ﬁ—kfat = KG
koar + k3az + - + kba, = Kg (12)

kiay + klas + - - + kla, = Kg

The coefficient matrix of the linear equations is A, as
shown in Equation (13).

ki k2 kt
2 t

e (13)
ke k2 kt

Through calculation, we can see that the determinant

of matrix A is |A| = (klkg cee k{») H (kz — k']) On
1<5<i<n

account that z; and y; are randomly generated and k; =
x; @ rev(y;), it is reasonable to think that when i # j,
k; # k; and then |A| # 0. According to the Cramer Rule,
when |A| # 0, the linear Equation (12) has the unique
solution {ay,as, - ,a:}.

For the reason that {kq, ko, - , k;} are the roots of the
equation a1z + asx?® + - - 4+ axt = K, we can conclude
this equation is equivalent to Equation (14). And the
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parameters {a1,as, - - ,a:} can be obtained by expanding

Equation (14).
ai(x —k1)(x — ko) - (x — k) = 0. (14)
When receiving the {a1, az,- - ,a:}, each group mem-
ber Slaverr; is able to recover the group key Kg = f(k;)
by substituting k; = x; ®rev(y;) into the function f(z) =

a1z + asx? + - - + axt.

4.2 Security Analysis

The security of the proposed protocol depends on the
confidentiality of PUF’s challenge-response pairs (CRPs),
which can be guaranteed by the unclonability and unpre-
dictability of PUF. That is to say, the following security
conditions are true.

1) The unclonability of PUF: For a given PUF, it’s in-
feasible to construct a PUF’ by physical manners en-
abling PUF'(¢) = PUF(c) for any challenge signal
c.

The unpredictability of PUF: Given a CRPs set
L ={(¢;, PUF(¢;))|i = 1,2,---1}, the probability to
predict the response PUF (¢;) is negligible, where ¢,
is a random challenge signal and (¢, PUF(c;)) ¢ L.

Based on the above security conditions, we prove the se-
curity of the proposed protocol by the following two the-
orems.

Theorem 1. The proposed protocol can guarantee the
freshness, confidentiality, authentication, forward security
and backward security of the group key.

1) Key freshness. When receiving the group key estab-
lishment request from the initiator, Master randomly
selects the group key K¢ and secretly distributes
K¢ to group members by constructing the equation
ax + asx? + - + azat = Kg. The roots of the
equation are {k1,ko, - - ,k:} and k; = x; ® rev(y;),
where z; and y; are the random parameters selected
by Master and Slaver; respectively. Therefore, us-
ing random numbers as the fresh factor, the proposed
protocol can ensure the freshness of the group key.

Key confidentiality. In the process of group key
distribution, the parameters transmitted in the
public channel include {C1,C2,R;1 @ i, Ri2 &
Yi, A1,a2, - ,a, Auth}. Because of the unclonabil-
ity and unpredictability of PUF, the attacker can’t
figure out the corresponding response signals R; and
Rs as well as the equation’s root k; = z; ®rev(y;). In
addition, due to the one-way nature of the hash func-
tion, the attacker can’t obtain any secret information
from the authentication code Auth. For the function
f(x) = ayx + ax® + - - + asxt, it is impracticable to
calculate K¢ = f(k;) only by using the coefficients
{a1,a2, -+ ,a;}. In conclusion, the group key in the
protocol is confidential.
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Figure 2: Group key establishment process

3) Key authentication. Group members use the authen-
tication code Auth, which is the hash value of equa-
tion coefficients {aj,as,--- ,a;} and the group key
K¢, to judge the validity of the group key. The at-
tackers outside the group can’t correctly forge the
authentication code for the freshness and confiden-
tiality of Kg. Any group member, knowing the
group key, also can’t forge the authentication code
without being detected, for the reason that the co-
efficients {ay,aq, - ,a:} are related to the secrets
shared between each group member and Master.
Consequently, as long as the calculated hash value

H(aql||az|] - - - ||at||Ka) is equal to the received Auth,
group members can believe K¢ is generated by Mas-
ter.

4) Forward security and backward security. Since the
group key is randomly generated by Master and the
parameters of the equation are fresh, group keys gen-
erated at different times have nothing to do with each
other. Therefore, the unauthorized device can’t in-
fer other group keys through a group key. In other
words, the protocol can guarantee the forward secu-
rity and backward security of the group key.

Theorem 2. While resisting the attackers outside the
group, the proposed protocol provides protection against
the insider attack, which is initiated by the malicious in-
side group member.

Proof. According to Theorems 1, the attackers outside
the group can’t obtain the group key by eavesdropping
the bluetooth channel, so the protocol can resist the at-
tacks from malicious outside devices. Different from the

attackers outside the group, the malicious inside attackers
are authorized to know the group keys and their attack
attempt is to recover the CRPs of another member’ s
PUF. O

In order to facilitate the representation, we assume that
the malicious device in the group is Slavere,. and its
attack target is Slaverigrget. Slavere,e can obtain the
polynomial a1kiarget + a2k7,5s = KG (mod n), where
Etarget = Trarget © T€V(Ytarget), by sending the group key
establishment request {eve, target} to Master. And send-
ing the same request again, Slavere,. will get a simi-
lar but different polynomial a1’k y4rger + a2’ (K’ tmget)2 =
KG' (mod n). Since all the parameters in the poly-
nomial are fresh, there is no correlation between the
polynomials. In other words, Slavere,. can only get
the secret parameter kiqrger by solving the polynomial
a1ktarget + a2kfy,ge; = KG (mod n). But Harn et al. [9]
pointed out that this is an intractable problem due to the
Factoring Assumption. For our protocol, even if Slavere,.
has the ability to solve the factorization problem and fig-
ure out Kiqrget, he still obtains nothing about the CRPs
of Slaveriarget; (C1, Riarget,1) and (Ca, Rearget,2), since
Etarget = Tiarget D 7€V(Yiarger). Therefore, the proposed
protocol provides protection against the insider attack
while resisting the attackers outside the group.

For the reason that the bluetooth slave devices don’t
need to store any secret parameters and the PUF has
unclonability and unpredictability, the proposed proto-
col can not only resist the traditional attacks such as
eavesdropping, tampering and replaying, but also effec-
tively prevent the possible replication attack on the slave
devices. The security comparison between the proposed
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protocol and other related protocols is shown in Table 1.

5 Performance Evaluation

This section firstly analyzes the performance of the
proposed group key transfer protocol from three as-
pects, computation, communication and storage over-
head. Then, we compare our protocol with Liu’s pro-
tocol [17], which is more secure than other existing pro-
tocols. The proposed protocol consists of two processes:
initialization and group key establishment. This section
mainly analyzes the resource overhead of group key es-
tablishment process, since the former process only needs
to perform one time while the latter process performs as
long as Master has received the ”group key establishment
request”.

In the bluetooth network, the master device, Master,
usually has strong computation, communication and stor-
age capabilities, while the slave devices, Slavers, only pos-
sess limited resources. Therefore, it is more important to
consider reducing the resource overhead of the slave de-
vices when designing the protocol.

For the convenience of description, we assume that the
slave devices in the network are {1,2,--- ,m}, the group
members are {1,2,--- ,t}(t < m), the length of each pa-
rameter in Z; is |n| and the length of the hash is |H].

5.1 Computation Overhead

We use Ty, Tt and Ty, respectively, to represent the time
required to perform modular multiplication, modular in-
version and hash. Compared to Ty, Tt and Ty, the time
required for other operations, such as modular addition
and subtraction, can be ignored [11].

In the proposed protocol, Master needs to perform % X
t x (t + 1) times modular multiplication and one hash
operation, so its computation overhead is § x t x (¢t +1) x
Thrr+tx Ty, while the computation overhead of Slave; (i =
1,2,---,t)is (2t — 1) x Ty + Ty for performing (2¢t — 1)
times modular multiplication and one hash operation. In
the same way, we can get that, in Liu’s protocol, the
computation overhead of Master is t x (t+1) xt x (Tps +
T7)+(t+1) x Ty and the computation overhead of Slave;
is (t+1) xt x (Tay +Ty) +2 x Ty

Table 2 shows the comparison of computation over-
head between the proposed protocol and Liu’s protocol. It
can be seen that the proposed protocol obviously reduces
the computation overhead of devices, include Master and
Slavers.

5.2 Communication Overhead

The communication overhead is measured using the
length of the messages sent by the device in group key
establishment process. In the proposed protocol, the com-
munication overheads of Master and Slave;(i =1,2,...,t)
are approximately (2t + 2)|n| + |H| and |n|, respectively.
In Liu’s protocol, Master’s communication overhead is
about 2t|n| + |H| and Slaver;’s is about |n|.

The communication overhead of each protocol is shown
in Table 3. The overall communication overhead of
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the proposed protocol is almost equal to Liu’s proto-
col. And in the two protocols, the overheads of resource-
constrained devices, Slavers, are identical.

5.3 Storage Overhead

In the proposed protocol, Master needs to store the chal-
lenge signals of PUF, {C1, Cs}, and the response signals of
Slave;(j =1,2,--- ,m), {R; 1, Rj2}, while Slavers don’t
need to store any parameter. In other words, the storage
overhead of Master is about 2|n| 4+ 2m|n| and Slaver;’s
overhead is 0. In Liu’s protocol, Master’s storage over-
head is 2m|n| and Slaver;’s is 2|n|.

Compared with Liu’s protocol, the proposed protocol
significantly reduces the total storage overhead of the net-
work and the overheads of resource-constrained devices
are lower.

6 Conclusions

In this paper, we analyze the security of the existing group
key transfer protocols when applied to the bluetooth net-
work and put forward several feasible attack methods re-
spectively. As a remedy, we have proposed a PUF-based
group key transfer protocol for bluetooth. The security of
the proposed protocol is based on the unclonability and
unpredictability of PUF. Compared with related proto-
cols, this protocol significantly reduces the resource over-
head of the device and its security is higher.
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