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Abstract

Upgrading the conventional electrical grid to smart grid
offers more efficiency, resiliency, and reliability. Thus, the
smart grid adoption is essential in today’s modern coun-
tries and the information age. In smart grid, consumption
reports are gathered from smart meters and sent to the
control center and some control messages are sent vice
versa. These bidirectional communications are subject to
various security challenges. Because of the constrained
resources of smart meters, employing lightweight commu-
nication protocols is critical. For this purpose, recently,
scholars have proposed several lightweight communication
protocols. Nonetheless, most of these protocols are not
anonymous or fail to assuage the entire desired security
features. Therefore, in this paper, we propose an efficient
communication scheme that not only is anonymous, but
also can thwart the well-known attacks. Our actual hard-
ware performance analysis, which has been done on both
8-bit AVR and 32-bit ARM microcontrollers, confirms the
outperformance of the proposed scheme.

Keywords: ARM; AVR; Lightweight; Secure Communica-
tions; Smart Grid Security

1 Introduction

The legacy energy grid cannot fulfil the actual needs of to-
day’s modern countries and the information era [15,20].
Hence, in near future, the adoption of smart grid (SG)
will become so critical as it promises to offer more effi-
ciency, resiliency, and reliability [2]. In SG, the smart
meters (SMs), which are some resource-constrained elec-
tronic measurement devices, gather the energy usage of
consumers and send them to the control center via some
intermediary gateways, such as neighborhood gateways
(NGs) [3]. The communications of SM's and NGs are bidi-
rectional and the NGs may also send some commands to
SMs [4]. As these two-way communications are suscep-

tible to several security threats, proposing secure com-
munication protocols is vital. Evidently, overlooking the
security concerns will hamper the wide adoption of SG.
The security needs to be fully considered from the very
beginning of usage reports collection by SMs up to their
reception at the control and power management center.
Further, the constrained resources of SMs in terms of
flash storage and computational capability should be fully
taken into consideration [4,20].

The security challenges have taken much attention
from the academia [11,17,26], and same as other fields |9,
12-14,16,18,23-25, 27], for SG, many scholars have pre-
sented key agreement schemes [2,5, 6,10, 21,22, 29] and
secure communication protocols [4,19, 20, 28]. Neverthe-
less, careful assessment of the related works shows that
the existing protocols cannot totally fulfil the desired se-
curity properties. As an example, most of the existing
communication schemes cannot provide the anonymity, a
feature that helps to better preserve the privacy of con-
sumers.

1.1 Related Work

In 2011, Fouda et al. [10] addressed the traffic analysis,
denial of service (DoS), DoS buffer overflow, spoofing, re-
configure, man in the middle, and replay attacks as the
security threats that exist in SG communications. Fur-
ther, they presented a lightweight message authentica-
tion protocol and indicated that their scheme can provide
semantic-secure shared key, mutual authentication, and
an encrypted channel for successive communications. In
2013, Li et al. [19] put forward an authenticated commu-
nication scheme called AC' using the Merkle hash tree.
Although the presented scheme by Li et al. has a proper
level of performance, it requires lots of space for storing
the generated parameters. In addition, in [19], the au-
thors have indicated that their scheme can thwart the
replay, message injection, message analysis, and message
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modification attacks. Nonetheless, their scheme cannot
resist the pollution or DoS attack. In 2016, Liu et al. [20]
have proposed another lightweight authenticated commu-
nication protocol named LAC that has a better perfor-
mance than AC in terms of storage space, communica-
tion overhead, and computational cost. However, same
as AC, LAC fails to withstand the pollution attack and
needs lots of space for storing generated parameters. At
the same year, two other schemes have been proposed by
Mahmood et al. [21] and Uludag et al. [28]. Mahmood et
al. have mainly concentrated on the authentication and
key agreement and Uludag et al. have proposed a holistic
scheme consisting of both key establishment and data col-
lection. Quite recently, to remedy the challenges of Li et
al’s scheme [19] and Liu et al.’s scheme [20], we have pro-
posed an ultra-lightweight scheme for communications of
SMs and NGSs [4]. However, none of these schemes can
offer the anonymity. Therefore, in this paper, we try to
propose an anonymity-preserving protocol that can with-
stand the well-known attacks and has a proper level of
performance to be executed on the resource-constrained
SMs.

1.2 Motivation

First, as stated earlier, Li et al.’s [19] and Liu et al.’s [20]
schemes suffer from the pollution attack. Second, as men-
tioned in [4,19], the next generation of SMs should be
able to send the consumption reports in one-minute or
less time intervals. In this case, the presented schemes by
Li et al. [19] and Liu et al. [20] would be impractical as
the required storage space will exceed the flash storage
of most popular low-cost microcontrollers. Third, most
of the existing communication protocols are not anony-
mous or fail to withstand the well-known attacks like the
SM memory modification attack. Fourth, more efficient
the presented communication protocol, more its suitabil-
ity to be performed on SMs. Finally yet significantly, the
ARM microcontrollers are one of the most cost-effective
and energy-efficient MCUs in the market and it will be
useful to test the performance of different cryptographic
operations on them in comparison to their counterparts in
AVR. These facts motivated us to propose a communica-
tion protocol that can assuage the mentioned necessities.

1.3 Contribution

The fourfold contribution of this paper is as follows.

e Presenting a communication scheme, which (a) is se-
cure against the well-known attacks, (b) provides the
anonymity, and (c) is much more efficient than sev-
eral recently published schemes.

e Presenting the details of shared key storage and re-
trieval both in the SM flash storage and the NG
database.

e Reducing the number of parameters need to be stored
in the SM flash storage to only two parameters.
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Figure 1: The network model of SG

e Implementation of different cryptographic operations
on both 8-bit AVR and 32-bit ARM.

The remainder of this paper is structured as follows.
The network model, attack model, and design objectives
are explained in Section 2. In Section 3, the proposed
anonymous communication scheme is delineated. In Sec-
tions 4 and 5, the descriptive security analysis and au-
tomatic formal verification of security using ProVerif are
presented, respectively. The efficiency analysis and ex-
perimental study are presented in Section 6. Finally, Sec-
tion 7 concludes this paper.

2 Models and Design Objectives
2.1 Network Model

The communication model of SG has been presented in
several papers [4,7,20]. As shown in Figure 1, a smart me-
tering communication system consists of SM's, which are
responsible for energy usage measurement and collection;
home area network (HAN), which is a network formed by
an SM and its controlling smart appliances, neighborhood
area network (NAN), which is composed of hundreds of
SMs and collects information from multiple HANs; wide
area network (WAN), which is referred to as the backhaul
and carries metering data to the control center (CC); and
gateways, which gather energy consumption reports from
several HANs. The focus of this paper is on the secure
bidirectional communications of SM's and NGs.

2.2 Attack Model

In this paper, we assume three kinds of adversary as fol-
lows.

1) The external adversary. The external adversary
e can eavesdrop or alter the exchanging messages be-
tween SMs and NGs and can perform replay, DoS,
message injection, message modification, and mes-
sage analysis attacks.

The internal adversary. The internal adversary
not only has the power of the external adversary, but
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also can gain access to the stored records of the NG 10) SM memory modification attack resistance.

database.

3) The global adversary. The global adversary ¢
not only has the power of the internal adversary, but
also can read the content of SMs flash storage.

2.3 Design Objectives

In this paper, we aim to propose a two-way anony-
mous communication scheme which can fulfil the following
goals.

1) Anonymity. The proposed communication protocol
should be designed such that an adversary cannot
distinguish the real identifier of SMs.

2) Near real-time authentication. Each SM must
be able to check that the received message has been
sent from the authorized NG and nobody has im-
personated NG. Similarly, NG must be able to check
that the received message has been sent from the in-
tended SM. Both of these actions should be done in
a short amount of time.

3) Confidentiality. The exchanging messages between
SMs and NGs must only be accessed by the intended
party. That is to say, except authorized SMs and
NGs, nobody else must be able to gain access to con-
fidential messages.

4) Message modification attack resistance. Both
SMs and NGs must be able to check whether or not
a received message has been altered by an adversary
during the transfer.

5) Message injection attack resistance. Both SMs
and NGs must be able to filter the fabricated mes-
sages that may be sent by an attacker.

6) DoS attack resistance. Both SMs and NGs must
be able to detect the modifications that make services
unavailable.

7) Message analysis attack resistance. The adver-
sary must not be able to recover the consumption re-
ports or control messages by just eavesdropping the
exchanging messages.

8) Replay attack resistance. Both SMs and NGs
must be able to verify that a valid message is not a
repeated one.

9) Insider attack resistance. In this paper, we as-
sume the insider as a person who can easily gain ac-
cess to the NG database and an insider attacker as
an adversary who is an insider. The proposed scheme
must be able to resist the attacks that may be per-
formed by an insider attacker.

The protocol must be designed such that the stored
data in the flash memory of SM's be kept confidential
and even if an adversary alters them, the tampering
could be revealed so soon.

11) Low storage and computational costs. Due to
the constrained resources of SMs, the proposed pro-

tocol must be as lightweight as possible.

3 Proposed Lightweight Scheme

In this section, a complete description of the proposed
anonymous lightweight communication scheme is given.
Our scheme can be employed effectively for secure bidi-
rectional communications of SMs and NGs in SG. In our
scheme, each day, every 15 minutes, the " SM, SM;,
measures consumption report Dé, where 5 =1, 2, ...,
96, and sends it to NG. Meanwhile, NG may send four
control messages C M}, where k = 1, 2, 3, 4, in order to
be performed by SM;. Here, same as the other related
schemes, we consider 15 minutes time intervals for con-
sumption reports collection. However, in the “efficiency
analysis and experimental study” section of this paper,
we will evaluate the schemes according to different time
intervals.

Our scheme is composed of three phases, namely “ini-
tialization,” “shared key generation and storage,” and
“secure message transmission.” In the following subsec-
tions, we elaborate each phase. The notations used in our
scheme together with their definitions have been listed in
Table 1.

Table 1: Notations and their definitions

Notation | Definition
SM,; | i*" smart meter
NG | neighborhood gateway
ID; | identifier of SM;
IDpng | identifier of NG
m; | secret key of SM;
s | secret key of NG
KNG KPM | shared key between NG and SM;
Di | j*™ usage report of SM;
CM; | k'" control message for SM;
T; | jt* timestamp of data collection
CT; | current time of SM;
CTyng | current time of NG
FEnc | symmetric encryption
Dec | symmetric decryption
At | predefined maximum transmission delay
3.1 Initialization

In this phase, for each SM, NG first generates a random
number 7;, then, computes encrypted identifier EID; as
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Equation (1), where Encs is the symmetric encryption
using the key s, s is the private key of NG, and ID; is the
identifier of SM;. Finally, NG sends the generated E1D;
to SMs through a reliable medium.

3.2 Shared Key Generation and Storage

In this phase, SM; and NG share a key K; by running
the proposed protocol in [2]. The following steps are done
after the shared key generation.

Step 1. NG first calculates HYY and EN® as Equa-
tions (2) and (3), next, it adds (ID;, ENY, HNG)
record to its database. Here, KN¢ is the NG side
K;.

HNC

%
ENG

%

WK || 1Dy), (2)
= KNYa@h(s). (3)

Step 2. SM; first computes EFM as Equation (4), where
K?M and m; are the SM; side K; and SM;’s pri-
vate key, respectively. Afterwards, it stores EPM
and FID; in its flash storage. It should be noted
that KN¢ and K2M are identical and we have named
them differently to make them distinguishable.

EZM = KM @ h(m;). (4)

Step 3. According to the security policies of system, the
shared key K; can be updated by rerunning the pre-
sented protocol in [2].

3.3 Secure Message Transmission

In this phase, every 15 minutes, SM; sends usage report
D; to NG and meanwhile, NG may send 4 control mes-
sages C M} to SM;. The following steps are done in this
phase. An illustration of this phase is depicted in Figure
2.

1) SM; to NG message transmission

Step 1. SM, first retrieves ESM from its flash mem-
ory, then, computes K7™ as Equation (5).

KM = EPM @ h(m;). (5)

Step 2. SM; computes verifier VjZ as Equation (6).
This verifier will be used by NG for checking the
message integrity, the SM; authentication, and
S M; memory modification attack check. Here,
T; is the j" timestamp of data collection.

V) =h(D}&T; & ID;). (6)

Step 3. SM; computes M} as Equation (7).

M; = Encgsm (D).

(7)
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SM;

SM; to NG message transmission: l
K& = B @ h(my) [
Vi =hD &T; &ID;) |
1\/[].1 = EnCKisM (Djl) l

(1D, M, V}}

Usage reports

1
g
(ID; || ;) = Decy(EID;)
KN¢ = ENC @ h(s)
h(KNE 11Dy =7 HYC
Djl = DeCK(NG (Mjl) .
h(D! ®T; @ ID,) =7V

NG to SM; message transmission:
KNS =ENS @ h(s)
h(KNC |1 ID) =? HNC
Vi = h(IDyg Il CM, Il CTyg)
L M;L( = EnCKLNG (CM}()

{IDyg, M}, Vi, CTyg}

I Control messages

K = EPM @ h(m)
CM}, = Decysu (M})

T
|
CT, — CTygl <7 At I
R(IDyg | CME || CTyg) =? Vi I

Figure 2: Secure message transmission phase of the pro-
posed scheme

Step 4. SM; sends {EID;, M}, V/} to NG. Here,
there is no need to send timestamp 7T since NG
can obtain an identical one. We refer readers
to [4] for the detailed discussion.

Step 5. Upon receiving the message {FID;, M]ﬁ
Vji}, NG first decrypts EID; to achieve ID;.
Then, according to the obtained ID;, retrieves
HNC and ENY from its database. Finally,
achieves KN as Equation (8) and checks
whether h(KNC || ID;) = HN® holds to ensure
the integrity of I1D;, ENY and HNC.

KNG = ENC @ h(s). (8)

Step 6. NG obtains usage report D; as Equa-
tion (9).
(9)

Step 7. Using its current time, NG first achieves
timestamp 7}, then checks whether h(D; OT; @
ID;) = Vf holds or not in order to ensure
the message has been sent from the intended
SM;, the message has not been altered during
its transfer, the message is not a repeated one,
and the SM; memory has not been changed.

D} = Decgne (M)).

Step 8. NG compares D;» with predefined format
and if it conforms, accepts D; from SM;.

2) NG to SM,; message transmission



Step 1. NG picks intended control message CM}
that is needed to be performed by SM;, where
k=1,2,34.

Step 2. NG retrieves HY ¢ and EN G corresponding
to ID; from its database and achieves K¥¢ as
Equation (8).

Step 3. NG checks the equality of (KN || ID;) =
HNC to ensure the integrity of ID;, ENY, and
HNG,

Step 4. NG computes verifier V}! as Equation (10)
that will be used by SM; for the message
integrity check, the NG authentication, and
S M; memory modification attack check. Here,
CTyg is the current time of NG.

Vi = h(IDng || CM; || CTng) — (10)

Step 5. NG computes M; as Equation (11) in order
to ensure that the control message C'M} can
only be accessed by SM;.

M} = Encygnc(CM}). (11)

Step 6. NG sends {IDng, M}, Vi, CTng} to SM;.
Step 7. Upon receipt of the message, SM; checks
whether |CT; — CTn¢| < At holds or not to en-
sure that the received message is not a repeated
one. CT; is the current timestamp of SM; and
At is a predefined maximum transmission delay.

Step 8. SM, first retrieves ESM from its flash mem-
ory, then, computes KZ»SM as Equation (5).
Step 9. SM; achieves control message CM; as

Equation (12).

CM;} = Decpesm (M}). (12)

Step 10. SM; checks the equality of Equation (10)
to ensure that the message has been sent from
the authentic NG, it has not been changed dur-
ing the transfer, and its memory has not been
altered.

Step 11. SM; checks the CM} format, then exe-
cutes it.

It is worth noting that to guarantee the strong
anonymity of SM's, NG needs to generate a new ran-
dom number and update the EID;. The new gener-
ated FID; can be sent to SM via a control message.

A feature-based comparison with similar recently-
published schemes is presented in Table 2.

4 Security Analysis

According to our objectives and attack model, in this
section, we present the security analysis of the pro-
posed scheme. We indicate that our scheme not only
can provide confidentiality and anonymity, but also
is secure against the
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Message analysis;

IS

Impersonation;

Modification;

& 0

Injection;
Replay;
DoS;

Insider;

@ - 0

h. SM memory modification attacks.

The details are as follows.

4.1 Providing Confidentiality, Pre-
serving Anonymity, and Message Anal-
ysis Attack Resistance

In our scheme, an attacker .27 (either external, inter-
nal, or global), who is eavesdropping the communica-
tion channels, can get access to { FID;, M}, Vf} and
{IDNng, M}, Vi, CTnc} messages. In these mes-
sages, IDyg and CTyg are public parameters, Vji
and V}! are two hash outputs, and M} and M are
two encrypted values using the shared key of SM;
and NG. Therefore, because of the one-way prop-
erty of hash function, .27 cannot achieve D; and CM]
from Vji and ka. Moreover, having access to M ; or
M, he/she cannot extract or recover the consump-
tion reports D;- and control messages C M} without
knowing the KoM or KN®. The KoM and KN are
also kept secure using the secret keys of SM; and NG.
Hence, the proposed scheme provides confidentiality
and is secure against the message analysis attack.
In addition, since the EID; is the encrypted value
of identifier, 27 cannot identify the identity of SMs
without knowing the private key of NG.

4.2 Impersonation, Modification, and
Injection Attacks Resistance

In the proposed scheme, when the SM; wants to send
its usage report D5, it first computes the h(D} & T; &
ID;), and then sends {EID;, M}, V/} to NG. If the
adversary &7, either external ¢, internal 5, or global
p, tries to impersonate SM; and send a forgery mes-
sage by altering M ]’f, he/she will not be able to com-
pute the proper VJ2 Therefore, when NG checks the
equality of h(D; &T;®ID;) = Vji, it can detect any
tampering. By checking this equation, NG becomes
certain that the received message is from the real in-
tended SM; and nobody has modified the D; Same
strategy is done when the NG sends a control mes-
sage to SM;. As soon as SM; checks the equivalence
of h(IDng || CM] | CTng) = Vi, it not only ensures
that the message has not been altered during the
transfer, but also becomes sure that the message has
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Table 2: Features comparison

Scheme | Fy | Iy | F3 | Fy | F5 | Fg | I7 | Fy | Fy | Fio | Fuy | Fie | Fiz | Py | Fis | Fis | Fir
[20] Yes | Yes | Yes | Yes | Yes | Yes | No | No | No | No | No | Yes | Yes | No | No | No | Yes

[21] Yes | Yes | Yes | Yes | Yes | Yes | Yes | No | No | Yes | No | Yes | Yes | No | Yes | No | No

[10] Yes | Yes | Yes | Yes | Yes | Yes | Yes | No | No | Yes | No | Yes | Yes | No | Yes | No | No

[28] Yes | Yes | Yes | Yes | Yes | Yes | Yes | No | No | No | No | Yes | No | No | Yes | No | Yes

[19] Yes | Yes | Yes | Yes | Yes | Yes | No | No | No | Yes | No | No | Yes | No | No | No | Yes
Proposed | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes | Yes | No | Yes | Yes

Fy. Providing confidentiality F,. Near real-time authentication F3. Injection attack resistance Fy. Analysis attack
resistance F5. Modification attack resistance Fgs. Replay attack resistance F7. DoS attack detection capability Fg.
Providing anonymity Fy. Considering SM memory modification attack resistance Fjo. Formal verification/proof
F11. Extensive hardware implementation on different suitable testbeds Fis. Low communication overhead Fi3. Low
computational overhead Fi4. Being extremely lightweight F5. Presenting key agreement details Fig. Presenting the
details of shared key storage and retrieval Fj7. Presenting details of usage reports transmission.

been sent from the authorized NG. With the same
reason, the scheme is secure against the message in-
jection/pollution attack.

4.3 Replay Attack Resistance

By the employment of T} in the computation of Vji,
the messages from SMs to NG will be kept secure
against the replay attack. Further, for the messages
from NG to SMs, when a message is received by SM,
it first generates a fresh timestamp, then, compares
its generated timestamp with the received one. If
the elapsed time is shorter than predefined maximum
transmission delay, it will accept the message as a
non-repeated one. Hence, the proposed scheme can
properly withstand the replay attack.

4.4 DoS Attack Resistance

Since in the proposed scheme any tampering on (a)
exchanging messages, (b) SM flash memory, and (c)
NG database can be detected very soon, can-
not perform DoS attack. For the exchanging mes-
sages or SM flash memory, the tampering is re-
vealed when equations h(D} ® T; & ID;) = V} and
h(IDng ||CM} || CTng) = Vi are checked. Addi-
tionally, as will be stated in the next part, if the inter-
nal adversary j, who has access to the NG database,
changes even one field of a record, NG will be in-
formed very soon.

4.5 Insider Attack Resistance

In our proposed scheme, an insider adversary j can-
not access the confidential data nor can perform the
DoS attack. Since in the proposed scheme, the con-
fidential data are saved as encrypted, the insider at-
tacker 7 is not a privileged attacker. As a result,

he/she cannot perform any special attack by having
access to the NG database. Since in the NG database
only the encrypted form of K is saved, 7 cannot get
access to shared keys and if he/she tries to alter a
field of a record, the tampering will be detected as
soon as the equivalence of h(KNY || ID;) = HN is
checked.

4.6 Memory Modification Attack Re-
sistance

In the proposed scheme, since K; is obfuscated using
the Exclusive-OR operation, it cannot be meaning-
fully modified without having the secret key of the
SM. Therefore, this scheme can withstand the SM
memory modification attack. As stated in part 4.4,
at the worst case scenario, the adversary ¢ who has
gained access to the SM memory, cannot even per-
form DoS attack.

5 Automatic Formal Verifica-
tion

In order to ensure that none of the usage reports or
control messages can be accessed by an adversary and
the impersonation or replay attack cannot take place,
we have used a well-known and popular automatic
protocol verifier called ProVerif [8]. Figure 3 shows
the obtained output from this tool.

The first two results are the results of two injec-
tive correspondence that assures SM; has really exe-
cuted the protocol with NG and vice versa and also
the received messages by each of these two entities
are fresh. Therefore, these two results prove the re-
sistance of the protocol against impersonation and
replay attacks. In the ProVerif, proving the reach-
ability properties is among the most basic capabili-
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. . . 800 ?
Output: root@ubuntu:~/Proverif/proverif1.94pl1# ./proverif SMandNG.pv
-- Query inj-event(endNG) ==> inj-event(startNG) Scheme
Completing... 700 — B —Lietal. |-
: s i — & —Liuetal
Starting query inj-event(endNG) ==> inj-event(startNG)
RESULT inj-event(endNG) ==> inj-event(startNG) is true. 600 - Ours 4

-- Query inj-event(endSMi) ==> inj-event(startSMi)
Completing...

Starting query inj-event(endSMi) ==> inj-event(startSMi)
RESULT inj-event(endSMi) ==> inj-event(startSMi) is true.
-- Query not attacker(Ki[])

Completing...

Starting query not attacker(Ki[]) i
RESULT not attacker(Ki[]) is true. \

-- Query not attacker(CMik[]) \\

al

o

o

T
E—— "

Il

Ba
\

Storage space (kB)
5
o

w

o

o
T

Completing... 200 [ b 7
Starting query not attacker(CMik[]) Q HE8E8R

RESULT not attacker(CMik[]) is true. 100 - b\@\&o% \E-n ]
-- Query not attacker(Dij[]) 888 8 B B-E0

Completing.. ©90060000000003EERRREE
Starting query not attacker(Dij[]) 0 = o DU

0 5 10 15
Time interval of data collection (minute)

RESULT not attacker(Dij[]) is true

Figure 3: The results of analysing the proposed protocol
using Proverif Figure 4: Storage space comparison for different time in-

tervals

ties that lets us to check whether a term can be ac-

cessed by an attacker or not. The last three results
are the results of such queries that indicate the at-
tacker cannot obtain K;, CMj, and D%. Therefore,
the achieved results prove the secrecy of shared keys,
control messages, and usage reports.

6 Efficiency Analysis and Ex-
perimental Study
In this section, we compare our proposed anonymous

lightweight communication protocol with the related
ones. Our comparative analysis shows better perfor-

the length of each random number to be 128 bits, the
storage space of 7; is 128 x 128 bits, the storage space
of C; = Ency, (r; || T'S;) is 2 x 128 x 128 bits, and the
storage space of API;, where each API; contains
seven hash values, is 7 x 256 x 128 bits. Thus, the
total required storage space is 34 kB.

In comparison to the previous schemes, in our
scheme, the SM only needs to store EZSM and FID;.
Therefore, the required storage space is significantly
reduced to only 256 + 256 = 512 bits. Table 3 shows
the comparison. Further, the required storage space
for different time intervals of data collection, from 1
to 15 minutes, is illustrated in Figure 4.

mance in terms of

a. Storage;
b. Communication;

c. Computational costs.

In the following, we present the detailed discussion.

6.1 Storage Space

Since only Liu et al. [20] and Li et al. [19] have dis-
cussed the storage space, in this section, we compare
the proposed scheme with these two.

In Liu et al.’s scheme [20], SM needs to store r;, R,
and C;, where j =1, 2, ..., 96. The required storage
space for r; is 128 x 96 bits, the needed storage space
for R; is 256 x 96 bits, and the required storage space
for C; is 512 x 96 bits. Hence, the total required
storage space is 10.5 kB.

In Li et al.’s scheme [19], the SM needs to store r;,
Cj, and API;, where j =1, 2, ..., 128. Considering

Table 3: Storage space
[20] [19]
10.5 kB | 34 kB

Proposed
512 bits

6.2 Communication Cost

For Liu et al.’s scheme [20], the communication cost
includes the encrypted ryg which is 512 bits, 96
encrypted coefficients of the “f” function that are
128 x 96 bits, the reports {ID; || C; || S;} that
are (128 x 96) + (512 x 96) + (256 x 96) bits, and
the control messages {IDn¢ || M} | M?} that are
(128 x 4) + (256 x 4) + (256 x 4) bits. Therefore,
the total communication cost is 12.375 kB.

For Li et al’s scheme [19], the communication cost
includes the encrypted root node value which takes
256 bits and {U; || C; || S; | API;} reports which
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Table 4: Daily Communication Cost

ropose
20 21 10 28 19 P d
1237 kB | 7.81 kB | 7.81 kB | 8.12kB | 27.03 kB | 7.81 kB

are sent from SM to NG. As a result, the total com- 600 \
munication cost is (256) + (128 x 96) + (2 x 128 x 96) ‘\ — _SL::Z:eet aI
+ (128 x 96) + (7 x 256 x 96) bits = 27.03125 kB. S o —Fa ]

For Uludag et al’s scheme (28], _ \\ o mf;:lo od etal.
the communication cost includes £ awol ! — & —Liuetal.
{ID;, SKE(KyG,, T|| PRODATA||HASH(DK, % \ Ours
PRODATA))} and {IDpg,, SKE(GK,, SIGN(PO ¢ \
, COMD) || COMD)} messages. Therefore, the to- § 3901 \\ il
tal communication cost is (128 x 96) 4+ (128 x 96) + < \
(128 x 96) + (256 x 96) + (128 x 4) + (1024 x 4) + E o | \ ]
(128 x 4) bits = 8.125 kB. 8 TN

\

For Mahmood et al’s [21] and Fouda et ool @° AN L |
al’s [10] schemes, the communication cost Qi\u\ﬂ\n S~
includes  {ID;, Bx,(M;||T;|| HMACg,)}  and T%e6358355 85EEEeranan S o mm—]
{ID;,Ex, (M; | tif || HMACk,,(M;))}  messages 0 . Vv‘“’““"lov"‘“’ - ;5

(and same command messages), respectively. As
a result, the total communication cost of both is
(128 X 96) + (128 x 96) + (128 x 96) + (256 x 96) +
(128 x 4) + (128 x 4) + (128 x 4) 4 (256 x 4) bits
= 7.8125 kB.

The communication cost of our scheme includes
the reports {EID;, M, V/} that are (256 x 96)+
(128 x 96) 4+ (256 x 96) bits and the control mes-
sages {IDng, M}, Vi', CTng} which are (128 x 4)
+ (128 x 4) + (256 x 4) + (128 x 4) bits. Thus,
the total communication cost of our scheme is 7.8125
kB. Note that if M ,1 contains the updated encrypted
identifier, its size will be increased to 256 bits. Ta-
ble 4 shows the communication cost comparison. In
addition, the communication cost for different time
intervals of data collection is illustrated in Figure 5.

6.3 Computational Cost

In this paper, in order to obtain the SM side com-
putational cost of our scheme and the related ones,
we have implemented different cryptographic opera-
tions on two testbeds. First is an AVR microcon-
troller called ATmega2560 which has 256 kB flash
memory, 8 kB SRAM, 4 kB EEPROM, and clock
speed of 16 MHz. Second is an ARM Cortex-M3
microcontroller called AT91SAM3XS8E that has 512
kB flash memory, 96 kB SRAM, and clock speed of
84 MHz. The results have been achieved by utiliza-
tion of the cryptographic library of ArduinoLibs [1].
On AVR, The RSA signature verification takes 670
ms; for the AES-256 encryption/decryption, 228.96
us are spent for setting the key, 46.88 us for en-
crypting each byte, and 90.05 us for decrypting each
byte; and for the hash operation, 43.89 us are spent

Time interval of data collection (minute)

Figure 5: Communication cost comparison for different
time intervals

per byte. On ARM, The RSA signature verification
takes 34 ms; for the AFES-256 encryption/decryption,
46.97 ps are spent for setting the key, 8.04 us for en-
crypting each byte, and 14.73 us for decrypting each
byte; and for the hash operation, 1.2 us are spent
per byte. Table 5 shows the execution time of crypto-
graphic operations and Table 6 indicates the compar-
ative computational cost. In Table 6, Ty, Ty, TEne,
Tpec, TRnd, TpPoi, and Ty, are the execution time of
one-way hash operation, HMAC operation, symmet-
ric encryption, symmetric decryption, random gen-
eration, polynomial generation, and RSA signature
verification, respectively. Moreover, Figures 6 and 7
depict the computational cost comparison for differ-
ent time intervals of data collection, from 1 to 15
minutes, on AVR and ARM, respectively.

7 Conclusion

Recently, a number of lightweight communication
schemes have been proposed to be employed in the
context of smart grid. Nevertheless, most of them
are not anonymous and some cannot resist the well-
known attacks like the pollution attack. Therefore,
in this paper, to remedy the existing challenges, we
have proposed an efficient anonymous communica-
tion protocol that can properly withstand the com-
mon attacks. Moreover, we have implemented the
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Table 5: Execution Time Cryptographic Operations on AVR and ARM

Operation ATmega2560 | AT91SAM3XSE
AES-256 ECB Setting the Key 228.96 us 46.97 s
AFES-256 ECB Encryption (16 Bytes) 750.08 s 128.64 us
AES-256 ECB Decryption (16 Bytes) 1440.8 us 235.68 us
SHA256 (16 Bytes) 702.24 us 19.2 us
HMAC KEY Setup 2836 us 81 us
Polynomial Generation 160 ms 10 ms
Random Generation 12 ms 80 us
RSA Signature Verification 670 ms 34 ms

35
[‘> Scheme
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) 30 “ — © —Foudaetal.
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Figure 6: Computational cost comparison for different

time intervals on AVR
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Figure 7: Computational cost comparison for different
time intervals on ARM

cryptographic operations on both AVR and ARM
and have compared our scheme with the related ones
based on the obtained results on these two hardware.
The achieved results indicate the superiority of the
proposed scheme in terms of storage, communication,
and computational costs. We hope that the presented
results of this paper be useful for future researches in
this field.
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