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Abstract

In this paper we present an identity (ID) based dynamic
authenticated group key agreement protocol. Our proto-
col satisfies all the required security attributes and also
provide forward and backward confidentiality. The se-
curity of our protocol is based on the bilinear Diffie-
Hellman(DH) assumption. We extend Lee et al. ID based
authenticated key agreement protocol from two party to
a group of users by using bilinear pairing.
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1 Introduction

The most striking development in the history of cryptog-
raphy was happened in 1976, when Diffie et al. [12] pro-
posed their revolutionary concept of two party key agree-
ment protocol whose security was based on the discrete
logarithm problem. But this protocol was not suitable
for group of users. Then in 1982, Ingemarsson et al. [16]
proposed the first group key exchange protocol, but both
of these schemes were vulnerable to the man in the mid-
dle attack because they did not authenticate the involved
parties.

A key agreement protocol is said to provide key au-
thentication, if each entity involved in the exchange is
assured that no other entity can learn the shared secret
key. A key agreement protocol which provides such a
property is called an authenticated key agreement proto-
col (AKE) [21].

An authentication protocol allows a sender to send
messages to a receiver through an insecure communica-
tion channel in such a way that the receiver can be con-
vinced that the messages are indeed coming from the in-
tended sender and them messages have not been modified

by any adversary sitting in the middle of the communica-
tion channel. In short the aim of this type of protocols is
to establish an authenticated link from the sender to the
receiver. Authentication is a term which is used in a very
broad sense. It is a service related to identification [21].

In 1984, Shamir [26] suggested the concept of Identity
based cryptosystems where user’s identities(such as email
address, phone numbers, office location etc.), could be
used as the public keys. Since then many identity based
key agreement protocols [6, 11,27, 29, 30, 34] have been
proposed.

In the history of key agreement, a major breakthrough
was happened, in 2000 when Joux [17] introduced his sim-
ple and elegant single round tripartite non-identibased
key agreement protocol which makes use of bilinear pair-
ing on elliptic curves. This was the first positive applica-
tion of pairings in cryptography [13].

In 2001, Bohen et al. [3] proposed, a first identity based
encryption scheme using weil pairing. Since then many
ID based cryptographic scheme using pairing have been
proposed in cryptography and is currently an area of very
active research [13].

1.1 Literature Review

Based on weil and Tate pairing techniques, Smart [30] in
2002, Chen et al. [6] in 2003, Scott [27] in 2002, Shim [29]
in 2003, Cullagh [11] in 2004, Lee et al. [20] in 2005 de-
signed identity based and authenticated two party key
agreement protocols. Cheng et al. [8] pointed out that
Chen et al. [6] protocol is not secure against unknown
key share attack. The protocol of Scott [27] is not secure
against man in the middle attack. Sun et al. [33] showed
that the protocol of Shim [29] is insecure against key com-
promise impersonation attack or man-in-the-middle at-
tack. Also Choo [10] showed that protocol of Cullagh et
al. [11] is insecure against key revealing attacks.

Since the protocol of Joux [17] was a unauthenticated
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key agreement for three party using pairing on elliptic
curve. So later in 2002, Nalla et al. [23], proposed an
authenticated tripartite ID-based key agreement scheme.
But this scheme of Nalla et al. [23] was soon cryptan-
alyzed by chen [5] and Shim [28]. Then again in 2002,
Zhang et al. [37], gave an ID- based one round authenti-
cated three party key agreement protocol the authentic-
ity of which is assured by the Id base signature scheme of
Hess [15]. Another direction of research on key agreement
is to generalize the two party key agreement to multi party
setting and consider the dynamic scenario where partic-
ipants may join or leave a multi-cast group at any given
time.

1.2 Group Key Agreement

A group key agreement is a protocol allows a group of
users to exchange information over public and insecure
network to agree upon a common secret key which a
group session key can be derived. As, the increased pop-
ularity of group oriented applications, such as e-learning,
e-conference, video-conferencing etc, the design of an ef-
ficient authenticated group key agreement protocol has
recently received much attention in the current research
literature.

In 1995, Burmester et al. [4] gave a much more efficient
two round key agreement protocol in multiparty setting.
In 1996, Steiner et al. [31] gave a group key agreement
protocol based on the natural extension of the DH key
agreement protocol. Later, in 1998, Steiner et al. [32] gave
a new approach to group key agreement. They studied the
problem of key agreement in dynamic peer groups(DPG).

Also, Bresson et al. [2] formalized the first security
model for group key agreement protocol extending the
group key agreement between two or three parties [25].
Then in 2002, Nalla et al. [22] extends the ID based two
party single round authenticated protocol of Smart [30] to
multiparty ID-based key agreement in a tree based set-
ting [14]. Later, in 2003, Barua et al. [1], extend the
basic three party protocol of Joux [17] to multiparty set-
ting by giving a ternary tree based unauthenticated key
agreement protocol. Another group key agreement pro-
tocol which is a bilinear version of BD [4] protocol, was
proposed by Choi et al. [9], in 2004. Later in 2005, a dy-
namic group key agreement protocol with two constant
round was propose by Dutta et al. [14].

Many attempts have been performed to extend the
Diffie et al. [12] two party protocol and the Joux [17]
protocol for three party to n—participants that means to
a group key exchange. Also we seen that in the current
research literature of key agreement many ID based dy-
namic group key agreement schemes [7,19,35] by using
bilinear pairing have been proposed.

Above we have summerized two and three party iden-
tity based key agreement protocols employing pairing op-
erations. Many protocols of this type were proposed [11,
22,27,30,37] analyzed and some broken [5,10,28,29,33]. In
this paper we focus on the Lee et al. [20] two party authen-
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ticated key agreement protocol and extend this two party
protocol into a dynamic ID based authenticated group
key agreement(DAGKA) using bilinear pairing.

2 Preliminaries

In this section, we briefly describe the notations, defini-
tions, preliminary concepts and properties i.e. bilinear
maps, computational problems, efficiency criteria and se-
curity attributes that we used later in the paper.

2.1 Bilinear Maps

Let G; be an additive group of prime order I and G,
be a multiplicative group of the same order [. We assume
discrete log problems in G; and G2 are hard. We consider
a pairing map e : G; X G; — G, satisfying the following
properties [20].

Bilinearity. e(aP,bQ) = e(P,Q)%for all P,Q € Gy, and
for all a,b € Zj.

Non-degeneracy. The map does not send all pairs in
(1 x G to the identity in G5. Observe that since G
and Gy are groups of prime order this implies that if
P is a generator of Gy, then e(P, P) is a generator of
Gs.

Computability. Given P,Q € Gy, ¢(P,Q) can be effi-
ciently computable.

A bilinear map satisfying the three properties above
is said to be an admissible bilinear map. We note that
the Weil and Tate pairings associated with supersingular
elliptic curves or abelian varieties can be modified to cre-
ate such bilinear maps. We consider G; to be an additive
abelian group defined on elliptic curves.

We  consider an  admissible
e : G1 X G1 — G9 defined as above.
generator of Gy.

bilinear  map

Let P be a

Bilinear Diffie Hellman Problem (BDHP):
The BDH problem in < G1,G2, e > is as follows. Given
P,aP,bP,cP € Gy, compute e(P, P)®° € G5 where a, b, c
are randomly chosen from Zj. An algorithm is said to
solve the BDH problem with an advantage of € if

Pr[A(P,aP,bP,cP) = e(P,P)™] > ¢

where the probability is over the random choice of a, b, ¢ €
7y, the random choice of P € G7, and the random bits of
A. We assume that BDHP is hard, in other words, there
is no polynomial time algorithm to solve BDHP with non-
negligible probability.

2.2 Security Attributes

Now we give the desirable security attributes of the key
agreement protocols:
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Known-key security. Each run of the protocol should
result in a unique secret session key. The compromise
of one session key should not com- promise other ses-
sion keys.

Perfect Forward secrecy. If long-term private keys of
all entities are compromised, the secrecy of previously
established session keys should not be affected.

Key compromise impersonation. The compromise
of an entity A’s long- term private key will allow an
adversary to impersonate A, but it should not be
able the adversary to impersonate other entities to

A.

Unknown-key share. An entity A ends up believing
she shares a key with B and although this is in fact
the case, B mistakenly believes the key is instead
shared with an entity E # A.

Message confidentiality is one of the most important
feature in secure group communication. Message confi-
dentiality ensures that the sender confidential data which
can be read only by an authorized and intended receiver.
Specially in DGKA protocols message confidentiality is
achieved mainly by the following two components [19]:

Forward confidentiality. While a group user leaves
from the current group, he should not be able to cal-
culate the new session key.

Backward confidentiality. While a new user joins into
the current group, he should not be able to calculate
the previous session key.

3 Lee et al.’s ID Based Key
Agreement

In this section, we will introduce Lee et al.’s [20] two party
ID based key agreement.

Initialization. Let G; and G be two groups of prime or-
der [, where G is an additive group and G5 is a mul-
tiplicative group. The discrete logarithm problems
(DLP) in both G; and Gz are assumed to be hard.
Let P be a generator of Gy, and H : {0,1}* — Z; be
a cryptographic hash function. The key generation
center (KGC) chooses a random number s € Z} and
set Py, = sP. The center publishes system param-
eters Params =< G1,G2,1, e, P, Py, H > and keep
s as the master key, which is known only by itself.

In addition to the system initialization, KGC per-
forms the following private key issuing process.

Private key extraction. Let A and B be the two enti-
ties who are going to agree to some session keys. The
identities of A and B are ID 4 and I Dpg, respectively.
Their public keys and private keys are as follows: A’s
public key is Py = H(ID,4) and the private key is
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Sa = sP4. B’s public key is Pg = H(IDp) and
the private key is S = sPg. The pairs (P;D, S;D)
for A and B serve as their static public/private key
pairs.

Suppose two users A and B want to share a com-
mon secret. A and B have static private keys Sa
= sP4, and Sgp = sPp obtained from KGC. Let
kdf : Go x G1 x G1 — {0,1}* be a key derivation
function which can be readily found in a number of
standard documents. A and B generate ephemeral
private keys a and b, respectively. The corresponding
ephemeral public keys are (V4,Wy4) and (Vp, Wg)
where VA = CLPB, WA = CLSA, VB = bPA, WB = bSB.
These are the data flow between A and B.

A = B:(VA7WA);
B = A: (Vg Wg).

User A computes kq = e(aPy + Vg, Wg)*. User
B computes kg = e(bPp + Va,W4)’.  Then
the shared common secret between A and B
is K = kdf(kAaPAaPB) = kdf(kB7PAaPB) =
kdf (e(Pa, Pg)letblabs P, Pp).

4 Proposed Protocol

Let Uy = {Uy,Us,---,U,} be the initial set of partici-
pants that want to generate a common key. Where U, is
the group leader. And

IDy=1D,, || ID,, | | ID,,, .

4.1 Setup

Let G; and G2 be two groups of prime order | where G
is an additive group and G is a multiplicative group.
The DLP in both G; and G5 are assumed to be hard.
Let P be a generator of Gy and H : {0,1}* — Zjf
be a cryptographic hash function. The user U, ran-
domly picks a value s € Z] and keeps s as master
private key. The user U, computes the master public
key Pyu = sP and publishes the system parameters.
param = {G1,Ga,l, e, P, Py, H}.

Private Key Extraction. For a given user U with
identity string I D, the user U, computes the public
key PK;p = Qrp = H(ID) and distributes the
corresponding static private key SK;p = sQip
to the user via a secure channel. Thus user U’s
public/private key pair is defined as PK;p/SK/p.

Round 1.

Step 1: The group leader U,,:

1.1 chooses his ephemeral private keys a, <7
Ly

1.2 ephemeral public keys are (V,,, W,,)sends:
where V,, = ay, Ppyp and Wy, = a, SKy, ;
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1.3 broadcast in the group:

U, —: ({U1, U27 ey Un_1}, Vn, Wn)
Step 2: User Uj :

2.1 chooses his ephemeral private keys a; <%
L

2.2 computes K1 = sQu, + a1 and M; =
hl(Ul, ceeny Un—1, al);

2.3 also ephemeral public keys are (Vi, W) :
where Vi = a1 Ppyp and Wy = a1 5Ky, ;

2.4 sends a request:

Uy = Uy (Uy, Ky, My, Vi, Wh).

Step 3: The user U, :

3.1 computes a1 = K1 — sQuy,;

3.2 checks if My = hy(Uy,....,Up—_1,0a1);
if the equality does not hold, he quits;

3.3 broadcasts:
U, —*: (V1,Wy).

Step 4: Each User U;,: =2,...,n — 1:

4.1 chooses his ephemeral private keys a; <
L

4.2 computes K; = sQu, + a; and M; =
hi(U1, oo, Up—1,a;);

4.3 ephemeral public keys are (V;, W;)sends:
where V; = a; Py and W; = a;SK,,;

4.4 sends

Ui — Un : (U’L7Ki7Mi) ‘/;7WZ)

Step 5: The User U,:t =2,--- ,n— 1:
5.1 computes a; = K; — sQu;;
5.2 checks if Ml = hl(Uh ceeny Un—la CLZ’);
if atleast one equality does not hold, he
quits;
5.3 broadcasts:
U, —: (V;, Wz)

Round 2.

User U; computes

K1 = 6((‘/2 X V3 X X Vn)Ppub7
(W2 X W3 X X Wn)SKUl)al.

User Uy computes

Ky = e((Vi xVgx - xV,)Ppu,
(Wl X W3 X e X Wn)SKUQ)GQ.

User U, _1 computes

K, 1 = 6((V1 X oo X Vo X Vn)Ppub7

(Wl X oo X Whog X Wn)SKUn,l)a"_1~

Key Computation. Each user U;,i = 1,2, --

,n—1.

Letkdf:ngGle1x~~~xG1 *){0,1}*

. R . . ntimes .
be a key derivation function which can be readily

found in a number of standard documents. Thus the
shared common group session key,

K = kdf(KvaU17QU27... 7QU17,)
— kdf(K27QU17QU23 te 7QUn)

= kdf(K(n—l)aQUvaUzv te aQUn)'

For user Uy,

K = kdf(Ky,Qu,,Quy,---,Qu,)
= kdf(e((Va x Vg x -+ x V3,) Ppus,
(W x W3 x -+ x W,)SKy,)", Qu,,
Qu,,---,Qu,)
= kdf(e((a2Ppup X a3Ppup X -+ X anPpub) Ppubs
(a25Qu, X azsQu, X -+ X a,sQu, )sQu, )",
Qu,,Qu,, - ,Qu,)
= kdf(e((az x az x --- X an) Py,
(a2 X ag X -+ X a,)s"
(Qu, X Qu, X Quy X -+ X Qu, )™,
Qu,,Qu,,---,Qu,)
= kdf(e((sP)", (Qu, X --- x Qu, )s")(@rxazxxan)
Qu,,Qu,, -+, Qu,)
= kdf(e(P",(Qu, X ... x Qu,))*" (a1xa2xxan)

QU17QU27"' aQUn)

)

For user U,,

K = kdf(K2 Qu,,Qu,, - ,Qu,)
= kdf(e((Vi x Vg x -+ x V3,) Ppus,
(W1 x W3 x -+ x W,)SKy,)*,
Qu,,Qu,,- -, Qu,)
= kdf(e((a1Ppup X a3Ppup X -+ X anPpub) Ppubs
(a15Qu, % azsQu, X -+ X a,sQu, )sQu,)"?,
Qu,,Qu,, -+ Qu,)
= kdf(e((a1 x ag x -+ X an)P;’ub,
(a1 X ag X -+ X ap)s"”
(Qu, x Qu, x Qu; %, ... x Qu,))"*?,
Qu,,Qu,, -+ Qu,)
= kdf(e((sP)", (Qu, X -~
XQUn)Sn)(mXGQXMXQ"),
Qu,,Qus, -+ Qu,)
= kdf(e(P",(Qu, x -
XQUH))Sn(al ><a2><~-><an)7

QUNQU27"' )QUn)'
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For user U,,_1,

K kdf(KTl—17QU17QU27"' 7QUn)
= k;df(e((Vl X+ X Vn_g X Vn)Ppub,

(W1 x oo X Wy9 X Wp)SKy, )",

QUuQUza T 7QU71)
= k:df(e((mPpub X X an_gppub
Xaanub)Ppuba

(a18Qu, X +++ X an—25Qu, _,
XansQu,)sQu, )",
Qu,,Quy, -+, Qu,)

= kdf(e((a1 X --- X apn—2 X an) Py,
(a1 X -+ X @p_9 X ap)s"
(Qu, X Qu, X +++ x Qu, )™,
Qu,,Quy, -+, Qu,)

= kdf(e((sP)", (Qu, x -
><QUn)Sn)(al><a2><--~><a,,L)7
Qu,, Quy, -+ Qu,)

= kdf(e(P",(Qu, x cdots
XQUH))s"(al ><a2><~~><an)7

QUlaQUz,"' aQUn)'

User n can compute the session key directly.

4.2 Join Algorithm

Let Unt1,Unt2, -, Uptm be the set of users who will
join the initial group Uy , U; = Uy, -+, Upym.

ID; =IDy,|--- 1Dy,
As in the above protocol the user U, is the group leader
of this new group U; also. When a new user joins the
group it register itself to the group leader U, by sending
its identity I Dy, ,,. Then the join algorithm is executed
in the following way:

Private Key Extraction. For each new registered user
U,+; the group leader U, computes the public key
PKy,., = Qu,,, = H(Un4) and distributes the
corresponding static private key SKy, ., = sQu,.,
to the new joined users via a secure channel.

Round 1.

Step 1: The group leader U, broadcasts in the
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2.2 Computes Kny; = sQu, ; +any; and

Myii=hi(Ur, -, Un1, Uns1, - Upsms
Anti);

2.3 Computes Vpti = antiPpup and Wiy =
nt+iSKypyis

2.4 Sends: Upqi — Up: (Upaiy Kngi, My,
Vitis Whai).

Step 3: The User U,: ¢t =1,....,m

3.1 Computes ani; = Knyi — QU445

3.2 Checks if Mn+i = hl(Ul, ety Un—17

Uni1, 5 Ungm, an-l—z');
if atleast one equality does not hold, he
quits;
3.3 Broadcasts:
Un — (Ula Ty Un—la Un+1a Ty Un+m7

‘/;L+i7 Wn+i)-
Round 2.

User U; computes K; = e((Va x V3 x -+ x
V,H_m)Ppub, (W2 X W3 x -+ x Wn+m)5KU1)a1

User U, 1 computes K,_1 = e((V] X -+ x V,_o X
Vi X X Vi) Ppup, (W X+ - X W _g X W, X
oo X Wygm)SKy, )1,

User U,41 computes K, 11 = e((V4 x -+ x V,, X
Voo X X Vit ) Ppuby (W1 X+ - - X W, X W49 X
Lo X Wn+m)SKU7L+1)an+l

User Uiy computes Ky, = e((Vi3 x Vo X
o X Vogm—1)Ppur, W1 x Wa x -+ X
Wn+m—1)SKU )an+m'

n4m

Key Computation. Each user U;,i = 1,2,....,n+m —
1. Let kdf : Go x G1 X G X -+ x Gy —

(n+m)times
{0,1}" be a key derivation function which can be
readily found in a number of standard documents.
Thus the shared common group session key,

group:
Up = ({Ur, ,Unc1, U1, Unem }, Vi, Wa), K kdf (K1, Quy, Quyy s Qu,. )
where i =1,2,...,n. - ZZ;E?"—“SUU%U% T 7gUn+m;
Step 2: Each user U, 44,1 =1,....,m UL R Ut
2.1 Choose his ephemeral private keys :
Ap4q <_R va = kdf(Kn+ma QU1 3 QU27 ceey QUner)-
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For user Uy,

K = kdf(Ki,Qu,,Quy,--,Qu,,..)

= kdf(e((Va x Vg x -+ X Viutm) Ppus,

(Wo x Wy X -+ X Wyym)SKy, )™,
Quys - Qu,i.)

= kdf(e((a2Ppup X a3Ppup X - -+
X pt-m Ppub) Poub, (a25QuU, X azsQuy X -
XUy mSQU, 4. )5Qu, )", Quys -+, Quiss)

= kdf(e((az x az X -+ % an+m)P§u"l;m,

(ag X az X -+ X Apim)s" " Qu, x Qu, X

CeeX QUner))al;QUl e 7QU"+m)

= kdf(e((sP)" ™™, (Qu, x -+
XQUn+m)$n+m)(a1 ><a2><...><an+m)’
Qu,,Quyy -+ Qu,y)

= kdf(e(P"™™, (Qu, x -

n+m
XQUner))S (a1 Xazx ><an+m)7

QUNQU27 e 7QUn+m)'

For user U,,_1,

K = kdf(Kn-1,Qu,,Quy,-- ,Qu,y,n)

= kdf(e(Vi X -+ X Vo x V, X
o X Vogem) Ppus, (W1 X oo x Wy _o x W,
X X Winim)SKy, )", Quy,
L Quaa)

= kdf (e((a1Ppup X -+ X an—2Ppub X anPpup
X -+ X Gt Ppub) Poub, (@15Qu, X -+
XOn—25Qu, _, X ansQu, X -+
XnymSQU, ;. )5Qu, )", Quy,

U 7QU1L+NL)
= kdf(e((a1><--~><an,2><an><-~-
xan+m)P;ngm, (@1 X -+ X Qg X @y X -+

Xan+m)8n+m(QU1 X X QUW,—Q X QUn X

e X QUn+m)QUn,71)an71’QU17 T

? QUn+7n )
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kdf(e((aleub X oo X aanub X an+2Ppub X e
Xan+mPpub>Ppub7 (QISQUl X o0 X a’nSQU"
><a'nJFZSQUnJrz XX an+m5QUn+m)sQUn+1)an+ly

QU1 P aQUT,,_Hn)

kdf(e((ag X +++ X @p X @pag X -+ X an+m)P£u—Zm,

(@1 X+ X @p X Qpig X -+ X Gnam)s" T (Qu,
XX Qu, X Qu,n X X Qu, ) QUi )
Quyy 5 Qu,y)

kdf (e((sP)"*™ (Qu, X -+ X Qu, X Qu,.,» X
X QUi ) T Qu, )X Qu

L Quai)

kdf (e(P™™, (Quy % -

xQu, )"

" QU7L+'!7L ) .

For userU,,4m,

K = kdf(Knim, Quy, Quys- - Qu,ss)

= kdf(e((Vi x Va x -+ X Viym—1)Ppus, (W1
XWo X+ X Wyim-1)SKy, ., )"+,
QUN ... ,QUner)

= kdf(e((a1Ppub X a2Ppup X - -+ X @nym—1Ppub) Ppub,
(a18Qu, X a2sQu, X -+~
X gm—15QU, 41 )5QU, 0 )",
QU1 e 7QUn+m)

= kdf(e((al X ag X -+ X an+m71)P;ZZm,

(a1 X ag X - X Gpim—1)s"T"(Qu, x Qu,

X oo X QUn.Fm))a"er,QUlv ... ,QUM.M)
= kdf(e((sP)"™™,(Qu, X Quy X -

XQU”M”)Sn-&-m)al ><02><“'><an,+7n,QU1 o
= kdf(e(P"*™, (Qu, X -+

QU )

e Qua)-

a1 Xa2 X+ Xan 3
) Quy,

n+m

I QUn+7n )

a1 Xag X---Xa
n+m>’ QU17

4.3 Leave Algorithm

= ]gdf(e((SP)’H'"“L7 (Qu, X - X Qu,_, X Qu,, X Without loss of generality, we assume that U,_; =

RS QU )Sn+mQU )a1 ><a2><-~~><an+m’
n+m n—1
QU13 co 7QUn+m,)
= kdf(e(P™™,(Qu, % -+
XQU + ))Sner(alxazxmxaner)v QUU )

QUi )

For user U, 41,

K = kdf(Kn+17QU17QU27"' 7QUn+m)
= kdf(e((V1 X -+ X Vn X Vn+2 s

XVotm) Poub, (W1 X -+ X Wy, X Wygo X -+

XWnJ,_m)SKU"Jrl)an*—l 5 QUl y T QUn+'77L)

{U1,Us,---,U,} is the current group that L =
{U1,-+-,Up} is the set of leaving users. Then
U’U = {Um+17"' 7Um+n7Un}
ID, = IDUm+1H"'||IDUm+nH1DUm'

Then the leave algorithm is executed in the following way.
Round 1:

Step 1: The group leader U, broadcasts in the
group:
Un —: ({Um+17 e »Uerna Un})

Step 2: Each user U,44,i=1,...,n
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2.1 Choose his
Cti R Y/

ephemeral private keys

2.2 Computes Kpis = QU1 + Gmyi and

Mm+i = hl(Um+17 Tty Um+n7 am-&-i);

2.3 Computes Vy,1i = GmtiPpup and Wi, 4
m+iS KU i

2.4 Sends:

Um+i — Un . (Um+i7 Km+ia Mm+i7 Veri; Wm+z)

Step 3: The User U,,: ¢ =1,....,n
3.1 Computes ami; = Ky — sQU i

3.2 Checks if Mm+i = hl(Um+1, tety Um+n7
am+;); if atleast one equality does not hold,

he quits;
3.3 Broadcasts: U, —: ({Um+1, "+ Untn}s
Vm+ia Werz)
Round 2:

User Up41 computes K1 = e((Vipga X -+ X
Vm—i—n X V;L)Ppum(wm-‘r? X X W7n+n X
Wn)SKu,,., )"+

User Uytn computes Kpin = e((Vipar X -o0 X
Vm+n—1 X Vn)Ppuba (Wm+1 X X Wm+n—1 X
Wn)SKUm+n)am+"

Key Computation: Each user U,,4;,¢ = 1,2,...,n.
Letkdf:ngGlelxouxGl —
(m+n+1)times

{0,1}" be a key derivation function which can be
readily found in a number of standard documents.
Thus the shared common group session key,

K kdf(Km+17QUm+17 "'7QUm+n7QUn)

kdf(K(m-‘rn)a QUm+17 ey QUm_H,,a QUn)

For user Up,41,

kdf (Kms1, Qupirs s QUi > QUi )

kdf (e((Ving2 X -+ X Vipin, X Vi) Poub,
(Wi X - oo X Wg x Wy )SKy,, )"+,
QUpirr s QU Qu,)

kdf (e((am+2Ppub X *+* X QmtnPpub
X an Ppub) Ppub, (am+2sQUm+2 X e
XmnSQU,, ., X an3Qu, )sQu,..,)" ",
QUpsrr s QUpsn» Quy,)

kdf (e((@my2 X -+ X Amyn X an) Prg 4,

K

(am+2 X X Qmgn X an)37n+"+1(QUm+1
X X Quypyn X Quy)) ™ QU
QU,pins Qu,)

kdf (e((sP)™ " (Qu,.,, X % Qu,...,

088

XQu, )s ") Em X X Aman Xan 0y
QU'77L+7L ) QUn)

kdf(e(Pm-‘rn-‘rl7 (QUm+1 X ... X QUm+n
XQUn ))sm+"+1(am+1 X+ X mtn ><an), QU

ST
QUi QU )-

For user U,,4n,

K kdf(Km+n7 QUmH ey QUern ) QUn)

kdf (e((Ving1 X -+ X Vipan—1 X Vp,) Ppus,
(Wing1 X oo X Wiyn—1 x Wy )SKy,, .
QUpirs s QU Qu,)

kdf (e((am+1Ppub X -+ X Gmtn—1Ppub
X Ppup) Ppub, (Am415Qu,, ., X -+
XUm1n—-15QU,, ., 1 X ansQu,)sQu,, ) """,
QUpsrr s QUpsn» Quy,)

k:df(e((am+1 X X Qpyn—1 X an)P;:ZZ_nJrl’

”m+1"."

(aerl X X Amgn—1 X an)sm-HH_l(QUmﬂ
XX QUm+n, X QUn))am+7L3 QUm+1a ]
QUervaUn)
kdf(e((sp)m+n+l’ (QUm+1 X X QU77L+7L
XQU )Sm+n+1)am+1><-~~><am+n><an
e 3QU7n,+n’QUT,,)
kdf(e(Pm+n+17 (QUm+1 X X QUm+n

XQUn))str"'“ (@41 X X Amtn ><an)7

9 QUnH»n ’ QUn)'

User n can compute the session key directly.

) QUm+1 y

QU71L+1 [

5 Security Analysis

5.1 Known Key Security

From the randomness of a}s in our proposed group key
agreement protocol, the session keys in different key
agreements are independent of each other. The knowledge
of the previous session keys does not help an adversary to
derive any future session key. Hence our proposed group
key agreement protocol provides known key security.

5.2 Forward Secrecy

Even if a long term private key SK;p(= sQrp) of our
proposed group key agreement is compromised , the data
protected with the previous session key K is still secure
because the derivation of K requires the knowledge of
previous random values a,s. Therefore our group key
agreement protocol has the property of (perfect) forward
secrecy.

5.3 Trivial Attack

An attacker may directly try to compute the group
key K from the transmitted message [U; — U,

)a7n+n
)
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(Ui7 {Ul, Ki; MZ‘, ‘/i; WZ),Z = 1, ey — 1] but due to diffi-
culties of the DLP and onewayness of hash function the
trivial attack is not possible in the proposed protocol.

5.4 Key Compromise Impersonation

Suppose that an adversary who know’s user U7 s long term
private key SQu, and want to masquerade with the group
leader U,,. Then first he chooses a random value a; sz,
and calculate )

K =sQu, +a,

but to verify the correspondence of his guessed random
value a;. He has to compute

My = hy(Uy, Uz, - -+, Up—1,0a1)

which is impossible since he requires the value of a; which
is the ephemeral private key of the user U;. Hence U,, will
found this un-equality. So this type of attacks are also not
possible.

5.5 Unknown Key Share

In our proposed GKA protocol consider the special case
(i.efor n = 2), the shared secret S12 = S21 =
kdf (e(P?, (Qu, x QUZ))SZ(”XGQ)), between U; and Us in-
volves both members long term private and public keys.
This ensures that only U; and Us; who own the cor-
responding long-term private keys can obtain the same
group key and can compute valid key confirmations. Any
other entity cannot obtain the same group key. It is im-
possible that U; ends up believing that she/he shares a
key with U, and although this is in fact the case, while
U, mistakenly believes that the key is instead shared with
another entity F.

5.6 Message Confidentiality

In our proposed scheme the size of shared common group
session key is totally depends on the number of users in
the current group and their ephemeral private keys. So
when a group user want to leave or a new user want to
join the group the session key size is obviously change.
Also in our proposed scheme in join or leave algorithm the
joining and leaving members can not know the number of
participant in previous or subsequent group and they also
don’t know their private keys .

Hence the joining member can not compute previous
session keys and leaving member can not compute the
subsequent session keys .

6 Comparison

We now compare our protocol with another dynamic
group key agreement protocols [18,19,35]. We will use
the following notations.

1) Round: The total number of rounds.
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2) Mul: The total number of scalar multiplications and
modular multiplication .

3) Msize: The maximum number of messages sent by
per user.

4) P/E: The total number of pairing computations and
modular exponentiations.

Table 1: Setup algorithm -A set of users Uy, ..

Protocol | Round | M size | Mul P/E
[18] O(n) | O(n?) 0 O(n?)
[35] 2 O(n) | O(n?) | O(n?)
[19] 1 O(n?) | O(n?) | O(n)
Ours 2 O(5n) | OBn) | O(n)

We observe from Table 1, in our protocol the message
size is O(5n) which is linear as compare to [18] and [19].
Similarly, the total number of scalar multiplication is of
quadratic order i.e. O(n?) in [35] and [19]. But in our
proposed scheme Mul is O(3n) which is again linear. Also
in [18] and [35] the pairing computation P/E is again
quadratic in order.

We observe from Table 2 the total number of users is
(n+m). So in our proposed scheme M size is O(5(n+m)),
total number of scalar multiplication is O(3(n 4+ m)) and
the pairing computation is O(n). Hence in join algorithm
of our proposed scheme all cases are liner in order as com-
pare to other recent protocols [18,19,35].

In Table 3 of leave algorithm the size of the resulting
set of users is (n —m). The total number of scalar multi-
plication in [35], [19] and pairing computation in [35] is of
quadratic order O(n —m)?. But in this table, we see that
in case of our proposed scheme the M size, total number
of scalar multiplication and P/E all are linear in order.

7 Conclusion

With the increasing need of authenticated and secure
communication, ID based two round DAGKA protocol is
presented here, which resist to all the known attacks. Our
protocol also provides forward and backward confidential-
ity which is the important feature in case of dynamic key
agreements. In the last we have given the comparison of
our protocol with other recent dynamic group key agree-
ment protocols.
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