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Abstract

With the growth of Virtual Reality (VR) and Augmented
Reality (AR) in technologies such as artificial intelligence,
wireless, 5G, big data, massive compute, industrial 4.0
and virtual stores. This paper improved the secure mech-
anism which existed some shortcomings. In order to ac-
complish the decentralized environment access control, it
also proposed another new mechanism to achieve the re-
quirements on the nonspecific internet. Besides, consider-
ing the security on storing and controlling and the use of
administrative privileges of the VR and ARclouds is nec-
essary. With the new mechanism, the problems such as
mobile security or acting calculation which derived from
VR and AR could be solved. This new research achieves a
better circumstance. Developer staff’s responsibility can
be allocated; the systems can be compatibly integrated;
on the other hand, the users’ privacy of personal informa-
tion can be strictly protected.
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1 Introduction

For the VR/AR data in the Internet standardization
needs and standards system, research data security stan-
dards. Development of general requirements such as gen-
eral requirements, architecture, testing and evaluation;
development of common standards such as Internet and
digital interconnection interface, logo resolution, data in-
ternet platform and security. The updating of VR/AR sys-
tem and the insurance system, specifications of the De-
veloper codes and information have several major prob-
lems. The consistency of the coding system and the data
exchange format are not uniform and the expression abil-
ity in the VR/AR information system is quite lacking,

etc. Under development of applicable VR/AR informa-
tion, standards and practical application in the market,
VR/AR information system needs to face the problem.

According to the number of VR/AR users, network
size and other indicators, VR/AR user data security has
become on of the the world’s largest issue [6,15].VR/AR
information system equips a data system that is called
VR/AR database system. Database is a set of related
data collection, and the operation of the database must
rely on the Database Management System, DBMS, to op-
erate [5]. The database system is a program that controls
the classification of the database and the access to the
data [12]. According to the VR/AR information system,
the transmitting of VR/AR information or related infor-
mation, will inevitably use the network. Based on the
problems of user’s privacy, the developer enterprise’s in-
ternal and external networks must be comprehensively
planned. User’s demand is divided into the following
points: response, availability, quality, adaptability, secu-
rity, affordability, expected growth. However, the safety
of electronic VR/AR information has also become an im-
portant issue, especially for the user’s access rights and in
different time-range norms. We attempt to utilize math-
ematical methods to go through the data encryption and
decryption which can strictly protect user’s VR/AR in-
formation [1,7].

DBMS can be divided into three types — hierarchical,
network, relational [2]. The application of this informa-
tion management system is widely used for relational pur-
poses; however, due to the system used in developer en-
terprises rely on each other, the system will reject those
people who attempt to get access to the user’s informa-
tion.

The feature of blockchain technologies may bring us
more reliable and convenient services [9]. In a traditional
public-key encryption, the sender has to authenticate that
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the invoked public key is the legitimate public key for the
intended receiver [10].Therefore, in this paper, we pro-
pose an integrated hierarchical access mechanism and the
characteristics of the database system. By storing the
decryption key in the Lagrange interpolation polynomial
method, the VR/AR confidential information and users’
privacy can be effectively protected [8]. A lot of related
works have been proposed to solve access control prob-
lems [3,4,11,13,14].

2 Proposed Work

2.1 VR/AR Database
VR/AR Systems

VR/AR systems contain a lot of information in the
database, such as VR/AR records. As a result, VR/AR
hardware and software communication are regulated. Due
to different systems and equipments in different compa-
nies, leads to various incompatibilities between VR/AR
devices and platforms. The Application Programming In-
terface standard describes how the VR/AR application or
game engine renders its content and receives the data. If
both of these core elements are standardized across all
VR/AR hardware and software products, there will be
an explosion in industry adoption and innovation.DBMS
is mainly responsible for processing all data storage and
retrieval operations. It can also modify data integration,
data consistency check rules, controlling single or multi
user’s authorization, and data protection, etc. These are
one part of the operation of the VR/AR system. For
those people who intent to obtain information or even re-
veal other user’s information, the system will cause com-
patibility obstacles to make the hackers unsuccessfully re-
trieve the user’s information.

In order to make the system manager more convenient
access to user information, we seek for access keys to se-
cure confidential files while considering the safety issues in
the transmission process. Therefore, this research method
through the public encryption system and Lagrange inter-
polation of VR/AR data encryption protection, through
the key authentication management center issued legal
authority user decryption key, allowing users to access to
the decryption key secret documents, strict management
of the user data.

Integration of

2.2 An Improved Access Scheme

Our goal is to construct the key allowing a server to ac-
cess a particular document. We generalize the decryp-
tion polynomial Fp,(x) subject to the following crite-
rion (Table 1).

DK, if server S; has permission
Fpr,(z) = to access j document (1)
C, Otherwise

for C' # DK;.
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We aim to enhance the security over the decryption
key to avoid potential exploration of information revealed
by a third party.

2.3 Key Production

The decryption key can be generated through the follow-
ing steps.

Step 1: Select large prime numbers p and ¢ in random
as the roots of finite field GF(p). Number g and p
remain public.

Step 2: Each confidential document will use non-
repetitive decryption key DK, j = 1,2,--- ,n with
n denoting the number of documents.

Step 3: Choose non-repetitive secret key K;, i =
1,2,--- ,m, where m is the number of servers which
are about to visit confidential documents.

Step 4: The mobile agent owner uses a set of interpola-
tion polynomial at with ID; represents the number
of DK;. If DK; < S;, S; has permission to get the
decryption key DK;. We construct Fpk,(x) as be-

low.
Fpr;(®) = e+DK;—[ Y ylij(@)
DK;<S;
+ [I atiy@)R, (@)
DK; <8,

where l;; () is the Lagrange interpolation polynomial
formulated as:

m
L, — H ( T — Ty T—Ti—1,j T~ Tit1j
v L ) oy . oy .
=1 T3 T TG Tij = Ti-1,j Tij = Titl,j
(i
xij — xmj

We have Hash Function noted as:

o lij (.’E) - 1, if lij (x) =1
allij(@)) = { 1, Otherwise (4)

and R stands as a random real number.

2.4 Key Derivation

The decryption polynomial Fpg,(x) will derivate the
decryption key through access permission from section
above.

1) Server S; providing a decription key DK for which
the far-end server will be able to access the j docu-
ment.

2) Server S; substitutes its secret key K; and decryp-
tion key ID; for the public decryption polynomial
equation Fpg,(x) to get DK;. This access can be
carried through the following derivation.
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Table 1: Parameters for generating the decryption process

’ Symbols \Deﬁnition

CA The key authentication management center
S; Server (System User)
1D, Number of confidential documents
K; The private key corresponding to each legitimate user
DK, Corresponds to the IDt‘s decryption key
Fpk,(x;,t) | Public decryption polynomial for retrieving decryption key

If DK; < S;, the secret key K; provides x;; and the
Lagrange interpolation polynomial turns to be

m

Lj(ziy) = 1]

t=1,t#i

T — Tty
i 5
p— (5)
while the same z;; we have l;;(x;;) = 0, for ¢ # i or

j' # j. This gives us the Hash Function as shown below:

for i,j

o)) {zf-j-(mij)—l, 2, ©

Thus, we have Equation (7):

H alij(zij) = 1--

DK, <8;

_— (7)
o wglyley) = @y (8)
DK;<58;

Finally we put Equations (7), (8) into decryption polyno-
mial in order to get decryption key DKj:
FDKj ((El]) = xl—j —+ DKU — Cﬂij = DK] (9)

If [;; # 0,1, then we have

Fpi,(z) =2+ DK; —[ Y xijlij(z) + R
DK, <S;

Which means it would not be the desired decryption key
DK either.

Figure 1: Access control architecture diagram for mobile
agents

3 Example

According to the hypothetical hierarchical scheme (Fig-
ure 1), we assume that server Sg has permission to access
document 5 and 6. We demonstrate how the decryption
process works to give the access key to the server. Suppose
that we want to provide the decryption key to document
1, 3, 6 for server Sg, we have the following calculation
shown below if Sg uses input key x¢6.

I o Tee — L26\,L66 — L36,L66 — L46
16(%6) =
Ti6 — T26 T16 — L36 L16 — L46
Tee — Ts56,,L66 — L66
( )=0  (10)
T16 — Ts6 16 — L66
I . Tee — T16\,L66 — L26 ,L66 — L46
36 (5666) =
T36 — T16 X36 — L36 L36 — L46
Tee — T56,,L66 — L66
( )=0 (11
Z36 — Ts6  L36 — L66
I _ ,Te6 — L16,Te6 — L26 ,L66 — T36
66 (9066) =
Tee — T16 Te6 — L26 L66 — L36
Tee — T46\,L66 — L56
( =1. (12)
Tee — Ta6 Te6 — 56
We also obtain values of Hash Function with

(l16(-7366)) = 1, a(l36(.’1366)) = 1, a(l%(a:%)) = 0 since
Lagrange interpolation polynomials have been evaluated
from Equations (10), (11), (12). Therefore, we can
retrieve decryption key through decryption polynomial

shown below:
FDKS (1’66) = LC66 + .DK(; — [51766 + 0] = DK() (].3)

For the case that the server S6 uses a input key such as
Ty # Tgg OF X, # any linear combination of key x11, X292,

33, -+ and so on, then we have:
Ty — 26 \, T — 36 |, Lx — T46
he(rs) = ( (14)
Tie — T26 L16 — L36 L16 — L46
Ty — Ts6 Ty — T66
(— . )=rc1,c1 #0,1
T16 — Ts6 16 — L66
Ty — T16 Ty — T26 Ty — T46
lag(z) = ( ) (15)
T36 — T16 X36 — L36 L36 — L46
Ty — T56 Ty — T66
- . ) =co,c2 #0,1
T36 — Ts6 T36 — L66
Tsx —T16 \, T — X26 , Tx — T36
les(z:) = ( ) (16)
Tee — T16 Te6 — L26 L66 — L36
Ty — T46 Ty — T56
. . )203703#071'
Tee — Ta6 Te6 — 56
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Then we get the decryption equation shown below:

Fprg(xs) = xx+ DKg— [zi(c1 + c2 + ¢35+ R)]
#+ DKg. (17)

Which means the server fails to get the decryption key,
that is, the confidential documents have been protected
from illegal attempts.

Other failure case could be the one that we suppose the
server Sg uses input key x56, then we calculate Lagrange
interpolation first , the results shown below:

116(%6) _ Ts6 — L26\ ,L56 — L36,,L56 — T46
Ti6 — T26 T16 — T36 L16 — T46
($56—$56)($56—9666):0 (18)
T16 — Ts6 L16 — L66
136(%6) _ Ts6 — L16\,L56 — 26, ,L56 — T46
T36 — Ti6 L36 — L36 L36 — T46
($56 — T56\,L56 — 3366) —0 (19)
T36 — Ts56 36 — L66
los(zs55) = T56 — L16 ,L56 — 126 ,L56 — L36
Tee6 — L16 Le6 — L26 Le6 — L36
(3356 — L46\ ,T56 — 5556) —0. (20)
Tee — Tae L6 — L56

Hence, we have decryption polynomial equation calcu-
lated below:

Fpkg(w56) = w56 + DKg — (756 X 0+ R) # DKg. (21)

Eventually, we know that the server uses the wrong input
key 256, which causes the decryption polynomial Fpg, ()
to generate the false decryption key that can’t open the
confidential documents at all.

4 Analysis of Security

We would discuss from the viewpoint of attackers to com-
promise the proposed scheme to confirm the method is se-
cure. The attackerssteals from outside.They hacks valu-
able information in order to accumulate money. This sit-
uation could result in the divulgence of confidential infor-
mation and damages. Accordingly, this becomes a serious
issue in the process of security analyses. Regarding ex-
ternal attack, attackers with the knowledge of public pa-
rameters are not able to obtain any decryption key DK}
and, consequently, they are not able to obtain any confi-
dential file. If the external attackers wish to extract the
secret key SK; from the interpolation function parame-
ters z;; = ID;||g°% (modp), then they have to solve the
Discrete logarithm problem; which is known to be com-
putationally infeasible since p is a large prime.

The reversed attack is defined as the user with lower
authority intends to access the higher level. If a user suc-
cessfully carries out a reversed attack on a user who has
higher authority, then the attacker could illegally obtain
the secret key to access to the confidential documents.
After hacking the information successfully, the attackers
may tend to sell it which would result in loss to the orga-
nization. It is thus important to prevent reversed attack.
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5 Conclusions

The biggest challenge for VR/AR development is the se-
curity of privacy user data. This paper introduces Virtual
Integrated VR/AR-information Systems. This concept
is used to achieve dependence and provide a safe envi-
ronment for enterprise institutes to exchange information
online based on user’s right management mechanism to
access the confidential documents, that manager can effi-
ciently achieve the user’s complete VR/AR information.
However, there is a risk of data transfer. Theft or tam-
pering of data on the Internet so that the user or server
permission to add a hierarchical access control, to ensure
that patients in the premise of data confidentiality and
safety, effective and safe for authorized manager to use,
not has been authorized users, to ensure user privacy will
not be violated.
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