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Abstract
SCP is a recent effort that focuses on improving the scalability of blockchains by combining PoW and BFT. However, there exist security problems and performance limitation in SCP. In this paper, an improved blockchain
consensus protocol ISCP with higher security and better
efficiency is presented. We adopt a decentralized multipartition consensus model to address the security problem
in SCP while keeping the computational-scalable feature
of the protocol. We also propose a novel intra-committee
consensus algorithm which is more efficient than BFT in
intra-committee consensus. We analyze and prove that
ISCP has higher security and better efficiency than SCP.
Experimental results show that the novel intra-committee
consensus protocol can significantly reduce consensus delay and greatly increase throughput of the network.
Keywords: Blockchain; Consensus Protocol; Security;
Throughput

1

Introduction

Blockchains that can provide trusted, auditable computing in a decentralized network of peers are the underlying
technology of cryptocurrency platforms represented by
Bitcoin [7]. They also show broad application prospects
in fields such as finance, logistics, healthcare [8], and ecommerce [15]. A blockchain is a kind of state machine
based on peer-to-peer networks. Ideally, the state of every
peer should keep consistent. A Proof-of-Work(PoW) [9]
consensus protocol based on CPU power is utilized in the
Bitcoin network to achieve consistency among peers by
selecting one of participants called miners to issue a proposal that everyone adopts. The miners collect transactions and compete to solve cryptographic puzzles. This
process is also known as mining [13]. The PoW consensus can ensure communication efficiency and security
of blockchains. However, there are some limitations to
the consensus mechanism, such as consuming too much
computing power and spending too long time in each

epoch. The Bitcoin blockchain grows steadily at a rate
of one block every 10 minutes, with size of 1MB per
block [12]. The fixed growth speed and block size lead
to poor throughput of only 7 transactions per second
(Tx/s). Worse still, it will bring about more forks in the
blockchain if we simply increase the block size and speed
up the generation of blocks, which is likely to result in
double-spending [4, 10].
To address the security problem of PoW mechanism
under high-speed generating of blocks, Ethereum [2]
adopts GHOST (Greedy Heaviest-Observed Sub-Tree)
protocol which uses a new policy for selecting the main
chain in the block tree to relieve the conflict between security and performance. However, the performance of the
performance of GHOST-PoW has not been sufficiently
tested. Eyal et al. propose the Bitcoin-NG [6] protocol
to increase the throughput of blockchains via a primary
node appending micro-blocks to the blockchain without
proof of work. However, the election of the primary node
is based on PoW mechanism which may lead to forks,
and the eventual consistency cannot be ensured through
this way. Traditional BFT consensus protocols have good
performance in throughput, but they require the identities of nodes to be fixed. Furthermore, the communication complexity of BFT will increase dramatically with
the increase of participants, so it only works on networks
with fewer nodes. Tendermint [1] with low communication overhead is a variant of BFT protocols. It offers
better node scalability and security than BFTs.
In recent years, hybrid PoW/BFT consensus protocols become the promising solution for high performance
blockchains. SCP [14] is a computationally scalable
Byzantine consensus protocol for blockchains. It utilizes a PoW-based identity management mechanism to
prevent Sybil attacks [5] and divide nodes into different
committees. Moreover, committees generating blocks in
parallel through the BFT protocol enables the network
throughput to scale approximately linearly with computing power. However, the node scalability of the BFT protocol is poor, and communication complexity increases
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dramatically with the increase of nodes within committees, which will lead to long consensus delay. Besides, a
final committee is designated to combine the blocks of
sub-committees into an ordered blockchain data structure, which may cause the security problem. There exist
inherent contradictions between communication complexity and security of the final committee. It is difficult to
ensure the security of the protocol while keeping its efficiency. This paper presents an improved SCP protocol
(ISCP). We design a decentralized multi-partition consensus model without the final committee to address the
security problem in SCP and reduce the communication
complexity of the protocol. We further propose a more
efficient intra-committee consensus mechanism that simplifies the consensus process and reduces the consensus
delay.
The remainder of this paper is organized as follows. In
Section 2, we overview some novel blockchain consensus
mechanisms that scale PoW and BFT protocols. Section 3 analyses security and efficiency problem of SCP.
Section 4 introduces our improved consensus protocol in
detail. In Section 5 and Section 6, we analyze the security and efficiency of ISCP thoroughly. Experimental
results are presented in Section 7. The contributions of
this paper are concluded in Section 8.

2

Related Work

PoW blockchains are not suitable for modern cryptocurrency platforms due to their poor performance. Therefore, many approaches have been proposed to solve the
problem. The GHOST protocol used in Ethereum theoretically supports higher throughput than Bitcoin. It
adopts a new policy that weights the subtrees rooted in
blocks rather than the longest chain rooted in given blocks
called the longest chain rule in Bitcoin. The new policy
relieves the conflict between performance and security, so
it supports higher throughput. However, the performance
of GHOST has not been verified yet because the current
throughput of Ethereum is only about 0.2 Tx/s on average. Eyal et al. proposed Bitcoin-NG that increases network throughput and reduces consensus delay. In BitcoinNG, a primary node elected by means of PoW appends
multiple micro-blocks that consist of transactions to the
blockchain without PoW mining. However, forks will appear during the election of the primary node inevitably
and the eventual consistency cannot be guaranteed, which
may lead to security problems.
Traditional BFT protocols, which support high
throughput, are only applicable in networks with few
nodes because they are bandwidth-limited. Classical BFT
protocols would run in O(n2 ) or O(n3 ) communication
complexity. With increase of nodes, the consensus delay
will eventually become unacceptable. In addition, they
cannot tolerate the fluidity of participants. As a result,
Byzantine agreement protocols cannot be directly used in
blockchain consensus. As a variant of BFT, the Tender-
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mint protocol has higher security, better flexibility than
traditional BFTs because participants are forced to lock
their coins in a bond deposit during the consensus process
and a block is added to the blockchain only if it has been
signed by more than 2/3 validators. HoneyBadger [11] is
a randomized BFT protocol which supports more nodes
than classical BFT protocols and ensures good practical
performance. Liu et al. [3] argue that the attack model
assumed by the BFT systems rarely appears in reality and
propose the XFT protocol which reduces the communication complexity and tolerates up to n/2 byzantine nodes
simultaneously.
The lightning network proposed by Poon et al. [16] increases the transaction throughput through a dedicated
fast channel. Through the scalable micro-payment channel network, parties can make high-frequency and bidirectional micro-payment with extremely low delay. However,
the security of the lightning network is difficult to guarantee and it essentially belongs to offline blockchain technology. Micro-payment channels [17] increase the throughput of blockchains, but it is also offline blockchain technology and its security is difficult to guarantee.
Hybrid consensus refers to a new kind of consensus
mechanism which combines PoW and BFT. SCP is a hybrid consensus protocol using PoW for identity management and BFT for consensus. Generating blocks in parallel enables the throughput of blockchains to scale approximately linearly with the number of participants in
SCP.

3

SCP
and
Blockchain

Its

Two-layer

SCP utilizes proof-of-work to randomly place nodes into
different committees, and these committees propose subblocks in parallel, thus improving the throughput of the
blockchain network. The problem here is how to combine
the outputs of committees into an ordered data structure
which will be added to the blockchain. In SCP, a final
committee is designated to combine these sub-blocks like
the centralized institution. Furthermore, SCP has proved
the following lemmas:
Lemma 1. In every epoch with good randomness, for
each committee, at least c/2+1 committee members will be
honest with probability at least 1 − e−27c160 . Moreover,
the probability of generating c/2 + 1 malicious identities
by the end of the epoch is also exponentially small.
Lemma 2. In every epoch with good randomness, the
honest members agree on a unique value with at least c/2+
1 signatures, with probability at least 1 − e−27c160 .
Lemma 3. In every epoch with good randomness, honest members of the final committee will broadcast a combined value (from values from other committees) which
has at least c/2 + 1 signatures, with probability at least
1 − e−27c160 .
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Where c is the size of each committee, 2s is the number
of committees. Lemma 3 ensures security and correctness
of the final committee as long as c is large enough. However, the parameter c has significant influence on efficiency
of SCP because the total number of message transmissions
is O(nc + c3 ) in each epoch where n is the total number
of nodes in an epoch. As shown in Figure 1, assuming
n is 10,000 (10,510 nodes in Bitcoin and 15,147 nodes in
Ethereum until May 2018), the number of message transmissions will reach 390,000 when the size of committee
is 35. Moreover, according to Lemma 3, probability that
the final committee behaves correctly will decrease dramatically when the size of final committee is below 50,
which is shown in Figure 2. Therefore, the correctness
of final committee cannot be ensured with overwhelming
probability while keeping the efficiency of the protocol.

4
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ISCP

To address the security and efficiency problems of SCP,
we propose ISCP, an improved blockchain protocol. We
design a decentralized multi-partition consensus model
which consists of only single layer without the final committee. We further propose an inter-committee consensus
protocol to ensure all the honest nodes reach an agreement securely and efficiently on the final block which is
then added to the blockchain. To further improve the efficiency of ISCP, we also adopt a novel intra-committee
consensus algorithm which only requires linear communication complexity.

4.1

Decentralized Multi-partition Consensus Model

As shown in Figure 3, we propose a decentralized multipartition consensus model. The operation of ISCP is divided into epochs. In each epoch, ISCP splits network
participants into several sub-committees to generate subblocks in parallel. Similar with SCP, nodes in ISCP are
random assigned into different committees according to
the PoW computation result. The last r bits of the PoW
result is used to specify which committee a node belongs
to, i.e., each committee is identified by its r-bit committee id. Unlike SCP, a final committee is not required to
integrate sub-blocks in our decentralized multi-partition
consensus model. The committees in our protocol are
responsible for not only generating sub-blocks but also
combining all the correct sub-blocks into a final consensus block.
The consensus process of each epoch is divided into
Figure 1: Message transmissions grow polynomial with two steps. In the first step, committees run our intrathe size of committee
committee consensus protocol to process separate sets of
transactions and generate sub-blocks in parallel. Once a
sub-block is verified and signed by at least c/2 + 1 members of a committee, the sub-block will be broadcast to all
the sub-committees instead of sending to the final committee. In the second step, each committee runs an intercommittee consensus protocol to reach an agreement on
the final consensus block that includes all the correct subblocks. The final consensus block will be added to the
blockchain. At the same time, a random string is revealed
to each node to start a new epoch.

4.2
4.2.1

Intra-committee Consensus
Algorithm

The PoW consensus algorithm is designed for Bitcoin networks with a large number of nodes and high mobility, but
it is criticized for its heavy computational resource consumption and unstable consensus period. SCP adopts the
Figure 2: Probability that the final committee behaves BFT protocol for consensus in committees. The BFTs
correctly decreases dramatically when the size of final protocol, which are bandwith-limited, are not suitable
for intra-committee consensus in our system because the
committee is below 50
number of nodes may exceed 200 (e.g. 300) in a single committee. In this paper, we propose a novel intra-
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we introduce a new concept called computation distance
to ensure the randomness of selection. The computation
power distance is defined as follows:
Dist(node1 , node2 ) = Hashnode1 XOR Hashnode2 .

(1)

Where Dist(node1 , node2 ) is the computation power
distance between node1 and node2 , Hashnode1 and
Hashnode2 are the suitable fixed-length hash strings calculated by node1 and node2 in the previous PoW phase.
XOR stands for the logical operation whose output is true
only when inputs differ. We can easily prove the randomFigure 3: Decentralized multi-partition consensus model ness of the selection because the hash string is randomly
generated.
committee consensus algorithm to achieve better consensus performance. We adopt a “retry-on-failure” mechanism to achieve consensus and reduce communication
complexity in each committee. The interaction process
of the novel intra-committee consensus protocol includes
five operation steps. These steps are described as follows:
In Step 1, the leader node in each committee broadcasts the prepare message hP reBlockHash, BlockHash,
Blockpre , random, Signature, CommitteeIdi within the
committee. Where Blockpre contains all the correct transactions received by the committee, random is a random
value chosen by the leader node as the seed for generating
epochRandomness which will be used in next epoch, and
CommitteeId is the identity of the committee;
In Step 2, nodes in the committee verify the correctness of data in Blockpre , and send a prevote
message hBlockHash, IP, P K, nonce, Signaturei to the
leader node if the verification succeeds. If a node detects
errors in Blockpre , the node will ask other nodes in the
committee to re-elect the leader node.
In Step 3, when the leader node in a partition collects c/2 + 1 of the prevote messages the
for the Blockpre , it broadcasts a submit message
hBlock, BlockHash, T imestamp, random, P K, Signatur
es, CommitteeIdi to the nodes in the committee.
In Step 4, the nodes in the committee verify whether
the Signatures in the submit message contains at least
c/2 + 1 valid signatures or not. If the verification fails,
another leader node will be randomly elected to restart
the consensus process. In this paper, a new concept called
computation power distance between nodes is introduced
to help to randomly elect a new leader node when the
current leader node is compromised. We will introduce it
later in Section 4.2.2. If the verification succeed, nodes
in the committee will broadcast the submit message to
other committees.
4.2.2

Computation Distance

4.2.3

Normal-case Operation

When the leader node in a partition is a non-malicious
node, the timing diagram of the protocol is illustrated as
Figure 4.

Figure 4: Normal case timing diagram of intra-committee
consensus
After joining a committee, leader nodes and ordinary
nodes start to collect transactions submitted by users in
the blockchain network. In our system, all nodes in a committee can receive transactions and all the received transactions will be broadcasted within the partition. This
process ensures that the committee can continue to process transactions even if the leader node is compromised.
When the received data reaches a certain number of bytes
(such as 1 MB) or the waiting time expires (for example 5
minutes), the committee generates and broadcasts a subblock following the protocol described above.

When the leader node in a committee is compromised, 4.3 Inter-committee Consensus
honest nodes will randomly select a new leader node which
has the minimal computation distance with the previous After broadcasting sub-blocks, all committees have to
leader node to continue the consensus process. In ISCP, achieve consensus on the final block through running the
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inter-committee consensus protocol. Our goal is to ensure security with overwhelming probability and achieve
O(n) communication complexity which is independent of
the size of a committee. An inter-committee consensus
protocol is introduced to integrate sub-blocks into a final
consensus block. The protocol consists of the following
steps:
In Step 1, after receiving a submit message with subblock, an honest node checks whether the sub-block contains at least c/2 + 1 correct signatures or not. If the
verification fails, the honest node will discard this message and stop to propagate to other nodes. If the verification succeeds, the honest node will save the sub-block
and sends the submit message to its neighboring nodes.
In Step 2, once a node has received sub-blocks from all
the committee, it begins to take the ordered set union of
all transactions in sub-blocks into a final consensus block
where sub-blocks are arranged by the order of committee
id. If there exist conflicts between sub-blocks, the transaction in the sub-block behind will be deleted from the
final consensus block.
In Step 3, a node which has generated the final block
becomes a leader node in its committee and the committee
run the intra-committee consensus protocol to reach an
agreement on the final consensus block.
In Step 4, each committee broadcast its conf irm
messages hP reBlockHash, BlockHash, T imestamp,
CommitteeId, epochRandomness, nodesListi to other
committees, where BlockHash is the cryptographic digest of the final consensus block and epochRandomness
calculated from seeds in all the sub-blocks is the random
value for next epoch of consensus process. nodeList is a
list of 20 to 30 members in a committee from where other
nodes can download the final consensus block.
In Step 5, once a node has received at least c/2 + 1
valid conf irm message with the same P reBlockHash
and BlockHash, it adds the final consensus block to the
blockchain locally and begins the next epoch.

time of election, The probability that the elected leader
node behaves arbitrarily is no more than 1/3. In the first
x times of elections, the probability P that all the leader
nodes are compromised satisfies the following constraint:
P = 3−x .

Security Analysis

In ISCP, we consider the same threat model and security assumptions as SCP. Malicious nodes may behave
arbitrarily and the portion of byzantine adversaries is no
more than 1/3. In addition, honest nodes in the network
topology are connected and the communication channel
is synchronous.

5.1

Intra-committee Consensus Security

As mentioned above, nodes are randomly assigned into
different committees, the number of compromised nodes
is at most 1/3 at a high probability. We utilize a “retry on
failur” method to elect an honest leader node to propose
a correct sub-block and reach consensus within a committee. We also adopt a new concept called computation
distance to ensure randomness of the election. In each

(2)

As shown in Figure 5, with the increase of election
times, the probability that all the previous leader nodes
are malicious decreases dramatically and honest nodes
in a committee will reach an agreement once an honest
leader node turns up. A Malicious leader node may broadcast a sub-block without enough signatures, but honest
nodes will refuse to accept it and stop to propagate to
other nodes.

Figure 5: Probability that elected leader nodes are all
malicious decreases quickly with times of election

5.2

5
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Inter-committee Consensus Security

During propagation phase of sub-blocks, a malicious adversary may forge sub-blocks to confuse other honest
nodes in the network because honest nodes do not know
the identities of the nodes in other committees. These
counterfeit sub-blocks consist of correct transaction data
but are different from the origin ones, i.e., part of transactions are deleted. We will prove that it is extremely
hard for malicious adversaries to launch such an attack.
As mentioned above, P rovotes in the submit message
must contain at least c/2 + 1 valid prevote messages. The
prevote message contains IP , P K, Signature and nonce
of a specific node. Honest nodes can check the validation of an identity by comparing the difficulty and hash
string which is calculated from IP , P K and nonce in
prevote message. A malicious adversary wants to forge
a sub-block, he must create enough identities to provide
enough valid signatures. Moreover, these identities must
belong to the same committee which is identified by an
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r-bit committee id. The malicious adversary has to search submit message to other committees. The number of mesfor valid nonce that makes the calculated hash string have sages required for a consensus is M sgsum = N + c + c +
(50+r) same bits with the original. If T is the expected c − 3 = 3c − 3 + N , and the time complexity is O(c).
time for all the users, collectively, to find one proof-ofwork, then the adversary has to take a time Tbyz to find
a satisfied nonce value. The Tbyz satisfies the following
constraint:
Tbyz = 2s · T.

(3)

Assuming T10 minutes, 2s is 32, Tbyz will be 5.3 hours
which are far more than the time an epoch takes. Therefore, It is nearly impossible for the adversary to launch
such an attack.

6

Efficiency Analysis
Figure 7: Normal case operation of the intra-committee

6.1

Intra-committee
ciency

Consensus

Effi- consensus protocol

In SCP, a committee runs classical consensus protocol
such as PBFT to propose sub-block. The number of
nodes is c in a committee, the operation of PBFT protocol in normal case is shown in Figure 6. Four phases are
needed in each consensus epoch, including pre-prepare
phase, prepare phase, commit phase and reply phase.
During the last reply phase, nodes in a committee submit a sub-block to the upper layer (the final committee).
The messages required for a consensus process is the sum
of messages in four phases, M sgsum = 2c2 − c, and the
time complexity is O(c2 ).

PBFT can achieve the state synchronization among
honest nodes even if a few nodes are compromised. However, consistency among nodes within a committee is
achieved through a voting process in our system. Compared with BFTs, we cancel the mutual communication
among the nodes in our intra-committee consensus protocol. Even if the leader node is compromised, other nodes
can detect the compromise in time and continue to complete the consensus. From the analysis above, it can be
concluded that the intra-committee consensus protocol in
ISCP greatly reduces the computation complexity of the
protocol compared with the BFTs protocol.

6.2

Inter-committee
ciency

Consensus

Effi-

In SCP, the number of messages transmitted in the final
consensus phase and broadcast phase is M sgsum = N +c3 .
The final committee has to run the PBFT protocol whenever a sub-block is proposed by a node in committees,
which causes very high communication complexity. In
contrast, each committee only broadcasts a sub-block to
the network in ISCP, which makes the communication
Figure 6: Normal case operation of the PBFT protocol complexity independent of the size of committee. The
total number of messages transmitted during the intercommittee consensus phase is (3 + 2s ) · N which consists
The operation of our intra-committee consensus pro- of an intra-committee consensus process and a broadcast
tocol in normal case is showed in Figure 7. Four phases of the final block.
are required to complete a consensus, including prepare
phase in which the leader node broadcasts Blockpre to
other nodes in the partition for verification, prevote phase
Experimental Evaluation
during which vote messages towards Blockpre from other 7
nodes will be sent to the leader node, submit phase in
which the leader node broadcast a block with enough sig- Experiments are conducted to test and compare the connatures to the other nodes in the committee, broadcast sensus delay and throughput of ISCP and SCP in the
phase in which the committee members broadcast the intra-committee.
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Experiment Setup

tocol can greatly reduce the time it takes to reach consensus in a committee, which enables the committee proIn the experiments, Docker, an advanced container virtucess network requests more quickly and provide better
alization technology, is used to simulate network nodes
services.
with version of Docker Community Edition 17.09.0-cewin33 (13620). The codes are based on Python 3. The
communication between nodes is based on the UDP pro- 7.3 Throughput Test
tocol. An official Docker image with python version 3.5.4- This test compares the processing performance of SCP
jessie is the running environment of the codes. The host’s and ISCP in a committee. SCP uses the PBFT protocol
memory is 8GB and its operating system is Windows 10 to reach a consensus, while ISCP uses the intra-committee
Professional Version 14393.1770. 2048MB memory is al- consensus protocol to reach a consensus. A certain numlocated to Docker for use.
ber of requests (200 in the test) are send to the committee
with sending rate increased constantly. When the sending
rate is increased to a certain extent, requests cannot be
7.2 Consensus Delay Test
fully processed in the committee and some messages are
Consensus delay experiments test the time required for lost. We think this is a failure. In the experiment, the
SCP and ISCP to complete a consensus in one commit- failure rate of processing requests of the two protocols is
tee. SCP uses the PBFT protocol to reach a consensus, compared at different request sending rate.
while ISCP uses the intra-committee consensus protocol
reach a consensus. By continuously increasing the number of nodes in the committee, we obtain a delay trend for
consensus in a partition, as showed in Figure 8. Each data
is the average of 20 test results under the same conditions.

Figure 9: Throughput evaluation

Figure 8: Consensus delay evaluation

In a committee, the consensus delay of SCP approximately grows quadratically with the increase of number
of nodes, but the consensus delay of ISCP increases linearly at the same conditions. The reason is that there
is many unnecessary communication between nodes in
the PBFT protocol used by SCP when the leader node
is honest with high probability. Massive message transmission between nodes greatly increases the consensus delay, especially in the internet environment where there
may be non-negligible delay during message delivery. The
intra-committee consensus protocol in our single-layer
blockchain is used for electing a consensus sub-block by
voting within a committee. As a result, messages exchanged between nodes are greatly reduced. Experimental results show that our intra-committee consensus pro-

As shown in Figure 9, the failure of the PBFT protocol occurs when requests are processed at a sending rate
of 185 requests per second. However, the failure of ISCP
occurs at 333 requests per second. At a high level, when
new requests arrive at the partition, a queue of requests
with limited length is allocated to cache the requests in
each member of the partition. If the partition cannot process and remove the requests from the queue in time, the
newly arrived requests will be discarded. That is, request
processing begins to fail. When a committee in ISCP runs
the intra-committee consensus protocol, the delay of consensus process is low and requests are processed quickly.
Because the delay of the consensus process of PBFT in
SCP are longer than the intra-committee consensus protocol in ISCP, slow request processing rate leads to low
throughput. The experimental results show that the committee in ISCP can handle requests with higher sending
rate when using our intra-committee consensus protocol.
The throughput of the ISCP in committees is higher than
that of the SCP committees.
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Conclusion

BFT used in SCP can result in higher latency and communication complexity in the intra-committee consensus
process. In addition, existence of the centralized final
committee also leads to the increase of communication
complexity and the security of final committee is hard to
guarantee, which threatens the system security. This paper introduced ISCP, an improved blockchain consensus
protocol to address these problems. We design a decentralized multi-partition consensus model without the final
committee and an inter-committee consensus protocol to
enable honest nodes to reach an agreement on the final
consensus block with high efficiency. We further propose
an intra-committee consensus protocol for committee consensus which is more efficient than the BFTs protocol in
SCP. The consensus mechanism of ISCP enhanced the
performance and security of blockchains. Experimental
results showed that the consensus delay of the committees in ISCP is much lower than that of the committees in SCP, especially as the number of nodes increases.
The intra-committee consensus protocol of ISCP supports
higher processing rates of transactions than PBFT under
the same conditions.
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Abstract

ternet devices is improving while the number of security
vulnerabilities increases in exponential type. Therefore, it
With the rapid development of information technology, is significant to manage the numerous vulnerabilities [10].
vulnerability has become a major threat to network secuAs an important link of vulnerability management,
rity management. Vulnerability classification plays a vital
the key point in vulnerability classification is to describe
role in the whole process of vulnerability management. It
and distinguish different vulnerabilities accurately. Acis the key point to select proper features to represent catcurate classification of security vulnerability is the basis
egories. Due to the low efficiency and accuracy of some
to continue to analyze and manage vulnerability. It can
common feature selection algorithms, in this paper, we
also greatly help vulnerability researcher know profoundly
proposed a new method called OCFSII, which measures
generation cause and attack influence of the same kind of
the importance of the feature terms both in inter-class
vulnerability, and it provides key reference information for
and intra-class based on orthogonal centroid. We evalsecurity administrator to assess severity of vulnerability
uated the method on the vulnerability database, using
correctly. Detailed data about vulnerability is indispenstwo classifiers, namely, KNN and SVM. The experimental
able core data for computer security tool and vulnerability
results show that the proposed method OCFSII outperclassification, while these data are based on text informaforms Information Gain (IG), Document Frequency (DF),
tion.
Orthogonal Centroid (OC), and is comparable with ImIt is the key for vulnerability classification to establish
proved Gini index (IGI) when KNN used while OCFSII
relationship
between feature and category and moreover,
is superior to the four algorithms. In addition, OCFSII is
it
is
the
key
point for research of this paper about how
more advanced than OC.
to select proper vulnerability features to represent vulKeywords: Classifier; Feature Selection; Information Senerability category. Whether vulnerability features are
curity; OCFSII; Vulnerability Classification
proper or not will greatly influence the accuracy of vulnerability classification. In recent years, research popularity for text features selection still increases. Venter et
1 Introduction
al. [13] have put forward a kind of automatic classification
Nowadays, with the development of network technology, scheme based on Self Organization Maps (SOM), which is
people can get information in different channels. To meet a kind of data cluster algorithm. The main contribution
the demands of various users, the relevant products, such of this method lies in a type of experimental vulnerabilas different operation systems and application software, ity classification model, which does not need to define the
are developed, which greatly promotes transmission and vulnerability category manually in advance. It can collect
sharing of information. However, because of the defects vulnerability samples with similar features into different
of operation and application software on design or on own categories automatically by SOM algorithm. But, this
disadvantage of programming languages, these products method has low accuracy and efficiency. Mingoti et al. [9]
have various disadvantages on design and realization. In has improved vulnerability classification model based on
terms of information security, the most significant defect SOM cluster algorithm in [13] using N-Gram replacement
is inevitable security vulnerabilities [12]. With the im- word, which has advanced accuracy of cluster. Wang et
provement of information society, the coverage rate of In- al. [14] has proposed a kind of automatic classification
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model for vulnerability based on Bayesian network, which
trains Bayesian network by vulnerability information obtained from NVD database and then divides vulnerability
into categories defined by CWEs. Chen et al. [2] have presented a kind of automatic classification model based on
SVM, which trains the SVM classifier with vulnerability information obtained from the CVE list and divides
vulnerability automatically into predefined vulnerability
features categories. Zhang et al. [17] have put forward the
research on vulnerability classification method based on
fuzzy entropy features selection algorithm. This method
can classifies different vulnerabilities combining the advantages of fuzzy entropy theory and SVM classification
method and give the evidence for vulnerability features
selection to calculate fuzzy entropy. In addition, many
scholars have put forward various feature selection algorithms to select more reasonable vulnerability features
and improve accuracy and learning ability of vulnerability
classification.
However, these methods have some disadvantages.
Here are the following points to be improved:

method OCFSII outperforms IG, DF OC, and is comparable with IGI when KNN used while OCFSII is superior
to IG, DF, OC and IGI when SVM used.
The main contributions of our paper are as follows.

1) Factors for assessing these algorithms are too simple and the situation that distinguishes categories via
features is usually considered from one perspective.
For example, in [16], document frequency only measures the significance of a feature term in the intraclass while in [1, 15], orthogonal centroid feature selection algorithm and DIA association only calculate
the score of a feature in the inter-class. Namely, these
algorithms do not take into account importance of
features both in the inter-class and intra-class.

Since vulnerabilities from regular vulnerability databases
and open vulnerability resource mainly are presented in
text form, this paper classifies vulnerabilities via referring to relevant technologies of text classification. Text
classification is a process that divides the given text to
one or more predefined text categories according to contents [7]. Similarly, Vulnerability classification is a process
that classifies the unknown vulnerabilities into predefined
vulnerability categories. From the mathematical perspective, vulnerability classification is a special mapping process actually.
This paper gives formalized description for vulnerability classification: Giving a vulnerability text set
D =  d1 , d2 , · · · , d|D| and a vulnerability category set
C = c1 , c2 , · · · , c|C| , where, |D| and |C| represent the
number of vulnerability text and vulnerability categories.
There is an unknown ideal mapping Φ between vulnerability text set and vulnerability category set:

2) During the results and analysis of these algorithms,
experiments are carried out only by utilizing one
same kind of classifier. And the influence in different
types of classifiers on accuracy of vulnerability features is not compared. For example, in [4], only naı̈ve
Bayes is taken as an experiment tool of vulnerability
classification while in [5, 6], only SVM is taken as an
experiment tool of vulnerability classification.

1) This paper gives the standard and unified vulnerability text factors from different vulnerability database.
2) The proposed method measures the significance of a
feature term both in inter-class and intra-class.
The remainder of the paper is organized as follows. In
Section 2, vulnerability classification principle, feature selection and feature term -classification matrix are briefly
reviewed. After that, the proposed method algorithm is
presented in Section 3. Experimental setup and Results
are included in Section 4 and Section 5 respectively. Finally, the concluding remarks are drawn in Section 6.

2
2.1

Related Work
Vulnerability Classification Principle

Φ : D → C.

(1)

3) These algorithms need to obtain vulnerability text The purpose of classification learning is to find a mapresource from vulnerability database, while different ping model ϕ that is the most similar to ideal mapping Φ
vulnerability database has different text factors.
and based on the given assessment function f , the aim of
learning is to make Φ and ϕ fulfilling the following formula


It is necessary to formulate the unified vulnerability text
|D|
X
factors to enhance the applicability
M in 
f (Φ(di ) − ϕ(di ))
(2)
To solve the above problems, this paper compares faci=1
tors in different vulnerability databases, and proposes the
standard vulnerability text factors. Moreover, we put for- Generally, the process of vulnerability classification is
ward a new features selection algorithm, called Orthogo- shown as Figure 1, which includes learning stage and clasnal Centroid Features Selection algorithm both in Inter- sification stage. Learning stage consists of training proclass and Intra-class (OCFSII). To confirm this method, cess and test process. In order to find the proper paramewe use two classifiers including SVM and KNN in vul- ters for classifying, the feedback mechanism is introduced,
nerability data, and compare it with four feature selec- which could improve the training results. Classification
tion algorithms including in Information Gain, Improved stage classifies unmarked vulnerabilities by utilizing clasGini index, Document Frequency and Orthogonal Cen- sifiers ultimately generated in learning stage and vulnertroid. The experiment results show that the proposed ability classification results are output.
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Learning Stage
Test set
Training
Set

Text preprocess

Text
preprocess

Feature
selection

Text
representation

Performance
Evaluation

Classifier

Text preprocess

New test set

Output
Classification
Stage

Figure 1: Vulnerability classification process

2.2

Original feature space

Feature Selection

Feature selection is a method which we use proper evaluation criteria to select the optimal features subset from
the original feature set. The aim is to select the smallest
features subset according to some criteria, so that some
tasks, such as classification and regression, achieve better
results. Through feature selection, some irrelevant and
redundant features are removed, so the simplified data
sets often get more accurate models and are easier to understand. In this paper, we give a general framework of
feature selection, as shown in Figure 2.
A feature selection algorithm is mainly composed of
four parts: generation strategy, evaluation criteria, stop
condition and conclusion. The generation strategy refers
to generate some feature subsets from the original feature
set, while the evaluation criteria means to evaluate the rationality and relevance of feature subsets. Moreover, the
stop condition is to determine whether the feature subsets
in accordance with initial requirements while conclusion
means the validity of feature subsets.
We give the presentation of some popular feature selections including Information Gain, Improved Gini index,
Document Frequency and Orthogonal Centroid.
1) Information gain: Information gain is a widely used
algorithm in the field of machine learning. The Information Gain of a given feature tk with respect to
the class ci is the reduction in uncertainty about the
value of ci when the value of tk is known. The larger
Information Gain of a feature is, the more useful the

Generation
Generation strategy
strategy

NO

Evaluation
Evaluation criteria
criteria

Stop
Stop condition
condition

YES

conclusion
conclusion

Figure 2: Framework of feature selection

feature is for classification. Information Gain of a
feature tk toward a classification ci can be defined as
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follows:
IG(tk , ci ) =

XX
c

P (t, c)log

t

P (t, c)
P (t)P (c)

(3)

where P (c) is the fraction of the documents in category c over the total number of documents. is the
fraction of documents in the category c that contain
the word t over the total number of documents. P (t)
is the fraction of the documents containing the term
t over the total number of documents.
2) Improved gini index: Improved Gini index measures
the purity of feature tk toward a classification ci . The
larger the value of purity is, the better the feature
is. The formula of the improved Gini index can be
calculated as follows:
X
2
2
IGI(tk ) =
P (tk |ci ) P (ci |tk ) .
(4)
i

Where, P (tk |ci ) is the probability that the feature tk
occurs in category ci. P (ci |tk ) refers to the conditional probability that the feature tk belongs to category ci when the feature tk occurs.
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Feature Term - Classification Matrix

At present, common features selection algorithm is based
on Vector Space Model (VSM) and taken into account
the property of a features term in a classification, which
is called as feature term—classification matrix. In this
matrix, row represents feature term in vector space and
column represents classification. The property, such as
frequency of a feature term in certain classification can
be represented by corresponding element value in the matrix. Table 1 shows a feature term—classification matrix,
where the value expresses the frequency.
In the table, for example, the frequency of Home in C5
is 111 and other feature terms have low frequency in C5,
so Home can represent the C5.

Table 1: Feature term - Classification matrix
Feature term
Home
Products
Plan
Projects
Design

C1
80
5
7
2
3

C2
27
155
7
0
0

C3
11
21
0
145
6

C4
0
0
79
19
65

C5
11
98
36
1
0

3) Document frequency: Document frequency is a simple and effective feature selection algorithm that
computes the number of documents that contain a
feature. The main idea of this algorithm is that if 3
Unified Description of Vulneraa feature appears in a small number of texts, it is
bility Factors
not useful for classification and may even reduce the
classification performance. Therefore, the features
which possess high document frequency need to be Nowadays, different business and institutions possess
preserved. The formula of Document Frequency can their own vulnerability database, and the same vulnerability in different database may have different factors. It
be calculated as follows:
is not convenient for us to determine which database to
DF (tk , ci ) = P (tk |ci ).
(5) choose and which factor to opt. Therefore, it is necessary to formulate the unified vulnerability text factors to
enhance the applicability.
4) Orthogonal centroid: The orthogonal centroid firstly
computes the centroid of each category and the whole
training set. Then the score of feature is calculated
3.1 Common Vulnerability Database
according to the centroid of each class and entire
training set. The larger the score of the feature is, the CVE is a well-known, widely recognized vulnerability
more classification information the feature contains. database [3]. Every vulnerability gets a standard name,
The formula of orthogonal centroid can be described so it is easy to share data in all kinds of vulnerability
as follows:
database and vulnerability assessment tools. Therefore,
OC(tk ) =

|C|
X
ni
i=0

n

(mki

k 2

−m ) .

(6)

Where nj is the number of documents in the category
cj , is the total number of documents in the training
set, mkj is the kth element of the centroid vector mj
of category cj , mk is the kth element of the centroid
vector m of entire training set, |C| refers to the total
number of categories in the corpus.

we can find the security vulnerabilities of software products more quickly and effectively and give the solution to
avoid the threat.
X-FORCE, belonging to ISS, has the most complete
the vulnerability items [11]. However, it cannot publish
the vulnerability free. ISS offers the online search service.
US-CERT is a middle-class vulnerability database from
the Computer Emergency Response Team, and it is built
in the Carnegie Mellon University [8]. Also, it can provide
online search service.
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3.2

Select Unified Factor

The selection of the vulnerability unified factor is the
foundation of vulnerability Classification. According to
some factors from different database, three institutions
selecting the factors for vulnerability classification are
shown in Table 2.
Therefore, we select four factors for the unified standards, where the number of the factors selected is three
times. It shows that these factors are recognized as the
representative attributes in the world. Actually, the factor Date Public is just the time and it has no use for us
to vulnerability classification.
Ultimately, we use three factors, CVE name, severity
rank and description to express vulnerability. We give an
example in Table 3.
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text number of the ith class. There are some calculation
formulas as following:
1) Feature term centroid in training set M
{m1 , m2 , · · · mi }
mi =

C
X

vij /

j=1

C
X

dj

=

(7)

j=1

Where mi represents the ith feature term centroid;
2) Feature term centroid
{m1j , m2j · · · mij }

in

mij =

inter-class

vij
dj

Mj

=
(8)

Where, mij represents the centroid of the ith feature
term in the jth class;

4
4.1

Algorithm Design
Algorithm Idea

3) Feature term centroid in intra-class
C
P

vij
Orthogonal Centroid Algorithm firstly calculates the cenj=1
(9)
m̄
=
troid of all features in each class and the training set and
C
then calculates the score. We can find that orthogonal
centroid algorithm focuses on inter-class, namely calcu- 4.3 Algorithm Description
lating the most important feature term compared with
other feature terms in one classification. Document frequency is a simple and effective feature selection algo- Algorithm 1 OCFSII algorithm
rithm. However, Document Frequency method only mea- 1: Input feature term - classification matrix VT ×C and
sures the significance of a feature term in the intra-class.
matrix element vij represents frequency of the ith feaThus the Document Frequency method concentrates on
ture in the jth class; text number vector of class
the column of the feature term-classification matrix while
vulnerabilityD = {d1 , d2 · · · di } , 1 ≤ i ≤ C; feature
Orthogonal Centroid Algorithm focuses on the row.
numberK
Both Document Frequency method and Orthogonal 2: Output feature subset VS
Centroid Algorithm just focus on one respect of the ma- 3: mi = F1 (vij , di ) // calculate feature term centroid in
training set
trix. Therefore, this paper puts forward a kind of new
v
4:
mij = dijj // calculate feature term centroid in interfeature selection algorithm, Orthogonal Centroid Features
Selection algorithm both in Inter-class and Intra-class
class
(OCFSII), which can make up deficiency of Orthogonal 5: m̄ = F2 (Vij , C) // calculate feature term centroid in
Centroid Algorithm and Document Frequency method
intra-class
and measure comprehensively the importance of a feature 6: for i = 1 to T
term to classification.
7:
for j = 1 to C
8:
aij = vij − m̄ // calculate offset in intra-class
9:
bij = mij − mi // calculate offset in inter4.2 Algorithm Flow
class
10:
end for
As is shown in Figure 3, we give the flow chart of OCF11:
OCF SIIij = aij ∗ bij
SII algorithm, which mainly includes two parts, including
12: end for
the construction of feature term-classification matrix and
selection of text feature. Text feature selection needs to 13: VS = OCF SIIT OP K
calculate the centroid of training set. Moreover, we calculate the offset of feature terms both in inter-class and
intra-class respectively. Finally, we can obtain the total
offset of feature terms and then make a rank for those.
Here, feature term-classification matrix is VT ×C , which
consists of T features and Cclasses, matrix element vij represents the frequency of the ith feature in the jth class, the
vector D = {d1 , d2 · · · di }, 1 ≤ i ≤ C, where di represents

Moreover, the function F1 and F2 are defined as follows:
OCFSII algorithm measures the importance of features
both in inter-class and intra-class. And it is so simple to
implement. The time complexity is O(T*C) - namely the
product of the number of rows and columns in Feature
Term-classification Matrix.
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Table 2: Institution selecting the factors for vulnerability classification
ID
1
2
3
4
5
6
7

Factor
CVE name
Data public
Date-up
Severity rank
Credit
Solution
Description

CVE
X
X

X-FORCE
X
X

X

Ö
Ö

X

X

X

Ö

Ö
Ö
Ö

US-CERT
X
X
X
X
X
X
X

Times
3
3
1
3
1
1
3

Table 3: CVE-2015-1611 information
CVE name
CVE-2015-1611

description
OpenFlow plugin for Daylight before Helium SR3 allows
remote attackers to spoof the SDN topology and affect the
flow of data, related to fake LLDP injection.

Severity rank
Middle
(CVSS score: 5.0)

Feature terms

Feature
Feature termtermclassification
classification matrix
matrix

Calculate
Calculate the
the centroid
centroid of
of
training
training set
set and
and every
every
classification
classification

Inter-class:
Inter-class: calculate
calculate the
the
offset
offset between
between aa feature
feature term
term
and
and another
another one
one

Intra-class:
Intra-class: calculate
calculate the
the
offset
offset between
between aa feature
feature term
term
and
and aa centroid
centroid of
of the
the class
class

Calculate
Calculate the
the total
total
offset
offset of
of feature
feature terms
terms

Rank
Rank the
the feature
feature
terms
terms
Vulnerability Features

Figure 3: Flow chart of OCFSII algorithm

5
5.1

Experiment Setup
Experimental Classifier

In this section, K-Nearest Neighbor (KNN) and Support
Vector Machine (SVM) are described briefly. Both of
them are supervised learning method.
1) KNN classifier: KNN classification is a kind of learning algorithm based on sample, which is considered

as an inert method. This algorithm shows wonderful
performance in many applications. The key point of
this method is to find a proper similarity measure
to determine the degree of similarity between sample
and training set. Therefore, we can get the nearest
training set from the unmarked samples.
2) SVM classifier: SVM is a kind of machine learning
algorithm, which is widely used in machine learning.
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Algorithm 2 F1 (vij , di )
1: vij = 0; dj = 0
2: for i = 1 to T
3:
for j = 1 to C
4:
vij = vij + 1
5:
dj = dj + 1
v
6:
mi = dij
ij
7:
end for
8: end for
9: return (vij , dj )
Algorithm 3 F2 (vij )
1: vij = 0
2: for i = 1 to T
3:
for j = 1 to C
4:
vij = vij + 1
v
5:
m̄ = Cij
6:
end for
7: end for
8: return (vij )

Moreover, SVM is a high efficient classifier in classification. In our study, we choose liner kernel SVM.

5.2

5.3

5) Utilize one-to-many method to structure the vulnerability classifier;
6) Calculate the F1 and accuracy and give the experiment results.

5.4

Performance Measures

In our experiment, we utilize the F1 and Accuracy to measure the performance of the vulnerability classification.
1) Precision and micro-precision: Precision is the ratio of the number of vulnerability texts which are
correctly classified as the positive class to the total
number of those which are classified as the positive
class. The formula of the precision for class ci is defined as:
T Pi
(10)
Pi =
T Pi + F Pi
Where T Pi is the number of vulnerability texts which
are correctly classified as class ci and F Pi means the
number of vulnerability texts which are misclassified
as class.
Similarly, in order to evaluate the performance average across the classes and micro-precision is used in
this paper. The formula of the micro-precision can
be calculated:
|C|
P

Experimental Data

The purpose of this experiment is to select the feature of
vulnerability, so as to verify the accuracy and efficiency
of the vulnerability classification. In addition, we do not
give a profound study on the selection of the categories.
The vulnerabilities are divided into the most common six
categories, authentication, buffer errors, cross-site scripting, code injection, information leak and input validation
respectively. The sample set of vulnerabilities is shown in
Table 4.
We select 3500 vulnerabilities from Security Content
Automation Protocol (SCAP), from which 3000 vulnerabilities belong to training sample and 500 vulnerabilities
belong to test training. As is seen from the Table 4, 3000
samples will train the classifier alter the feature selection
and, the 500 samples are utilized to test the accuracy of
OSFCII.

Experimental Steps

Pmicro

TP
=
=
|C|
TP + FP
P

2) Construct the feature term- class matrix;
3) Get the feature terms of each category by utilizing
the proposed feature selection OCFSII;
4) Use VSM to quantify the vulnerability feature terms;

T Pi

i=1

(11)

(T Pi + F Pi )

i=1

Where |C| is the number of the classes.
2) Recall and micro-recall: Recall is the ratio of the
number of vulnerability texts which are correctly
classified as the positive class to the total number of
those which are actually belong to the positive class.
The formula of the precision for class ci is defined as:
Ri =

T Pi
T Pi + F Ni

(12)

Where F Ni means the number of vulnerability texts
belonging to class ci are misclassified to other classes.
Similarly, in order to evaluate the performance average across the classes and micro-precision is used in
this paper. The formula of the micro-precision can
be calculated:

In this section, we give the concrete the steps of vulnerability classification experiment.
1) Obtain the original vulnerability features via preprocessing the vulnerabilities text from the database;
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|C|
P

Rmicro =

TP
=
|C|
TP + FN
P

T Pi

i=1

(13)

(T Pi + F Ni )

i=1

3) F1 and accuracy: When we obtain the microprecision and micro-recall, the formula of the F1 and
Accuracy can be calculated:
F1 =

2Pmicro Rmicro
Pmicro + Rmicro

(14)
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Table 4: Experimental vulnerability sample
Category
authentication
buffer errors
cross-site scripting
code injection
information leak
input validation

Accuracy =

Training sample
221
303
945
830
250
451

TP + TN
TP + TN + FP + FN

Number
Testing sample
30
80
200
110
30
50

The total
251
383
1145
940
280
501

90

(15)

80

6
6.1

Results

70

Accuracy(%)

Where T N means the number of vulnerability texts
which are correctly classified to other classes excluding the positive class.

60
50

Experimental Results when KNN
Classifier

30

Table 5 shows the F1 measure results when KNN classifier
is used. In this chart, we can see that OCFSII actually
has the best performance when the number of features
is 300, 500, 1300 and 1500. Moreover, the IGI has the
similar performance compared with OCFSII but the latter is superior to the former. All of the algorithms have
the positive correlation when the number of the features
between 300 and 1300 and from 1300 on, the F1 measure
begins to decrease. Therefore, the number of the features
is 1300 for the database and the experiments can get the
excellent results.
Similarity, Figure 4 shows the accuracy measure results
when KNN classifier is used. In this graph, OCFSII and
IGI have the better results compared with other methods.
And all the curves rise from 300 to 1300 and decline later.
It proves that when the number of features is 1300, and
we can get the good results. OCFSII has the greatly
improved when we consider the importance of features
both in inter-class and intra-class compared with OC.

10

6.2

Experimental Results when SVM
Classifier

Table 6 shows the F1 measure results when SVM classifier
is used. In this chart, it can be seen that F1 measure results when utilized OCFSII outperforms any other methods. Although IGI has the similar performance compared
with OCFSII, the latter precedes the former a little. Similarly, all of the algorithms have the positive correlation
when the number of the features between 300 and 1300
and from 1300 on, the F1 measure begins to decrease.
So, we can select 1300 features for the database approximately to obtain the good results. Compared with KNN

OCFSII
IGI
DF
OC
IG

40

20

300

500

700

900

1100

1300

1500

The number of features

Figure 4: Accuracy measure curve using KNN classifier
(%)

classifier used in the experiment, SVM classifier performs
better when we use the same methods.
Similarity, Figure 5 shows the accuracy measure results when SVM classifier is used. In this graph, OCFSII has the better results compared with other methods.
All of the curves ascend gradually with the increasing of
the number of features, and they reach the highest point
when the number is 1300. It tells us that we can get
the excellent performance when we select 1300 features
approximately. Obviously, OCFSII has the greatly improved compared with OC because both inter-class and
intra-class are taken into consideration. Compared with
KNN classifier used in the experiment, SVM classifier outperforms when we use the same methods.

7

Conclusion

In order to protect the information and network from the
numerous numbers of the vulnerabilities, it is significant
to manage the vulnerabilities. Classification, as a key link
of vulnerability management, plays a major role in this
whole process. Due to some feature selection method just
consider the importance of the feature term from one aspect, we proposed a new feature selection algorithm called
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Table 5: F1 measure results using KNN classifier (%)
The number of feature
OCFSII
IG
DF
IGI
OC

300
69.22
47.88
50.32
68.54
49.83

500
72.54
49.43
52.88
71.21
51.43

700
74.65
52.12
54.76
74.87
53.43

900
76.70
55.23
57.45
76.92
56.32

1100
77.76
57.12
59.23
77. 99
58.22

1300
78.55
58.21
60.52
78.32
59.43

1500
77.21
57.33
59.21
77.10
58.45

1300
80.21
58.32
61.76
79.21
60.25

1500
79.21
57.10
60.53
78.29
59.64

Table 6: F1 measure results using SVM classifier (%)
The number of feature
OCFSII
IG
DF
IGI
OC

300
71.54
50.39
52.47
70.35
51.43

500
73.85
51.66
54.18
72.31
53.57

900
78.60
56.43
58.21
78.10
57.47

1100
79.76
57.99
60.23
78.54
59.22
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75.32
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Figure 5: Accuracy measure curve using SVM classifier
(%)

OCFSII, considering the importance of the feature term
both in inter-class and intra-class. To confirm the validity of this method, we use two classifiers including SVM
and KNN in our experiment, and compare it with four
feature selection algorithms including Information Gain,
IGI, Document Frequency and Orthogonal Centroid. The
experiment results show that the proposed method OCFSII outperforms IG, DF OC, and is comparable with IGI
when KNN used while OCFSII is superior to IG, DF,
OC and IGI when SVM used. As part of our future research, we plan to design the better method to improve
the accuracy and efficiency to enhance the understanding
of vulnerability essence. [8]
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Abstract
LWE based homomorphic encryption scheme has been
proven as secured technique and consequently widely implemented since the last decade. However, the scheme is
not considered to be practical because of its larger size of
public keys and ciphertexts. In this paper, LWE based
additively homomorphic encryption technique is further
modified to enhance the performance in minimizing the
space required for public keys and ciphertext without
compromising the security of the scheme. This makes
the scheme suitable for implementation in low space devices. The practical implementation of the scheme is explored and its performance analysis has been presented
here. The scheme is also compared with the standard
LWE.
Keywords: Compact Devices; Learning with Errors;
Prime Factoring; Pseudorandom Generator

1

Introduction

A Fully Homomorphic Encryption (FHE) is treated as
theholy grail of cryptography, because, it allows arbitrary processing of data in encrypted mode [8, 13]. An
encryption scheme is called homomorphic if, given two
ciphertexts say c1 = Ek (m1 ) and c2 = Ek (m2 ) where
m1 , m2 are plaintexts and k is the key, one can compute c = c1 oc2 = Ek (m1 om2 ) for some operation o such
that Dk (c) = m1 om2 [11]. This idea of homomorphic
encryption was initially proposed by Rivert, et al [19]
in 1978. If o corresponds to a single operation of either addition or multiplication only, the scheme is said
to be partially homomorphic. Several partially homomorphic encryption schemes were proposed and successfully used in applications such as electronic voting, private information retrieval, multiparty computation, oblivious polynomial evaluation and so on [11, 15]. However,

to perform arbitrary computations over the encrypted
data so that the scheme is suitable for any application
in general, it must support both addition and multiplication operations over the ciphertexts without any limits
in case of which it is called as fully homomorphic encryption (FHE) [8]. Solving a three-decade old long lasting
cryptographic problem of designing an FHE scheme was
a dream of cryptographers, which was first theoretically
solved in a pioneering work by Craig Gentry in 2009 using an innovative construction method [8] Gentry’s FHE
is based on the algebraic lattice theory and consists a
general blueprint that can be used for the construction
of FHE schemes. However, the scheme was practically
infeasible due to high computational complexities underlying the blueprint, specifically, the bootstrapping or ciphertext refreshing process. In a quest for devising a
practical FHE scheme, several variants of the Gentry’s
scheme were explored [20–22]. Many new schemes based
on different security assumptions and hard algebraic and
number theoretic problems such as Approximate Greatest
Common Divisors (AGCD) [22], Chinese Remainder Theorem (CRT) [5], identity based [13] and attribute based
schemes [10] were proposed. Though all these works have
shown progressive improvements one over the other, none
of them could be a candidate for practical deployment.
Therefore, devising an FHE scheme with practical time
complexities is still an open problem.
The Learning with errors (LWE) based cryptographic
scheme was first proposed and implemented by Regev [18]
in 2009. LWE problem has been considered well suited
for new research on public key cryptography. LWE based
cryptosystem is proven as simple and fast for implementation. Moreover, the security of the LWE problems is
proven to be hard [17] since it is related to the well-known
“learning parity with noise” problem.
Several variants of LWE based Homomorphic encryption schemes such as FHE using standard LWE [2, 3],
RLWE (Ring LWE) [2, 14], and other variants [1, 4, 9]
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have been proposed. The theoretical implementation of
the schemes has been considered to preserve privacy in
cloud computing while practical implementation of LWE
based homomorphic encryption is considered to be complex due to its larger public keys and ciphertexts. The
space constraint also limits the implementation of these
schemes on compact devices. However, there were some
techniques [6, 7, 12, 16] proposed elsewhere to reduce the
size of public keys and ciphertexts which are suitable for
the implementation in low speed and low storage devices.
The aim of this work is to propose the possible implementation of the LWE based cryptosystem suited for the
devices with low storage capacity.
Contributions. The major contribution of this paper
is to reduce the size of the public keys and ciphertexts. The scheme is theoretically presented with
time complexities for the Encryption, Decryption,
Key Generation and Additions functions in the previous work [16]. In this work, the extended version of
the encryption is presented to further minimize the
public key space without compromising the security.

2
2.1

Preliminaries
Notations

379

Decryption takes ciphertext C i = (Ai , vi ) and computes the plaintext message bit 0 mi ’ using the secret key
S . The decryption process is given as follows:
mi = (vi − < Ai , S >)mod2,
Decryption eliminates two masks and leaves the message
bit as output.

3

Scheme with Shorter Public
Keys and Ciphertexts

In this section, we formally present the LWE based
additively homomorphic encryption scheme with shorter
public keys and ciphertexts. Seed based technique is
proposed to minimize the each public key as well as
ciphertext from (n + 1).log2 (q) bits down to 2.log2 (q)
bits [7, 16]. A pseudo random number generator with
initialized seed value (seedj ) is used to generate the
vectorAj of ‘n0 elements which in turn generates the j th
public key P Kj = (Aj , bj ).
Instead of publishing the public keyP Kj = (Aj , bj ) of
size n + 1, the public key vector is shortened to two integers and published as (seedj , bj ). LWE based encryption
with shortened public keys with the support of homomorphic encryption [16] is formally presented as follows:

In this section, basic concepts related to LWE notations KeyGen function. It takes initial parameters, modulus
0 0
are presented for quick appreciation of the proposed work.
q and dimension 0 n0 as inputs, then it chooses the
An integer is denoted as small case letter in single quosecret key vector S of 0 n0 integers and generates set
tations (e.g., 0 n0 ). The bold upper case letters (e.g., V ))
of public keys P K(= {P K1 , P K2 , . . . ..}). Any ith elare used to denote vectors. The symbols 0 +0 and 0 .0 are
ement of P K, using parameters 0 n0 ,0 q 0 and the secret
used for the addition and multiplication operations rekey vector S , is computed as follows:
spectively. The symbol < V 1 , V 2 > denotes the integer
1) Choose a prime value 0 p0i as a seed value and
which resulted as the sum of individual products of elepass it to the pseudo random number generator
ments of the vectors V 1 and V 2 .
for generating 0 n0 integers of vector Ai .

2.2

LWE Based Homomorphic Encryption

2) Compute the public key P Ki = (Ai , bi ) as
(Ai , < Ai , S > +2ei ) where 0 e0i is a small random error.

3) Publish the public key P Ki = (pi , bi ) instead of
Standard LWE based homomorphic encryption scheme [3]
(Ai , bi ).
is constructed based on two major parameters: 0 n0 (dimension) and 0 q 0 (modulus). First Secret vector S of
Encryption function. For encrypting any ith plain text
0 0
n integers is chosen and then set of public keys (Ai , b),
message bit mi (0 or 1)
denoted as P K = {P K1 , P K2 ...}, is computed using
key generation function, where Ai is an arbitrary vec1) Choose any k th public key P Kk : (pk , bk )
0 0
0 0
tor of n integers, and b is an integer computed as
2) Compute ciphertext Ci using public key P Kk
< Ai , S > +2.ei ; where 0 e0i is small randomly chosen
as follows:
error. Now, for every j th public key generation, the
random arbitrary vector Aj is chosen, and j th public
Ci = (pi , vi ) = (pk , bk + mj ).
key, P Kj , computed from the secret key S as follows:
P Kj = (Aj , bj ) = (Aj , < Aj , S > +2.ej ).
Homomorphic addition function. Given any two ciphertexts Cx = (px , vx ) and Cy = (py , vy ), compute
Given the plaintext message bit mi , encryption althe new sum cipher Cz as follows:
gorithm computes the ciphertext C i = (Ai , vi ) using
Cz = (pz , vz ),
any random j th public key P Kj = (Aj , bj ) where vi =
bj + mi ( mod q) = (< Aj , S > +2.ej + mi ( mod q)) and
Ai = Aj .
where pz = px .py and vz = vx + vy .
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In the encryption process, a public key, P Kk = (pk , bk )
is chosen randomly from the public key store to encrypt
the plain text message bit mi and to compute the ciphertext Ci = (pi , vi ) as described under Encryption Function
in Section 3. The ciphertext thus computed is stored in
publicly accessed ciphertext store. Also, the second component 0 vi0 of the ciphertext is computed by adding the
message bit (0 or 1) to the second component 0 b0k of the
public key, P Kk . If the message is 0, then vi = bk and if
the message is 1, then vi = bk + 1. This makes very little
difference to the component 0 vi0 of the ciphertext. Since
the public key store and the ciphertext store are publicly
accessible, an adversary can choose any ciphertext from
the ciphertext store and search for its corresponding public key (used for its encryption) in the public key set. If
the size of public key set is small, then it becomes easy for
an adversary to search for its corresponding public key,
hence, to compute the message bit. Therefore, big size of
the public key set ensures that the scheme is secure. However, the huge size may affect the suitability of scheme in
implementing over compact devices.
Modification in the encryption function, proposed earlier [16], helps to reduce the number of keys down to small
number and to make the scheme suitable for compact devices without compromising the security. The proposed
Figure 1: Proposed LWE based additively homomorphic
extended version of the scheme utilizes the modified enencryption process
cryption function.
Modified encryption function. For encrypting any
ith message bit mi (0 or 1)
Decryption function. For any given ciphertext Cj =
(pj , vj ) decryption function computes the plaintext
1) Choose any k th public key P Kk : (pk , bk )
message bit mj using the secret key S . The process
2) Compute ciphertext Ci
is given as follows:
Ci = (pi , vi ) = (pk , bk + mi + 2.ei )
where 0 e0i is randomly chosen error.

1) Compute set of prime factors p1 , p2 , p3 and so
on from pj using prime factoring technique.
2) Generate vector Ai of size 0 n0 using pseudo random number generator function from the seed
value 0 p0i for all prime factors computed from
0 0
pj .

Now, the newly added error term ‘e0i in the encryption seems to make the scheme significantly more secure; further, the public key set can be minimized to
fit for the low storage devices.

3) Compute sum vector A from all vectors A1 ,
Security of the scheme.
A2 , A3 ,... as follows:
X
• The security of the scheme is totally dependent
A=
Ai
on modulus 0 q 0 , dimension 0 n0 and the secret
i
vector S. Hence, its hardness is equivalent to
4) Compute message mj from ciphertext using the
that of the LWE problem.
following relation,
• It is important to consider the privacy of the operations on the ciphertext as it is important for
homomorphic encryption scheme. The size of
the ciphertext is reduced to two and it maintains
the privacy even after performing the many addition operations on it.

mj = (vj − < A, S >) mod 2
where S is the secret key vector.
The whole process of key generation, encryption, and
decryption and addition operation is illustrated as
shown in the Figure 1.

4

An Extended Encryption

5

Results and Discussion

The key generation function is used to generate a set of 0 x0 In the proposed scheme, the total size required for storing
public keys and these keys are stored in the public store. 0 x0 public keys or ciphertexts is minimized to [2x. log2 (q)],
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whereas the size required in standard LWE schemes is
[x.(n + 1). log 2(q)]. The comparison of the storage (in
bits) required for publishing 1024 public keys in standard
LWE scheme and the proposed scheme is given in Table 1.
For the parameter n = 10 and for an integer 0 q 0 with
10 bits the maximum storage required for 1024 public
keys in the proposed scheme is 24477 bits, whereas for
the standard LWE scheme, the storage required is 112624
bits. A key implication of this minimization is that the
size of the public keys or ciphertexts becomes independent
of the security parameter 0 n0 .
In the practical implementation of the proposed LWE
based additively homomorphic encryption scheme, it is
observed that the execution time for the encryption operation is in the same range as that of the previously
proposed work [16]. The comparison of the time complexities of standard LWE scheme [3] and the proposed
version of the LWE scheme for different values of 0 n0 and
0 0
q are given in Figure 2. It is observed that the execution time for the homomorphic encryption functions of
the proposed LWE are comparable to the standard LWE.
The execution time for the Key Generation, Encryption
and Decryption operations are in the same range too as
that of the standard LWE. However, the execution time
for the addition operation is significantly low in the proposed LWE which becomes more prominent at higher 0 n0
and 0 q 0 values. At n = 100000 and 0 q 0 to be a 50 bit
number, the execution time for the addition operation in
standard LWE is 2.1×108 whereas for the proposed LWE,
it is 4 × 103 .
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Conclusions

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

An efficient LWE based additively Homomorphic Encryption has been proposed and explored with practical implementation. The prime number used as the seed value [10]
for the pseudo random generator helps shorten the public
keys and ciphertexts. The proposed enhanced encryption
function provides the enhanced security and further minimization of public key space large extent. In the practical
implementation of the scheme, the execution time com- [11]
plexities for every function are reasonably small even for
higher values of the security parameters. This makes the
scheme suitable to implement over compact devices.
[12]
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Abstract
In this paper, we propose a new scalar multiplication algorithm on elliptic curves over GF(3m ). It combines original
Montgomery ladder algorithm and the ternary representation of the scalar, which makes full use of cubing. In addition, in order to improve performance, we have presented
new composite operation formulas which are 2P1 +P2 and
3P1 , and applied them to the improved scalar multiplication algorithm. Based on the original Montgomery ladder algorithm, it can resist Simple Power Attack (SPA).
In the experimental analysis, we set the ratio of inversion
and multiplication to a dynamic value. Results show that
with respect to previous algorithm, the average efficiency
of proposed scalar multiplication algorithm is increased
by 7.8 % to 11.3 % in affine coordinate, and 4.0 % to
17.9 % in projective coordinate.
Keywords: Characteristic Three; Composite Formulas;
Elliptic Curve Cryptography; Montgomery Ladder Algorithm; Scalar Multiplication

1

Introduction

Elliptic Curve Cryptography (ECC) was introduced independently by Koblitz [9] and Victor Miller [16] in around
1985. Its key size is smaller than RSA with the equivalent security, for example, elliptic curve with the key of
160 bits is competitive with RSA with the key of 1024
bits. This can be especially an advantage for applications where resources are limited, such as smart cards,
embedded devices and mobile phones. Its safety is based
on the difficulty of elliptic curve discrete logarithm problem (ECDLP). ECC is used for encryption, decryption,
digital signature and verification [5, 7, 8, 18, 22, 28]. The
factors that affect the execution rate of ECC algorithm
are generally as follows: The choice of coordinates, scalar
multiplication, the selection of elliptic curves. One of the
decisive factors is the calculated rate of scalar multiplication. Scalar multiplication, defined as [k ]P=P+P+. . .+P,

where k is an integer and P is an elliptic curve point, is
a major and time-consuming operation in ECC. Scalar
multiplication operations can be divided into two layers:
the top layer and the bottom layer. Among them, the top
layer operation is basic point operation on elliptic curve,
such as point addition and point doubling, and the bottom layer operation is underlying field operation, such as
inverse, multiplication, squaring, and so on.
In recent years, GF(2m )-ECC and GF(p)-ECC have
been well studied. There are a lot of methods to improve
the elliptic curve scalar multiplication, such as doubleand-add [11], non-adjacent form (NAF) [20] and so on,
while GF(3m )-ECC have been less studied due to their
efficiency factors. So the research of fast and security
scalar multiplication on the elliptic curve over GF(3m )
has become one of the hot research topics. GF(3m )-ECC,
as a special type of GF(pm )-ECC, has some properties of
fast computation similar to GF(2m )-ECC, but it has own
special properties and is suitable as a carrier of secure
password algorithm [12, 19, 24, 26].
In 1987, Montgomery [17] proposed a fast algorithm
for calculating the elliptic curve scalar multiplication kP
that resists Simple Power Attack(SPA) attacks. SPA is
a type of side channel attack proposed by literature [10].
The basic idea is: Integer k is expanded into binary form,
which is computed cyclically from left to right. And there
are one point doubling and one point addition operations
in each cycle. Because of the same computational pattern
and cost in every loop iteration, this algorithm prevents
SPA. However, the original Montgomery ladder algorithm
has the demerit of slow performance. In this paper, a
scalar k is represented as ternary form instead of binary
form. The length of the ternary expression is shorter
than binary expression. Based on Montgomery’s idea,
a new algorithm was proposed by Lopez and Dahab [15]
in 1999, and it was used for calculating the elliptic curve
scalar multiplication over GF(2m ). By using a new set
of point addition and point doubling calculation formulas, every iteration requires only the x-coordinate of the
point to be calculated, and the y-coordinate is restored
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at the end of the algorithm. Smart and Westwood [27]
first pointed out that ordinary elliptic curves over finite
fields of characteristic three is an alternative for implementing elliptic curve cryptosystems, and it is at most
50% slower than the equivalent system over finite fields of
characteristic two. After that, these elliptic curves were
extensively studied by many papers [3, 4, 12, 27]. The literature [29] proposed point addition and point doubling
calculation formulas that omit the calculation of the Ycoordinate, and remove the inverse operation, thereby improving the Montgomery algorithm over GF(3m ). The literature [3] improved further point addition, doubling and
tripling operation over GF(3m ). In 2013, Gu et al. [4]
gave the reason why the Montgomery ladder algorithm
performs worse over ternary fields than binary fields. In
2015, Zhou et al. [25] deduced a formula of calculating
3k P directly under the affine coordinates. Yu et al. [30]
optimized Projective Montgomery Algorithm over the finite field with characteristic of 3 by using co-Z tricks, and
the Y coordinate is not calculated in the middle of the
loop. Robert and Negre [1] first presented thirding point
formula together with our third-and-add and parallel approaches for scalar multiplication.
Our contributions in this paper are divided three levels:
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where a1 , a2 , a3 , a4 , a6 ∈ K, and∆ 6= 0, the ∆ is discriminant of E.
When the characteristic of K is equal to 3, we use the
non-supersingular form of an elliptic curve given for a 6= 0
by
y 2 = x3 + ax2 + b.

(2)

where a, b ∈ K, and ∆ = −a3 b 6= 0.
P1 = (x1 , y1 ) 6= O and P2 = (x2 , y2 ) 6= O is two different points on the elliptic curve, then the sum of them is
P3 = (x3 , y3 ) computed by
x3 = λ2 − x1 − x2 − a, y3 = λ(x1 − x3 ) − y1 ,
where λ =

(3)

y2 − y1
.
x2 − x1

The doubling of the point P1 = (x1 , y1 ) 6= O is the
point P3 = (x3 , y3 ) given by
x3 = λ2 + x1 − a, y3 = λ(x1 − x3 ) − y1 ,
where λ =

(4)

ax1
.
y1

Both doubling and addition formulae require 1I +2M +
1S, where I, M, S is the cost of a field inverse, multipli• We review researches about scalar multiplication over cation and squaring, respectively.
GF(2m ), GF(p) and GF(3m ) in recent years, and related theory about ECC.
2.2 Elliptic Curve over Fields of Charac• Different from original Montgomery ladder algorithm, an improved ternary Montgomery ladder algorithm over GF(3m ) is proposed. Furthermore, in
order to increase the speed of scalar multiplication,
we develop composite operation formulas in the underlying field.

teristic Three
For elliptic curves over fields of characteristic three, we
know some basic facts [27]: polynomial g(z), as an element
in the field F3m = F3 [z]/M (z), the cubing rule can be
shown as follows:
g(z)3 = g(z 3 )

(mod M(z)).
• The proposed algorithm can be applied in elliptic
The square uses the same algorithm as multiplication,
curve cryptography. This algorithm has many adso it is regarded as equivalent to multiplication. Multiplyvantages over the existing ones, and it has better
ing and squaring field elements are similar in complexity
performance and higher security naturally.
and are not too expensive, but more costly than cubing.
The remainder of this paper is organized as follows. The The computing speed of cubing is at least ten times faster
next section reviews the necessary background for arith- than that of multiplication or squaring. Since the characmetic on elliptic curves over GF(3m ), ordinary ternary teristic of the elliptic curve is 3, so we can simplify cubic
form of k, and related scalar multiplication. In Section 3, computation with Frobenius self-homomorphism [6], and
we present the improved ternary Montgomery ladder al- computational overhead of cubic can be negligible, comgorithm. Additionally, we derive composite operation for- pared to other operations. Addition and subtraction can
mulas which are 2P1 + P2 and 3P1 . In Section 4, we give be ignored as well [2]. Although, the cubing in ternary
some comparison with other algorithms under different fields can be implemented by previous efficient methods,
coordinate system. Finally, in Section 5, we draw some the original Montgomery ladder algorithm do not make
full use of cubing [4]. In Section 3, we propose an imconcluding remarks.
proved ternary Montgomery ladder algorithm. Here, the
ternary expression is useful to reduce the length of the
2 Background
scalar representation.
A curve of the form y 2 = x3 + ax2 + b is used in this
2.1 Elliptic Curve Cryptography
paper, and it has a point of order three and the order of
An elliptic curve E over a finite field K is defined by the the group is divisible by three. It needs to meet some requirements, for example, there is group order 3 × p, where
equation
p is a prime, and it can be performed in the subgroup of
y 2 + a1 xy + a3 y = x3 + a2 x2 + a4 x + a6 .
(1) size p.
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Ordinary Ternary Form

2.4
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Scalar Multiplication

According to the traditional division algorithm, 2.4.1 Ordinary Ternary Form Scalar Multiplication
An arbitrary positive integer k is expressed as
k =(kn−1 , · · · , k1 , k0 )3 , where kn−1 =1 or 2, and Ordinary ternary form scalar multiplication is expressed
ki ∈ {0, 1, 2}, i = 0, 1, · · · , n − 2.
as left-to-right form, and Algorithm 2 describes corresponding elliptic curve scalar multiplication.
Algorithm 1 Ordinary Ternary Form
n−1
X
1: Input: A positive integer k
kP =
ki 3i P = 3(· · · 3(3kn−1 P + kn−2 P ) + · · · ) + k0 P.
2: Output: k =(kn−1 , · · · , k1 , k0 )3 , with kn−1 =1 or 2
i=0
and ki ∈ {0, 1, 2}.
3: i ← 0
4: while k > 0 do
Algorithm 2 Ordinary ternary form scalar multiplica5:
if k mod 3 = 2 then
tion algorithm
6:
ki ← 2
1: Input: P = (x, y) ∈ E(GF (2m )), and k =
7:
k = bk/3c
(kn−1 , kn−2 , · · · , k1 , k0 )3
8:
end if
2: Output: Q = kP ∈ E(GF (2m )).
9:
if k mod 3 = 1 then
3: R0 ← O
10:
ki ← 1
4: for i = n − 1, · · · , 0 do
11:
k = bk/3c
5:
R0 = 3R0
12:
end if
6:
R1 = R0 + P
13:
if k mod 3 = 0 then
7:
R2 = R0 + 2P
14:
ki ← 0
8:
R0 = Rki
15:
k = k/3
9: end for
16:
end if
10: Return Q = R0
17:
i←i+1
11: End
18: end while
19: Output k.
The algorithm requires (n)-time triple, (n)-time double
20: End
and 2(n)-time addition. Each loop performs the same
point operation whatever the key bit is, so attacker can
Algorithm 1 correctness:
not guess the value of scalar k from power trace of point
multiplication, i.e., Algorithm 2 can resist SPA.
1) The result of k mod 3 in this algorithm is only 2, 1
and 0, and the ratio of 2, 1, and 0 is 1/3 [13], on 2.4.2 A Left-to-Right Montgomery Ladder
average.
The well-known Montgomery ladder for speeding up the
scalar multiplication, which was initially proposed and
2) A branch is always performed in the loop, so k will utilized for Montgomery form elliptic curves [17], can be
certainly continue to decrease after k ← k/3, the adapted to Weierstrass form curves. Algorithm 3 deprogram ends the loop when the final result of k is scribes the classical left-to-right Montgomery ladder ap0. Therefore,any positive integer k will certainly be proach for point multiplication [21].
turned into an ordinary ternary string, after the cirThe algorithm requires (n-1)-time double and (n-1)cular execution of Algorithm 1.
time addition. Each loop performs one point doubling and
one point addition operations, so this algorithm prevents
SPA. Furthermore, given a base point P, and there is no
change in the difference between the input points R0 and
Example 1. A positive integer k = 520
R1 , i.e., R1 − R0 = P . This algorithm can also be applied
i←0
to elliptic curve over GF(3m ) [30].
k0 ← 1, k = 173, i ← 1
k1 ← 2, k = 57, i ← 2
k2 ← 0, k = 19, i ← 3
3 Proposed Algorithm
k3 ← 1, k = 6, i ← 4
k4 ← 0, k = 2, i ← 5
In this part, we propose a new efficient scalar multiplik5 ← 2, k = 0, i ← 6
cation algorithm based on the Montgomery ladder algoOutput k = {2, 0, 1, 0, 2, 1}
rithm. The scalar k is represented as a ternary form,
and the new algorithm is extended to elliptic curves over
GF(3m ).
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Algorithm 3 Left-To-Right Montgomery Ladder Algo- Algorithm 4 The Improved Ternary Montgomery Ladrithm
der Algorithm over GF(3m )
1: Input: P = (x, y) ∈ E(GF (2m )), and k =
1: Input: P = (x, y) ∈ E(GF (3m )), and k =
(1, kn−2 , · · · , k1 , k0 )2
(kn−1 , kn−2 , · · · , k1 , k0 )3 , where kn−1 = 1 or 2
2: Output: Q = kP ∈ E(GF (2m )).
2: Output: Q = kP ∈ E(GF (3m )).
3: R0 = P ; R1 = 2P
3: R0 = kn−1 P , R1 = (kn−1 + 1)P
4: for i = n − 2, · · · , 0 do
4: for i = n − 2, · · · , 0 do
5:
if ki = 1 then
5:
if ki = 0 then
6:
R0 = R0 + R1 ; R1 = 2R1
6:
R2 = 3R0 , R1 = 2R0 + R1
7:
end if
7:
end if
8:
if ki = 0 then
8:
if ki = 1 then
9:
R1 = R0 + R1 ; R0 = 2R0
9:
R2 = 2R0 + R1 , R1 = 2R1 + R0
10:
end if
10:
end if
11: end for
11:
if ki = 2 then
12: Return Q = R0
12:
R2 = 2R1 + R0 , R1 = 3R1
13: End
13:
end if
14:
R0 = R2
15: end for
3.1 The Improved Ternary Montgomery 16: Return Q = R0
17: End
Ladder Algorithm
Given a positive integer k, and it is expressed as ternary
form k = 3n−1 kn−1 + · · · + 3k1 + k0 , where kn−1 =1 or 2.
Definition 1. The value of scalar multiplication is stored
Pi
(i)
in R0 . We define R0 = ( j=1 kn−j 3i−j )P as the value
of R0 at the end of the ( i-1)-round loop in the algorithm,
(i)
where 1 ≤ i ≤ n, j ≤ i and R0 is a point on the elliptic
P1
(1)
curve. Especially, for i = 1, R0 = ( j=1 kn−1 30 )P =
kn−1 P is an initial value in the algorithm.
(i)

(i)

Similarly, R1 is defined as R1 = (
(i)

(i)

Pi

i−j
)P ,
j=1 kn−j 3
(i+1)
(i+1)
R0
and R1

and it also holds R1 = R0 + P . Then,
(i)
(i)
are computed by using R0 and R1 , and they depend on
the value of kn−i−1 , as follows:

(i+1)

if kn−i−1 = 0, R0



(i+1)


R1



(i+1)
if kn−i−1 = 1, R0
(i+1)

R1



(i+1)


if
k
=
2,
R0
n−i−1



(i+1)
R1

Example 2. k = 520, k ={2,0,1,0,2,1}
R0 = 2P, R1 = 3P
k = 0, R0 = 3R0 = 6P, R1 = 2R0 + R1 = 7P
k = 1, R0 = 2R0 + R1 = 19P, R1 = 2R1 + 2R0 = 20P
k = 0, R0 = 3R0 = 57P, R1 = 2R0 + R1 = 58P
k = 2, R0 = 2R1 + R0 = 173P, R1 = 3R1 = 174P
k = 1, R0 = 2R0 + R1 = 520P, R1 = 2R1 + 2R0 = 521P
Output Q = 520P

(i)

= 3R0 ,
(i)
(i)
= 2R0 + R1
(i)
(i)
= 2R0 + R1 ,
(i)
(i)
= 2R1 + R0
(i)
(i)
= 2R1 + R0 ,
(i)
= 3R1
(i+1)
R0

(i+1)
R1
,

and the variable R1 is updated as

 2R0 + R1 , if ki = 0
2R1 + R0 , if ki = 1
R1 =

3R1 ,
if ki = 2

(7)

The new proposed algorithm preserves the advantages
of the original Montgomery ladder algorithm, the difference between input point R0 and R1 is not changed, i.e.,
(5) R − R = P .
1
0

3.2

Composite Operation

Computing 2P1 +P2 . Let O is the identity element on the
elliptic curve, which is considered as a point at infinity.
Now given two points P1 = (x1 , y1 ) and P2 =
(x2 , y2 ) in E\{O} with x1 6= x2 , their sum is the point
R = P1 + P2 = (x3 , y3 ) and is given by using Equation (3)

Therefore, in the calculation of
and
two
composite operations 2P1 + P2 and 3P1 are involved,
(i)
(i)
(i)
(i)
where P1 and P2 are R0 or R1 . R1 − R0 = P is
still valid. Algorithm 4 describes the improved ternary
Montgomery ladder algorithm over finite fields of characx3 = µ21 − a − x1 − x2 , y3 = µ1 (x1 − x3 ) − y1 ,
(8)
teristic three, and in the following, the algorithm is verified by giving an example.
y − y1
Notice that at each iteration of Algorithm 4, the vari- where µ1 = 2
.
x
2 − x1
able R0 is updated as
R is added to P1 to get point S = 2P1 + P2 = (x4 , y4 ),

if ki = 0
 3R0 ,
and coordinates of S is given by
2R0 + R1 , if ki = 1
(6)
R0 =

x4 = µ22 − a − x1 − x3 , y4 = (x1 − x4 )µ2 − y1 ,
(9)
2R1 + R0 , if ki = 2
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y3 − y1
.
x3 − x1

Algorithm 6 Tripling Algorithm for Elliptic Curve over
GF(3m )
1: Input: P1 = (x1 , y1 ) 6= O
The calculation of y3 can be omitted by deform µ2 as
2: Output: S = 3P1 .
2y1
y1
3: if y1 = 0 then
µ2 = −µ1 −
=−
− µ1 .
4:
return P1
x3 − x1
x1 − x3
5: end if
x4 can be also computed as
6: A ← ax1 ; B ← x31 + b
7: C0 ← 1; C1 ← a(x31 + b) = aB
x4 = µ22 − a − x1 − x3 = (µ2 − µ1 )(µ2 + µ1 ) + x2 .
8: D ← y13
9: E ← B 3 − bA3 C02
In addition, letting h := (x2 − x1 )2 (2x1 + x2 ) − (y2 −
10: F ← D 3 − aDC12
y1 )2 + a(x2 − x1 )2 ,it follows that h = (x2 − x1 )2 (x1 − x3 ).
11: x3 ← CE2
Defining H := h(x2 − x1 ) and I := H −1 ,we get
1
12: y3 ← CF3
1
1
1
13: Return (x3 , y3 )
= hI and
= (x2 − x1 )3 I.
x2 − x1
x1 − x3
14: End

where µ2 =

Therefore, there is no x3 is used when computing
2P1 + P2 . In Algorithm 5, the computation of h, H, I, µ1
4.1 Security Analysis
and µ2 requires 1 inversion, 2 squarings, 1 cubing and 8
multiplications. Similarly, Algorithm 6 is point tripling The basic idea of power analysis attack is to obtain its
algorithm.
key by analyzing the energy consumption during the operation of the cryptographic device. Power analysis atAlgorithm 5 Double-and-Add Algorithm for Elliptic tacks include Simple Power Analysis (SPA) and DifferenCurve over GF(3m )
tial Power Analysis (DPA). SPA [10,14,23] is a technique
that can directly analyze the power consumption infor1: Input: P1 = (x1 , y1 ) 6= O, and P2 = (x2 , y2 ) 6= O
mation, which is collected during the execution of the
2: Output: S = 2P1 + P2 .
encryption algorithm. It can retrieve its key through a
3: if x1 = x2 then
single leakage trace.
4:
if y1 = y2 then
5:
return 3P1
In this paper, the security is analyzed by taking I/M =
6:
end if
8.75, C/M = 1.37, S/M = 1 [27,29] for the cost of inverse,
7:
if y1 6= y2 then
cubing and squaring operation. For GF(3m ), the cost of
8:
return P1
computing 2P1 + P2 is 1I + 2S + C + 8M ≈ 1I + 11M .
9:
end if
And the cost of computing 3P1 is 1I + 2S + 6C + 3M ≈
10:
X ← (x2 − x1 )2 ; Y ← (y2 − y1 )2
1I + 11M . Because energy consumption of each iteration
11:
h ← X(2x1 + x2 ) − Y + aX
is the same roughly whether ki = 0, 1, or 2, so side chan12:
if h=0 then
nel profile of 2P1 + P2 and 3P1 can not be distinguished.
13:
return O
Our algorithm is based on the original Montgomery lad14:
end if
der algorithm, so the this algorithm is able to resist SPA
15:
H ← h(x2 − x1 ); I ← H −1
attacks. Furthermore, this algorithm can resist the DPA
16:
µ1 ← hI(y2 − y1 )
by randomizing the scalar.
17:
µ2 ← −y1 X(x2 − x1 )I − µ1
18:
x4 ← (µ2 − µ1 )(µ2 + µ1 ) + x2
4.2 Efficiency Analysis
19:
y4 ← (x1 − x4 )µ2 − y1
20: end if
Before we analyze the efficiency, we define β as a dynamic
21: Return (x4 , y4 )
ratio of inverse and multiplication [13]:
22: End
I
= β.
(10)
M

4

Analysis of Algorithm

In this part, we first analyze the security of the new algorithm. Then, in order to make the efficiency analysis
more accurate, we compare the new algorithm with previous algorithms over GF(3m ) in different coordinate systems. And some practical results are listed in the table
below.

In Algorithm 4, there are operation included tripling
and double-and-add or two double-and-add at each loop,
which depends on the value of the scalar k. The cost of
tripling and double-and-add is 2I + 4S + 7C + 11M , the
cost of two double-and-double is 2I + 4S + 2C + 16M , so
the average cost of each iteration, which is tripling and
double-and-add or two double-and-add, is 2I + 38
3 M +
16
C
+
4S.
3
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efficiency/%
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efficiency/%
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0
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Formula 10,11 in Ref.[15]
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−3
−2
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I/M
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Figure 2: The comparison of algorithms with the scalar
Figure 1: The comparison between Algorithm 3 and Alof the equivalent bits
gorithm 4 in the (a) m=101, (b) m=122, (c) m=162, (d)
m=379
0.7

4.2.1

0.6

Affine Coordinate

Standard projective
Jacobian
Lopez Dahab

efficiency/%

0.5

The proposed Algorithm 4 is compared with previous al0.4
gorithm in affine coordinate system. An analysis of the
0.3
costs of different scalar multiplication is shown in Table 1.
0.2
Given an integer k, the ternary (3-adic) expansion of
0.1
k is shorter than the binary (2-adic) expansion. Suppose
0
k is an n bit number, and n = dlog2 ke, the length of the
−0.1
ternary expansion of k is m, and m = dlog3 ke, therefore,
0
2
4
6
8
10
n = m log2 3 ≈ 1.584m, i.e., 101-ternary is equivalent to
I/M=x
160-binary [27], 122, 162, 379-ternary is equivalent to 192,
Figure 3: The comparison of algorithms in different coor256, 600-binary, respectively.
dinates in [27]
For example, comparing Algorithm 3 using formula 10,
11 in [29] and our algorithm, we can conclude that the
efficiency of the new algorithm is recorded in the following
formula:
4.2.2 Projective Coordinate
ε=1−

50
(2m − 2)β + ( 50m
3 − 3 )
.
(2mlog2 3 − 2)β + (6mlog2 3 − 6)

(11)

Figure 1 (a)-(d) show that the comparison between
the original Montgomery ladder algorithm, i.e., Algorithm 3, and the improved ternary Montgomery ladder
algorithm, i.e., Algorithm 4, in different data bits. Our
new algorithm can improve the computational efficiency
of scalar multiplication with the increase of β. Compared
with Algorithm 3 using formula 10, 11 in [29], the average
efficiency of the new algorithm can be increased by 6.6%
and 11.3% for different data bits, respectively, when β is
equal to 8 and 10.
Figure 2 shows the comparison of algorithms with the
scalar of the equivalent bits. From the graph of the variation of improved efficiency with the ratio of inverse and
multiplication, we can conclude that the larger the ratio
of I and M , the slower the rate of increasing in efficiency,
and Table 1 shows that the efficiency of the new Montgomery ladder algorithm is increased by 7.8% and 11.0%,
compared to Algorithm 3 using formula 12 in [29] and [4],
when β is equal to 10.

As is shown in Table 2, the proposed Algorithm 4 is compared with previous algorithm, such as [27] and [30], in
projective coordinate system. The peculiarity of this article is the dynamic ratio β, resulting in a dynamic percentage. In this paper, we take a list of the efficiency at
special points.
Figure 3 shows the comparison of algorithms in different projective coordinates in [27], we can draw that
the efficiency decreases, as the ratio increases. For algorithm in Lopez Dahab coordinate, it has a slow rate of
decline, compared with the other two projective coordinates. Form Table 2, we draw that if we set the maximum
value of the ratio as 10, the efficiency is improved by 4.0%.
Figure 4 shows the comparison of algorithms in different projective coordinates in [30]. Compared with the
other two previous algorithm, the algorithm in Co-Z projective has higher efficiency. In addition, in Table 2, compared our algorithm, previous algorithm is proposed by
5.0% in standard projective, when β is equal to 3, and
7.2% in scaled projective [3], when β is equal to 2, and
4.9% in Co-Z projective, when β is equal to 1.5, respectively.
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Table 1: Timing costs of different algorithm in affine coordinate system
Algorithm
Formula 10,11 in [29]
Formula 12 in [29]
[4]
Ours

Total costs(n = dlog2 ke, m = dlog3 ke)
2(n − 1)I + 4(n − 1)M + 2(n − 1)S
2(n − 1)I + 3(n − 1)M + 2(n − 1)C + 2(n − 1)S
(2n − 3)I + (3n − 5)M + (3n − 5)S
16
2(m − 1)I + 38
3 (m − 1)M + 3 (m − 1)C + 4(m − 1)S

Total costs(#I + #M )
(2n − 2)I + (6n − 6)M
(2n − 2)I + (5n − 5)M
(2n − 3)I + (6n − 10)M
(2m − 2)I + 50
3 (m − 1)M

Table 2: Timing costs of different algorithm in projective coordinate system
Algorithm
Ref. [27](binary)

Ref. [30](binary)

Coordinate
Standard projective
Jacobian

Each iteration’s costs
15M + 2S + 4C
13M + 5S + 5C

Total costs(#M )
17M
18M

Lopez Dahab

17M + 7S + 2C

24M

Standard projective
Scaled projective [3]
Co-Z projective

13M + 2S + 2C
14M + 3C
10M + 3S + C

15M
14M
13M

Ours(ternary)

Affine

2I +

38M
3

+

Standard projective
Scaled projective
Co−Z projective

efficiency/%

0.3

0.1

0
0

1

2

3

4

I/M=x

Figure 4: The comparison of algorithms in different coordinates in [30]
In the actual experimental environment, I/M is different and relatively large. Table 2 shows that the efficiency
of new algorithm varies from 4% to 17.9%, compared with
previous algorithm in projective coordinate system.

5

2I +

50M
3
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Conclusions

In this paper, we proposed an improved Montgomery ladder algorithm over GF(3m ), and the scalar was expressed
in ternary form. In addition, we derived composite operation formulas 2P1 + P2 and 3P1 with a lower computational cost. Based on the original Montgomery ladder
algorithm, it is able to resist SPA. In analyzing efficiency,
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which is set to a dynamic value. Correspondingly, increased efficiency is also dynamic, ranging from 7.8% to
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Abstract
In an array storage system based on EVENODD, the traditional single disk failure recovery requires reading all
the remaining data. Even if the hybrid recovery method
is used, the theoretical limit of the data reading cost can
be reduced by only 25%.To further reduce the read overhead for single disk failure recovery, improve the reliability of storage system, this paper proposes an improved
method for EVENODD single disk failure recovery. This
method is to reduce the amount of data that needed to
read during recovery by adding a local redundant.The experimental results show that the improved method has
significantly improved the recovery time comparing with
the EVENODD.
Keywords: EVENODD; Reading Overhead; Single Disk
Failure

1

Introduction

In recent years, with the rapid development of society
and technology, the amount of data in the world is increasing at an explosive rate. As a result, the scale of
storage systems is also growing accordingly. As the scale
increases, the stability of the storage system is also facing many great challenges. The main reason is that while
the number of disks is increasing, the probability of data
loss caused by disk failures is also increasing. In order to
protect the data, it is necessary to recover the data even
after the disk failed. Therefore, the time of data recovery
and the amount of the data that needed to be read during
the recovery process become the key to the stability of the
system.
Array codes is a kind of erasure code which is widely
applied. Its advantage is the calculation is XOR so the
encoding and decoding speed are pretty fast. The typical
array codes include EVENODD [5], RDP [3], STAR [7],
RTP [4] and so on. STAR and RTP are expanded by
EVENODD and RDP respectively. However, there are
still many problems to be solved. Aiming at the prob-

lem of update efficiency, Chen put forward the Inverse
Code [2] by constructing low density matrix. Aiming at
the problem of data storage reliability and expansibility,
Teng proposed the Random Array Code [10]. In order
to accelerate the speed of data recovery, Sun proposed a
new coding theory named ESRC [9], which is based on
local check and global check. In order to solve the problem that the MDS array codes have a length limitation,
Huang proposed a new code named Symmetric code [6].
EVENODD code is one of the most commonly used
array codes in storage systems which can tolerate two
errors. Its principle is to ensure the integrity of the data
by adding two redundant disks. EVENODD can recover
the original data correctly after any two of the disks failed.
For EVENODD coding, the advantages are that the
structure is simple, and the encoding and decoding process are based on XOR operation, so the speed is very
fast. However, one of the major defect is that the single disk failure recovery requires too much data to read.
All the remaining raw data is need to be read. Considering that the recovery is based on a single check disk, if
a local check disk is computed only by some of the data
disks, then when the data disk fails, only part of the data
disks that generate the local check disk can be recovered.
Therefore, a fast recovery method for single disk failure
based on EVENODD is proposed.

2
2.1

Introduction of EVENODD
Encoding Process

The encoding process of EVENODD is based on an original data array, and the size of the original data array is
(p − 1) ∗ p, p is a prime number. The data block in the
array is assumed to be ai,j , where i and j represent row
and column coordinates of elements. The coding formulas
are shown in Equations (1),(2)and (3):
ai,p =

p−1
M
j=0

ai,j

(1)

International Journal of Network Security, Vol.21, No.3, PP.392-401, May 2019 (DOI: 10.6633/IJNS.201905 21(3).05)

S

=

p−1
M

ap−1−j,j

j=1

ai,p+1

= S⊕

p−1
M


a<i−j>p ,j .

Therefore, for the method of traditional single disk fail(2) ure recovery, whether the data disk failed or redundant
disk failed, the number of data disks required is p.
(3)

j=0

2.3

The final coding process is shown in Figure 1.

Figure 1: Horizontal redundancy and diagonal redundancy calculation process

Finally, an array of (p − 1) ∗ (p + 2) with two redundant
columns is obtained.

2.2

393

Single Disk Failure Recovery

The traditional single disk failure recovery method can
be divided into two categories according to the position
of the failed disk: data disk failure and redundant disk
failure.
The method of recovering from data disk failure is to
determine the location of the failed disk first, and then
read out all the other data blocks in data disks and horizontal redundant disk, and finally run XOR operation
through these data, get the lost data disk. The data required to be read during recovery is shown in Figure 2, the
”X” indicates that the data block is lost and ”O” means
the data block need to be read.

Single Disk Failure Hybrid Recovery
Algorithm

In order to reduce the recovery read overhead of single
disk failure, literature [1] proposes that, for EVENODD
when a data disk fails, the horizontal redundancy and diagonal redundancy can be used simultaneously to recover.
Because there are some repeated data blocks needed in
using different methods to recover, so the recovery read
overhead can be reduced by caching these blocks. Theoretical deduction is also carried out in this paper, and
it is found that the best recovery method is to recover
half of the data using horizontal redundancy, and recover
the other half data using diagonal redundancy. And the
lower bound of the theoretical recovery read overhead is
3/4 of the total data, which means it can save 25% of
the recovery read overhead. Similarly, a hybrid recovery
algorithm for RDP single disk failure is proposed in the
literature [11]. The lower bound of the read overhead is
also 3/4 of the total data.
As it’s shown in Figure 3, when the Disk0 fails, the
first two data blocks are recovered by horizontal redundant columns, and the latter two data blocks are recovered by diagonal redundancy. Among them the circle indicates that the data blocks used by horizontal redundant
columns while square means the data blocks used by diagonal redundant columns, and the data blocks which have
both symbols mean they are repeated.

Figure 3: Using hybrid algorithm to recover single disk
failure

3

Local Repair Method of EVENODD

Figure 2: Data to be read from single disk failure recovery
In order to reduce the recovery read overhead of EVENODD code in the single disk failure further, this paper
The recovery of the redundant disk failure is exactly has modified this code. The transformation method is
the same as the coding process, that is, when the hori- called EVENODD local repair method. And the exzontal or diagonal redundant disk fails, it can be rebuilt panded EVENODD is called LREVENODD (Local Reby using encoding algorithm.
pairable EVENODD).
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3.1

Encoding Process

3.3.2

Local repairable EVENODD code is an extension of
EVENODD. A redundant column x is added on the basis
of the original EVENODD with two redundant columns.
Redundant column x is obtained by horizontal XOR computation of the previous p−1
2 data columns. The computation formula is Equation (4):
p−1
2

ai,p+2 =

M

X and Another Column Y Missing

First, suppose that another missing column is a data column, then the horizontal redundant column is intact. So
the data column can be recovered by XOR of all the remaining data columns and the horizontal redundant column. The computation formula is Equation (5):
ai,y =

ai,j

(4)
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p
M

ai,j

(5)

j=0

j=0

When all the data columns have been rebuilt, the sitEncoding process of Local repairable EVENODD code uation is consistent with the loss of the X column, and
is shown in Figure 4. The same shape of white blocks then the X column can be generated again by encoding.
generate the corresponding black check blocks:
If another missing column is a redundant column,
which means all data columns are in good condition. So at
first, the missing horizontal redundant column or diagonal redundant column can be regenerated by EVENODD
encoding. If the horizontal redundancy column is lost, the
coding formula of recovery is Equation (1). If the missing redundant column is diagonal redundant column, the
coding formula of recovery is shown in Equation (2) and
Equation (3).
After restoring the horizontal redundant column or diFigure 4: Encoding process of LREVENODD
agonal redundant column, only the X column still needs
to be recovered. So the X column can be restored by
Equation (4).
Through the analysis above, it can be concluded that
3.2 Encoding Overhead
after adding a local redundant column x, the new array
For the EVENODD local repair method, encoding pro- code can still recover any two errors.
cess only adds a step in the traditional process of EVENODD encoding. In the calculation of horizontal redundant columns, after XORing the first half of the data, the 3.4 Relative Properties
XOR result as local redundant column and save to disk
X. Although this step increases the storage overhead and 3.4.1 MDS Property
the encoding time, it does not increase the computational
It can be found that although the extended EVENODD
complexity. Moreover, with the increase of prime number,
code adds a redundancy, but it can only tolerate any two
the proportion of increased overhead to the overall coderrors (in some cases it can tolerate three errors) and lose
ing overhead will continue to decline. Because the value
the MDS property. The reason is that the local fault tolp in the real environment represents the number of disks
erance is in conflict with MDS property. For example, RS
in the storage cluster, it is generally larger, so the overcodes remove the lost blocks and decode them with the
head caused by the increased local redundant column x is
rest of the global blocks, so the locality is poor, but there
relatively smaller.
is good code distance, and has the best fault tolerance.
EVENODD and all the MDS codes are like this. The
3.3 Correctness Proof
literature [8] pointed out that if adds some local redunBased on the definition in the upper section, the former dant columns, it means that there exists errors(missing
p + 2 column of the Local Repairable EVENODD code is columns is not related to these columns) that the local rethe EVENODD code, so the nature of the former p + 2 dundant columns can not be solved. Thus it can be seen
column is no longer discussed at next, and only the impact that the local fault tolerance and minimum code distance
are conflicted, which means it is inevitable to improve the
of the new local redundant column x loss is discussed
local tolerance while sacrificing MDS property.
Furthermore, it is proved that the Local Repairable
3.3.1 Only the X Column is Missing
Codes with additional local redundant columns can be
If only the X column is missing, it means that all the data infinitely approximated to MDS codes. Then, for a MDS
in the front p + 2 columns is in good condition, and the X code with only one redundant column, it can be proved
column can be generated by encoding Equation (4). At that, when the value p is increased, the LREVENODD
this point, the data integrity can be guaranteed.
code can also be close to the MDS codes.
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The Relationship Between New Redun- in Figure 5, the ”X” indicates that the data block is lost,
”O” means the data blocks which are required in recover.
dancy and Overhead Reduction

By discussing MDS property, it can be concluded that
increasing local redundant columns and ensuring MDS
property are conflicted. The paper [12] pointed out that
appropriate data redundancy can improve system performance. Therefore, it is necessary to explore the relationship between redundant columns number and reduced overhead to determine how much local redundancy
is added to achieve optimal.
In order not to increase the complexity of the encoding
process, the redundant columns are selected by sharing
the original data columns. The number of local redundant
columns is n, and the percentage of saved overhead is cp,
then the ratio of new redundancy and overhead is l = cp
n.
Assuming that the additional local redundancy columns
are 1, 2, 3, 4 and 5, the obtained results are shown in
Table 1:

Figure 5: Data need to read when missing column is in
first part

If the missing column is in the posterior p+1
2 columns,
the local redundancy column X and the horizontal redundant column p can be read first, then XOR them, and
the result is the XOR of the data column in the second
half. Then read the data columns in the second half, and
Table 1: Relationship between new redundancy and over- XOR with the previous result, to get the missing data
head reduction
column. The data blocks needed for recovery are shown
in Figure 6.
symbol
value
cp
n
l

50%
1
50%

67%
2
33%

75%
3
25%

80%
4
20%

83%
5
17%

It can be seen from the table that with the increase of
the number of local redundant columns, the saved read
overhead is also increasing, but the reduction of the overhead caused by the new redundancy is decreasing, that
is, the efficiency is decreasing. And adding redundant
columns will bring more storage overhead, and will also
influence the efficiency of encoding and decoding. So the
choice of adding only a local redundant column can significantly reduce the single disk failure recovery read overhead and does not increase the excessive storage overhead
and lead to system performance degradation.

4
4.1

Decoding Process
Single Disk Failure

For traditional EVENODD coding, the recovery of single
disk failure (non redundant columns) is done by reading
the remaining data columns and the horizontal redundant
columns to xor. For the EVENODD local repair method,
there are two situations to repair a single disk failure.
First, suppose the data column fails, then it can be
divided into two cases, one is the missing data column
is in the first half, and the other is in the second half.
If the missing column is in the first p−1
columns, it is
2
necessary to read the first half part of the remaining data
column and the new local redundant column x for XOR
restoration. The data block needed to recover is shown

Figure 6: Data need to read when missing column is in
second part

It can be concluded that the amount of data needed to
p+1
recover from single disk failure is p−1
2 and 2 respectively
in two cases. When p is increasing, the reduced read
overhead tends to approach 50%.
If the local redundant column fails, it is necessary to
read the first p−1
2 data columns for restoration, which is
completely equivalent to the encoding process. This situation does not exist in the EVENODD codes, and the
recovery read overhead remains p−1
2 . When p is increasing, the proportion of local redundant column fails to all
single disk failures will continue to decrease.
In case of horizontal redundant column fails, only the
posteriors p+1
2 data columns and the local redundant column are needed to recover. Read overhead is only p+1
2 +1.
When p is increasing, it can reduce the data reading overhead approaching to 50%. The data blocks required for
the recovery of horizontal redundant column failure are
shown in Figure 7.
For the case of diagonal redundant column fails, the
EVENODD local repair method is consistent with the traditional EVENODD recovery algorithm, that is, read all
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Double Disk Failures Recovery
Two Data Column Missing

Like traditional recovery methods, recovery is done by
reading the remaining data and using horizontal redundancy and diagonal redundancy when two data columns
failed in LREVENODD. Data read overhead is shown as
Equation (7):
Figure 7: Data need to read when horizontal redundant
column is missing

cp = p − 2 + 2 = p.
4.2.2

data columns to encode and get the redundant columns,
and the read overhead is p. Similarly, the ratio of this failure to all single disk failures will continue to decrease as p
continues to increase. Therefore, for single disk failure recovery, assuming that the probability of each disk failure
is consistent, the average overhead of the LREVENODD
single disk failure recovery is shown in Equation (6):
c=

p−1
2

∗

p−1
2

+

p+1
2

∗ p+3
2 +
p+3

p+3
2

+p+

p−1
2

(6)

According to the analysis above, it can be concluded
that the single disk failure recovery overhead of LREVENODD approach nearly p2 , and Figure 8 is a theoretical
comparison between the EVENODD and the LREVENODD single disk failure recovery overhead when p takes
different values.

(7)

One Data Column and Local Redundant
Column Missing

First, by reading the remaining data columns and horizontal redundant column to recover the lost data column, and cache the xor result of the previous p−1
2 data
columns(don’t xor the missing column, but xor it with
the cache result when restored it ), the final xor result is
the missing local redundant column.
As shown in Figure 9, when the second data column
and the local redundant column are lost, the remaining
intact data columns and horizontal redundant columns
are first read to recover the lost second data column. At
the same time, the XOR results are saved in the process.
After calculating the second column data, xor the result
with the second data column, and the local redundant
column is obtained.

Figure 9: Data need to read when local redundant column
and one data column are missing

As shown in Figure 9, the read overhead of recovery in
this case is still p columns.
4.2.3

One Data Column and Horizontal or Diagonal Redundant Column Missing

Figure 8: Comparison of single disk failure recovery reading overhead
The recovery method in this situation is consistent with
the traditional EVENODD recovery method. The reading
overhead is p.
Compared with the traditional EVENODD recovery
algorithm, the proposed method saves 50% of the data
4.2.4 Two Redundant Columns Missing
read overhead in the single disk failure recovery, while
the recovery of redundant columns is almost consistent The recovery method in this situation is consistent with
with the traditional EVENODD read overhead. Because the encoding process. So obviously, the reading overhead
the number of data columns in practical applications is is p.
much larger than the number of redundant columns, it
In summary, the EVENODD local repair method can
can be concluded that the method reduces the data read greatly reduce the read overhead and improve the peroverhead by nearly 50% for single disk failure recovery.
formance when the single data disk fails. For other cases,
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the EVENODD local repair method does not produce too
much overhead, and is basically consistent with the traditional EVENODD.

4.3

Triple Disk Failures Recovery

Although the extended EVENODD loses its MDS property, it can still be successfully restored for most of the
three disk failures. Then analysis in which case the three
disk failure can be restored when p = 7.
Figure 10: Can not recover from missing three data disks
The three redundant columns in the extended EVEN- in same part
ODD can be represented by the following equations:
ai,p

=

p−1
M

ai,j

Assuming there is a disk in the three data disks not in
the same half with the other two disks, the probability of
this kind of case is shown as Equation (10).

(i = 0, 1, ..., p − 2)

j=0

aj,p+1

=

S⊕

p−1
M

a<i−j>p ,j



(i = 0, 1, ..., p − 2)

λ = C 1p−1 ∗ C 2p+1 ∗ γ 3 + C 2p−1 ∗ C 1p+1 ∗ γ 3

j=0

2

2

2

(10)

2

p−1

First, suppose that there is a lost disk in the previous
disks and the other two lost disks are in the second
j=0
half, then there is only one unknown quantity in each
equation that constitutes a local redundant disk. So it can
Meanwhile, assume the probability of each disk failure
be solved. When the first lost disk is restored, the problem
is γ.
is transformed into an ordinary double disk failure, so the
situation is solvable.
4.3.1 Three Data Disks Missing
If there are two disks lost in the previous p−1
disks
2
and one in the second half. Then the equations of the
When three disks are lost and the three disks are all data
horizontal redundant disk and the equations that constidisks, the probability is shown as Equation (8).
tute the local redundant disk can be subtracted, and a set
p+1
3
3
λ = Cp ∗ γ
(8) of equations about the latter 2 disks can be obtained,
shown as Equation (11).
ai,p+2

=

2
M

ai,j

(i = 0, 1, ..., p − 2).

p−1
2

When the lost disks are all data disks, for the horizontal
redundant disk, each of the equations contains 3 unknown
quantities. For diagonal redundant disk, each equation
contains at least 2 unknown quantities. The problem then
turns into whether the situation can be translated into
two disks lost, i.e. whether a disk exists in the three lost
disks can be recovered by the local redundant disk. We
discuss the situation according to the position distribution
of the three data disks:
First, the three column data disks are in the front p−1
2
disks or back p+1
2 disks, the probability of such a situation
is shown as Equation (9).
λ = C 3p−1 ∗ γ 3 + C 3p+1 ∗ γ 3
2

2

ai,p − ai,p+2 =

p−1
M

ai,j

(11)

j= p−1
2

In these equations, each has only one unknown quantity and can be solved. When the missing data is restored,
the problem is transformed into an ordinary double disk
failure again. So the situation is also solvable.
4.3.2

Two Data Disks and One Redundant Disk
Missing

When there are three disks lost, two of them are data
(9) disks, and the other one is redundant disk, and the probability of this case is shown as Equation (12).

First, suppose that three disks are in the previous p−1
2
λ = Cp2 ∗ C31 ∗ γ 3
(12)
disks, as shown in Figure 10. Assuming each column represents a data disk, for a local redundant disk, each of its
This situation can be divided into several types accordequations contains 3 unknown quantities and is not solv- ing to the redundant disk type, in which the probability
able. And if three disks are in posteriors p+1
2 disks is also of each case is shown as Equation (13).
similar, because the disks in the back are not a linear relationship with the local redundant disk, it is impossible
λ = Cp2 ∗ γ 3
(13)
to recover the local redundant disk. And only through
the other two redundant disks to restore has too many
First, if the lost disk is a local redundant disk, it is
unknown disks, so this situation is not solvable.
equivalent to the normal EVENODD double disk failure
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recovery. After the completion of the restoration, the local
redundant disk can be restored by encoding.
If the lost disk is horizontal redundant disk, then it
can be classified according to the distribution of the data
disks.
When the two disks are in the first half, the property
of EVENODD shows that there is always only one unknown ai,j in the equations of the diagonal redundant
disk. Through diagonal redundancy can calculate this unknown quantity ai,j . And then there is only the unknown
quantity ai,k in the same row, and it can be calculated
through the local redundancy. And after ai,k is calculated, there is only one unknown quantity on the line and
it located which slope is 1. And by repeating these steps,
it can solve all the unknowns.
If the two disks are in the second half, because the local
redundancy is independent of the latter p+1
2 disks, they
can only be solved by diagonal redundancy. The previous discussion shows that although the diagonal redundancy can solve an unknown quantity ai,j , but the other
unknown quantity in the same line depends on other redundancy to solute. While there is no other redundant
existence at the same time, so it can not be solved. The
probability of this case is shown as Equation (14).

4.3.3

398

One Data Disk and Two Redundant Disks
Missing

Assuming there are three disks lost, one is a data disk,
and the other two are redundant disks, the probability of
this case is shown as Equation (17).
λ = Cp1 ∗ C32 ∗ γ 3

(17)

In consideration of that only one data disk is lost, if
the intact redundant disk is a horizontal redundant disk
or a diagonal redundant disk, the data disk can be restored, and then the lost redundant disks can be restored
by encoding.
Assuming the remaining redundant disk is local redundant disk, the probability of such a situation is shown as
Equation (18).
λ = Cp1 ∗ γ 3

(18)

This situation needs to be classified according to the
location of the data disk.
If the lost data disk is in the front half, the data disk
can be recovered through a local redundant disk, and then
other redundant disks are restored by encoding.
And assuming the missing data disk is in the second
(14) half, the probability of such a situation is shown as Equation (19).

λ = C 2p+1 ∗ γ 3
2

Assuming there is a data disks in the previous p−1
2 disks
while the other is in the second part, the probability of
such a situation is shown as Equation (15).

λ = C 1p+1 ∗ γ 3

(19)

2

Because the local redundant disk is linear independent
of
the
latter part, and it is impossible to recover the lost
(15)
λ = C p−1 ∗ C p+1 ∗ γ
2
2
data disk only by diagonal redundancy, so the situation
There is only one unknown quantity existed in each is not solvable.
equation that constitutes a local redundant disk. So it
can be solved. When the first lost disk is restored, there 4.3.4 Three Redundant Disks Missing
is still one data disk and horizontal redundant disk are
If the lost three disks are redundant disks, they can be
missing, which can be restored by the traditional RDP
restored directly by encoding again.
double disk recovery method. So this situation is solvable.
From the above discussion, we can get the sum of the
If the lost disk is redundant disk, then it can be clasprobability of the non-solvable cases, which are shown as
sified according to the distribution of the data disk.
Equation (20).
Assuming the two disks are both in the previous p−1
2

disks or in the second half, the probability of this hapλ =
C 3p−1 + C 3p+1 + C 2p+1 +
2
2
2
pening is shown as Equation (16).

2
2
1


(C
∗ γ3
(20)
p−1 + C p+1 ) + C p+1
2
2
2
λ = C 2p−1 + C 2p+1 ∗ γ 3
(16)
1

2

1

3

2

When the two lost data disks are in the first half, even
though there are two redundant disks, the two redundant
disks are linearly related, so the two missing disks can not
be restored. And when the two disks are in the second
half, there is only horizontal disk related to the lost disk,
so it can not be recovered either.
If one of the two disks is in the first half and the other
in the second half, they can be restored. Because the lost
disk in the first half can be restored by the local redundant disk, the remaining lost data disk can be restored
by the horizontal redundant disk. Finally, the diagonal
redundant column is restored by the encoding algorithm.

And the probability of three disk failures is shown as
Equation (21).
3
λ = Cp+3
∗ γ3

(21)

Therefore, the proportion of non-recoverable cases of
all three disk failures is shown as the following equation:


C 3p−1 + C 3p+1 + C 2p+1 + (C 2p−1 + C 2p+1 ) + C 1p+1
2
2
2
2
2
2
Ω =
3
Cp+3
From the above equation, it can be concluded that
when the p tends to infinity, the probability of unable to
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recover in the three disk failure is Ω = 14 , that is to say,
for the LREVENODD, 75% of the three disk failures can
be recovered. And because in practice, the probability of
three disk failures is much lower than the single disk failure, so the EVENODD extended by using the local repair
algorithm is closer to MDS codes.

5

Performance Test

This section tests and compares the performance of
the single disk failure recovery between EVENODD and
LREVENODD. The machine parameters in the experimental environment cluster are: CPU Intel Core i7-3632,
memory 8GB, disk 500GB, test file size 10M.

5.1

Figure 12: Single disk failure recover time in determing p

Encoding Test

Figure 11 gives the coding time of EVENODD and
LREVENODD when the prime takes different values.

Figure 11: Coding time comparison

5.2

Figure 13: Single disk failure recover time in determing
block file size

Single Disk Failure Recovery Test

Figure 12 gives a single disk failure recovery time when p
is determined and block size is different. And Figure 13
gives a single disk failure recovery time when p takes different values.
Through the test results, it can be found that when
the p increases and the block file size increases, the recovery overhead of single disk failure decreases. When p=17
and block file size is 5000Bytes, the overhead is reduced
by 44%. And Figure 14 gives a comparison of the file
block used in single disk failure recovery process between
EVENODD and LREVENODD.
As shown in Figure 14, it can be found that when the
number of file blocks increases, the number of data blocks
required for single disk failure recovery in LREVENODD
is closer to 50% of the number in EVENODD.

Figure 14: Single disk failure recovery reading overhead
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Double Disk Failure Recovery Test

Figure 15 shows the recover time in double disk failure
when the prime number p is different while block size is
determined.

Figure 17: Decoding time in triple disk failure

RS codes, local repair method is used to improve EVENODD codes. The local repair method reduces the read
Figure 15: Double disk failures recover time
overhead of single disk failure recovery by adding a new
redundant column. The experimental results showed that
the improved EVENODD code with local repair method
can effectively reduce the read overhead of single disk failure recovery and improve the system performance. In
5.4 Triple Disk Failure Recovery Test
fact, this method is not only applicable to EVENODD,
Figure 16 shows the unrecoverable times when 10000 but also can be used for RDP, STAR and RTP codes and
triple disk failures occured with different prime number. many other slope codes, and the relevant proof and test
need to be further completed.
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Abstract

section presents how the chaotic system affects the produced sequences. In the second section, basic definitions
of Lyapunov exponent and The Gingerbreadman map will
be recalled. In the third section, we will test the modified Gingerbreadman chaotic system. In section four, we
present a detailed description of our generator. Before
concluding, the statistical analysis and validation of the
bits sequences generated by our generator are given in
section five.

This paper presents a new pseudo random bit generator
based on a modified Gingerbreadman chaotic system, The
new model has been well studied to avoid fixed and periodic points. We have verified that the system’s Lyapunov
exponent is positive, which means the system is a chaotic
one. The randomness of the bits generated by the proposed generator is successfully tested by the NIST. We
notice that during the execution of the algorithm, the
password changes automatically after a number of iterations.
2 Chaotic System
Keywords: Chaotic Systems; Gingerbreadman Map; LyaA chaotic system is a non-linear deterministic dynamical
punov Exponent; NIST; Pseudo-random Bit Generator
system, which exhibits pseudo-random behaviour. The
output values of a chaotic system vary depending on specific parameters and initial conditions. Different param1 Introduction
eter values yield different periods of oscillations at the
In the mathematical theory, introduced by Devaney output of the system.
Chaotic sequences produced by a chaotic system are
in 1988, the Gingerbreadman map is a simple twodimensional chaotic map. Several studies, which were de- pseudo-random ones, their structures are very complex
voted to the Gingerbreadman map, show the existence of and difficult to analyse and to predict. These sequences
fixed and periodic points [4]. This property is undesirable appear totally random to an external observer, in spite
of their deterministic generation, as they are sensitively
by cryptography.
The idea of designing a pseudo-random bit generator dependent on initial conditions. In other words, chaotic
by making use of chaotic first order nonlinear differen- systems can improve the security of encryption systems.
In mathematics, ”Lyapunov exponent” is a quantity
tial equation was proposed by Oishi and Inoue [9] in
1982. After their paper, several pseudo-random bit gen- that measures the speed at which those small differences
erators were suggested. Notice that the algorithms based are amplified; it actually measures the degree of sension chaos showed a good performance for data encryption tivity of chaotic systems. Those that have a chaotic behaviour are defined as a chaotic map [10].
such as images, videos or audio data [8].
The two following sections present a brief description
The aim of this paper is to propose a new pseudorandom bit generator based on a chaotic system. We will, of the Lyapunov exponent and the chaotic map (Gingerfirstly, try to eliminate the fixed and periodic points by BreadMan) used in this paper.
adding a perturbation function. Then we will verify that
the modified Gingerbreadman map is a chaotic system
2.1 Lyapunov Exponent
that includes appropriate features such as high sensitivity to initial conditions, unpredictability, mixing property In chaotic systems, the distance between two initially
and high complexity. This will allow the system to inte- close trajectories tends to increase at an exponential speed
grate into various cryptographic applications.
and then stabilizes when the distance reaches a limit
The rest of this paper is structured as follows: the first value.
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The Lyapunov exponent is an approximate quantity
that measures the exponential divergence of initially close
trajectories, it also estimates the amount of chaos in any
system.
Definition 1. The Lyapunov exponent L computed using
the derivative method is defined by
L = 1/n(ln | f 0 (x1 ) | +ln | f 0 (x2 ) | + · · · + ln | f 0 (xn ) |)
where f 0 represents differentiation with respect to x and
x1 , x2 ...xn are successive iterates. The Lyapunov exponent may be computed for a sample of points near the
attractor to obtain an average Lyapunov exponent. [6]
Theorem 1. If at least one of the average Lyapunov exponents is positive, then the system is chaotic; if the average Lyapunov exponent is negative, then the orbit is periodic. However when the average Lyapunov exponent is Figure 3: Periodic and fixed points of Gingerbreadman
zero, a bifurcation occurs [7].
map

2.2

The Gingerbreadman Map

new model of Gingerbreadman map (NMGM) is given by
In dynamical systems theory, the System (1) is called ”the
the following system
Gingerbreadman map.” It was investigated by Devaney in

1984 as a simple module of a chaotic two-dimensional map
xn+1 = 1 − yn + | xn |
H
=
(2)
presented by the following transformation:
yn+1 = xn + r × sin(yn )

xn+1 = 1 − yn + | xn |
(1) The aforementioned perturbation function is simple and
yn+1 = xn
periodic function to ensure that the dynamical system
remains non-linear and deterministic; that is, it does not
The Gingerbreadman map is a piecewise linear appli- tend to infinity. It should be noted that it is possible to
cation, which has been shown to be chaotic in certain replace the sin(y ) with cos(y ) as shown in the Figures 4
n
n
regions and stable in others. Figures 1 and 2 displays the and 5.
first iterations of (−0, 2; 0, 2).

Figure 1: 10000 iterates

Figure 2: 20000 iterates

Figure 4: Gingerbreadman with cos(y) and r =
3.8

Figure 5: Gingerbreadman with sin(y) and r =
3.8

Despite its good property, algorithms [3] proved that
In the next section, we determine the intervals of the
the Gingerbreadman map has fixed and periodic points
parameter r for which the system remains chaotic, by
in the hexagonal as shown in Figure 3.
using the Lyapunov exponent.

3
3.1

A Proposed Chaotic System
Description of the Proposed System

3.2

Chaotic Tests of the Proposed System

The Lyapunov exponent of the proposed system varies
In order to avoid these fixed and periodic points, we add depending on the parameter r.
the perturbation function f (yn ) = r × sin(yn ) to the secThe Figure 6 gives the curve of the Lyapunov exponent
ond equation in the Gingerbreadman system, where r is in function of the parameter r. One can remark that the
a non-arbitrarily chosen real parameter. Therefore, the Lyapunov exponent of the new model of Gingerbreadman
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map (NMGM) is positive when r > 2 for x0 = 0 and
y0 = 0, which implies that the proposed system is chaotic.

3.3
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Comparison of the Bifurcation and
Lyapunov Exponent

In this section, the comparison between our system and
Gingerbreadman map is presented. Figures 1 and 2 shows
the bifurcation diagrams of Gingerbreadman map. It is
apparent from comparison of Figures 7, 8, 9 and 10, the
bifurcation of our system is well distributed.
Figures 11, 12, 13 and 14 shows the Lyapunov exponent of NMGM is more than 0.6 where the Lyapunov
exponent of Gingerbreadman map is less than 0.15. So
we can concluded that, the NMGM is more chaotic.

Figure 11: GingerbreadFigure 6: The Lyapunov exponent of the proposed system man map y
0

Figure 12: Gingerbreadman map x0

Another simple method used to determine whether or
not a system is chaotic, is to use the sensitivity to initial
conditions. Figures 7, 8, 9 and 10 show how the attractors of the NMGM are affected by small differences in the
initial conditions.

Figure 13: NMGM with y0

4
Figure 7: NMGM with
r = 3.8, y0 = 0 and x0 =
0.1

Figure 9: NMGM with
r = 3.8, y0 = 0 and x0 =
0.1 + 0.1 × 10−9

Figure 14: NMGM with
x0

Designing a PRBG Based on
the NMGM

Figure 8: NMGM with
Our pseudo-random bit generator based on the new model
r = 3.8, y0 = 0 and x0 =
of Gingerbreadman map (PRBG-NMGM) is a determin−6
0.1 + 0.1 × 10
istic generator initialized by a password Pw of any size,
whose output is a cryptographically secure binary sequence.
The initial conditions of our system (NMGM) x0 , y0
and r0 are calculated from the password Pw by a method
based on a pointer that is positioned on a bit of the Pw.
The pointer moves from a position to another according
to a linear congruential throughout the ASCII representation of the Pw [2].
After a predetermined number of iterations performed
Figure 10: NMGM with
for
the three initial conditions x0 , y0 and r0 , we start
r = 3.8, y0 = 0 and x0 =
generating
the numbers needed to construct the final se−12
0.1 + 0.1 × 10
quence S = S1 ...Sn with Si = Xi ⊕ Yi , where Xi and Yi
are two 32-bit numbers generated in the ith step.
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4.1

The Calculation of the Initialization Algorithm 1 Initialization
1: Input password P w = (P1 P2 ...Pn )2 a binary string
Values x0 and y0

From a binary string of any length n which represents 2:
the password P w = (P1 P2 ...Pn )2 , we calculate the three 3:
initial conditions x0 ,y0 and r0 . For that we extracted 64 4:
bits for each value from the Pw.
5:
We consider a pointer (Zi ) that takes values indicating 6:
the bit positions of P w. The sequences of positions are 7:
defined as follows
8:

9:
Z(0) = bn/4c
(3) 10:
2
Z(i + 1) = ((n + 1) × Z(i) + 1)mod(n)
The pointer moves throughout the password and returns to 64 bits stream length, which are classified as
follows PT=(PZ(0) PZ(1) PZ(2) PZ(3) ...PZ(61) PZ(62) PZ(63) ).
We calculate the number A B and C from PT (0 ≤
A, B, C < 264 ) as follows:
A

=
=

(PZ(0) PZ(1) PZ(2) PZ(3) ...PZ(61) PZ(62) PZ(63) )2
21
X

PZ(3i) × 263−3i +

i=0

20
X

PZ(3i+1) × 263−3i−1

i=0

+

20
X

PZ(3i+2) × 263−3i−2

(4)

i=0

B

=
=

20
X

PZ(3i) × 263−3i +

21
X

PZ(3i+1) × 263−3i−1

i=0

+

20
X

PZ(3i+2) × 263−3i−2

(5)

i=0

=
=

(PZ(0) PZ(1) PZ(2) PZ(3) ...PZ(61) PZ(62) PZ(63) )2
20
X

PZ(3i) × 263−3i +

i=0

20
X

PZ(3i+1) × 263−3i−1

i=0

+

21
X

PZ(3i+2) × 263−3i−2

(6)

i=0

Finally, x0 = 2A63 , y0 = 2B63 and r0 = 2C63 + 2. So the initial
conditions values are in the fallowing intervals: 0 ≤ x0 <
2, 0 ≤ y0 < 2 and 2 ≤ r0 < 4.
Algorithm 1 is used to calculate initial values x0 , y0
and r0

4.2

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:

23:
24:

of any length n
Output initiation values x0 , y0 and r0
Z ← bn/4c
A, B, C ← 0
for i ← 0 to 63 do
Z ← ((n2 + 1) × Z + 1)mod(n)
if i mod (3) = 0 then
A ← A + PZ × 263−i
B ← B + PZ × 263−i
C ← C + PZ × 263−i
else
if i mod (3) = 1 then
A ← A + PZ × 263−i
B ← B + PZ × 263−i
C ← C + PZ × 263−i
else
A ← A + PZ × 263−i
B ← B + PZ × 263−i
C ← C + PZ × 263−i
end if
end if
end for
x0 ← 2A63 ; y0 ← 2B63 ; r0 ← 2C63 + 2;
return x0 ; y0 ; r0

(PZ(0) PZ(1) PZ(2) PZ(3) ...PZ(61) PZ(62) PZ(63) )2

i=0

C
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Generating the Pseudo-random Sequence

After extracting the initial values x0 , y0 and r0 , the system (PRBG-NMGM) will be ready to generate the pseudo
random bits sequences.
Algorithm 2 of generating has two input parameters,
a password P w and an integer F that indicates the
length of the output binary sequence.

Step 1: In the first step leaving the system NMGM looping up to n0 iterations to avoid the harmful effects of
transitional procedures [1], where n0 is determined
from the length of P w such as
n0 = r0 × length(P w).
Step 2: The iteration of the system NMGM continues,
for each i ≤ F and mod(i, length(P w)) 6= 0 we obtain
the pairs (xi , yi ) to construct the sub-sequence Si =
Xi ⊕ Yi such as
Xi = f loor(mod(xi , 1) × 232 ),
Yi = f loor(mod(yi , 1) × 232 ),
where the f loor(x) returns the largest integer less
than or equal to x, mod(x, y) returns the reminder
after division of x by y, Xi and Yi are two 32-bit
numbers generated in the ith step, and ⊕ represents
operator of exclusive-OR.
Step 3: If mod(i, length(P w) = 0 the parameter rj of
the system NMGM change automatically, we obtain
the new rj with the following equation:
rj+1 = (rj + 1)2 mod(2) + 2,
else return to step 2 until the bit stream limit is
reached.
The output S of the PRBG-NMGM is the concatenation of the sub-sequences S1 S2 ...Si ...SF . Figure 15
shows scheme of ith generation step of our PRNGNMGM.
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Algorithm 2 Generation
1: Input password P w = (P1 P2 ...Pn )2 and F the length
of the requested binary sequence
2: Output S the random binary sequence
3: x, y, r ← Initialize(P w)
4: M ← r × length(P w)
5: S ← 0
6: i, j, k ← 0
7: while j ≤ F do
8:
if i ≤ M then
9:
(xi+1 , yi+1 , r) ← H(xi , yi , r)
10:
i←i+1
11:
else
12:
if i%n 6= 0 then
13:
(xi+1 , yi+1 , r) ← H(xi , yi , r)
14:
X ← b(xi+1 mod(1) × 232 c
32
15:
Y ← b(y
i+1 mod(1) × 2 c
L
16:
R=X
Y
17:
S←SkR
18:
i←i+1
19:
j ←j+1
20:
else
21:
r ← (r + 1)2 mod(2) + 2
22:
i←i+1
23:
end if
24:
end if
25: end while
26: return S

5

Security Analysis

Security analysis is a tool for evaluating the performance
of our proposal PRBG-NMGM. In this section we examine the key space size, the sensitivity to the initial conditions and the randomness level of the generated sequences.

5.1

Key Space
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Figure 15: Scheme of ith generation step of our PRNG

attacks. This property is also basic for the PRGB not to
be broken even if there is a small difference between the
keys. The proposed generator is based on a chaotic map
of the positive Lyapunov exponent meaning that is very
sensitive to the initial conditions.
In order to examine the security of our generator, we
have performed the key sensitivity test; we place several
keys ki in the input of the generator with a bit of difference
between them, then we calculate the hamming distance
between two pseudo-random sequences Si of the size N
generated by each key.
The calculation of the hamming distance between
two binary sequences is the number DH(Si , Sj ) =
card{e/xe 6= ye } with Si = x1 x2 ...xN and Sj = y1 y2 ...yN .
In general, this distance is given by:

Among the most important criteria of a cryptosystem is
the size of key space. A space large enough security keys
make exhaustive attacks infeasible. Our PRBG-NMGM
initialized by a key of any size as already mentioned.
On the other hand a key space of size larger than 2128
is computationally secured against exhaustive attacks [5],
N
X
M
therefore, the key size N must be greater than 128.
DH(Si , Sj ) =
(xk
yk ).
The calculation of the three initial values x0 , y0 and r0
k=1
needs exactly 192 bits, which are extracted via a pointer
that traverses the binary string, so the space of initial
The fact that a generator is very sensitive to the key
values is 2192 . This leads us to say that the size of the makes the hamming distance vary in the neighbourhood
key space is large enough to be attacked exhaustively.
of N/2, resulting the DH(Si , Sj )/N being about 0.50 for
each pair of sequences produced.
In the next test we will generate a set of pseudo-random
5.2 Key Sensitivity
sequences {Si } from the keys {ki }0≤i≤55 .
We consider k0 = ”ABIDIN E” whose binary repreThe key sensitivity implies that the small change in the
secret key should produce a big change in the pseudo- sentation in ASCII code is k0 = (01000001 01000010
random sequences, this property is essential to make a 01001001 01000100 01001001 01001110 01000101)2 .
highly secured PRBG against statistical and differential The other 55 keys {ki }1≤i≤55 are derived from the k0 ,
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modifying the ith bit among the 56 bits of the k0 to find different key. The table 1 bellow presents the test results
in the sequences.
ki .
The result of the Hamming distance between the sequences is given in Figure 16.
Table 1: NIST statistical test suite results for 1000 sequences of size 106 bit each generated by the our generator

Figure 16: The Hamming distance between the sequences

It is clear that the proportions of difference between the
sequences are about 50%, which implies that the proposed
generator is purely sensitive to the initial conditions.
This sensitivity is due to the chaotic system that constructs the generator, meaning that the generated sequences are chaotic and unpredictable. It is also due to
the initialization values of the PRBG-NMGM that are derived from a password, using a method based on a Linear
Congruential Generators.
Indeed, a change of one bit between two keys leads to
a totally different initialization values as well as different
generated sequences.

5.3

Randomness Level

NIST statistical test
Frequency
Block-Frequency
Cumulative Sums
Runs
Longest Run
Rank
FFT
Non-Overlapping
Overlapping
Universal
Approximate Entropy
Random Excursions
Random Excursions Variant
Serial
Linear Complexity

Pvalue
0,800005
0,100709
0,233162
0,350485
0,719747
0,402962
0.345650
0,509841
0.709558
0.390721
0.846338
0,338148
0,592461
0,490572
0.805569

Pass rate
989/1000
990/1000
989/1000
994/1000
989/1000
995/1000
987/1000
990/1000
987/1000
990/1000
986/1000
620/628
623/628
990/1000
987/1000

The minimum pass rate for each statistical test with
the exception of the random excursion (variant) test is approximately 980 for a sample size 1000 binary sequences.
The minimum pass rate for the random excursion (variant) test is approximately 613 for a sample size 627 binary
sequences.
The DIEHARD tests consists of a set of statistical tests for measuring the quality of randomness, developed by George Marsaglia, these tests
are: birthday spacings, overlapping 5-permutations, binary rank (31 x 31), binary rank (32 x 32), binary rank (6 x 8), bitstream, Overlapping-Pairs-SparseOccupancy, Overlapping-Quadruples-Sparse-Occupancy,
DNA, stream count- the-ones, byte-count-the-ones, 3D
spheres, squeeze, overlapping sums, runs up, runs down,
craps.
For the DIEHARD tests, we generated 1000 sequences
of one million bits each, by the proposed pseudo-random
bit generators. The results are given in Table 2.
We can see from Table 1 that the NIST tests suite is
passed successfully. The pvalue of all tests is greater than
the minimum rate (0.01).
Table 2 shows the DIEHARD Pvalues are in acceptable
range of (0, 1), and all tests are passed successfully.
Based on these results, the NMGM based random generator is suitable for cryptographic applications.

We used the NIST tests and DIEHARD tests in order
to measure the level of randomness of the bits sequences
generated by PRBG-NMGM .
The NIST tests suite consists of 15 tests developed to
quantify and to evaluate the degree of randomness of the
binary sequences produced by the cryptographic generators.
These tests are: frequency (monobit), block-frequency,
cumulative sums, runs, longest run of ones, rank, Fast
Fourier Transform (spectral), non-overlapping templates,
overlapping templates, Maurers Universal Statistical, approximate entropy, random excursions, random-excursion
variant, serial, and linear complexity.
For each statistical test, a Pvalue is calculated from the
bit sequence. This Pvalue is compared to a predefined
threshold α = 0.01, which is also called significance level.
If Pvalue is greater than 0.01, then the sequence is considered to be random, and it proceeds the statistical test
successfully. Otherwise, the sequence does not appear 6
Conclusion
random.
To apply the NIST tests on our generator we generated In this paper, a novel pseudo-random bits generator based
1000 sequences, the size of each sequence is 106 bit from a on modified chaotic map was presented.
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Table 2: DIEHARD statistical test suite results for 1000
sequences of size 106 bit each generated by the our generator
DIEHARD test name
Birthday
Overlapping 5-permutation
Binary rank (32 x 32)
Binary rank (6 x 8)
Bitstream
OPSO
OQSO
DNA
Stream count-the-ones
Byte count-the-ones
Parking lot
Minimum distance
3D spheres
Squeeze
Runs up
Runs down
Craps

Pvalue
0.92580677
0.22867882
0.82601210
0.59379048
0.90091209
0.09739253
0.54519450
0.17853645
0.50254509
0.39753149
0.91507220
0.91222820
0.41362890
0.63363326
0.09807447
0.49918763
0.61161595

Assessment
passed
passed
passed
passed
passed
passed
passed
passed
passed
passed
passed
passed
passed
passed
passed
passed
passed

[4]

[5]

[6]

[7]

[8]

[9]
The new model has been selected after a rigorous analysis that showed high dimensional chaotic which generate
more complex and unpredictable chaotic sequences.
[10]
The results of statistical analyses like randomness, key
space and key sensitivity indicate high security and suitability of the proposed generator for practical encryption.
In future works, we will apply our proposal PRBGNMGM especially in audio and image encryption and in
other cryptographic applications
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Abstract
In the fast-growing smart devices, Android is the most
popular OS, and due to its attractive features, mobility,
ease of use, these devices hold sensitive information such
as personal data, browsing history, shopping history, financial details, etc. Therefore, any security gap in these
devices means that the information stored or accessing
the smart devices are at high risk of being breached by
the malware. These malware are continuously growing
and are also used for military espionage, disrupting the
industry, power grids, etc. To detect these malware, traditional signature matching techniques are widely used.
However, such strategies are not capable to detect the
advanced Android malicious apps because malware developer uses several obfuscation techniques. Hence, researchers are continuously addressing the security issues
in the Android based smart devices. Therefore, in this
paper using Drebin benchmark malware dataset we experimentally demonstrate how to improve the detection
accuracy by analyzing the apps after grouping the collected data based on the permissions and achieved 97.15%
overall average accuracy. Our results outperform the accuracy obtained without grouping data (79.27%, 2017),
Arp, et al. (94%, 2014), Annamalai et al. (84.29%, 2016),
Bahman Rashidi et al. (82%, 2017)) and Ali Feizollah, et
al. (95.5%, 2017). The analysis also shows that among
the groups, Microphone group detection accuracy is least
while Calendar group apps are detected with the highest
accuracy, and for the best performance, one shall take 80100 features.
Keywords: Android Malicious Apps; Dangerous Permissions; Machine Learning; Static Malware Analysis

1

Introduction

The attractive features and mobility of smart devices have
drastically changed the today’s environment. Many functionalities of these devices are similar to the traditional
information technology system, which can also access en-

terprises applications and data, enabling employees to do
their work remotely. Hence the security risks are not only
limited to Bring Your Own Smart Device (BYOSD) scenarios but also for the devices which are adopted on an
ad hoc basis. Therefore, any security gap in these devices
means that the information stored or accessing smart devices are at high risk of being breached. The recent attack shows that the security features in these devices are
not as par to completely stop the adversary [23]. Hence
smart devices are becoming an attractive target for the
online criminal, and they are investing more and more for
the sophisticated attacks viz. ransomware or to steal the
valuable personal data from the user device.
In the smart devices, Android is the most popular operating systems and are connected through the internet accessing billions of online websites (an estimate shows that
5 out of 6 mobile phones are working on Android OS [25]).
Its popularity is basically due to its open source, exponential increase in the Android supported apps, third-party
distribution, free rich SDK and the very much suited Java
language. In this growing Android apps market, it is
very hard to know which apps are malicious. As per
Statista [24], there are approximately two million apps
at the Play Store of Google and also many third-party
apps available for the Android users. Hence potential of
the malicious apps or malware entering these systems is
now at never seen before levels, not only to the normal
users but also for military espionage, disrupting the industry, power grids (e.g., Duqu, StuxNet), etc. [21]. In this,
Quick Heal Threat Research Labs in the 3rd quarter of
2015 reported that they had received ∼ 4.2 × 105 malware
per day for the Android and Windows platforms [15].
To detect the malware, traditional approaches are
based on the signature matching, which is efficient from a
time perspective but not relevant for the detection of advanced malicious apps and continuously growing zero-day
malware attack [9]. Also, to evade the signature-based
techniques, malware developer uses several obfuscation
techniques. However, to detect the Android malicious
apps, time to time, a number of static and dynamic meth-
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ods have been proposed [2,5,11,16]. But, it appears that
the proposed methods are not good enough to effectively
detect the advanced malware [21] in the fast-growing internet and Android based smart devices usage into our
daily life. Hence researchers are continuously addressing
the security issues in the Android based smart devices.
Therefore, in this paper, for the effective detection of Android malicious apps with high accuracy, we classified the
apps after grouping the collected data based on permissions. The remaining paper is organized as follows. In
next Section, we discuss the related work. Section 3 describes how the collected Android apps are grouped, Section 4 explains the feature selection approach, while Section 5 describes our approach for the effective detection
of Android malicious apps and the obtained experimental
results. Finally, Section 6 contains the conclusion.

2

Related Work

In both the two main methods (static and dynamic) used
for the classification of malicious apps, selected classifiers are trained with a known dataset to differentiate
the benign and malicious apps. In this, Arpil et al.
achieved 94% detection accuracy by generating a joint
vector space using AndroidManifest.xml file and the disassembled code [2]. Seo, et al. also used the same static
features viz. permissions, dangerous APIs, and keywords
associated with malicious behaviors to detect potential
malicious apps [19].
Based on a set of characteristics derived from binary
and metadata Gonzalez, et al. proposed a method DroidKin, which can detect the similarity among the apps under various levels of obfuscation [6]. Quentin et al., uses
op-code sequences to detect the malicious apps. However,
their approaches are not suitable to detect the malware
which are completely different [8].
In 2015, Smita Naval, et al. proposed an approach
by quantifying the information-rich call sequences to detect the malicious binaries and claimed that the model is
less vulnerable to call-injection attacks [12]. In 2016, Jaewook jang, et al. proposed Andro-Dumpsys, a hybrid malware detection approach based on the similarity between
the malware creator-centric and malware-centric information. Their experimental analysis shows that AndroDumpsys can classify the malware families with good True
Positive (T P ) and True Negative (T N ), and are also capable of identifying zero-day threats [7]. Luca Caviglione, et
al. obtained 95.42% accuracy using neural networks and
decision trees [12].
Sanjeev Das, et al. proposed GuardOl (a hardwareenhanced architecture), a combined approach using processor and field programmable gate array for online malware detection. Their approach detects 46% of malware
for the first 30% of execution, while 97% on complete execution [4]. Saracino, et al., proposed a host-based malware detection system called MADAM which simultaneously analyzes and correlates the features at four levels
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to detect the malware [18]. Gerardo Canfora, et al. analyzed two methods to detect Android malware, first was
based on Hidden Markov Model, while the 2nd one exploits structural entropy and found that the structural entropy can identify the malware family more correctly [3].
Annamalai et al. proposed DroidOl for the effective
online detection of malware using passive-aggressive classifier and achieved an accuracy of 81.29% [11].
Recently in 2017, Feizollah, et al. evaluated the effectiveness of Android Intents (explicit and implicit) as a distinguishing feature for identifying malicious applications.
They conducted experiments using a dataset containing
7406 applications comprising 1846 clean and 5560 infected
applications. They achieved the detection rate of 91% using Android Intent and 83% using Android permission.
With the combination of both the features, they have
achieved 95.5% detection rate [5]. Nikola et al. estimated
F-measure (does not take account of correctly classified
benign apps) of 95.1% and 89% by classifying the apps
based on source code and permission respectively [10].
Rashidi et al. experimented with the Drebin benchmark malware dataset and shown that their model can
accurately assess the risk levels of malicious applications
and provide adaptive risk assessment based on user input and can find malware with the maximum accuracy of
82% [16].

3

Grouping of Android Apps

In Android, apps run as a separate process with unique
user/group ID and operate in an application sandbox
so that apps execution can be kept in isolation from
other apps and the system. Hence, to access the user
data/resources from the system, apps need additional
capabilities that are not provided by the basic sandbox. To access data/resources which are outside of the
sandbox, the apps have to explicitly request the needed
permission. Depending on the sensitivity of data/area,
requested permission may be granted automatically by
the system or ask the user to approve or reject the
request. In Android, these permissions can be found in
Manifest.permission file e.g. to use the call service in an
Android app, it should specify:
< manif estxmlns :
Android = “http : //schemas.Android.com/apk/res/Android”
package = ”com.Android.app.callApp” >
< uses − permissionAndroid :
name = “android.permission.CALL P HON E”/ >
...
< /manif est >

In total there are 235 permissions out of which 163 are
hardware accessible and remaining are for user information access [13]. In terms of security, all these permissions
can be put into two categories i.e. normal and dangerous
permissions [1]. Therefore it will be important to study
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the classification of Android malicious apps after grouping them into dangerous and normal/other permissions
(Table 1). Hence in this paper to improve the overall
average detection accuracy of Android malicious apps we
use Drebin [2] 5531 benchmark malware dataset and 4235
benign apps available at Google play store. Our analysis
shows that the Drebin dataset does not contain any apps
which need body sensors permission.
Therefore we ignored the Sensors group in our experimental analysis and made total nine groups (eight groups
of dangerous permissions and one group of normal/other
permissions) for the detection of Android apps.

Figure 1: Top 50 opcodes occurrence difference between beTable 1: Dangerous permissions groups of the Android nign and malicious apps in the Calendar group
apps

Location
Microphone
Phone

Sensors
SMS
Storage

Permissions
Read calendar and write calendar.
Use camera.
Read contacts, write contacts and
get contacts.
Access fine location and
Access coarse location.
Record audio.
Read phone state, call phone,
read call logs, add voicemail,
use sip and process outgoing calls.
Use body sensors
Send SMS, receive SMS, read SMS
receive WAP push and receive MMS.
Read external storage and
write external storage.
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Figure 2: Top 50 opcodes occurrence difference between benign and malicious apps in the Camera group
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• From the decompiled data, we kept only the .smali
files and discarded other data, and then;
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• The .apk files (Android apps) has been decompiled
by using freely available apktool ;
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For the detection of Android malicious apps, feature selection plays a vital role, not only to represent the target concept but also to speed-up the learning and testing process. In this, often datasets are represented by
many features. However, few of them may suffice to improve the concept quality, and also limiting the features
will speed-up the classification. The Android apps can be
represented as a vector of 256 opcodes [14], and some of
these opcodes can be used as features for the effective and
efficient detection of Android malicious apps. Therefore,
to find the prominent features which can represent the
target concept, opcodes from the collected Android apps
are extracted as follows

Figure 3: Top 50 opcodes occurrence difference between be• Opcodes are extracted from the .smali files.

nign and malicious apps in the Contacts group
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Phone, SMS, and Storage group respectively). Also, we
find that the opcode occurrence in any group differs significantly when compared with the opcode occurrence obtained without forming the groups [22].
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Figure 7: Top 50 opcodes occurrence difference between benign and malicious apps in the Phone group
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Figure 5: Top 50 opcodes occurrence difference between be-
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Figure 6: Top 50 opcodes occurrence difference between benign and malicious apps in the Other group
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We studied the occurrence of opcodes in benign and
malicious apps separately in each formed group, and comOpcode →
puted the opcode occurrences difference between them.
We observe that the opcode occurrence between mali- Figure 9: Top 50 opcodes occurrence difference between becious and benign apps among the formed group differ sig- nign and malicious apps in the Storage group
nificantly (group-wise top 50 opcodes whose occurrence
significantly differ are shown in Figures 1 - 9 for the CalHence, the final features are selected after ordering the
endar, Camera, Contacts, Location, Microphone, Others, opcodes by their occurrence difference in each group (Al223
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Table 2: Number of benign and Android malicious apps used for training and testing the classifiers
Groups
Calendar
Camera
Contacts
Location
Microphone
Others
Phone
SMS
Storage

Train
malware
59
179
1073
1538
95
110
3981
2712
2923

Train
benign
57
423
356
68
218
891
1453
239
837

Test
malware
14
44
268
383
23
27
986
677
730

Test
benign
14
106
89
18
55
223
373
60
210

Total No.
of apps
144
752
1786
2007
391
1251
6793
3688
4700

gorithm 1) and used it for the detection of Android malicious apps.
Algorithm 1 : Feature Selection
INPUT: Pre-processed data
NB : No. of benign apps, NM : No. of malicious apps,
n: Total number of features required.
OUTPUT: List of features
BEGIN
for all benign and malicious apps do
Find the sum of frequencies fi of each opcode Op and
normalize it.
X
FB (Opj ) = (
fi (Opj ))/NB
X
FM (Opj ) = (
fi (Opj ))/NM
end for
for all opcode Opj do
D(Opj ) = |FB (Opj ) − FM (Opj )|
end for
return n number of prominent opcodes as features with
high D(Op).

5

Classification of Malicious Apps

Ashu et al. [22] without grouping the data nor talking the
apps permission investigated the top five classifiers viz.
FT, RF, LMT, NBT and J48 for the classification of apps
and reported that the FT is the best classifier and can detect the malicious apps with 79.27% accuracy [22]. Hence
to improve the detection accuracy in this paper, first we
grouped the apps based on the permissions and then classify the malicious apps using prominent opcode as the
features (Figure 10). For the classification, the detail distribution (No. of training and testing malicious/benign
apps, No. of apps in the group used for the classification) of the total collected dataset is given in Table 2.
For the group-wise classification, we have used Waikato
Environment for Knowledge Analysis (WEKA).

Figure 10: Flow chart for the detection of Android malicious
apps by grouping the data

On the basis of studies [17, 20], we selected the same
classifier (FT, RF, LMT, NBT, and J48) for the classification, but prominent features, training, and testing
data are taken from the formed group only (Table 2). To
measure the goodness of trained models, we evaluate the
detection accuracy given by the equation

Accuracy(%) =

True Positive + True Negative
× 100.
Total No. of Android Apps

Where True Positive/Negative is the Android malicious/benign apps correctly classified [22].
The performance of the classifier has been investigated
for each group by taking randomly 20% of the collected
data (other than the training) with 20 - 200 best features incrementing 20 features at each step and the result
obtained are shown in Figures 11 - 19 for the Calendar,
Camera, Contacts, Location, Microphone, Others, Phone,
SMS, and Storage group respectively.

100

100

90

90

Accuracy →

Accuracy →

International Journal of Network Security, Vol.21, No.3, PP.409-417, May 2019 (DOI: 10.6633/IJNS.201905 21(3).07)

80

70

J48
RandomForest
NBT
FT
LMT

60

50
20

40

60

80

100

120

140

160

80

70

J48
RandomForest
NBT
FT
LMT

60

50
180

414

200

20

40

60

80

Features →

100

120

140

160

180

200

Features →

Figure 11: Detection accuracy obtained by the selected five Figure 14: Detection accuracy obtained by the selected five
classifiers for the Location group
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Figure 12: Detection accuracy obtained by the selected five Figure 15: Detection accuracy obtained by the selected five
classifiers for the Microphone group

100

100

90

90

Accuracy →

Accuracy →

classifiers for the Camera group

80

70

J48
RandomForest
NBT
FT
LMT

60

50
20

40

60

80

100

120

Features →

140

160

80

70

J48
RandomForest
NBT
FT
LMT

60

50
180

200

20

40

60

80

100

120

140

160

180

200

Features →

Figure 13: Detection accuracy obtained by the selected five Figure 16: Detection accuracy obtained by the selected five
classifiers for the Contacts group

classifiers for the Others group
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Table 3: Average accuracy obtained by the five classifiers
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No. of
Features
20
40
60
80
100
120
140
160
180
200
Maximum
Minimum

J48

RF

NBT

FT

LMT

93.69
95.28
95.51
94.83
95.15
94.48
95.12
95.39
94.94
94.71
95.51
93.69

95.01
96.26
96.10
96.32
96.24
95.96
96.08
95.16
95.73
95.78
96.32
95.01

90.37
92.26
94.24
94.44
94.41
92.96
93.68
94.97
93.93
93.24
94.97
90.37

93.32
93.78
94.01
95.38
95.43
94.57
93.53
95.16
95.18
94.98
95.43
93.32

94.28
93.45
94.31
95.46
85.47
94.23
94.76
94.29
94.56
94.71
95.47
93.45

Figure 17: Detection accuracy obtained by the selected five
classifiers for the Phone group

The average accuracy obtained by the selected classifier
are shown in Table 3. Here, the average accuracy means
the sum of accuracy obtained by the classifier in the individual group with a fixed number of features divided by
the total number of groups.

100

Accuracy →

90

The analysis shows that RF average detection accuracy is best among the five classifiers and fluctuates least
with the number of features, whereas NBT performance
is worst and fluctuate maximum with the number of features.
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However, the maximum average accuracy obtained
by
the selected five classifiers does not fluctuate much
50
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(94.97% - 96.32%) but minimum average accuracy fluctuFeatures →
ation is high (90.37% - 95.01%), and for the best performance one shall take top 80 - 100 features, for the training
Figure 18: Detection accuracy obtained by the selected five and testing. The best accuracy obtained by the classifier
classifiers for the SMS group
in all the groups are given in Table 4.
We find that the detection accuracy is maximum in the
Calendar group and minimum in the Microphone group
obtained by FT and RF classifier respectively. The overall average maximum accuracy comes to 97.15%, which is
very much better than then the obtained accuracy without grouping and taking permissions into account [22] and
Arp, et al. (94%, 2014), Annamalai et al. (84.29%, 2016),
Bahman Rashidi et al. (82%, 2017), Ali Feizollah, et al.
(95.5%, 2017) (Figure 20).
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In terms of T P i.e. detection rate of malicious apps,
the
Calendar group are best classified by RF and SMS
60
group are least by FT, while in terms of T N i.e. benign
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Features →
group containing normal permissions is best classified by
the LMT classifier. The group-wise results of TP and TN
Figure 19: Detection accuracy obtained by the selected five obtained by the classifiers which give the best accuracy
classifiers for the Storage group
are shown in Table 4.
J48
RandomForest
NBT
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Calendar group apps are detected with maximum accuracy and for the best performance, one shall take top 80
- 100 features. In term of TP i.e. detection rate of malicious apps, Calendar group is best classified by RF, and
SMS group is least by FT, while in terms TN i.e. benign detection rate, Calendar, and SMS group are best
classified by RF and FT classifier respectively, while Others group containing normal permissions is best classified
by the LMT classifier. It appears that group-wise detection of Android malicious apps will be efficient than
without grouping the data. Hence, for the efficient classification of apps, in-depth study is required to optimize
the feature selection, identifying the best-suited classifier
for the group-by-group analysis. In this direction, work
is in progress and will be reported elsewhere.
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Groups
Calendar
Camera
Contacts
Location
Microphone
Others
Phone
SMS
Storage

6

Best
Classifier
RF
FT
RF
FT
FT
LMT
RF
FT
LMT

Accuracy
100.00
96.67
96.08
99.25
93.59
96.80
96.54
98.51
96.91

Features
Required
20
40
120
60
120
160
60
100
140

TN

TP

1.00
0.93
0.99
0.99
0.87
0.85
0.98
1.00
0.99

1.00
0.98
0.89
0.94
0.96
0.98
0.92
0.80
0.88

Conclusion

For the smart devices users, millions of Android apps are
available at Google Play store and by the third party.
Some of these available apps may be malicious. To defend the threat/attack from these malicious apps, a timely
counter-measures has to be developed. Therefore, in
this paper using Drebin benchmark malware dataset we
group-wise analyzed the collected data based on permissions and experimentally demonstrated how to improve
the detection accuracy of Android malicious apps and
achieved 97.15% average accuracy. The obtained results
outperformed the accuracy achieved by without grouping the data (79.27%, 2016), Arp, et al. (94%, 2014),
Annamalai et al. (84.29%, 2016), Bahman Rashidi et
al. (82%, 2017)) and Ali Feizollah, et al. (95.5%, 2017).
The outperformance of our approach with the compared
author results is basically due to the use of logic of the
apps resides in the .smalli file and developing nine different models for the classification. Among the groups,
the Microphone group detection accuracy is least while
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Abstract

1

Introduction

In the Internet, as well as in any open autonomous
distributed systems, threats to secure communications
are pervasive. We contribute towards adressing them by
proposing, in this paper, a new multipath key exchange
approach, which does not rely on any centrally trusted
coordinator. This approach is thus suitable for use in
distributed systems such as widespread P2P networks or
booming wireless mesh networks (e.g., for the Internetof-Things). We design a new algorithm based upon
an extension of both the Diffie-Hellman protocol and
the Shamir threshold scheme. In order to overcome
man-in-the-middle attacks inherent to the Diffie-Hellman
key exchange model, our proposed approach guarantees
secure key exchange by exploring disjoint transmission
paths and the Shamir threshold scheme. The public key
is used as the root of a polynomial of degree k − 1, and n
points of this polynomial are generated and transmitted
from source to destination, each point through a disjoint
path. Upon reception of at least k points among n,
the receiver is able to reconstruct the complete key. In
addition, this paper demonstrates how the disjoint paths
constructions and the routing algorithms are designed to
work regardless of the network topology.
Keywords: Diffie-Hellman; Key Exchange; Multipath
Routing; P2P Networks; Shamir Secret Sharing

A growing number of security attacks on distributed systems such as the Internet and P2P networks for the
Internet-of-things (IoT), have led to an increasing interest
in the research community. In this regard, many solutions
have been proposed to secure traffic across networks by
using a security infrastructure based on a central authority through which s cryptographic keys are dispatched.
However, centralized key exchange systems are not suitable for autonomous distributed systems such as peerto-peer networks. Infrastructure-less key exchange techniques, which are not tied to a central node for key negotiation, and which can be usable over insecure networks
are thus necessary in the context of such systems.
The end-to-end key exchange scheme proposed by the
Diffie-Hellman protocol [11] enables a key exchange between two remote correspondents. However, due to its
vulnerability to interception attacks, the Diffie-Hellman
protocol cannot be leveraged as-is. Our approach, in
this paper, aims at overcoming this issue by combining
the Diffie-Hellman protocol with both multipath routing
and the Shamir’s threshold scheme [32]. Concretely, the
Shamir’s secret sharing enables us to divide a key K into
n subkeys in such a way that K is reconstructable from
any k subkeys. A security property in this scheme is that
any subset of up to k − 1 subkeys cannot leak information
about K.
The contributions of the paper are exposed in the re-
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mainder of the paper, which is structure as follows:
• We first discuss the scope and features provided by
literature work, then we enumerate the limitations of
our own previous work towards implementing secure
network exchanges (cf. Section 2).
• We then present background information related to
previous work (cf. Section 3), before providing detailed descriptions on the design of our key exchange
scheme (cf. Section 4), including the implementation of several multipath routing approaches (cf. Section 5).
• Finally, we analyse the security advantages of our
approach (cf. Section 6) and discuss experimental
results —based on network simulations— that assess the efficiency of the proposed approach (cf. Section 7).

2

Related Work

A number of research works have presented various security infrastructures over fully decentralized or ad hoc
networks [5, 10, 13, 23, 35, 41]. Although they are designed
to be suitable in such environments, the proposed approaches come with different caveats. In this section, we
describe some models from the literature and highlight
the potential benefits of our approach.
Srivasta and Liu have relied on the Diffie-Hellman algorithm to deliver a solution that prevents threats in DHT
networks [34]. Wang et al. have built a distributed PKI
on top of the Chord structured overlay network [2]. They
have used threshold cryptography to distribute the functionality of the PKI across the nodes of the DHT network.
This Chord-PKI provides traditional PKI features such as
certification, revocation, storage and retrieval.
The literature now includes a number of approaches [8,
9,12,15,17,22,24,26–30,40] that extend the Diffie-Hellman
key exchange algorithm. Nevertheless, there are scarce
works which address end-to-end key exchange problem
based on both distributed systems such as peer-to-peer
networks by leveraging the Diffie-Hellman protocol and
proposing multipath subkeys routing and multi-secret
mechanisms. Takano et al. [35] have investigated this avenue over a decade ago. This approach is based on ring
topology and does not provide explanation about its key
splitting technique.
Jiejun et al. propose to distribute certification authority functions through a threshold secret sharing mechanism [21]. In this system, the private key is computed by
k neighbor nodes and the public key is derived from node
identity.
Many threshold schemes have been directly derived
from traditional Shamir threshold [32] to address multisecret sharing mechanisms. Among them we can quickly
cite Brian King [20], Appala et al. [36], Harsha et al. [19],
Rao et al. [39], Yang et al. [42], Guo et al. [18], TingYi Chang et al. [38], Ting-Yi Chang [7] and Chang et
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al. [6]. We will focus our study on the mainstream protocol known under name of the Shamir threshold [32].
Fathimal et al. [16] recently proposed an extension of
Shamir’s method that enables to retrieve a key from p
subkeys, where p ≤ k − 1. p is a threshold number of
equally-weighted from each compartment.
Threshold cryptography is also used in identity-based
key management [10]. The main idea for identity-based
cryptography is to define public keys derived from the
identities of communicating nodes [33]. Unfortunately,
node identity updates lead to frequent key changes.
Myrmic [41] is a DHT-based system that proposes a
secure and robust routing protocol. Designed to be robust against adversarial interference, Myrmic introduces
the concept of Neighborhood Authority in order to handle
certificates in a small set of nodes.
Takano et al. have designed a Multipath Key Exchange [35] similar to that proposed in our work. Their
technique however was designed to fit the Symphony and
Chord P2P systems that are both based upon a ring topology. Their proposed approach, based on probabilistic
clockwise/anticlockwise routing, is thus sensitive to coordinated MITM attacks by two attackers.
Jaydip Sen proposes a multipath certification protocol
for MANETs that proceeds by broadcasting in order to
discover the route between both source and destination
nodes [31]. The key exchange protocol is based on this
routing approach to retrieve the public keys of the nodes.
However, broadcasting techniques have proven to not be
relevant for large scale networks such as fully decentralized P2P systems.
El Hajj Shehadeh et al. investigate secret key generation from wireless multipath channels [13]. The proposed
protocol is based mainly on both the physical characteristics of the wireless channel and a key pre-distribution
scheme. This solution is implemented within the physical
layer and does not scale to large networks.

3

Background

In previous work [1], we have proposed a key exchange
scheme based on an extension of the Diffie-Hellman protocol. Our approach enabled sharing a secret by using multiple disjoint paths in a P2P system called CLOAK [4,37].
The scheme was mainly devised to overcome the vulnerability of the Diffie-Hellman protocol to Man-In-TheMiddle (MITM) attacks.
In this scheme, we would split the public key into several subkeys that would then be sent over several disjoint
paths to the destination. The destination needed to recover all subkeys in order to get the public key of the
sender. A major issue with this approach was that the
interception of most (i.e., not even all) of the subkeys by
an attacker, allows him to make a brute force attack on
the missing subkey(s) which are smaller than the original
key. Indeed, if the subkeys set is S K = {0, 1}∗ , where
|S K | = ρ , interception of α key components among n by
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an attacker, with α ≤ n, reduces the difficulty to carry out
ρ−α ρ
a brute force attack to n n , that is ρ n−α
n2 . In addition,
in our previous work, the proposed multipath routing algorithm for the subkeys was exclusively suitable to our
CLOAK P2P system [37], making its exploitation challenging in other systems.
In this work, we try to address the issues and limitations of this prior work by integrating the Shamir’s shared
secret scheme in our previous solution.

4

4.2

420

Protocol Overview

Based upon multipath routing, our approach aims at reducing the Diffie-Hellman vulnerability by combining the
two cryptographic algorithms mentioned earlier. Hence,
key K = g s mod (p) must be splitted into n subkeys
sk0 , . . . , skn−1 and then each subkey ski will be subsequently sent through a disjoint path. Shamir’s threshold algorithm is applied in both splitting and reconstruction of key K. In addition, various routing techniques are
proposed in order to route subkeys over network through
disjoint paths.

Scheme Design
4.3

Key Management

In this section, we describe our key exchange scheme and
its corollary properties which are suitable to distributed Our key exchange approach is based upon both the Diffienetworks, i.e., networks that lack any trusted central co- Hellman protocol and Shamir’s threshold. We now describe the mechanisms behind our key exchange scheme.
ordination point.
4.3.1

4.1

Diffie-Hellman Vulnerability

Key Splitting

In order to forge subkeys, each correspondent firstly creates a secret key S K = s and generates a polynom f l (X),
where f l (0) = g s (mod p), as shown in Algorithm 1.
Then, for each xi 0≤i≤n , with xi 6= 0, f l (xi ) is computed. Finally, all interpolation points (xi , f l (xi )), except (0, f l (0)), are stocked in subKeysList. Algorithm
2, which depends on Algorithm 1, provides more details
about the key splitting scheme.
Algorithm 1: Creation of polynom of degree k

Figure 1: Man-in-the-middle attack
The Diffie-Hellman protocol is an algorithm initiated
by two distant correspondents that cooperate to remotely
accomplish key exchange tasks. As shown in Figure 1,
one fundamental problem of the Diffie-Hellman protocol
is its vulnerability to interception attacks, known as ManIn-The-Middle (MITM) attacks. This figure displays a
scenario where an attacker, Oscar, eavesdrops the channel used by both Alice and Bob to exchange cryptographic
data. ¶ and ¸ flows represent intercepted data by the attacker Oscar, data transmitted respectively by Alice and
Bob. · and ¹ show corrupted flows produced by Oscar
and then respectively transmitted to Bob and Alice. Thus,
Oscar can perpetrate attacks: it can eavesdrop, replay or
modify data exchanged between Alice and?Bob. Specifically to the Diffie-Hellman protocol, Oscar can intercept
the public key sent by Alice and send its own public key
to Bob and can do the same in the other direction with
another public key generated to replace the public key
sent by Bob.

createPolynom(k, g S (mod p)) return Polynom;
begin
a0 ← g S (mod p);
f l (0) ← a0 ;
i ← 1;
while i ≤ k − 1 do
ai ← getRandomCoefficient();
if i = k − 1 and ai = 0 then
continue;
li (X) ← ai X i ;
i ← i + 1;
f l (X) ←

k−1
P

li (X) + f l (0);

i=1
l

return f (X);

4.3.2

Key Reconstitution

On receiving of (xi , f l (xi ))0≤i≤n , correspondent node applies Algorithm 3 in order to rebuild key K = g s ( mod p)
from received subkeys sk0 , . . . , skp−1 , that are equivalent to (xi , f l (xi ))0≤i≤p , where p ≥ k(= degree of f l ).
Indeed, receiver computes sk0
sk1
···
skp−1 =
g s (mod p) = F l (0), such that:
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Algorithm 2: Subkeys generation

Algorithm 4: Multipath key exchange protocol

S

public data:
p : a prime number
g : a generator

Input: k, n, g (mod p)

f l (X) ← createPolynom k, g S (mod p) ;
subKeysList ←⊥;
begin
i ← 1;
while i ≤ n do
xi ← getRandomValue();

fb(xi ) ← xi , f l (xi ) ; 

storeInSubKeysList fb(xi ), subKeysList[i] ;

private data:
sa : secret key of Alice
sb : secrete key of Bob

1) Alice creates sa and she then computes her partial key Keya
= g sa mod (p) ;
2) Alice generates a polynom fal of degree k, such as fal (0) =
Keya , and she then computes n interpolation points of the
polynom: fba0 , ..., fban−1 (where n ≥ k);
3) Alice sends n subkeys fbai , except (0, f l (0)) point, to Bob
via disjoint paths;
4) Bob determines Lb (X) according to fbai , received from
Alice, and subsequently computes Lb (0) which gives
g sa mod (p), if |fbai | ≥ k;

i ← i + 1;

5) Bob creates sb and he then generates his partial Keyb =
g sb mod (p) ;
l

F (X) =

p
X

yj lj (X)

6) Bob forges a polynom fbl , such as fbl (0) = Keyb , and he then
determines n interpolation points of the polynom
fbb , ..., fbb
(where p ≥ k);

(1)

0

j=0

where yi = f l (xi ) and
lj (X) =

p
Y
i=0,i6=j

X − xi
xj − xi

8) Alice generates La (X) from fbbi received from Bob and she
then computes La (0) which gives g sb mod (p), if |fbbi | ≥ k;

(2)

Algorithm 3: Reconstitution of key from received
subkeys
Input: k, (xi , yi )0≤i≤n
Output: Key
begin
if |(xi , yi )0≤i≤n | < k then
return ⊥;
else
foreach i ∈ J0, nK do
n
Q
X−xj
li (X) ←
xi −xj ;
j=0,j6=i

j ← 0;
fl (X) ← 0;
while j ≤ n do
fl (X) ← yj × lj (X) + fl (X);
j ← j + 1;
return fl (0);

4.4

p−1

7) Bob sends n subkeys fbbi , except (0, f l (0)) point, to Alice
through disjoint paths;

9) Alice computes Key =
Keya × L(0) = g sa mod (p) × g sb mod (p) = g sa sb mod (p) ;

10) Bob computes Key =
Keyb × L(0) = g sb mod (b) × g sa mod (p) = g sb sa mod (p) ;

5

Multipath Routing Policy

In this section, we provide technical details about multipath routing algorithms and then point out their performance differences.

5.1

Deterministic Routing: Pre-routing
and Then Routing

Deterministic routing: Enables to route subkeys through
disjoint and predetermined paths, as described in Algorithm 5. In other words, each subkey is sent via a
disjoint path whose constituting hops are all determined in advance. Deterministic routing is however
not suitable for dynamic environments where topologies change constantly.

Key Exchange Protocol

Algorithm 4 summarizes the process of our key exchange
approach: the Diffie-Hellman protocol is relied upon
firstly to generate a key of shape K = g s (mod p); then
Shamir’s threshold is leveraged to split the key into several subkeys or to rebuild the key from its component
subkeys sk0 , sk1 , · · · , skn . Precisely, equations 1 and 2 describe Lagrange Interpolation used in order to rebuild key
K original.

5.2

Non-deterministic Routing:
Marking and Routing

Both

Non-deterministic routing: Detailed in Algorithm 6, enables to route each subkey through a disjoint path,
but unlike deterministic routing, determines on the
fly the hops that form each disjoint path.
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Algorithm 5: Deterministic routing
Input: G = (V, E), (s, t), SubKeysList
V ← ∅;
begin
k ← |SubKeysList|;
j ← k − 1;
V ← V ∪ {s, t};
while j ≥ 0 do
node ← s;
while node 6= t do
dmin ← distance(node, t);
foreach
neighbor ∈ neighborsListOf(node)
do
d ← distance(neighbor, t);
if neighbor ∈
/ V and d < dmin then
dmin ← d;
node ← neighbor;
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Algorithm 6: Non-deterministic routing
Input: G = (V, E), (s, t), SubKeysList
V ← ∅;
begin
V ← V ∪ {s, t};
foreach e ∈ SubKeysList do
node ← s;
while node 6= t do
dmin ← (node, t);
foreach
neighbor ∈ neighborListOf(node) do
d ← distance(neighbor, t);
if neighbor ∈
/ V and d < dmin then
dmin ← d;
node ← neighbor;
V ← V ∪ {node};
forward(e, node);

V ← V ∪ {node};
Pj ← Pj ∪ {node};

j ← j − 1;

while k > 0 do
e ← SubKeysList[k];
sendViaPath(e, Pk );
k ← k − 1;

exchange transmitted between S and D. That means that
there exists at least one articulation point. Algorithm 7
enables to detect articulation points within network.
Consequently, the probability to have a MITM attack
|

k
T

|

i=0
k
S

is estimated by σ =

Pi |
Pi |

(where each path Pi is con-

i=0

5.3

Technical
Comparison
Routing Algorithms

stituted of a set of consecutive hops from source S to des-

Between tination D). When all used paths are pairwise disjoint,

the probability of isolated MITM attack (no coordinated
k
T
Pi | = 0).
Table 1 presents a technical comparison of both perfor- MITM attack) is then: σ = 0 (i.e |
i=0
mance metrics and features provided by various multipath
The number of distinct paths is also dependant on the
routing algorithms.
source node’s degree. Thus, for a given q-regular tree, if q
is a large number, then there is a probability to have several disjoint transmission channels. Nonetheless, despite
6 Security Analysis
the robustness of our multipath negotiation approach, coIn a multipath key exchange scheme, a malicious node operative (i.e., coordinated) MITM attacks, where several
that wishes to compromise a key being exchanged must be nodes maliciously cooperate to compromise a key, are posable to collect each of all key components routed over the sible. However, it is very hard, and excessively costly to
network. Formally, when paths P0 , ..., Pk−1 are used to launch such an attack in a real environment, especially
send several distinct subkeys from source S to destination in distributed systems where network topology changes
D, the only malicious nodes that could compromise the dynamically. In addition, the key exchange scheme is
key should be located at the intersection of all paths. In suitable for P2P networks and designed regardless of a
other words, all the malicious nodes belong to a set M = specific network architecture.
k
T
In order to improve performance, re-authentication feaPi which represents the set of intersection points of ture is introduced. However, the challenge message used
i=0
all paths Pi . S and D are obviously ignored in this set. in this phase could be replayed. Furthermore, when a mak
T
licious node caches a challenge message, it can then creThus, when
Pi = ∅ (bigon criterion is respected [14, ate its copies and send them successively to target node.
i=0
Lemma 2.5]), then all paths are disjoint and any MITM Thus, target node tries to resolves each challenge request
attack attempt cannot succeed. In such a desirable case, because it does not know which packet is more fresh than
there exists a k-connected subgrah between S and D in the other. Consequently, it will be rapidly saturated with
k
requests from malicious nodes. Therefore, this causes a
T
the network topology. When |
Pi | ≥ 1, there exists Denial-of-Service (DoS) attack.
i=0
a real risk that MITM attacks could be committed on
In order to avoid such an attack from malicious nodes,
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Table 1: Comparison of Multipath routing strategies
Complexity and various features

Finding disjoint paths
Time complexity

Indeterministic routing
Deterministic routing
Menger's theorem

Space complexity

O(k(|E| + |V | log |V |))
O(k(|E| + |V |(1 + log |V |)))

O(k|V |)
O(k|V |)

−

NP

a

Parity

a

√

Robustness

b

Overview

√
√

−

Parity between the number of disjoint paths and the number of generated subkeys
Resilience to topology change
c Knowledge of topology is needed

b

Table 2: technical comparison of key exchange schemes
Key Exchange Method

Diffie-Hellman

Robust to MITM
Unpredictable paths
Free of particular topology

b
−
√

Takano et al.
√

Our model
√
√
√

CMITMa implementation
Required subkeys among n
Subkeys robustness level

easy
−
−

easy
n
medium

hard
k≤n
high

|Set of disjoint paths|
Topology maintaining cost

=0
O(0)

>2
O(log 2 n)

>2
O(0)

a
b

Coordinated MITM attacks
It depends to the knowledge or not of network topology

a timestamp is assigned to each encrypted challenge message. Thus, the target node could distinguish between
fresh packets and replayed packets.
Furthermore, during the key negotiation phase, all
packets are exchanged in a clear text mode. Thus, traffic
analysis attacks could reveal details about captured packets such as sequence number or payload which is nothing
other than the transported subkey. Hence, multipath key
exchange is needed to prevent the knowledge of all subkeys.
Table 2 summarizes security and technical features of
traditional security protocol, called Diffie-Hellman algorithm [11], key exchange scheme proposed by Takano et.
al [35] and our key management scheme. This table shows
that our scheme is more advanced than other models in
several aspects.
Isolated attacks launched over the network cannot
compromise multipath key exchange if there are at least
two disjoint paths found between two correspondent
nodes. However, coordinated attacks launched from various malicious nodes could be potentially able to compromise key by intercepting all its subkeys sent through
disjoint paths.
Otherwise, in the new scheme that is proposed in this
paper, missing a few of the subkeys, during their transport, does not always cause key exchange failure. Technically, if the number of received keys is greater or equal to
the threshold k, with k ≤ n, then the original key could
be reconstructed. Formally, the assertion can take the

Algorithm 7: Articulation point detection
getArticulationPoint(s, t) return node;
begin
i ← j ← 0;
neighborsList ← neighborsListOf(s);
foreach neighbor ∈ neighborsList do
Pj ← ∅;
createPath(neighbor, t, Pj );
node ← Pj .getLastNode();
if node ∈
/ t then
i ← i + 1;
Pj ← Pj ∪ {node};
j ← j + 1;
n
T
return (i = j) ?
Pi : ⊥;
i=0

c
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form of the following theorem.
Theorem 1. In Shamir’s (k, n)−threshold scheme, any
subset of up to q = k − 1 subkeys, where k ≤ n, does not
leak any information on the shared secret K.

l

K = F (0) =

p
X
j=0

yj

p
Y
i=0,i6=j

−xi
xj − xi

(3)

where k ≤ p ≤ n.
Given |(xi , yi )|1≤i≤q , with q < k ⇒ q < p. Let’s suppose that p = k, that means that Equation (3) becomes
in developped form:

K=

q
X
j=0

yj

q
Y

k
k
X
Y
−xi
−xi
+
yj
x − xi j=q+1 i=q+1 xj − xi
i=0 j
i6=j

i6=j

In Equation (4) let’s put:
q
X

yj

j=0

q
Y

−xi
= K0
x − xi
i=0 j

j=q+1

k
Y

−xi
= K1
x
− xi
i=q+1 j

(6)

Therefore Equation (4) becomes:
(7)

The value of K1 is indeterminate because points
(xi , yi )q+1≤i≤k are unknown. That implies K indeterminate.
The public key cryptography g ski can be published
and used in order to verify authenticity of each subkey
ski . However, public key mechanism requires the use of
a traditional centralized public key infrastructure that is
incongruous to distributed systems such as peer-to-peer
networks.

7

Protocol Assessment

We rely on the Erdõs-Rényi and the Magoni-Pansiot [25]
models to build a synthesized graph that represents a random topology. To assess our approach, we use the nem
simulator1 .
1 http://www.labri.fr/perso/magoni/nem/

4
2
1
0

20

40
60
% key exchange success

80

100

• Definition of the network: A P2P network is first
created. In this step, we set the type of the topology
(real map, synthesized topology such as Erdős-Reńyi,
Internet-like, etc.) and the size of this network.

i6=j

K = K0 + K1

8

We have carried out the experiments through simulations. We succinctly present the steps that are carried
(5) out for the experiments:

i6=j

yj

16

Figure 2: Average number for 10 assessment rounds of key
(4) exchange success with respect to both various numbers
of disjoint paths found and percentages of coordinated
attackers existing over the network

and
k
X

32
% coordinated attackers

Proof. To retrieve key K from (xi , yi ) which are employed
in Equation (1), let’s proceed as follow:

2 paths
4 paths
6 paths
8 paths
10 paths

64

• Selection of the set of compromised nodes: In the
second step, we select a subset of X% nodes which
will act as attackers. These nodes are supposed to
coordinate their actions.
• Identification of source and destination nodes: We
then select, among the non-compromised nodes, a
pair of source and destination nodes for the data exchange.
• Data packet transfer: We launch the transmission by
transferring a data packet through the shortest path
towards the destination node. All intermediate nodes
will be marked and may not be used for another
packet between the same pair of source/destination
nodes.
• Check for attacks: At the end of the packet transfer,
we check whether the packet was intercepted by an
attacker.
• Use of alternative paths: At this time, we start over
from step 4, using the same source node but a different path to reach the same destination.
• Confirmation of the validity of the generated key: We
check whether the packet was potentially intercepted
on all disjoint paths. If this is the case, then this
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attempt to generate a key is a failure. It is a success
otherwise.
• Change of source/destination nodes: We repeat the
experiments starting from step 3 with a new pair of
source and destination nodes.
• Change of compromised nodes set: We repeat the experiments starting from step 2 with a new subset of
compromised nodes. Basically, we change the percentage of attackers.
• Change of network settings: We start over the experiments from step 1 with a new network topology
and/or a new size value for the network.
Assessment results are depicted in Figure 2. On the
one hand, and despite coordinated attacks, the results
show that the higher the number of the disjoint paths,
the greater the success rate. On the other hand, the assessment results show also that the higher the rate of attackers within the network, the less the success rate.

8

Conclusion

Currently, security threats in large scale autonomous P2P
systems are increasingly present. Given that traditional
security protocols fail to be applied in these systems
free of central coordination points, we have proposed in
this paper a new key exchange algorithm suitable to distributed systems.
It is not only about designing an interesting approach,
it is also about a robust scheme. Indeed, the robustness
goal is fulfilled by using multipath key exchange technique
that extends both Diffie-Hellman protocol and Shamir’s
threshold in order to meet security expectations. In addition, based on disjoint paths and defined in order to route
separately subkeys through the network, multipath routing methods are quite similar to Menger’s theorem [3]. Finally, experiments show that our multipath key exchange
scheme is robust to isolated MITM attacks and reduces
substantially vulnerabilities to distributed MITM attacks
as the number of disjoint paths increases.
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Abstract
Wireless body area networks (WBANs) can collect patients’ vital data of body parameters and environment
parameters via small wearable or implantable sensors. To
ensure the security of the vital data, an efficient access
control scheme with certificateless signcryption(CLSC) is
designed. The correctness of the scheme is proved by
mathematical calculation. It also proves that the scheme
offers confidentiality and unforgeability in the random oracle model on the basis of the hardness of the Computational Diffie-Hellman (CDH) problem and Discrete Logarithm (DL) problem respectively. Compared with the
existing three access control schemes utilizing signcryption, the scheme can satisfy more security properties and
has the shortest computational time and the least energy
consumption for the controller.
Keywords: Access Control; Certificateless; Signcryption;Wireless Body Area Networks

1

Introduction

Wireless body area networks (WBANs) can acquire human body’s vital signals through a network which consists of intelligent and low-power micro- and nano-sensors
and actuators. These sensors for collecting timely data
can be placed on the body or implanted in the human
body (or even in the blood stream). In addition to saving
lives, WBANs is prevalent in reducing health care costs
by removing the costly in-hospital monitoring of patients.
In IEEE 802.15.6 [13], WBANs applications are classified
into two types: medical and non-medical applications. In
the study, we focus on the technological requirements of
medical WBANs.

Security and privacy are two important considerations
in WBANs. Since the patient-related data in the WBANs
plays a critical role in medical diagnosis and treatment,
it is necessary to ensure the security of these data in
such a way that only authorized users can access these
data [4, 18, 19]. Another aspect which should be considered in WBANs is the limitation of the controller’s resources, especially storage space and computational capability. In order to protect the data privacy and reduce
the energy consumption of computation and communication, lightweight access control schemes are needed. The
certificateless public key cryptography (CL-PKC) [5] does
not require the use of the certificate which brings the burden of certificate management, and CL-PKC avoids the
key escrow problem because the user’s private key is not
generated by himself but by the user and the key generation center (KGC). Signcryption [3], as a cryptographic
technique, can provide both the functions of public key encryption and digital signature in a logical single step at a
significantly lower cost compared to traditional signaturethen-encryption methods. A signcryption scheme can
achieve confidentiality, authentication, integrity, and nonrepudiation simultaneously at a lower cost. Therefore,
we design an efficient access control with certificateless
signcryption (CLSC) to protect data privacy of WBANs
while reducing the computational overhead and storage
overhead of resource-constrained controller. Many certificateless cryptosystems [1, 9, 10], such as certificateless
encryption schemes, certificateless signcryption schemes,
and certificateless access control schemes were proposed.
Access control is an important part of defense for the
security of network systems, which protects data security and user privacy through only authorized users can
access the WBANs. Some important progresses have
been made in the access control for the WBANs. In
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2011, Cagalaban and Kim [2] proposed a novel efficient
access control scheme for the WBANs based on identitybased signcryption (IBSC) [12] (hereafter called CK). The
signcryption method adopted in the CK scheme can simultaneously authenticate the users and protect the request messages. The scheme effectively solves the problem of a single point of failure in the traditional public-key
infrastructure-supported system (PKI) by providing key
generation and key management services without any assumption of pre-fixed trust relationship between network
devices. However, CK has the key escrow problem since
it is based on the IBSC. In 2016, Li and Hong [8] demonstrated an efficient certificateless access control scheme for
the WBANs by using certificateless signcryption (CLSC)
with public verifiability and ciphertext authenticity (hereafter called LH). The scheme can solve the key escrow
problem and avoid the use of public key certificates. The
controller could verify the validity of a ciphertext before
decryption. Then Li et al. [7] proposed a novel certificateless signcryption scheme and designed a cost-effective and
anonymous access control scheme for the WBANs with
the novel signcryption (hereafter called LHJ). They reported that the proposed access control scheme achieved
various securities and had the least computational cost
and total energy consumption of the controller. However,
the above two schemes may not be good choices since
they require some costly bilinear pairing operations. The
computational cost of a bilinear pairing operation is approximately twenty times higher than that of scale multiplication [6]. These costly operations are a heavy burden
for resource-limited sensor nodes.
In this paper, we proposed an efficient access control
scheme with certificateless signcryption for WBANs. The
main contributions are:
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the lowest computational cost and energy consumption for the controller.

2

Preliminary

In this section, we present some mathematical assumptions, the security model and the network model.

2.1

Computational Assumptions

Definition 1. Computational Diffie-Hellman (CDH).
Given a 3-tuple (p, aP, bP ) for two unknown elements
a, b ∈ Zq∗ , here G is a group with prime order q and P
is a generator of G, the CDH problem is to compute the
value abP from aP and bP . The advantage of any probabilistic polynomial time algorithm A in solving the CDH
CDH
problem in G is defined as AdvA
= P r[A(p, aP, bP ) =
∗
abP |a, b ∈ Zq ]. The CDH assumption is that the advanCDH
tage AdvA
is negligibly small for any probabilistic polynomial time algorithm A.
Definition 2. Discrete Logarithm (DL). Given a 2-tuple
(P, µP ) for an unknown element µ ∈ Zq∗ , here G is a
group with prime order q and P is a generator of G, the
DL problem is to find the value µ. The advantage of any
probabilistic polynomial time algorithm A in solving the
DL
= P r[A(P, µP ) =
DL problem in Zq∗ is defined as AdvA
∗
µ|µ ∈ Zq ]. The DL assumption is that the advantage
DL
AdvA
is negligibly small for any probabilistic polynomial
time algorithm A.

2.2

Security Model

All CLSC schemes may be subjected to two types of attacks [20]: Type-I adversary A1 and Type-II adversary
1) A CLSC scheme without using bilinear pairing op- A2 .
eration is proposed, and an efficient access control Type-I adversary: The adversary A1 is not accessible
scheme for WBANs is constructed. The use of CLthe master key, but he can replace public keys at
PKC eliminates the burden of certificate managehis will. Therefore, the adversary A1 is also called
ment and solves the key escrow problem.
malicious user.

2) The correctness of the CLSC scheme is verified from Type-II adversary: The adversary A2 is accessible to
the master key, but he cannot replace user’s public
the aspects of the partial key, the ciphertext and the
keys. It represents a malicious KGC who generates
signature.
partial private key of users.
3) It is formally proved that the scheme is semantically Definition 3. Confidentiality.
A certificateless
secure against indistinguishability-certificateless signcryption scheme is semantically secure against
signcryption-adaptive chosen ciphertext attacks indistinguishability-certificateless signcryption-adaptive
(IND-CLSC-CCA2) based on the hardness of the chosen ciphertext attacks (IND-CLSC-CCA2) if there is
Computational Diffie-Hellman (CDH) problem and not a probabilistic polynomial time adversary A
i(i=1,2)
existential unforgeability-certificateless signcryption- that has the non-negligible advantage in winning the
chosen message attack (EUF-CLSC-CMA) based game [20].
on the hardness of the Discrete Logarithm (DL)
Definition 4. Unforgeability. A certificateless signproblem.
cryption scheme is semantically secure against existen4) The security attributes of the scheme are analyzed. tial unforgeability-certificateless signcryption-chosen message attack (EUF-CLSC-CMA) if there is not a proba5) Compared with three other access control schemes bilistic polynomial time adversary Ai(i=1,2) with the nonutilizing signcryption, the scheme is characterized by negligible advantage in winning the game [20].
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2.3

Network Model

The IEEE 802.15.6 working group has considered WBANs
to operate in a one-hop or two-hop star topology. The
node being placed on a location like the waist is the center of the star topology and controls the communication
in WBANs [13]. Here we consider the one-hop star topology and all nodes in the WBANs are directly connected
to the controller which all nodes talk. The WBANs contains some sensor nodes and a controller. Sensor nodes
in, on or around the body collect vital signals of the patient and regularly transfer them to the corresponding
controller. The controller aggregates information from
the sensor nodes and communicates with the Internet.
Figure 1 shows the overview of the network model of our
WBANs applications. The framework is mainly composed
of three entities: a Server Provider (SP), the WBANs of
a patient, and a user (e.g. a physician, a researcher or
an emergency). The SP deploys the WBANs and is responsible for the registration both of users and patients.
The SP plays the role of KGC in the CLCS scheme and
produces the partial key for any entity which registers at
the SP. We suppose that the SP is honest. However, in
practices, we do not need to fully trust the SP since it
only knows the partial private key of the entity.

Figure 1: Network model of our WBANs applications

3
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Construction of the Access Control Scheme

In this section, we first propose a CLSC scheme without
using bilinear pairing operation. Then we construct an
efficient access control scheme with the proposed CLSC
scheme.

3.1

The Proposed CLSC Scheme

The CLSC scheme Π = (Setup, PartialKeyGen, KeyGen,
Sign, UnSign) consists of five algorithms.
Setup: Given a security parameter k, the SP chooses
cyclic group G of a large prime order q, a generator P of G, and three security hash functions
H1 : {0, 1}∗ × G → Zq∗ , H2 : {0, 1}∗ → Zq∗ and
∗
H3 : Zq∗ → {0, 1}l0 +|Zq | . Here l0 is the number of
bits of a message to be sent, and |Zq∗ | is the number of bits of the element in Zq∗ . Then the SP selects the system’s master key z ∈ Zq∗ at random
and computes the corresponding public key y = zP .
Finally, the SP distributes the system parameters
params = (G, q, P, y, H1 , H2 , H3 ) and keeps the master key z secretly.
Partial Key Generation (PartialKeyGen): When
entities want to register his/her identity IDi to the
SP, he/she first sends IDi to the SP. Then the SP
selects random number ri ∈ Zq∗ , computes Ri = ri P
and di = ri + zH1 (IDi , Ri ). Finally, the SP sets
di as the entity’s partial private key and Ri as the
entity’s partial public key, and transfers (di , Ri ) to
the entity over a confidential and authentic channel.
Key Generation (KeyGen): When the entity receiving the partial key generated by SP, he/she needs
to choose another part of key and generate his/her
full key. The entity selects secret value xi ∈ Zq∗
at random and computes Xi = xi P . Then the entity sets SKi = (di , xi ) as his/her private key and
P Ki = (Ri , Xi ) as his/her public key.
Here, we assume that the access request is sent by
doctor Alice whose identity is IDA , and the receiver
is patient Bob whose identity is IDB in our CLSC
scheme. Alice’s public key is P KA = (RA , XA )
and private key is SKA = (dA , xA ). Bob’s public key is P KB = (RB , XB ) and private key is
SKB = (dB , xB ). Alice and Bob can verify the correctness of the partial private key and partial public
key with the equation rA P + H1 (IDA , RA )y = dA P
and rB P + H1 (IDB , RB )y = dB P respectively.

Here’s a practical example. We assume that a patient
Bob is hospitalized and the SP has deployed the WBANs
of Bob. Bob’s private key has generated when he registered at the SP. Sensor nodes in WBANs collect Bob’s
profile and medical records and transfer them to the controller. Doctor Alice has registered at the SP, and the SP
has allocated expire data for Alice. When Alice needs to
access the data of Bob, she first sends an access request
message to Bob. Then Bob checks whether the Alice has Signcryption (Sign): With the system parameters , acthe access privilege to his medical data. If Alice is authocess plaintext message m, Alice’s identity IDA and
rized, Alice communicates with Bob to get the vital sign
private key SKA = (dA , xA ), Bob’s identity IDB and
data in order to provide the better medical care service.
public key P KB = (RB , XB ), Alice runs following
Otherwise, Bob refuses the access request.
steps to generate the ciphertext δ = (s, C, T ).
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1) Selects a random β ∈ Zq∗ and computes T = βP . 3.2.1
2) Computes h1 = H1 (IDB , RB ).
3) Computes VA = β(XB + RB + h1 y).
4) Computes h = H2 (m||T ||IDA ||IDB ||XA ||XB ).
5) Computes s = (xA + β)/(h + dA + xA ).
6) Computes C = H3 (VA ) ⊕ (m||s).
7) Outputs a ciphertext δ = (s, C, T ).
UnSigncryption (UnSign): Taking a ciphertext δ,
Bob’s identity IDB and private key SKB = (dB , xB ),
Alice’s identity IDA and public key P KA =
(RA , XA ) as inputs, Bob execute following steps to
complete the verification of signcryption.
1)
2)
3)
4)
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Initialization Phase

In this phase, the SP runs Setup algorithm to deploy
the WBANs and generate the system parameters. The
patient Bob with identity IDB gets his/her public key
P KB = (XB , RB ) and private key SKB = (xB , dB ). In
particular, Bob’s communications with Internet are all
done by the controller of the WBANs, so Bob also refers
to the controller of the WBANs. The SP may run Setup
algorithm and PartialKeyGen algorithm.
3.2.2

Registration Phase

Only when the doctor Alice is a registered user of the
SP can she access the data of patient Bob. Alice submits his identity IDA to the SP and then the SP checks
whether the identity is valid. If not, the SP rejects the
registration request. Otherwise, the SP sets an expiComputes VB = (xB + dB )T .
ration date ED and runs PartialKeyGen algorithm to
Recover the message m||s = H3 (VB ) ⊕ C, and produce a partial private key (dA , RA ). After receivcomplete decryption.
ing (dA , RA ), Alice runs KeyGen algorithm to get the
Computes h = H2 (m||T ||IDA ||IDB ||XA ||XB ). full private key SKA = (dA , xA ) and the full public key
P KA = (RA , XA ).
Computes h01 = H1 (IDA , RA ).

5) If s(XA +RA +h01 ·y +h·P ) = XA +T holds, the 3.2.3 Authentication and Authorization Phase
message m is valid and Alice communicates with
Bob using the session key H3 (VA ) or H3 (VB ). When the doctor Alice with the identity IDA wants to
access the monitoring data of the WBANs, Alice firstly
Otherwise return ⊥ .
produces a request message m and runs Sign algorithm to
generate a ciphertext δ = (s, C, T ). To resist the replay
3.2 Our Access Control Scheme
attack, we may concatenate the request message and a
timestamp to form a new signcrypted message. Then AlIn this section, with the proposed CLSC scheme, we deice sends the requirement message {δ||IDA ||P KA ||T1 } to
sign an efficient access control scheme with certificateBob, wherein T1 is the current timestamp. When obtainless signcryption for the WBANs. The scheme has four
ing the access request from Alice, Bob checks T2 − T1 <
phases: the initialization phase, the registration phase,
∆T whether holds, wherein T2 is the current timestamp.
the authentication and authorization phase, and the reIf it does not hold, Bob terminates the session. Otherwise,
vocation phase. We define ED as an expiration date. The
Bob runs Unsign algorithm to complete unsigncryption.
access control scheme is summarized in Figure 2.
When the return value of Unsign algorithm is ⊥, Bob rejects the request. Otherwise, the request is valid and Alice
communicates with Bob using the session key H3 (VA ) or
H3 (VB ). This session key has been established between
Bob and Alice.
3.2.4

Figure 2: Certificateless access control scheme

Revocation

The access privilege is automatically revoked by the expired date ED. For example, if the expired date ED is
“2017-12-31”, the user only can access the WBANs before December 31, 2017. That is to say, the SP will revoke
Alice’s partial private key and partial public key, which
made Alice automatically illegal after December 31, 2017.
For some reasons we need to revoke the Alice’s access
privilege before the expired date, the SP will submit the
Alice’s identity to Bob, which keeps a list of revoked identities for identifying the validity of users. Bob will add a
record to his revocation list and this makes Alice an illegal
user.
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4

Performance Analysis

In this section, we will analysis the access control scheme.
First is the validation of mathematical correctness. Then
we demonstrate the scheme is provably secure based on
CDH problem and DL problem. Third is the analysis
of security property. Finally is the efficiency comparison
with three other schemes.

4.1
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Theorem 1. (Type-I Confidentiality): In the random
oracle model, if there is an adversary A1 who can win
the IND-CLSC-CCA2 game with non-negligible advantage ε, there will be an algorithm F which can solve the
IN D−CLSC−CCA2
CDH problem with an advantage AdvA
≥
1
1
ε
qs 1
(1
−
)
.
Here,
the
adversary
A
performs
at
2
1
qs +1
qs +1
q1 q3
most qi hash queries to random oracles Hi(i=1,2,3) and qs
signcryption queries.

Correctness of the Proposed CLSC Proof. Supposing that there is an adversary A1 who
can break our CLCS scheme. We want to build an alScheme

gorithm F that use A1 to solve CDH problem. The
algorithm F receives an instance (P, aP, bP ) of CDH
Both of Alice and Bob can verify the correctness of the problem to compute abP . F respectively maintains the
partial key (di , Ri ) which SP assigned to him/her by fol- lists L1 , L2 , L3 , LD , LSK , LP K , LS , LU to track the oracle model H1 , H2 , H3 , partial key generation, private key
lowing equal.
generation, public key generation, signcryption, and unRi + H1 (IDi , Ri )y
signcryption. Moreover, F sets the list Lrec to record the
parameters
of the challenge identity. Each list is empty
= ri P + zP H1 (IDi , Ri )
at the beginning.
= (ri + zH1 (IDi , Ri ))P
4.1.1

Correctness of the Partial Key

= di P.

Setup: Input security parameter k. F executes Setup
algorithm and sends the generated parameters
params = (G, q, P, y, H1 , H2 , H3 ) to A1 . F can also
4.1.2 Correctness of the Ciphertext
simulate the partial key generation, key generation,
The verification of the ciphertext in the UnSign algorithm
public key query, public key replacement, signcrypis obtained from the following:
tion, and un-signcryption oracle to provide responses
to A1 ’s queries.
VB = (XB + dB )T
=

(xB + rB + zH1 (IDB , RB ))βP

= β(XB + RB + yH1 (IDB , RB ))
= VA .
We will then obtain the following:
m||s = H3 (VB ) ⊕ C
= H3 (VA ) ⊕ H3 (VA ) ⊕ (m||s)
= m||s.
4.1.3

Correctness of the Signature

The verification operation of the signature in the UnSign
algorithm can be completed by following equation.
s(XA + RA + h01 y + hP )
xA + β
(xA P + rA P + zH1 (IDA , RA )P + hP )
=
h + dA + xA
xA + β
=
(xA + dA + h)P
h + dA + xA
= (xA + β)P
= xA P + βP
= XA + T.

4.2

Proof of Security

Based on the CDH problem and DL problem in the random oracle model, we prove that the CLSC scheme satisfies confidentiality in the following Theorem 1 and Theorem 2, and unforgeability in the following Theorem 3.

Find Stage: A1 can adaptively make a polynomial
bounded number of the following queries.
1) H1 queries: When F receives the query
H1 (ID, R) from A1 , if (ID, R, h1 , c) exists in
the list L1 , F returns h1 to A1 . Otherwise, F
selects random c ∈ {0, 1}, here P r[c = 1] =
δ = 1/(qs + 1) [21]. When c = 0, F randomly
chooses h1 ∈ Zq∗ , returns it to A1 , and inserts
(ID, R, h1 , c) into the list L1 . When c = 1, F
lets h1 = k and returns k to A1 .
2) H2 queries: When F receives the query
H2 (m, T, IDA , IDB , XA , XB ) from A1 , if
(m, T, IDA , IDB , XA , XB , h2 ) exists in the list
L2 , F returns h2 to A1 . Otherwise, F randomly
selects h2 ∈ Zq∗ , and returns it to A1 . Then F
inserts (m, T, IDA , IDB , XA , XB , h2 ) into the
list L2 .
3) H3 queries: When F receives the query H3 (T )
from A1 , if (T, h3 ) exists in the list L3 , F returns
h3 to A1 . Otherwise, F randomly picks h3 ∈ Zq∗ ,
and returns it to A1 . Then F inserts (T, h3 ) to
the list L3 .
4) Partial Key queries: A1 submits a request
(ID, d, R). F checks whether the (ID, d, R) already exists in the list LD . If it exists, F returns (d, R) to A1 , otherwise, since F does not
know the master secret key, F randomly selects
r, z ∈ Zq∗ , and computes the entity’s partial
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private key as d = r + zH1 (ID, R). F inserts
(ID, d, R) into the list LD and returns (d, R) to
A1 .
5) Private Key queries: A1 submits a request
(ID, d, x). F checks whether the (ID, d, x) already exists in the list LSK . If it exists, F returns (d, x) to A1 . Otherwise, F obtains d by
partial key queries, then randomly picks x ∈ Zq∗ ,
inserts (ID, d, x) into the list LSK , and finally
returns (d, x) to A1 .
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the list L1 , selects RA , XA from
(IDA , RA , XA ) in the list LP K , selects h2
from (T, IDA , IDB , XA , XB , m, h2 ) in the
list L2 , where h = h2 , then F verifies
whether the equation s(XA + RA + h01 y +
hP ) = XA + T is valid. If the equation
holds, then F outputs m, otherwise F starts
from the next record of the list L3 and redo
Step b. If all the items in the list L3 have
not been returned, then F outputs ⊥, which
means un-signcryption fails.

6) Public Key queries: A1 submits a request
(ID, R, X). F responds as follows:
Challenge Stage: A1 can adaptively make two different messages m0 , m1 with the same length and
• If (ID, R, X) already exists in the list LP K ,
two challenge identities IDA , IDB . F firstly checks
F returns (R, X) to A1 .
(IDB , RB ) in the list L1 . If c = 0, F stops. Oth• Otherwise, F checks the list Ld and LSK . If
erwise, F makes a Public Key queries to ensure
there is the record of the entity with ID, F
that (xB , rB ) already exist in the list Lrec . Then
can obtain (R, x), then compute X = xP ,
the algorithm F selects s∗ , c∗ ∈ Zq∗ at random and
insert (ID, R, X) into LP K , and returns
sets T ∗ = βP . F sends the challenge ciphertext
(R, X) to A1 as a response. If there is
δ ∗ = (s∗ , c∗ , T ∗ ) to A1 .
no record of ID in the list Ld and LSK ,
F checks the list L1 . If c = 1, F ran- Guess Stage: A can make a polynomial bounded num1
domly picks r, x ∈ Zq∗ , computes R = rP ,
ber of queries like that in the Find stage. Finally, F
X = xP , inserts (ID, R, X) into LP K , and
outputs her guess c0 . If c0 = c, A1 can make a query
returns (R, X) to A1 . At the same time,
in H3 with V 0 = β(XB + RB + h1 y). In this case,
F inserts (ID, r, x, c) into Lrec . If c = 0,
the candidate answer of the CDH problem is stored
F runs private key queries, obtains (R, X),
in the list L3 . F ignores the guessed value of A1 ,
inserts (ID, R, X) into LP K , and returns
selects V 0 from the list L3 at random, and outputs
(R, X) to A1 .
(V 0 − (x + r )T ∗ )/k = zβP as the answer to CDH
B

7) Replace Public Key queries: A1 supplies identity ID and a new public key (R0 , X 0 ). F replaces the current public key (R, X) by the new
key (R0 , X 0 ).
8) Signcryption queries: A1 supplies two identities
(IDA , IDB ) and a message m. F checks the
(IDA , RA ) in the list L1 and responds as follows:
a. If c = 0, F gets (IDA , dA , xA ), (IDB , RB ,
XB ) respectively from the list LSK , LP K
according to IDA , IDB , runs the Sign algorithm to complete signcryption, and returns
ciphertext δ = (s, C, T ) to A1 .
b. If c = 1, F fails and aborts.
9) Un-Signcryption queries: A1 supplies two
identities (IDA , IDB ) and a ciphertext δ =
(s, C, T ). F checks the (IDB , RB ) in the list
L1 and responds as follows:

B

problem, where xB , rB , T ∗ , V 0 are known to the algorithm F. Otherwise, the algorithm F does not solve
the CDH problem.
The algorithm F simulates the real attack situation
for A1 . If F is not terminated in the process of simulation and can breach the confidentiality in this paper
with non-negligible probability ε, F outputs the valid
answer of the CDH problem.
Now, we evaluate the probability of success. The probability that A1 runs partial private key queries or private
key queries for IDB is at least 1/q12 . The probability
that F successfully selects V 0 from the list L3 as a candidate answer for the CDH problem is 1/q3 . The nontermination probability is (1 − δ)qs in the find stage. The
non-termination probability is δ in the challenge stage.
Therefore, the probability that F does not abort during
the simulation is at least q2εq3 (1 − qs1+1 )qs qs1+1 .
1
To sum up, if the algorithm F does not abort in the
simulation process and A1 can break the confidentiality
of our signcryption scheme with the non-negligible advantage ε, F can output the valid solution of CDH probIN D−CLSC−CCA2
≥ q2εq3 (1 −
lem with the advantage AdvA
1

a. If c = 0, F gets (IDA , RA , XA ),
(IDB , dB , xB ) respectively from the list
LP K , LSK according to IDA , IDB , runs
the UnSign algorithm to complete unsigncryption, and returns the message m to
1
1
qs 1
A1 .
)
.
qs +1
qs +1
b. If c = 1, F traverses down (VB , h3 ) of the
list L3 , then computes m||s = H3 (VB ) ⊕ Theorem 2. (Type-II Confidentiality): In the random
C and completes the un-signcryption. oracle model, if there is an adversary A2 who can win the
F selects h01 from (IDA , RA , h01 , c) in IND-CLSC-CCA2 game with a non-negligible advantage
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ε, there will be an algorithm F that solves the CDH probFor Type-I attack A1 , it is s1 (h + rA + µk + xA ) =
IN D−CLSC−CCA2
ε
0
(1
−
lem with an advantage AdvA
s
(h
+ rA + µk + xA ), where k = h1 = H1 (IDA , RA ).
≥
2
2
q1 q3
2
1
1
qs
Only
µ
is unknown in this formula, so µ can be computed.
)
.
Here,
the
adversary
A
performs
at
most
2
qs +1
qs +1
For Type-II attack A1 , it is s1 (h + rA + zk + xA ) =
qi hash queries to random oracles Hi(i=1,2,3) and qs signs2 (h0 + rA + zk + xA ), where k = h1 = H1 (IDA , RA ).
cryption queries.
Only rA is unknown in this formula, so rA can be solved.
Proof. The proof idea is similar to Theorem 1 except the We have set R = rA P = µP in the Public Key queries,
following aspects.
so µ can be computed.
Now, we evaluate the probability of success. The prob1) The adversary A2 knows the system master key z.
ability that A1 runs partial private key queries or private
2
2) In the Public Key queries, we set R = zP other than key queries for IDA is at least 1/q1 . The non-termination
qs
R = rP , and we insert (ID, −, x, c) into Lrec other probability is (1−δ) in the find stage. The probability of
failure is less than 1/9 when two or more effective cipherthan (ID, r, x, c).
texts are produced with the oracle replay technique [15].
3) In the guess stage, F outputs V 0 −(xB +kz)T ∗ = zβP Therefore, the probability that F can solve the DL probas the answer to CDH problem.
lem is at least 9q12 . Thus, the probability that F success1

fully forges a user is at least

ε
(1
9q12

−

1
qs
qs +1 )

.

Theorem 3. (Unforgeability): In the random oracle
model, if there is an adversary Ai(i=1,2) who can win 4.3 Analysis of Security Properties
the EUF-CLSC-CMA game with non-negligible advantage In the authentication and authorization phase, the sesε, there will be an algorithm F that solves the DL prob- sion key is only known by the patient Bob and the docEU F −CLSC−CM A
lem with an advantage AdvA
≥ 9qε2 (1 − tor Alice, the scheme can achieve the confidentiality for
i (i=1,2)
1
1
qs
.
Here,
the
adversary
A
performs
at
most future communication between them. In addition, the
)
i(i=1,2)
qs +1
q1 hash queries to random oracles Hi(i=1,2,3) and qs sign- scheme uses the proposed CLSC scheme that is proved to
cryption queries.
have confidentiality in theorem1 and theorem2 and unforgeability in theorem 3, so the access control achieves
Proof. Supposing that there is an adversary Ai(i=1,2) who
confidentiality property and unforgeability property. The
can break our CLCS scheme. We want to build an algonon-repudiation of the access request is guaranteed by inrithm F which uses Ai(i=1,2) to solve DL problem. The
troducing the timestamp. Owing to the characteristics of
algorithm F receives an instance (P, µP ) of the DL probthe CL-PKC, the access control can solve key escrow problem and his goal is to compute µ.
lem and avoid the use of public key certificates. When we
Setup: The algorithm F set y = µp for the adversary A1 . design the CLSC scheme, we don’t use bilinear pair operaThe other settings are the same as those in Theorem tions, so our scheme avoids the bilinear pairing operation.
1 for A1 . The algorithm F set y = zp for the adver- Table 1 is the security properties comparing of the four
sary A2 . The other settings are the same as those in schemes.
Theorem 2 for A2 .
Queries: The adversary A1 can adaptively make a poly- 4.4 Efficiency Comparisons
nomial bounded number of queries like those in Theo- In this section, we analyze the performance of our acrem 1, whereas the adversary A2 can adaptively make cess control scheme in regard to energy consumption and
the queries like those in Theorem 2.
communication overhead. Firstly, we compare the scheme
Forgery: After a polynomial bounded number of queries, with other three schemes of CK [2], LH [8] and LHJ [7]
Ai(i=1,2) outputs a faked ciphertext δ ∗ = (s∗ , c∗ , T ∗ ) in computation efficiency and communication efficiency.
on message m∗ with IDA as the sender and IDB as The computation efficiency is determined by the computational cost of algorithm and the communication efficiency
the receiver.
is determined by the length of ciphertext and public key.
The algorithm F first checks the list L1 . If c = 0, F The symbol P denotes pairing operation, the symbol E
aborts. Otherwise, F can get the private key of IDB , denotes an exponentiation operation, the symbol M decompute VB∗ = (xB + dB )T ∗ and get h∗3 by H3 queries notes a point multiplication operation. Let |∗| denote the
with VB∗ . F recovers m∗ , s∗ by h∗3 and verifies the δ ∗ . length of element ∗. For example, |G| denotes the length
If the Ai(i=1,2) has successfully forged a user, F can of element in group G and |m| denotes the length of mesget two legal signatures (m∗ , IDA , IDB , T ∗ , h, s1 ) and sage space. As can be seen from Table 2, our scheme has
(m∗ , IDA , IDB , T ∗ , h0 , s1 ) with the Splitting Lemma [15], the lower computational cost than the other three schemes
where h 6= h0 . Thus, we get T ∗ = βP = (s1 (h + for both Alice and Bob. Here, we neglect the cost of other
dA + xA ) − xA )P = (s2 (h0 + dA + xA ) − xA )P and operations because they are much smaller than the above
three operations.
s1 (h + dA + xA )) = s2 (h0 + dA + xA )).
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Table 1: Comparisons of security properties
CK [2] LH [8] LHJ [7] Our scheme
√
√
√
√
Confidentiality
√
√
√
√
Unforgeability
√
√
√
√
Authentication
√
√
√
√
Non-repudiation
√
√
√
√
No certificate
√
√
√
No key escrow
×
√
Without bilinear pairing
×
×
×
√
Abbreviations: : Scheme prevents this attack or satisfies the attribute,
×: Scheme fails to prevent the attack or does not satisfy the attribute.

Table 2: Performance evaluation of the four schemes
Schemes
CK [2]
LH [8]
LHJ [7]
Ours

Computational Cost (Alice)
1P+3M
2E
1E+4M
3M

Computational Cost (Bob)
3P+M
1P+1M+1E
2P+2M+1E
4M

Quantitative evaluation results for the four schemes
are described below. Here, we only consider Bob’s overhead, because his controller’s resource is limited. We
adopt the result in [14, 17] on the MICA2 mote which
is equipped with an ATmega128 8-bit processor locked
at 7.3728 MHz, 128KB ROM, and 4KB RAM. A pairing operation costs 1.9 s and an exponentiation operation
costs 0.9 s by using a supersingular curve y 2 + y = x3 + x
with an embedding degree of 4 and implementing an ηT
pairing: E(F2271 )×E(F2271 ) → F24271 , which is also equivalent to the 80-bit security level. According to the previous results [8], a point multiplication over the supersingular curve costs 0.81 s. Therefore, the computational
time on the controller of CK [2], LH [8], LHJ [7], and
our scheme are respectively 3 × 1.9 + 1 × 0.81 = 6.51 s,
1×1.9+1×0.81+1×0.9 = 3.61 s, 2×1.9+2×0.81+1×0.9 =
6.32 s and 4 × 0.81 = 3.24 s. We also suppose that the
power level of MICA2 is 3.0 V. The current draw in active mode is 8.0 mA and the current draw in receiving
mode is 10 mA [15]. For energy consumption, according
to the evaluation method [11,16], a pairing operation consumes 3.0 × 8.0 × 1.9 = 45.6 mJ, a point multiplication
operation consumes 3.0 × 8.0 × 0.81 = 19.44 mJ, an exponentiation operation in G2 consumes 3.0×8.0×0.9 = 21.6
mJ. Therefore, the computational energy consumption on
the controller of CK [2], LH [8], LHJ [7] and our scheme
are 3 × 45.6 + 1 × 19.44 = 156.24 mJ, 1 × 45.6 + 1 × 19.44 +
1×21.6 = 86.64 mJ, 2×45.6+2×19.44+1×21.6 = 151.68
mJ and 4 × 19.44 = 77.76 mJ respectively.

Communication Cost (Bob)
2|G1 | + |ID| + |m|
|G1 | + |G2 | + 3|Zp∗ | + |ID| + |m|
3|G1 | + |ID| + |m|
5|Zq∗ | + |ID| + |m|

tional time and least energy consumption among the four
schemes.

Figure 3: The computational time of the controller

For the communication cost, we suppose that |m| =
160 bits and |ID| = 80 bits. CK [2], LH [8], LHJ [7]
schemes use a curve over the binary field F2271 with the
G1 of 252-bit prime order. As in [12, 17], the size of an
element in group G2 is 542 bits and can be compressed to
34 bytes. The size of an element in group G2 is 1084 bits
and can be compressed to 136 bytes. The size of an element of Zq∗ is 32 bytes. In CK [2], LH [8], LHJ [7] and our
scheme, the controller needs to receive 2|G1 | + |ID| + |m|
bits=2 × 34 + 10 + 20 = 98 bytes, |G1 | + |G2 | + 3|Zp∗ | +
|ID| + |m| bits=34 + 136 + 3 × 32 + 10 + 20 = 296 bytes,
Figure 3 and Figure 4 respectively describe the compu- 3|G1 | + |ID| + |m| bits=3 × 34 + 10 + 20 = 132 bytes,
tational time and energy consumption of the controller. and 5|Zq∗ | + |ID| + |m| bits=5 × 32 + 10 + 20 = 190
It is clear that our scheme has the shortest computa- bytes respectively. From [12, 17], we know the controller
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Table 3: Energy consumption of the four schemes

Schemes
CK [2]
LH [8]
LHJ [7]
Ours

Computational energy
consumption (mJ)
156.24
86.64
151.68
77.76

Communication energy
consumption (mJ)
1.86
5.62
2.51
3.61

Total energy
consumption (mJ)
158.1
92.26
154.19
81.37

security property and concluded that our scheme satisfy
more security property than three others schemes. As far
as performance analysis is concerned, our access control
scheme had the shortest computational time and the least
energy consumption compared with the existing three access control schemes utilizing signcryption.
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Figure 4: The energy consumption of the controller

takes 3 × 10 × 8/12400 = 0.019 mJ to receive one-byte
message. Therefore, in CK [2], LH [8], LHJ [7] and our
scheme, communication energy consumption values of the
controller are 0.019×98 = 1.86 mJ, 0.019×296 = 5.62 mJ,
0.019 × 132 = 2.51 mJ, and 0.019 × 190 = 3.61 mJ respectively. The total energy consumption of CK [2], LH [8],
LHJ [7] and our schemes are 156.24 + 1.86 = 158.1 mJ,
86.64 + 5.62 = 92.26 mJ, 151.68 + 2.51 = 154.19 mJ, and
77.76 + 3.61 = 81.37 mJ respectively. Table 3 provides
energy consumption of four schemes. Although the communication cost of our scheme is more than that of CK [2]
and LHJ [7], the total energy consumption of our scheme
is less than that of other three schemes. The controller’s
energy consumption of computation and communication
in our scheme is almost half of that in CK [2] and LHJ [7].

5

Conclusions

In this paper, we proposed a new CLSC scheme without using bilinear pairing operation and constructed an
efficient access control scheme using the proposed CLSC
scheme for the WBANs. We verified the mathematical
correctness of the CLSC scheme from the aspect of the
partial key, the ciphertext and the signature. Then we
proved that the proposed scheme offered confidentiality
and unforgeability in the random oracle model on the
basis of the hardness of the CDH problem and the DL
problem respectively. Moreover, we have analyzed the
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Abstract

1

The evolution of networks requires a high monitoring of
their resources and a reliable security of exchanges to obtain a faithful communication between their systems. The
automatic detection of intrusions has become an active
discipline due to the increased needs of computer security and large malicious traffic with attacks that can infect systems. Intrusion detection and prevention systems
are the recent technologies used to monitor data activities. Thus, their assessment is very useful. The main
goal of this paper is to analyze some sniffers tools and
to assess the performances of certain intrusion detection
and prevention systems. The analysis measures assess
the authenticity, availability, integrity and confidentiality
but also certain parameters related to security, such as:
Detection type, filtering detection method, real time reaction, updating, alerting, logging. A novel detection approach is designed to perform the monitoring of networks.
It is based on PcapSockS sniffer that collects data and on
multilayer perceptron to analyze and make the appropriate decisions. This approach makes a reliable detection
by minimization number of false positives and elimination
of false negatives.
Keywords: Classification; Intrusion Detection; Performances; Security; Sniffing

As long as the intrusions detection makes a network safer,
prevention aims to make appropriate decisions by reacting
in real time. The IDPSs (Intrusion Detection and prevention Systems) are designed for networks security needs.
The sniffers tools are used to capture the circulated packets within network interfaces; they decode certain packets of a specific interest. The IDPS are used to control
exchanged events through networks, to inform the existence of an intrusion, and then to take a concise action
and bring systems into a safe state. The current IDPS
are oriented towards automatic responses to intrusions in
real time with alerts. They can be classified according to
the type of detection approach, level of monitoring, frequency of use or nature of reaction. False positives are
generated when a detection system identifies normal activity as an intrusion, while false negatives correspond to
undetected intrusions, so no alert is generated. It is impossible to find a standard detection tool that can overcome all limitations. The second section presents a state
of art on intrusion detection, sniffing and multilayer perceptron. The performances analysis is cited in the third
part, based on security objectives and on parameters related to security. For the fourth section, the proposed
solutions are described. The article is accomplished by a
conclusion and the future works. In this paper, we use
the following notations (Table 1):

Introduction and Notations
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Table 1: Notations
f
(Xi )i=1..n
Xi = (xi,j )j=1..m
W (0) = (wi,0 )i=1..n
Wi = (wi,j )j=1..m
w0,i
ai
y(ai ) = f (ai )
i
(op)
Wiop = (wi,j )j=1..m
op
W0,i
(op)
ai
(max)
ai
(max)
W max = (wj
)j=1..m
(max)
w0
d = +1
d = −1

2

:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:

Sigmoid Function.
The presented inputs.
The presented occurrences to input Xi .
The initialized weights.
The associated weights to input Xi .
Initialized Bias to 1 and associated to input Xi .
Weighted sum associated to input Xi .
Calculated output associated to input Xi .
Calculated error associated to an entry Xi .
Optimal system solution (Training Algorithm) for Xi .
Optimal System Bias (Training Algorithm) for Xi .
Optimal weighted sum associated to an input Xi .
Maximum weighted sum associated to an input Xi .
Maximum weights.
Maximum bias.
Normal Output.
Anormal Output.

State of Art

• Alert is a message generated after detection to inform
the manager about the existence of an intrusion.

This section gives a state of art of IDPS, the sniffing techThe IDPS architecture is composed by [10,12,15,16,24,28]
niques and multilayer perceptron.
(Figure 1):

2.1

Intrusion Detection and Prevention

Intrusion detection is a set of techniques used to detect
undesirable activities. An intrusion attempts to violate
one of security objectives [2, 11]. An IDPS can be software or hardware which can detect malicious events that
attempt to infect a security policy. IPS (Intrusion Prevention Systems) are considered as second generation detection systems, designed to make necessary decisions to
stop the detected intrusions accurately. There are two
fundamental detection methods [2, 7, 11, 12, 17, 18, 24]:
• Scenario approach that identifies an intrusion using
a configuration known for malicious activity.
• Behavioral approach that attempts to identify malicious based on a deviation from normal activity. It
is proposed by J. P. Anderson (1980) and extended
by D. E. Denning (1987).
An IDPS can control and detect accurately the abnormal
activities by blocking them quickly. It is characterized by
following properties:
• Real time takes into account time constraints and
delays related to the results.
• Response time which determines the duration between activation and time of the results.
• Blocking is used to interrupt the passage of suspicious
activities.

Figure 1: Classical architecture of IDPS

• Data sources contain the data that reflects what is
happening on the hosts and the traffic of packets that
is intercepted by a network monitor.
• Activities are collected within data sources and
stored in database.
• Sensor observes the system activities through data
sources and provides a sequence of events that inform
evolution of the system state.
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• Events represent the preprocessed activities pre- The filtering is an essential operation to classify packsented to analyzer.
ets that are captured using filters according to the needs
of capture. The simulation with sniffing tools is used in
• Analyzer determines if the events contain malicious learning of computer networking, allows a good underactivities.
standing of network concepts and topologies. The study
carried on [14] highlights the difference between these two
• Reaction is guaranteed by activating the countermeaprinciples libraries. The main capture libraries are libnet
sures to end the detected attack.
and libpcap. The Airpcap adapter is used on hosts run• Supervisor is responsible to analyze alerts and has a ning to listen in to wireless traffic in monitor mode.
global vision toward system.

2.3

Multilayer Percepron

• Alert manager is used to generate alerts after detecThe birth of artificial neural discipline dates back to the
tion.
1940s with W. McCulloch and W. Pitts who showed that
• Operator is a part of IDPS that make a final decision. with such networks, we could in principle calculate any
arithmetic or logical function [23]. The training is a dyThe majority of current IDPSs integrate heterogeneous namic and iterative process [29] used to modify the patechnologies like, VPN (Virtual Private Network), an- rameters of network in reaction with stimuli that receives
tivirus, antispam, etc.
from its environment. The supervised training adjusts
network parameters by a direct comparison between the
actual network output and the desired output. The un2.2 Sniffing Techniques
supervised training involves no target values. It tries to
The sniffing is a process used to intercept and analyze associate information from the inputs with an intrinsic
the network traffic. It listens to public conversations in reduction of data dimensionality or total amount of incomputer networks [6, 14, 27]. The sniffers may be used put data. The type of training is determined by how
as a hardware or software solution or as software only the parameter changes occur [16, 26]. The MLP (Multito manage and ensure the network security. They can layer perceptron) (Rosenblatt 1957) is a neural network
also be used by unauthorized uses. An intruder can learn that composed of successive feedforward layers connecting
network configuration information by sniffing. There are neurons by weighted links [15, 16, 29]. The input layer is
different types of sniffing packets [21, 22]:
used to collect the input signals and the output layer provides responses. One or more hidden layers are added for
• IP (Internet Protocol) sniffing collects all IP packets
transfer. The training of MLP is performed by the error
traveled through a network.
gradient propagation. In the 1980s, an error propagation
• MAC (Medium Access Control) sniffing captures the algorithm was invented [29]:
corresponding frames to supervised interfaces MAC
Algorithm 1: Back propagation training
addresses.
• ARP (Address Resolution Protocol) sniffing intercepts ARP packets used to query the ARP cache.
The sniffers are constituted by the components described
by Clincy & Abi Halaweh in [3, 27]:
• Hardware is represented by Network Interface Cards
and activated in sniffing mode.
• Driver captures data from the network cards, applies
a number of filters and stores it in a memory.
• Buffer stores the captured traffic or transfers it to
permanent storage.
• Analyzer is responsible to analyze the traffic in real
time taking into account the criteria needs.
• Decoder receives a stream of bits and interprets them
to finally build a descriptive texts format.

1) DBA : Training Base.
Xi = (xi,j )j=1...m : Inputs.
Ci = (ci,j )j=1...m : Desired Results for Xi .
Wi = (wi,j )j=1...m :Weights for Xi .
θi : Calculated Results.
λi :Training rate.
2) BEGIN : Calculate Wi for the input Xi


For i from 1 to n do








Initialize
the
weights
randomly








 Optimization of weigts:

For j from 1 to m do



wi,j = wi,j−1 + λi (ci,j − θi )xi,j 








EndFor






EndF or
3) END

• Editor changes the traffic using a unified format and
The examples of the training basis are shown succesthen converts it and retransmits it in the network.
sively in order to adjust the weights by accumulating the
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calculated gradients. The training is stopped when the
calculated error is less than a certain threshold.

3

Our Contribution

In this section, we describe the results of performances
analysis carried on some network sniffers and certain
IDPS. It proposes a novel model of IDPS based on PcapSockS sniffer and multilayer perceptron.

3.1

Results of Performances Analysis

The sniffers analyze data from all the network layers. If
the application level analysis fails to identify the problem
and find a solution, sniffers can dig into lower level details.
Based on various criteria and referring to the detailed
study in [13, 14, 21, 27], we arrive at a classification of the
following systems (Table 2):
After this assessment, the majority of sniffers above
use libpcap library to intercept traffic and include a filtering system. They are highly available to monitor wired
and wireless networks with a high flows supporting a large
number of protocols. The study helps us to discover certain limitations. The actual sniffers are more efficient, allowing real time analysis. They capture packets from the
network and decode them into human readable format.
To be able to choose a better detection system before installing it on the affected network, it is useful to test and
evaluate the operational efficiency of these systems.
• Snort is an open source network IDPS, developed by
Sourcefire. It is a scenario and anomaly system [8, 9,
25].
• Suricata is an open source IDPS that uses the snort
rules, its important advantage is multithreading that
means reduction of time and gives also a high performances. David and Benjamin analyzed Snort and
Suricata and conclude that Suricata is relevant and
exact than Snort [8, 11, 25].
• Mc Afee Host Intrusion Prevention is aiming to protect systems, resources and applications. It establishes reporting and gives an exact management, progressed and easy to use [11, 16].
• Net ASQ is an engine integrating intrusion prevention and eliminates intrusions in real time. Its hardware alternative arranges a Watchdog which realizes
regularly tests of activities [11, 16].
To satisfy this assessment, we propose, the degree of guarantee of the safety objectives: authenticity, confidentiality, integrity, availability [11, 16, 20] (Table 3):
Most of the existing solutions concerning intrusion detection are related to the setting up of NIDPS in association with some HIDPS and other software types of management. It has been observed that NIDS become less
effective even when presented with a bandwidth of a few
hundred megabits per second.

3.2
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Our Proposed Approach

This proposition is based to avoid some vulnerabilities
and limits. The structure of system is (Figure 2):
Our IDPS system is constituted by the different components bellow:
• Data sources: The circulated data flow within the
network are intercepted and processed to monitor
and make an effective decision.
∗ High level means the monitoring of various activities within the high layers.
∗ Low level means the monitoring of various activities within the low layers.
• Sensor observes the data and provides the analyzer
a sequence of activities that inform the evolution of
the system state.
∗ PcapSockS Sniffer intercepts traffic from the low
and high level.
∗ Activities: the collected data are stored in a collection base in the form of activities.
• Analyzer is made to take a decision by exploiting the
implemented detection methods.
∗ Normalization: is located directly after sniffing
which is used to eliminate the potential ambiguities and to have a uniform structure of activities.
∗ Comparator is a component that compares an
event with the contents of the intrusion basis.
∗ Events: the normalized activities become events
and presented to analyzer.
∗ Multilayer Perceptron Classifier is able to distinguish the normal behavior from the new data.
∗ Notification: after detection of intrusion the analyzer sends notification to manager.
∗ Updating: the intrusions basis is updated in order
to increase the possibilities of the new detections
and to facilitate the next analysis.
• Manager is responsible for the management and analysis of the alerts generated by the analyzer. It contains:
∗ Management: the manager is responsible to analyze alerts and take action to prevent the damage of intrusion.
∗ Real time blocking means the realtime response to
block intrusion and anticipate connection.
∗ Automatic reaction provides reaction mechanisms
to cope with detected intrusion or reduce their
effect.
• Supervisor is the person who administers the various
components of that system. He has a global vision
on the system.

S

S
H

S

S

S
H
S

Colasoft Capsa

PRTG Network
Monitor

Kismit

Scapy

OmniPeek

S

S

Soft Perfect
Network Protocol
Analyzer

Airodump

ETHERAP

S
H

S/H
S
S
S

Netflow CISCO

Network sniffers
Tcpdump
Wireshark
PACKETYZER

Libpcap

Libpcap

Libpcap

Libpcap

Libpcap and Libnet

Libpcap

Libpcap

Libpcap

Libpcap

Library
Libpcap (Winpcap)
Libpcap (Winpcap)
Libpcap (Winpcap)

++

++

++

++

++

++

++

++

++

- Wireless networks 802.11.
- Supports 4.2 GHz channels

Flows of Ethernet networks

Ethernet, Gigabit, 10 Gigabit,
208.11 a / b / g / n / ac wireless,
VoIP, Video, MPLS and VLAN
Flows of Ethernet, FDDI, Token Ring,
ISDN.

Flows of wireless networks 802.11n,
802.22b 802.11g and 802.11a
Injectes the 802 frames

High flow

Flow wired and wireless networks
over 802.11a, 802.22b, 802.11g
and 802.11n

High flow networks (Gigabit).

Flow
Flow of Ethernet networks
Flow of Ethernet and wireless networks.
Flow of Ethernet, FDDI, PPP, Token
Ring and wireless networks.

-Analyzes of fragmented floors.
-Defragments and reassembles the packets.
- Size of the installation file 4.87 Mb.
-Identification the coordinated access points.
-Writes the several files containing details
of all seen access points and clients.

- Generates and receives quick and accurate traffic.
- Decodes packets of a number of protocols.
-captures on multiple networks simultaneously.
- Several hundred protocols
- WPA, WPA2 and PSK Decoding.
- Is only available for GNU / Linux systems.

Availability
Very economical installation file size: 484 KB
81 MB after installation.
-supports 483 protocols.
-Decodes and edits packets.
Very high (provides valuable information about
users, network applications, peak hours).
-2GH Dual processor.
-2GO Memory.
-No Tolerant with the attacks: ARP, TCP
port scanning,
-Signals DOS attacks
-653 MB on after windows 7 installation.
- Free version is available with limited features.
-Integrates SNMP, Packet (Sniffing and Net flow).
-monitors 24/7 network.
- Includes over 200 types of sensors.
-Less than 30 protocols (Free).
- More than 30 protocols (Com)
High (supports any wireless card rfmon)

Table 2: Performances assessment of some network sniffers
Filtering
++
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Alert
----
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++
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Real time
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++

International Journal of Network Security, Vol.21, No.3, PP.438-450, May 2019 (DOI: 10.6633/IJNS.201905 21(3).10)

442

International Journal of Network Security, Vol.21, No.3, PP.438-450, May 2019 (DOI: 10.6633/IJNS.201905 21(3).10)

Figure 2: Proposed IDPS based on PcapSockS sniffer and MLP classifier
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Continuous
frequency

The use and management of databases is very important
in this approach; we opted for using of four databases:
• Collection basis is composed by activities that intercepted within networks by PcapsockS sniffer.

• Alerts basis contains different alerts generated after
detection by our IDPS.
Our IDPS performs the first monitoring based on signature detection. Thus, it needs signatures basis that will
satisfy this type of detection. Therefore, we have to conceive intrusions basis which characterize the anomalies of
the monitored network (Figure 3).

High

Continuous
frequency

• Intrusions basis includes all known attacks by using
a certain format. There is no standard for the coding
of attacks. It is updated after detection.

Continuous
frequency
Continuous
frequency
Continuous
frequency

—–
Includes scan of
ClamWin antuvirus
Integity

Availability

—–
——

Cryptografic functions
of TLS protocol
Hush functions of
TLS protocol
TowFish
Algorithm
5MB/s, 10MB/s,
4GB/s
Confidentiality

MAC algorithm
High
High
Authenticity

Protocole IPSEC,
Certificats X.509, PKI
infrastructures, SSL
DES, 3DES, AES,
BlowFish.
High speed MD5,
SHA1, SHA2

Continuous
frequency

high-level semantic
analysis/ detect a large
number of protocols
Continuous
frequency

High
reliability
5MB/s, 100MB/s,
1GB/s/

Include SSH functions

——
RC4 Algorithm

High

Bro

MC Afee
Intercept
High
Winpooch
Suricata
NetASQ
Snort

Table 3: Assessment based on security objectives
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• Events basis is constituted by the normalized activities.

Net Screen
Intrusion
Medium

Cisco Net
Ranger
ACL Lists
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Figure 3: Conception of intrusions basis

The monitoring is done in a hybrid and complete way
by controlling all levels of data sources. For this, we use
the most famous sniffing tools more used currently to meet
our needs. For example, we use Scapy [13, 14, 16] for high
level sniffing and Wireshark [3,14,21] for the lower layers.
The collected activities are recorded in a collection basis.
In this case, the sniffing type takes place during so called
abnormal operation of the network to collect abnormal
activities characterizing the anomalies of the monitored
network. The intrusions are used by detection systems.
They are stored and integrated into their database at each
infection. The detection is carried out by comparing the
event collected the contents of the intrusion database. To
implement the new approach, various phases are used:
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3.2.1

Collection and Filtering Phase

The proposed design in [1] focuses on the combination of
current performances of high sniffers and minimization of
various limitations. It is a distributed model consisted by
two main components:
• The kernel is composed by two processors to capture
and filter the traffic.
• The operator decodes and normalizes the elected
traffic.

3.2.2

445

Preprocessing and Normalization Phase

The preprocessing phase is the most labor intensive, due
in particular to the lack of structuring and the large
amount of noise existing in the raw data used. It consists
in structuring the activities in order to prepare them for a
future analysis. The significant formatting is required before analyzing and classifying traffic. The normalization
is carried out also to establish a pattern of activities facilitating the distinction between the activities and allowing an extraction of useful fields if necessary. The events
are stored in a database table which contains columns to
specify the fields and contains the occurrences with string
type. A hash function is applied to compute the signatures of the content. We realize a particular coding for
the enumeration of the occurrences and adapt them to
the entries of the model which accept in principle only
integer, real or Boolean entries. The hashing and coding
techniques guarantee also a certain rapidity and integrity.
The input layer receives successively the preprocessed occurrences. An occurrence is subdivided into a set of fields.
Each field is received by a neuron representing a simple receptor that does not perform any treatment. A weighted
sum is calculated on the input values. A transfer function
is applied to the calculated sum. The sigmoı̈de function
is implemented in the hidden layer.

These components are described in the figure below (Figure 4):
This traffic is composed of a set of bits and frames, it’s
saved in a temporary basis to apply the BPF (Berkeley
Packet Filter) and then meet adequate collection conditions. Libpcap provides the possibility to introduce the
filters to filter traffic: PBF, SWIF. It applies the filters on
traffic in the basis in order to choose the elected packets.
This latter is redirected to the operator space. The decoding processor normalizes and stores the chosen traffic in
the collection Database. In the high level, we use the sockets mechanism to ensure a reliable collection. The TCP
(Transmission Control Protocol) and UDP (User Datagram Protocol) sockets are implemented for this purpose.
Raw sockets are used to reinforce the interception to the
low level with libpcap. The collected traffic is saved in
a temporary basis to apply the filter LSF and redirected 3.2.3 Classification Phase
directly to Collection Database. Our sniffer collects data
We propose a rigorous algorithm for training and recogin three modes:
nition. Thus, we use the multilayer perceptron. The pro• Connection oriented mode requires a prior connec- posed classifier is [15, 16, 19] (Figure 5).
tion establishment between communicating entities.
Each layer has neurons directly linked to the neurons of
the next layer. We find ourselves faced with an optimiza• Connectionless mode cannot guarantee a reliable con- tion model containing changeable variables that describe
nection, insertion errors, wrong delivery, duplication, the problem, together with constraints representing limits
or non sequencing delivery packets.
on these variables. We define a cost function to minimize
is:
• Raw mode can provide both services in connection
m
X
oriented and connectionless mode.
a =
w x + w for i = 1, · · · , n.
i

The filtering provides a considerable gain; it avoids the
congestion and the saturation of memory. The filtering is
a very useful to meet the various network services using
mainly in intrusion detection. The treatments are in real
time. Take into account the time constraints which are as
important as the accuracy of the results for this system
synchronizes multiple tasks that take place and the possibility of including several shorter threads in a single process. To show the performances provided by PcapSockS
Sniffer, it is very useful to compare it with other sniffers
which have demonstrated their reliability (Table 4):
The new model combines libpcap and sockets functions
to capture the packets, filters traffic taking into account
the capture needs. All treatments are in real-time and
Encryption of transactions between the sniffer and Collection database.

i,j i,j

0,i

j=1

The inputs preprocessing are used to remove redundant
and irrelevant information in order to achieve a small and
optimal network structure.
Algorithm 2: Training algorithm
Initialize weights W (0) = (wi,0 )i=1...n such as wi,0 6 10−3
for i = 1 . . . n and w0,i = 1.
For i from 1 to n do
1) Present the iutputs Xi = (xi,j )j=1...m .
(op)

2) Calculate Wi
and i :
i = min(1 − y(ai ))
ai
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Figure 4: The pcapSockS sniffer

Table 4: Comparison between pcapSockS sniffer, scapy and wireshark
Sniffer
Scapy

Wireshark
Pcap.Sock
Sniffer

Platforms

Low capture

High capture

Low filtering

-Win

-Libpcap
-Linux

-Libnet

-PBFfilter
-Python Functions

-Libpcap

-No

-Libpcap
-Raw Sockets

- Sock− Stream
-Sock− Dgram

-Mac OS
-Win
-Linux
-Win
-Linux

High
filtering
-No

Network

-PBF Filter

-No

-PBF Filter

-LSF Filter

-Wired
-Wireless
-Wired

Figure 5: Multilayer perceptron classifier

-Wired
-Wireless
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m
X



a
=
wi,j xi,j + w0,i ;
i




j=1


 y(ai ) = f (ai );
w0,i = w0,i + [1 − y(ai )];



For j from 1 to m do




wi,j = wi,j−1 + [1 − y(ai )]xi,j ;



EndFor













Proposition 3.2. Let K = (kj )j=1...m be an input ocm
X
(max)
(max)
currence, a =
wj
kj + w 0
and  = {i , i =
j=1

1, . . . , n}.
The following conditions are equivalent:












1) K is an intrusion.
2) 1 − y(a) > .

3) EndFor
In the following, we denote with:
W

(max)
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(max)

=

(wj

)j=1...m

(op)

(max)

The proof of this proposition relies on Definition 3.1.
(max)

= Corollary 3.1. : Let K = (kj )j=1...m be an input occurm
X
(op)
(max)
(max)
= max{w0,i , i = rence, a =
wj
kj + w0
and  = max{i , i =

with

wj

max{wi,j , i = 1 . . . n} and w0
m
X
j=1
(max)
(max)
(max)
(op)
1 . . . n}, ai
=
wi,j xi,j + w0,i
ai
= 1, . . . , n}. The following conditions are equivalent:
j=1
m
X

(op)

(op)

n
and S = {(Xi=1
= (xi,j )j=1...m ,

wi,j xi,j + w0,i

j=1
(op)
Wi

(op)

1) K is a normal information.
2) 1 − y(a) ≤ .

(op)

= (wi,j )j=1...m , w0,i , i ), i = 1 . . . n} the
obtained results during the training phase.

The proof of this corollary relies on Definition 3.1 and
Proposition 3.2.

Proposition 3.1. With the above assumptions, we then
have for all i ∈ {1, . . . , n}
Algorithm 5: Recognition algorithm
(max)

1) ai

(op)

≥ ai

.

(max)

2) 0 < 1 − y(ai

1) New input X = (x(j) )j=1...m , final output d, activation state a, calculated result y(a).

) ≤ i .

Proof.
1) As

wjmax

=

(op)
max{wi,j , i

xi,j ≥ 0 for all i =
all i ∈ {1, . . . , n}.

(op)
= 1 . . . n} ≥ wi,j and
(max)
(op)
1 . . . n, then ai
> ai
for

2) Computing of output
m
X
(max) (j)
(max)
a=
wj
x + w0
;
j=1

y(a) = f (a);

(op)

2) We have 1 − y(ai ) = i for each i ∈ {1, . . . , n}
(op)
(op)
(op)
, y(ai ) = f (ai ). Therefore 0 6 f (ai ) 6
(max)
f (ai
) < 1 for each i ∈ {1, . . . , n} because f is
an increasing function.
(op)

(op)

Thereafter i = 1 − y(ai ) = 1 − f (ai
(max)
(max)
f (ai
) = 1 − y(ai
)>0

) > 1−

3) 
Classification of activities
if (1 − y(a) 6 ) then




d = 1 //N ormal activity

else


d = −1 //Intrusion



Endif













which shows (2).

The sigmoid is introduced into the two proposed algorithms for training and recognition. It presents certain
constraints during its implementation which leads us to
This phase consists of validating the model: We use for make an evaluation of the sigmoid on platforms more used
this the optimized weights which are obtained during the in practice. In this case, we determine the random values
of the weights in wi 6 10−3 to ensure the possible results
training phase.
and avoid the falsified outputs. This modeling leads us
Definition 3.1. Let K = (kj )j=1...m be an input occur- to develop an optimal and restricted database containing
m
X
(max)
(max)
the occurrences (Table 5):
w
k +w
.
rence and a =
j

j

0

j=1

1) K is a normal occurrence if there exits i ∈ {1, . . . , n}
such that 1 − y(a) 6 i .
2) K is an intrusion occurrence if for all i ∈ {1, . . . , n}
we get 1 − y(a) > i .

Table 5: Database structure
(max) m
)j=0

W (max) = (wj
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Abstract
Recently, researchers have proposed several privacypreserving public auditing schemes to remotely check the
integrity of outsourced data based on homomorphic authenticators, random block sampling and random masking techniques. However, almost all these schemes require
users to maintain tables related to the block index. These
tables are difficult to maintain, especially when the outsourced data is frequently updated. In this paper, we propose a privacy-preserving public auditing scheme with the
support of dynamics using rank-based authenticated skip
list for the integrity of the data in cloud storage, of which
users do not need to maintain the relevant table. And
we give a formal security proof for data integrity guarantee and analysis for privacy-preserving property of the
audit protocol. The performance analysis demonstrates
that our scheme is highly efficient.
Keywords: Audit Protocol; Cloud Storage; Privacypreserving; Public Auditing; Rank-based Authenticated
Skip List

1

Introduction

Cloud computing has many advantages; this has led to an
increasing number of individuals and companies choosing to store their data and conduct their business using cloud-based services [22]. Unlike traditional systems,
users lose their physical control over their data. Although
the cloud infrastructure is significantly more reliable than
personal computing devices, data security/privacy is still
one of the core considerations for users when adopting cloud services because of the internal and external
threats associated with cloud services [1, 35, 38]. Therefore, researchers have proposed various security models
and schemes to overcome the issue of data integrity auditing [3, 12–15, 18, 20, 27, 29–31, 33, 34, 36, 37].

The public auditable schemes allow external parties,
in addition to the user, to audit the integrity of outsourced data; however, this could potentially leak the
user’s data to auditors. Hence, researchers have proposed
privacy-preserving public auditing schemes to avoid auditors learning user’s data in the auditing phase. The
construction of the signatures in some of these schemes involve the block index information i, such as H (name k i)
or H (Bi k Vi k Ri ) [30, 36, 37]. Users need to maintain
a table in the local storage for each file, such as mapversion Table [5] or index-hash table [36,37]. The table is
also sent to the third-party auditor (TPA) before the data
is audited. If the table is corrupted, effective audits or dynamic operations cannot be conducted on the outsourced
data. In addition, if a large file is stored in cloud storage server (CSS) and undergoes frequent insert and delete
operations, the block index will continue to increase and
become very large. This is because the block index cannot
be reused. Consequently, it becomes increasingly difficult
for users to maintain the table. To address the problem,
the index i is removed, and H (mi ) is used in constructing the signature for block mi to prevent replay attack
on the same hash values. To support privacy-preserving
TPA auditing, (H (mi ))α/β is used in the signature construction and assigned to the data item value for the leaf
node of the skip list [9].
In this paper, a secure public auditing algorithm is
proposed with the support of dynamics using a rank-based
authenticated skip list [9] for the outsourced data. The
contributions of this paper can be summarized as follows:
1) A privacy-preserving public auditing scheme which
fully supports dynamics by employing rank-based authenticated skip list is proposed. (H (mi ))α/β is used
as the data item of the bottom node of the skip list
to realize privacy-preserving.
2) Based on the cryptography reduction theory [16, 21]
and CPoR’s model [27] a formal security proof
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is given for the integrity guarantee of outsourced sion attack in a multi-server environment. However, MRdata and privacy-preserving property of the auditing PDP only supports private verification [7].
phase for the scheme.
Barsoum et al. proposed two multi-copy DPDP public auditing schemes, supporting data dynamics based on
The remainder of the paper is organized as follows. Sec- the MHT and map-version table, respectively. Different
tion 2 contains the related work. Section 3 introduces copies are generated through encrypting the concatenathe system model and our design goals. In Section 4, we tion of the copy number and file blocks [5]. In the latter,
elaborate our proposed scheme. Section 5 analyzes the the map-version table must be stored in the local storsecurity and performance of our scheme. The conclusion age of the user and is managed by the user during the
is given in Section 6.
various update operations performed on the file. In [34],
Yang et al. propose a public auditing scheme for shared
cloud data in which a group manager is introduced to help
2 Related Work
members generate authenticators to protect the identity
Ateniese et al. proposed the provable data possession privacy. This method uses two lists to record the mem(PDP) model, which can be used for remotely checking bers who performed the most-recent modification on each
data integrity [2, 3]. This model can generate probabilis- block to achieve the identity traceability. This scheme
tic proofs of possession by randomly sampling data blocks also achieves data privacy during authenticator generafrom the server, in which the tags of the sampled blocks tion by employing a blind signature technique. To overcan be aggregated into a single value using homomor- come the issue of resource-constrained users dealing with
phic verifiable tags(HVTs). It is believed to be the first heavy burdens, Shen et al. proposed a cloud storage auscheme to provide blockless verification and public verifi- diting scheme for group users by introducing a third party
ability at the same time. Erway et al. proposed dynamic medium (TPM) to perform time-consuming operations on
PDP (DPDP), which applies the structure of rank-based behalf of users [29]. Utilizing proxy re-signatures and
authenticated skip list to ensures the integrity of the tags homomorphic linear authenticators, Li et al. propose a
using the skip list structure and the integrity of the blocks privacy-preserving cloud data audit scheme that can supby their tags. This scheme effectively supports provable port key-updating and authenticator-evolving [18].
Researchers have proposed a number of cloud storage
secure updates to the remotely stored data [9]. Juels
auditing
schemes in the recent past. All these schemes priand Kaliski presented the proof of retrievability (PoR)
marily
focus
on several different aspects of cloud storage
model. This model ensures both the possession and the
auditing.
However,
almost none of these schemes address
retrievability of outsourced data by using spot-checking
the
issue
that
users
need
to maintain a block index related
and error-correcting codes. However, the number of autable
in
the
local
storage
for the privacy-preserving public
dit challenges a user can perform is predetermined and
auditing
schemes.
Users
should be “stateless” and must
public auditability is not supported in [15].
not
be
required
to
store
and update the table between
Shacham et al. designed a compact version of PoR
different
dynamic
operations,
since such table is difficult
(CPoR) [27] and proved the security of their scheme
to
maintain.
against arbitrary adversaries in the Juel-Kaliski model.
The construction of the publicly verifiable CPoR scheme
is based on Boneh-Lynn-Shacham (BLS) signatures [8].
Wang et al. proposed a public auditing scheme that supports dynamic data operations in [31]. The authentication
information of the scheme is managed using the Merkle
hash tree (MHT) [23], in which the leaf nodes are the
values of H (mi )(mi is the i-th block of the file). To prevent TPA extracting data content from the collected information, they designed a privacy-preserving public auditing scheme using a random mask technique to blind
the response information in the follow-up work [30]. But
its description for the dynamics is ambiguous. Zhu et
al. proposed another privacy-preserving public auditing
scheme which supported dynamic data updates employing
an index-hash table [36]. However, in these two privacypreserving schemes, block index related information is involved in the signature construction. Users are required
to maintain a relevant table. To guarantee the integrity
of the multiple replicas in cloud, Curtmola et al. proposed the replication-based remote data auditing scheme,
called Multiple-Replica PDP (MR-PDP), which extends
the (single-copy) PDP scheme for overcoming the collu-

3
3.1

Problem Statements
System Model

The auditing system for cloud storage involves cloud
users, CSS and TPA as shown in Figure 1. The cloud
user is the data owner, who has large amount of data to be
stored in the CSS. The users can access and dynamically
update their data in the CSS by interacting with the CSS.
The CSS, which is managed by the cloud service provider
(CSP), has significant storage space and massive amount
of computational resources. The users’ data is stored in
the cloud storage and is managed and maintained by the
CSP. The TPA has expertise and capabilities that users
do not have and can audit the users’ outsourced data in
the CSS on behalf of users at the users’ request.
To ensure the integrity and correctness of the users’
outsourced data, users need to make periodic checks. To
save computation resources and network bandwidth, users
can delegate the TPA to perform the periodic data integrity verification. However, users do not want informa-
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Figure 2: Example of a rank-based skip list
Figure 1: The cloud storage architecture includes the
CSS, the cloud users and the TPA
the following parameters [3]:
tion from their data to be learned by the TPA during the
auditing process.
In this model, it is assumed that the cloud server does
not have the incentive to reveal their hosted data to any
external entity. It is also assumed that the TPA has no
incentive to collude with either the CSP or the user during the auditing process. However, it is interested in the
users’ data.

3.2

Design Goals

In the aforementioned model, a scheme is proposed in
which the design goals can be summarized as follows [19]:

fk : {0, 1}log2 n × K → {0, 1}l ;
πk : {0, 1}log2 n × K → {0, 1}log2 n .
Bilinear maps. Suppose a group G is a Gap DiffieHellman (GDH) group with prime order p. GT is another
multiplicative cyclic group with prime order p. Then, the
bilinear map is a map e : G × G → GT with the following
properties [8]:
1) Bilinearity – ∀u, v ∈ G, a, b ∈ Zp , e(u a , v b ) = e(u, v )ab ;
2) Non-degeneracy – e(g, g) 6= 1 , where g is a generator
of G;

3) Computability – e should be efficiently computable.
1) Public auditability: To allow any authorized TPA to
verify the integrity of the cloud data without retriev- The following scheme description uses the symmetric biing a copy of the whole data;
linear map for the purpose of simplicity. The asymmetric
bilinear map is in the form of e : G1 × G2 → GT .
2) Storage correctness: To ensure that there no CSP
Rank-Based Skip List [9,11,24]. The main information
exists that can pass the audit of the TPA without
related to i-th node v on level 0 (bottom-level) includes:
storing cloud users’ data intact;
the level of i-th node l (v ), the rank of i-th node r (v ),
3) Privacy preserving: To ensure that it is infeasible for the data item of i-th node T (mi ) and the label of i-th
the TPA to recover the user’s data from the informa- node f (v ); that on non-bottom level includes: the level of
the node l (v ), the rank of the node r (v ), the label of the
tion collected during the auditing phase;
node f (v ); In addition to these, each node contains some
4) High performance: The TPA can perform data audit- information related to the structure of the skip list, such
ing with minimum communication and computation as, right and down pointers.
overhead;
The rank value of a node indicates the number of the
reachable bottom nodes (or leaf nodes) departing from the
5) Dynamic data: To allow the data owners to modify,
node. The rank of a Null node equals 0. The location of
insert and delete data blocks in the cloud storage
each bottom node can be calculated from the rank values
when they want to update their data at any time;
of the relevant nodes.
The label value of a node on bottom-level is
6) Batch auditing: The TPA can audit the data of different users at the same time.
f (v ) = h2 (l (v ) k r (v ) k T (mi ) k f (right(v )))

4
4.1

The Proposed Construction
Preliminaries

and that on non-bottom level is
f (v ) = h2 (l (v ) k r (v ) k f (down(v )) k f (right(v )))

Relevant functions. A pseudo-random function (PRF) f where the symbol “||” denotes concatenation, f (down(v ))
and a pseudo-random permutation (PRP) π are used with and f (right(v )) are the label of the down and right node
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of v, respectively. The label value of a Null node is 0. The
function h2 (·) is a collision-resistant cryptographic hash
function. Users hold the label f (s) of the top leftmost
node (or start node) of the skip list. The f (s) is called the
basis (or root). It is equivalent to the user’s verification
metadata.
To obtain the proof information of some block i, the
skip list needs traversing from the start node vk to the
node v1 associated with block i through the rank of the
nodes. The reverse path v1 , · · · , vk is called verification
path of the block i, as shown in Figure 2. The information of the nodes x0 , y0 − y3 and v1 − v2 is used as
auxiliary authentication information (AAI) for calculating each rank and label value from v1 to vk on the verification path.
The proof of a block is composed of a sequence of
tuples made of the relevant information of each node
on the verification path. That is, the proof for block i
with data T (mi ) is a sequence Πi = (A(v1 ), · · · , A(vk ))
where A(vj ) = (l (vj ), q(vj ), d (vj ), g(vj )), 1 ≤ j ≤ k , from
which we can get the AAI. The l (vj ) is the level of
the node and Boolean d (vj ) indicates whether vj −1
is to the right or below vj . The value of g(vj ) is
used to calculate the label of the corresponding node
along the verification path. For the non-bottom level
nodes, if d (vj ) = rgt, then g(vj ) = f (dwn(vj )), else if
d (vj ) = dwn, then g(vj ) = f (rgt(vj )). For bottom-level
nodes vj (j > 1 ) on the verification path, the value of
g(vj ) is the data item of the node. The value of g(v1 )
is the label of the right node of v1 . For nodes at
the bottom-level, q(v1 ) is the sum of the rank of the
right node of v1 and 1, this 1 means that the node
v1 itself is also a reachable node on the bottom-level.
The value of q(vj ) of each node on the left side of the
node v1 at bottom-level is 1. For non-bottom level
nodes, if the node vj −1 is the right (or down) node of
vj , then q(vj ) = r (dwn(vj )) (or q(vj ) = r (rgt(vj ))).

4.2

The Privacy-preserving Scheme

The notions proposed in [3, 15, 27, 28, 30, 31, 36] were followed in this study. The proposed scheme is based on
CPoR’s model [27] and the relevant method in [25].
The
scheme
consists
of
two
algorithms
KeyGen(1 k ), St(sk , F ) and an interactive audit protocol Audit(CSP , TPA).
Let S = (p, G, GT , e) be a bilinear map group system with randomly selected generators g, h ∈R G, where
G, GT are two groups of large prime order p. H (·) is a
secure map-to-point hash function: {0 , 1 }∗ → G, which
maps strings uniformly to G. Another hash function
h1 (·) : GT → Zp maps the group element of GT uniformly
to Zp .
KeyGen(1k ) : This randomized algorithm generates the
public and secret parameters. The cloud user chooses
a random signing key pair (spk,ssk) and two random
α, β ∈R Zp . The secret parameter is sk= (α, β, ssk )
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and the public parameter is pk=(g,h,X,Y) , where
X = h α , Y = h β ∈ G.
St(sk, F ) : The data file F is split into n × s sectors
F = {mij }n×s , mi = {mij }1 ≤j ≤s , mij ∈ Zp .
The
cloud user chooses
s random τ1 , · · · , τs ∈ Zp
as the secret of the file and computes
uj = g τj ∈ G, 1 ≤ jY
≤ s and authenticator
m
σi ← (H(mi ))α · ( sj=1 uj ij )β = ((H(mi ))α/β
(1)
Ps
·g j=1 τj ·mij )β
for each block i.
The cloud user constructs
a rank-based authenticated skip list of which
the data item of the i-th bottom node is
(H (mi ))α/β , 1 ≤ i ≤ n. Let Φ = (σ1 , · · · , σn ) and
t0 be “fn k n k u1 k · · · k us k Mc ”, fn is chosen by
the user uniformly at random from Zp as the identifier of file F , Mc is the root of the skip list. The
cloud user computes t = t0 k SSigssk (t0 ) as the file
tag for F under the private key ssk. The user then
sends {F , Φ, t} and the skip list to the cloud server
and deletes {F , Φ} and the skip list from his local
storage. Then the user holds t as the metadata.
Audit(CSP, T P A) : This is a 3–move protocol between
TPA and CSP as the following:
• Commitment(CSP → TPA):
The CSP chooses
s random λj ∈R Zp , (1 ≤ j ≤ s), then computes
λ
Tj = uj j , (1 ≤ j ≤ s) and sends its commitment,
{Tj }j ∈[1 ,s] , to TPA.
• Challenge(TPA → CSP ): The authorized TPA first
retrieves the file tag t. The TPA checks the validity of t via spk, and quits by outputting reject if the
verification fails. Otherwise, the TPA recovers the
values in t0 . Then TPA generates a set of challenge
information Chal = {c, k1 , k2 } [3], in which c is the
number of the data blocks to be audited and k1 , k2
are randomly chosen keys for the pseudo-random permutation πk and pseudo-random function fk , respectively. The πk and fk are used to generate c indices sj (1 ≤ j ≤ c, 1 ≤ sj ≤ n) and c relevant coefficients vi (i ∈ {sj |1 ≤ j ≤ c}, vi ∈R Zp ) of the challenged data blocks. Let I denotes the set of c random
indices sj . Let Q be the set {(i , vi )}i∈I of the index
and coefficient pairs. Then TPA sends Chal to the
prover CSP.
• Response(TPA ← CSP ): Upon receiving the challenge Chal, CSP chooses a random r ∈R Zp and calculates
ψ = e(g r , h), γ = h1 (ψ), sj = πk1 (j ),
and
vi = fk2 (j ),
where
1 ≤ j ≤ c, i ∈ {sj |1 ≤ sj ≤ n}, vi ∈ Zp .
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Then the CSP computes
Q

γ·vi
r
 σ ← (i,vi )∈Q σi · g


µj ← λ−1
j · (γ ·

P

(2)

(i,vi )∈Q vi · mij + 1)

and sends the response θ = (σ, {µj }j ∈[1 ,s] , ψ), the
set {Πi }i∈I of the proof for every block i and
{(H (mi ))α/β) }i∈I to the TPA.
Verification: TPA calculates the root Rt from
?
{(H (mi ))α/β , Πi }i∈I and checks Rt = Mc . If it is not
true, TPA outputs reject, otherwise TPA can check
Y
?
e(σ, h) = ψ · e(
((H(mi ))α/β )vi ·γ
(i,vi )∈Q
(3)
Y
µj
−1
s
·
j=1 Tj · uj , Y )
If it holds, TPA outputs accept, otherwise reject.

4.3

Support for Dynamic Data Operation

Merkle hash tree can perfectly work for the static case and
also do well when the elements are inserted in a random
order for the dynamic case. When it undergoes a sequence
of inserting operations in a certain order, the structure of
the binary tree may degenerate and the performance may
become poor. In this case, the binary tree will need rebalancing continuously with the operations [4,17]. While the
skip lists are balanced probabilistically, in dealing with a
variety of dynamic operations, the performance of the skip
list is relatively stable [26]. So, we choose the rank-based
authenticated skip list [9] as the authenticated search data
structure of the dynamic case [10]. Through this structure, various dynamic operations can be efficiently performed, the order of data blocks in the file can be guaranteed not to be changed, the integrity of (H (mi ))α/β can
be ensured and then the integrity of the signatures and
the data blocks can be ensured.
Now we describe the dynamic data operations. Our
scheme can fully handle block-level dynamic operations
including modification (0 M 0 ), insertion (0 I 0 ) and deletion (0 D 0 ) for the outsourced data. Each operation affects only nodes along a verification path in the skip
list. We assume that the file F, the signatures of data
blocks Φ and the corresponding skip list with the elements (H (mi ))ρ (1 ≤ i ≤ n, ρ = α/β) have been stored in
the cloud server. The user keeps the root as verification
metadata, which is the label of the start node of the skip
list.
Data modification: We assume that the user wants to
0
modify the i-th data block mi to mi . Firstly, the user
sends a query “Prepareupdate = (i )” to the server to
get the message which includes H (mi ) and the proof
Πi of block i. After receiving these information,
the user computes (H (mi ))ρ and generates root S.
?

Then the user checks Mc = S . If it is not true,
output reject, otherwise the user computes the new
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0
Qs
0
m
block signature σi ← ((H (mi ))α/β · j =1 uj ij )β .
Then, he constructs an update request message
0
0
0
“Update = (0 M 0 , i , mi , σi , H (mi )ρ )” and sends it to
the server. Upon receiving the request, the server
runs PerformUpdate(F , Φ, Update). Through the
procedure the server completes the following tasks:
0

0

1) Replaces mi and σi with mi and σi , respectively;
0

2) Replaces (H (mi ))ρ with (H (mi ))ρ of the leaf
node i, then updates the labels of the affected
0
nodes and generates the new root Mc .
0

Finally the server returns Mc to the user. Then the
0
0
user generates the new root S using Πi , (H (mi ))ρ
0
and compares it with Mc to check whether the server
has performed the modification operation as required
or not. If it is not true, output reject, otherwise out0
put accept. Then, the user replaces Mc with Mc as
0
the new root metadata and deletes Update and mi
from its local storage.
Data insertion: Data insertion means inserting a new
block after some specified position in the file F.
0
Suppose the user wants to insert a block mi+1 after the i–th block mi . Firstly, the user sends a
query “Prepareupdate = (i )” to the server, then the
server returns H (mi ) and the proof Πi of block
i. Next, the user computes (H (mi ))ρ and generates root S using {Πi , H (mi )ρ }. Then the user
?

checks Mc = S .
If it is not true, output reject, otherwise the user computes the new block
0
Qs
0
0
m
signature σi+1 = ((H (mi+1 ))α/β j =1 uj i+1 ,j )β and
determines the height of the tower of the
skip list associated with the new block.
Finally he constructs an update request message
0
0
0
“Update = (0 I 0 , l , i , mi+1 , σ , H (mi+1 )ρ )” and sends
it to the server, where ‘l’ denotes the height of the
tower related to the new node. Upon receiving the request, the server runs PerformUpdate(F , Φ, Update).
The server completes the following tasks:
0

1) The server stores data block mi+1 and its sig0
nature σi+1 ;
2) The server adds a leaf node after the position i
0
of which the data item is (H (mi+1 ))ρ according
to the height l, then updates the labels, levels
and ranks of the affected nodes and generates
0
the new root Mc based on the updated skip list.
0

The server sends to the user Mc in response. Then the user generates the new root
0
0
S using {Πi , (H (mi+1 ))ρ } and compares it with
0
Mc to check whether the server has performed
the insertion operation as required or not. If it is
not true, output reject, otherwise output accept.
0
Then, the user replaces Mc with Mc as the new root
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0

metadata and deletes Update and mi+1 from its local
storage.
Data deletion: Data deletion refers to deleting a specified
data block from the file. The corresponding element
in the skip list will be deleted at the same time. Data
deletion is the opposite operation of data insertion.
However, the parameters specified by the user don’t
include the tower height. The details of the operation
procedure are similar to that of data modification
and insertion, so we omit them here.

4.4

Support for Batch Auditing

When the TPA simultaneously copes with different auditing delegations from different D users on different D
files respectively, we can extend our scheme to implement
batch auditing tasks. If the i in the Q is within the range
of the number of blocks of the file, the auditing for the file
can be added into the batch auditing. The batch auditing scheme can reduce the number of relatively expensive
pairing operations from 2D to D+1.
The
k th
user
randomly
chooses
parameters uk ,j ∈R G, 1 ≤ k ≤ D, 1 ≤ j ≤ s.
His/her
secret
key
and
corresponding
public
key
are
denoted
as
skk = (αk , βk , sskk )
and
pkk = (Xk , Yk , spkk ).
The user’s outsourced file
is
Fk = {mk ,i,j }, (1 ≤ k ≤ D, 1 ≤ i ≤ n, 1 ≤ j ≤ s),
the file name is fnk and the tag of the file is
tk = tk ,0 k SSigsskk (tk ,0 ).QThe signature of the block i is
m
s
σk ,i = ((H (mk ,i ))αk /βk · j =1 uk ,jk ,i,j )βk . The root of the
corresponding skip list is Mk ,c .
The CSP chooses λk ,j ∈R Zp , then computes
λ
Tk ,j = uk ,jk ,j as the commitments for each user. The
TPA chooses the challenge Chal = {c, k1 , k2 } and
sends Chal to CSP. After receiving Chal, the CSP
gets Q = {(i , vi )}i∈I , chooses randomly rk ∈R Zp and
calculates ψk = e(g rk , h), γk = h1 (ψk ) and
Q

γk ·vi
r
 σk ← (i,vi )∈Q σk,i · g k
(4)
P

µk,j ← λ−1
·
(γ
·
v
·
m
+
1)
k
i
k,i,j
(i,vi )∈Q
k,j
The CSP sends θk = ({σk }1 ≤k ≤D , {µk ,j }1 ≤k ≤D,1 ≤j ≤s
, {ψk }1 ≤k ≤D ), the set {Πk ,i }1 ≤k ≤D,i∈I of the proof for
block mk ,i and {(H (mk ,i ))αk /βk }1 ≤k ≤D,i∈I to the TPA.
After
receiving
the
response
from
the
CSP, the TPA calculates the root Rk ,t from
?

{(H (mk ,i ))αk /βk , Πk ,i }1 ≤k ≤D,i∈I and checks Rk ,t = Mk ,c
for every file. If it is not true, TPA outputs reject,
otherwise TPA can check
YD
YD
?
e(
σk , h) =
(ψk ·
k=1
k=1
Y
Y
µk,j
−1
s
e(
((H(mk,i ))αk /βk )vi ·γk ·
j=1 Tk,j · uk,j , Yk ))
(i,vi )∈Q

(5)
If it holds, TPA outputs accept, otherwise reject.

5
5.1

456

Evaluation
Security Evaluation

Completeness property: For each random challenge Q
and its corresponding correct responses, the completeness of the protocol can be elaborated as follows:
?

e(σ, h) =
Y
ψ · e(

(i,vi )∈Q

((H(mi ))α/β )vi ·γ ·

Ys
j=1

µ

Tj j · u−1
j , Y)

The right side
Y
= e(
(H(mi ))(α/β)·vi ·γ
(i,vi )∈Q
P
Ys
γ· (i,v )∈Q vi ·mij +1
i
· u−1
·
uj
j , Y)·ψ
j=1
Y
= e(
(H(mi ))(α/β)·vi ·γ
(i,vi )∈Q
P
Ys
γ· (i,v )∈Q vi ·mij
i
·
uj
, Y)·ψ
j=1
Y
= e(
(H(mi ))(α/β)·vi ·γ
(i,vi )∈Q
Y
Ys
m
·
(
u ij )vi ·γ , Y ) · ψ
(i,vi )∈Q
j=1 j
Y
Ys
m
= e(
((H(mi ))α/β ·
uj ij )vi ·γ·β · g r , h)
(i,vi )∈Q

j=1

= The left side of the equation
So the equation means that the protocol is valid for
the correct responses.
Soundness property: The soundness property means
that a false response will not be accepted as the correct. In this context, it means that the CSS cannot
generate a valid response to the TPA’s challenge if
the outsourced data is not stored well.
Theorem 1. If the CSS passes the verification of the
Audit protocol, it must indeed store the specified data
intact.
Following from the proof of CPoR [ [27], Theorem 4.2], we give a proof of Theorem 1 in the random
oracle model.
Proof. To prevent
the TPA from extracting the value
Q
of σi from (i,vi )∈Q σivi ·γ , we blind it with g r at
each instance. To prove that the cloud server cannot falsify σ, {µj }1 ≤j ≤s , we assume that the response
information contains g r instead of ψ and also contains λj , (1 ≤ j ≤ s), corresponding to the commitment.
There are a challenger and an adversary , and the
latter is a malicious CSP. The challenger constructs a
simulator S that will simulate the entire environment
of the scheme for the adversary A. For any file F on
which it previously made St query, the adversary A
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can perform the Audit protocol with the challenger.
In these executions of the protocol, the simulator S
plays the part of the verifier and the adversary A
plays the part of the prover: S (pk , sk , t)
A.
For some file F, if the adversary A can successfully
0
forge the aggregate signature σQ with a non-negligible
0
probability resulting in σ 6= (i,vi )∈Q σivi ·γ · g r and
successfully pass the verification, the simulator can
make use of the adversary to solve the Computational
Diffie-Hellman problem.
The simulator is given as input values
h, X = h α , Y = h β , and its goal is to output
h α·β .
Let H : {0 , 1 }∗ → G be a hash function which will
be modeled as a random oracle. The simulator programs the random oracle H. When answering queries
R
from the adversary, it chooses a random ϕ ←
− Zp and
respond with h ϕ ∈ G. When answering the queries
of the form H (mi ), the simulator programs it in a
special way described below.

0

Because the challenger aborts, we know that σ =
6 σ
0
and that σ passes the verication equation, i.e. that
0

e(σ , h)/ψ
0
Y
Y
µj
−1
s
=e(
((H(mi ))α/β )vi ·γ ·
j=1 Tj · uj , Y )
(i,vi )∈Q

(8)
0

0

e((σ ∗ )γ /(σ ∗ )γ , h)
Ys
γ·∆µ∗
j
uj
=e(
, Y)
j=1
Ys
∗
=e(
(X ηj · hθj )γ·∆µj , Y )
j=1
Ys
Ys
∗
=e(
X γ·ηj ·∆µj , Y ) · e(

For each j , 1 ≤ j ≤ s, the simulator chooses random
R
values ηj , θj ←
− Zp and sets uj ← X ηj · h θj .
For each i , 1 ≤ i ≤ n, the simulator chooses a ranR
dom value ri ←
− Zp , and programs the random oracle
at i as
Ps
H (mi ) = h ri /Y j =1 ηj ·mij .
Now the simulator computes:
Ys
m
σi = (H(mi ))α · (
u ij )β
j=1 j
Ps
Ys
= (hri /(Y j=1 ηj ·mij ))α · (
(X ηj · hθj )mij )β

0

Observe that if µj = µj for each j, we can get σ = σ,
which contradicts our assumption above. Therefore,
def 0
if we define ∆µj = µj − µj for 1 ≤ j ≤ s, it must be
the case
P j } is nonzero. Let
Q that at least one of {∆µ
σ ∗ = (i,vi )∈Q σivi and µ∗j = (i,vi )∈Q vi · mij . So,
dividing the Equation (8) by the Equation (7) , we
obtain

=e(X

j=1
P
( sj=1 ηj ·∆µ∗
j )·γ

∗
hγ·θj ·∆µj ,
j=1
P
( sj=1 θj ·∆µ∗
j )·γ

, Y ) · e(h

0

, Y)
(9)

Ps

e((σ ∗ )γ · ((σ ∗ )γ )−1 · Y −γ·(

Y)

j=1

θj ·∆µ∗
j)

, h)

(10)
=e((X
) , h)
Ps
So, if j =1 ηj · ∆µ∗j 6= 0 , we see that we have found
the solution to the computational Diffie-Hellman
problem:
γ·(

∗
j=1 ηj ·∆µj ) β

Ps

j=1

=

ri

(h /(Y

Ps

j=1

ηj ·mij

·(X
α·ri

·

))

Ps

j=1

Ps
hβ· j=1 θj ·mij
Ps
j=1 θj ·mij

=

h

=

X ri · Y

0

α

hα·β = ((σ ∗ )γ ·(σ ∗ γ )−1 ·Y −γ·(
ηj ·mij

Ps

·h

j=1

Ps

j=1

Ps
∗
θj ·∆µ∗
j ) 1/(γ·
j=1 ηj ·∆µj )

)

θj ·mij β

)

(6)

The challenger keeps a list of its responses to St
queries made by the adversary. Now the challenger
observes each instance of the Audit protocol with
the adversary A. If in any of these instances the
adversary is successful (i.e., the verification equation holds),
but the adversary’s aggregate signature
Q
0
σ 6= (i,vi )∈Q σivi ·γ · g r , the challenger declares failure and aborts.
Suppose Q = {(i , vi )}i∈I is the query that causes the
challenger to abort, and the adversary’s response to
0
0
0
that query is µ1 , · · · , µs together with σ . Let the
expected response be µ1 , · · · , µs and σ. By the correctness of the scheme, the expected response satisfies the verification equation, i.e., that
e(σ, h)/ψ
Y
Y
µj
−1
s
=e(
((H(mi ))α/β )vi ·γ ·
j=1 Tj · uj , Y )
(i,vi )∈Q

(7)

Ps
Except the case that j =1 ηj · ∆µ∗j is equal to zero.
However, we have already realized that not all of
{∆µ∗j } can be zero, and the values of {ηj } are information that
Ps is theoretically hidden from the adversary, so j =1 ηj · ∆µj = 0 is only with the probability 1/p, which is negligible.
0

As demonstrated before, we know σ = σ. Equating
the verifications gives us
0

e(σ, h) = e(σ , h),
0

from which using µ and µ we get that
Ys
e(

γ·µj ∗

j=1

uj

s
Y

), Y )

γ·∆µj ∗

uj

Ys
= e(

j=1

=

1

=

1

=

1

γ·µ∗
j

uj

0

,Y )

j=1

Ys
j=1

X

Ps

j=1

γ·ηj ·∆µj

(X ηj · hθj )γ·∆µj

∗

∗

Ps

γ·θj ·∆µj

Ps

γ·ηj ·∆µj ∗

·h
X

∗

j=1

j=1

= h−

Ps

j=1

γ·θj ·∆µj ∗
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So we find the solution to the discrete logarithm
problem,
α = −(

Xs
j =1

γ · θj ·

Xs

∆µ∗j )/(

j =1

γ · ηj ·

∆µ∗j ),

Ps
except the case that j =1 ηj · ∆µ∗j is equal to zero.
While not all of {∆µ∗j } can be zero, and the values of {ηj } are informationPthat is theoretically hids
den from the adversary, so j =1 ηj · ∆µ∗j = 0 is only
with probability 1/p, which is negligible. This completes the proof of the Theorem 1.
Privacy-Preserving Property: The privacy-preserving
property means that TPA cannot extract users’ data
from the information gleaned during the auditing
phase.
Theorem 2. The TPA cannot extract users’ data
from the CSP’s response θ and {(H (mi ))α/β }i∈I .
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Table 1: Notations of relevant operations
Notation
x
MultG
x
MultZp
HashZx p
x
HashG
x
HashDg
AddZxp
x
ExpG
x
ExpGT
x
PairG
T
P RPSx
PRFZxp

Meaning
x multiplications in group G
x multiplications in group Zp
x hash values into group Zp
x hash values into group G
x times hash function h2 (·), generating
message digest
x additions in group Zp
x exponentiations g t , for g ∈ G, t ∈ Zp
x exponentiations g t , for g ∈ GT , t ∈ Zp
x pairings e(u, v ),
where u, v ∈ G, e(u, v ) ∈ GT
x pseudo–random permutations
in S = {0, 1}log2 n
x pseudo–random functions in Zp

Proof. The mi , α and β are all hidden from the 1) The user storage complexity is O(1) and the server
TPA, so H (mi ) cannot be determined from
storage complexity is O(n).
(H (mi ))α/β .
Although e(H (mi ), X ) is equal
to e((H (mi ))α/β , Y ), H (mi ) cannot be calculated 2) The communication complexity of the challenge
from it either. Because the isomorphism fQ : G →
phase is O(1) and that of the response phase is
GT by fQ (P ) = e(P, Q) is believed to be one-way
O(log n).
function [6], when given fQ (P ), it is infeasible to find
We compared the complexities of the storage and comits inverse. In addition, X can be removed from the
pk in a concrete implementation. Therefore, it is hard munication of the audit protocol of our scheme with that
to recover mi from (H (mi ))α/β . Similarly, it is hard of two other privacy-preserving schemes in Table 3. The
communication complexity in the phase of auditing is
to extract σi from σ.
−1
Every λj is randomly chosen by CSP, the λj is O(log n) in our scheme; however, we could save the maintenance of a table with O(n) complexity of storage space
the inverse element of
Pit. Both of them are hid- on the user side.
den from TPA. The
v m is blinded with
i,vi ∈Q

i

ij

so µj is uniformly distributed in Zp for every
response. Although TPA can obtain enough linear
combinations of the data block mi and its coefficient
vi , he must firstly obtain λ−1
if he wants to get µ∗j .
j
λ

The λj can be calculated from Tj = uj j , (1 ≤ j ≤ s).
But this means to solve the discrete logarithm problem (DLP). Due to the hardness assumption of DLP,
TPA cannot get λj . So it is hard to obtain users’
data from µj , (1 ≤ j ≤ s). This completes the proof
of the Theorem 2.
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5.2

Performance Analysis

In order to elaborate the computation overhead of each
entity, we specify some notations for the basic computational operations in the Table 1 [32].
We compared the two typical privacy-preserving data
auditing schemes with that of ours in Table 2 for the computational cost of the user, CSP, and TPA, respectively.
Here, n, s, and c are the number of data blocks, number
of sectors and number of sampled data blocks, respectively. For the storage and communication overhead of
our scheme, we present the following complexity analysis:

Figure 3: Comparison of computing time for CSP under
different s and c

Based on the Pairing-Based Cryptography (PBC) library version 0.5.14, we implement our experiment using
C language on an Ubuntu Linux system with an Intel Core
i7-4790 CPU running at 3.60GHz with 8GB of RAM and
a 7,200 RPM Seagate 1 TB drive. The elliptic curve we
choose in the experiment is an MNT curve, with base field
size of 159 bits and the embedding degree 6. The length
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Table 2: Comparison of computation overhead of different privacy-preserving schemes
Scheme
[30]

User
n·(s+2)
(n·s)
ExpG
+ M ultG
+
n
HashG

[37]

Exp2n+2+s
+ M ultnG +
G
n·(s+1)
n·(s−1)
M ultZp
+ AddZp
+
n
HashG
Exp3·n+2
+ M ultnG +
G
n·(s−1)
n·s
M ultZp +AddZp
+HashnG

The Computation overhead
Server
Verifier
s
s
c
2
P airGT + ExpGT + ExpG + P airG
+ Exps+c+2
G
T
c+s−1
(c+1)·s
+ M ultsGT
M ultc−1
+ M ultZp
+ M ultG
G
HashcG + Hash1Zp
Addc·s + Hash1
Zp

Our scheme

+

c+s+2
ExpG
(c+1)·s

c+s
3
P airG
+
ExpG
T
c+s−2
M ultG
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Figure 4: Comparison of computing time for TPA under
different s and c

6

Conclusions

In this paper, we proposed a privacy-preserving public
auditing scheme with supporting dynamics. The scheme
uses the rank-based authenticated skip list as the authenticated search data structure. The formal proof
demonstrates that our scheme is secure and has privacypreserving property in the auditing phase, and perforof p is 160 bits. Our test data is a randomly generated mance analysis shows that our scheme is highly efficient.
100-MB file. All experimental results represent the mean
of 30 trials.
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Abstract
The Internet of Things (IoT) enables the offering of services specialized for each client in real time by processing and analyzing the sensor information concerned after storing the sensor information collected from numerous things on the Internet through wired/wireless communications technology. The IoT technology currently
applies to various industrial fields including home, medical service, transportation, environmentdisaster, manufacturing, construction, and energy and has been actively researched. The IoT technology closely combined
with real life can cause monetary and physical damages
to clients by malicious clients through the seizure and
falsification of information. Unlike computes and mobile devices, the IoT technology uses micro devices, and
therefore lightweight cryptographic techniques with limited storing space are needed. In this regard, this report
aims to examine security threatening factors that may
occur in the IoT environment and service and to guide
authentication techniques by which safe IoT service can
be realized. Through this, this research presents a reference guide that can be used by companies or security
protocol developers.
Keywords: IoT; Light-Weight Protocol; Secure Authentication; Secure IoT

1
1.1

Introduction
Overview of IoT

IETF, ITUT (MOC), 3GPP (MTC), and ETSI (M2M)
defined the security IoT, respectively. Many definitions on
the IoT exist, and the IoT concept defined in the CERTIoT 2009 seems to be most comprehensive and clear. According to it, the IoT is the integrated part of the futuristic Internet and can be defined as a dynamic global
network infrastructure equipped with a self-setup function as a mutually compatible communications protocol
with standards. Also, CERT-IoT 2009 defines that the
IoT consists of self-identifiers, physical things having different characteristics, and virtual things. Upon looking at

the definition, things represent a concept containing both
physical and virtual things. Here, the examples of virtual
things can be software service, software object, and actor
as a main player of an act.
Figure 1 shows the concept of IoT [5]. Things, a main
component of the IoT, include not only end-devices in the
wired/wireless networks, but humans, vehicles, bridges,
various electronic equipment, cultural assets, and physical
things constituting the natural environment. By expanding the concept of machine to machine (M2M), through
which intelligent communications can be conducted between person and machine and between machine and machine using mobile communications network, the concept
has evolved into one that can interact with all information
in the real and virtual worlds.

Figure 1: The concept of IoT

1.2

Security-Threatening Factors of IoT

Security threats by component of the IoT are as follows:
• Device layer: This refers to physical threats that include infrastructure paralysis and a threat to life by
device suspension and malfunction, information falsification, leakage by the loss, theft, forgery, or falsification of devices, malicious code transition attack
thereat between devices, and difficulties to apply IP
security technology to lightweight/low power devices.
• Network layer: This refers to information falsification
and leakage in the linkage communications process
between heterogeneous things networks, damage diffusion due to network and gateway hacking and cross
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network devices, and denial of service (DoS) of the
IoT by large-scale thingbots.
• Platform service layer: This covers illegal access
and attack to platforms by malicious devices/clients,
platform collapse according to encryption key hacking after illegal capture, cloud, big data personal information leakage, and privacy infiltration. IoT constitutes specific services by combining various technological factors, such as device, network, and service/platform. Although security technologies to
safely protect each technological factor exist, there
can be security vulnerability without a method to
integrate/link those technological factors.

1.3

Security Technology of IoT

Device security technology needs low power and low
weight technologies. Most IoT devices are operated in a
low power mode basically and they are low weight devices
with low arithmetic operation or storage capacity. Therefore, low power and low weight encryption algorithms
considering the performance and required security intensity of low power and low weight IoT devices are needed.
Also, a function enduring no-suspension and malfunction,
along with a physical threat prevention function, is necessary. Currently a variety of IoT security technologies are
being developed worldwide. Low weight cryptographic
techniques include PRESENT and KATAN overseas, and
LEA and HIGHT domestically. However, the low weight
cryptographic techniques developed so far are known to
have vulnerability to hacking including auxiliary channel
attack. In Korea, ETRI is developing a hardware security
module for smartphones [2].

1.4

Network Security Technology

Currently included in the IoT are IEEE 802.15.4 low
power communications technology ZigBee as a local area
communications technology, IEEE 802.11 wireless LAN
technology Wi-Fi whose usage has become universal as
it has been used for smartphones, and radio frequency
identification (RFID) which is an electronic tag technology adopted for the automatic recognition of things by
replacing existing bar codes. As long distance communications technology, 3G or LTE, which are widely used
wireless mobile communications modes, are included [3].
• ZigBee: ZigBee has two modes: standard security
mode (SSM) for low level security and high security
mode (HSM) for high level security. Because each
ZigBee device is operated in the open trust mode, reliability of the device is assured. Thus, reliability can
be secured if confidentiality and integrity are guaranteed in the communications process between ZigBee
devices. However, preparation for a separate security
measure is demanded since no encryption is made for
all communications sections.Discussion, Implication,
and Conclusion;
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• Wi-Fi: Wi-Fi is a wireless LAN technology based on
IEEE802.11 standard and where high performance
wireless communications can be performed. Since
communications are conducted in a wireless mode in
Wi-Fi, it is especially vulnerable to security threats.
If communications data encryption is not conducted
in using Wi-Fi, attacks such as wiretapping, snipping, and non-authorized access can occur. As a
method to safely protect data in the wireless section,
there is a wired equivalent privacy (WEP) authentication protocol presented in the IEEE802.11 standard, and also Wi-Fi protected access (WAP) and
WPA 2, which improved WEP’s drawbacks, which
were proposed in the IEEE802.11i. For security in
the access process in addition to the communications process of wireless section, the use of encryption
algorithms, such as temporal key integrity protocol
(TKIP) and counter mode with CBC-MAC protocol
(CCMP), is recommended.
• RFID: RFID is a technology using wireless frequency
for the automatic recognition of things and it is based
on ISO 18000-7 standard. RFID is a wireless network technology recognizing the tag information attached to things, regardless of physical and visual
contacts. It can be the technology receiving most
attention recently for the construction of ubiquitous
sensor network (USN) environment. Since the passive tag mainly used in the RFID system has limited arithmetic operation capacity and also limitation in the power amount to be used, there is a demerit that high level security technology is difficult
to be applied. Being based on wireless communications, RFID is also vulnerable to security threats
such as information leakage. As the security requirements in USN, confidentiality and integrity on data
communications are required, as well as a safe key
control and distribution function. In addition, a safe
platform design taking sensor network characteristics into account is needed. Recently, various techniques [8] have been studied for mutual authentication between nodes for data security transmitted in
the RFID/USN environment.
• 3G/LTE: Although 3G mobile communications network was a closed structure mainly providing circuit
switch, technology-based voice service in the early
stage of its introduction, it has gradually evolved
into a structure expanding data service in addition
to voice, based on packet switching technology. Due
to a recent increase in mobile malicious codes, malicious and abnormal traffic of infected terminals is
flowing into 3G/4G network. Therefore, a variety
of security threats occur. There are many cases in
which application of the security equipment used in
the existing Internet environment is difficult. Such
security equipment has a limitation in that it is difficult to detect or cope with attacks aiming at the
unique physical weaknesses of 3G/4G network.
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As examined above, security technologies to block attacks, such as infiltration through network or DDoS, are
required for IoT service. Studies on the IoT gateway, in
order to block infiltration into the IoT network connected
with different types of devices and thingbot attack prevention, are evaluated to be at their infant stage. Although
Intel, Freescale, and Eurotech developed the IoT gateway,
a security control function for the IoT devices and network
including real time monitoring or infiltration blocking is
not applied.

1.5

Platform/Service Security Technology

The IoT platform/service needs to have an opening structure that can add and develop new services in the mash
up type of existing application layer, as well as external
sensors or terminals. The relevant studies are actively
carried out, centering on the IoT Architecture (IoT-A)
project. Mutual authentication, communications encryption, and privacy protection functions between devices,
clients, and services need to be provided [16].
As shown in Figure 2, automatic authentication and
communications encryption are needed in the IoT without a person’s intervention; specifically, a technology offering a new device’s service participation registration and
key distribution functions to be suitable for service types
is necessary. When big data are analyzed by combining various types of sensing information collected in the
IoT, a possibility of personal privacy being infiltrated occurs. Therefore, a technology to block automatic personal information collection and non-identification technology are needed in order to prevent personal identification/tracking risk by post-analysis of big data [13].
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trol are carried out for IoT equipment authentication, a
technology used for user (client) authentication on the existing Internet including PKI is just applied. Even though
high growth-applied service fields such as medical service,
cars, and home network grow fast, the applied service security technology development is assessed as insufficient.

2

2.1

Recommended Encryption Algorithm of Each IoT Component
Device

A variety of processor platforms are used for the IoT
service including 8- and 16-bit processors, which are
lightweight devices and 32-bit processor with high performance in terms of IoT devices. Table 1 shows the
characteristics of representative processors [6].
To meet confidentiality, integrity, and authentication/authorization, the security requirements in the seven
major IoT services (smart home, medical service, traffic, environment/disasters, manufacturing, construction,
and energy) should be met by operating symmetric key
encryption and open key encryption, which are representative encryption techniques. Concerning symmetric
encryption, HIGHT, SEED, ARIA, and LEA (domestic
standards), as well as AES (international standard), need
to be carried out. Because AES symmetric key encryption
offering 128-bit security in the 8-bit processor, for which
support is most scarce, requires 0.02ms on average per
execution, it is expected to be able to adequately perform
encryption/deciphering in the low specs devices.

2.2

Communications and Network

Various processors are used in the IoT devices, while a
variety of communications protocols are used as communications stacks. IoT platforms offer various functions,
including data control and user (client) and service authentications, so that data sensed from IoT devices can
be used by the IoT service. They also have communications interface for communications like Ethernet. As
for communications protocols, the IoT platforms support
lightweight protocols such as CoAP used in the IoT devices and such protocols as HTTP used in application
services. For connection between devices and IoT gateway, wireless communications are mainly used. ZigBee,
Bluetooth, Z-Wave, IEEE802.15.4, LoRA, and Wi-Fi are
included in the wireless protocols used for the IoT. For the
connection between platforms and IoT gateway, REST
communications including HTTP and message queuing
protocols composed of publication/subscription such as
MQTT are used. Between service and platform, protoFigure 2: Security technology of IoT service
cols such as RPC and SOAP used by mainly API are
used so that service can be created through mash-up by
Although studies on service registration and key con- the IoT application service [7].
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Table 1: Comparison of light and high performance IoT devices
Category
Data area
Words
Structure
No. of registers
No. of commands
Core size
Application field

Atmega128
8 bits
16 bits
Harvard
32
61
6140GE
Arduino, Micaz

MSP430
16 bits
16 bits
Von Neumann
12/16
27
4913GE
TelosB

ARM-Coriex
32 bits
32 bits
32 Von Neumann
8/13/16
56
Beagle, Odroid

Table 2 shows standard Encryption Algorithms for used without human intervention. Additionally, there is
Communications/Network.
a problem that human intervention should be preconditioned in the device correcting and adding process. The
ID/Password mode is not suitable as an authentication
2.3 Platform
technique in the IoT environment since it cannot offer a
The IoT platform can be an important factor in the rejection prevention function [8].
IoT environment for data control, client control, and service control and connection between virtual things and
physical things. As such, security technology specialized for the platform environment in addition to confi- 3.2 MAC Address-based Authentication
dentiality, integrity, and availability, which are the top
three security factors in terms of cryptology, should be This is a mode using media access control (MAC) address,
offered. AllJoyn is an IoT platform developed mainly by which is the identification address allotted to network inAllSeen alliance, centered on Qualcomm. AllJoyn frame- terface and is mainly used for network access control in
work consists of Apps and routers. Apps communicate the intranet environment. When a device requests access
with routers, and the communications between Apps can to network, a procedure to authenticate by comparing the
be conducted through only routers. AllJoyn platform cur- MAC address registered in the server and the MAC transrently supports Bluetooth, Wi-Fi, Ethernet, Serial, and mitted with the message requested from the device is unPLC communications, and Zigbee and Z-Wave can be dergone. This mode is simpler and more convenient and
used through bridge software. To offer confidentiality, in- faster than the ID/Password-based authentication mode.
tegrity, and availability (CIA) and authentication in the However, there is a need to define a new MAC address
AllJoyn platform environment, TLS’ Pin-code Logon and style due to the increase of various devices and the adRSA-based certificate described in RFC5256 are used, and vent of IoT, and thus new standards such as EUI-48 and
the three factors conduct initial stage communications us- EUI-64 are defined. MAC address is vulnerable to attacks
ing SASL. OneM2M recommends 128-bit AES-CBC and including spoofing due to the absence of separate security
AES-CCM to guarantee confidentiality, and recommends equipment as MAC address can be forged [10].
the use of HMAC-SHA 256 to assure integrity [9].

3
3.1

IoT Authentication Protocol
ID/Password-based Authentication

This mode serves to store each user’s (client’s) ID and
password in the server’s DB, and authentication is carried out on the basis of the stored knowledge. This technology is mainly used in the server/client authentication
environment. To prevent authentication disabling due to
exposure to the password list stored on the server, there
are many cases to adopt a mode storing values through
a hash function. To assure higher stability, SSID is hidden, WEP key is used between AP and device, PAP authentication mode is adopted, or RFID mode is used. In
the IoT environment, the ID/Password mode has some
problems such as server control and load, in light of the
IoT environment characteristics where many devices are

3.3

Code-based Authentication

As a protocol authenticating a thing based on open key
codes and symmetric codes, this mode is mainly used for
wireless Internet security protocol. This mode supports
a variety of standards such as 802.1x/802.11i and WAP.
The code protocol-based authentication mode can include such techniques as ID/Password-based authentication, MAC address-based authentication, and certificatebased authentication. By offering various authentication
modes, clients can select a suitable authentication mode
according to the use environment, and the rejection prevention function is also available according to the adopted
code protocol. However, the authentication technique can
be connected to vulnerability, if the weakness of code technique is found, because stability is dependent upon code
technique [12].
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Table 2: Standard encryption algorithms for communications/network
Communications/Network
ZigBee (IEEE 802.15.4)
Bluetooth (IEEE 802.15.1)
6LoWPAN (IEEE 802.15.4, RFC 4919)
hline
Z-Wave (IEEE 802.11)
LoRA
CoAP (RFC 7252)

MQTT (OASIS MQTT Version 3.1.1)
DDS (DDS Security V1.0)

3.4

Certificate-based Authentication

Certificate-based Authentication is a mode to authenticate through electronic signature using an open key code.
Authentication is carried out on the basis of containing
the information for e-signature on the certificate. In Korea, through the E-Signature Act enacted in 1999, the
certificate issue system and control regulations were devised. Under the top level certification agency, Root CA,
the issue and authentication of certificates are conducted
through five authentication (certification) agencies. In
foreign countries, personal devices and cable model device
authentication, WiMAX industrial certificates through
Versign’s device authentication service, are offered. In addition, certificate-based authentication technique is used
in VoIP and network monitoring cameras, and the areas
are gradually expanded.
The certificate-based authentication technique offers
high stability through powerful authentication technique,
and the reject prevention function is also provided. However, device certificate processing software and algorithms
require a high level of arithmetic operation processing volume. Therefore, the technique is not suitable to be used
in the low power and low performance IoT devices [13].

3.5

Authentication Using IBE

ID-based authentication is an open key code system using
a user’s (client’s) ID, including email address, name, IP
address as an open key, and signature, and where authentication is provided. Although there are such merits as
pre-key distribution independence, small arithmetic operation volume, and relatively shorter key length, there is
a demerit that ID-based authentication is vulnerable to
ID sham attack. As a relatively new concept and technique, compared with other authentication techniques,
there are various authentication schemes including Hess’s
Algorithm, Lunn’s Algorithm, and Gentry and Silver-

Support Codes
AES-128
SAFER-SK128, AES-128
AES-128
RSA-1024, ECC-160
TDES, AES-128
AES-128
AES-128
AES-128
ECC-160
AES-128, AES-256, TDES
SHA-1, AHA-256, SHA-384
AES-128, AES-256
SHA-1, SHA-256
RSA-2048

berg’s Algorithm [14].

3.6

Service-based
Techniques

IoT

Authentication

The IoT environment-based smart home service system
consists of home server, home gateway, and smart home
devices. As for smart home devices that can be connected
with the external Internet through mobile communications network like smartphones, they are limited in a type
connected to the external Internet through home gateway [15].

3.7

Requirements of Smart Home Service
Security

Table 3 classifies and defines the requirements of smart
home service security according to the perspectives of confidentiality, integrity, and availability 3.

3.8

Smart Home Security Function

Smart home means a house or home to which the IoT
system monitoring a variety of things and environments,
controlling them remotely, or automatically controlling
them is applied. The smart home service rapidly grows in
the fields including smart home appliances control, cooling/heating control, energy use, HVAC control, crime prevention, and child/baby care. At the CES held in Las
Vegas in 2015, smart home based on the IoT gained attraction. Table 4 defines the security function requirements to be applied to home server, home gateway, and
home devices consisting of the smart home system. Here,
smart home device user (client) authentication is addressed. Smart home devices offer useful information and
services to clients through a connection between the service provider and devices within a home. In this process,
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Table 3: Classifies and defines the requirements of smart home service
Category
Confidentiality

Integrity

Availability

Requirements
Safe control is needed so that key information for encryption and deciphering used for a user’s
(client’s) important data and encryption algorithms, transmitted and received between smart
home devices, cannot be exposed externally. When the data created from a smart home device
need to be transmitted externally, they should be transmitted by converting them into a cryptogram type, not in the form of plain text data. The identifier information, by which smart
home devices can be identified, should be safely managed so that the information cannot be
leaked externally, copied, or modified. Safe and powerful passwords should be set up for smart
home devices, and a function to change the set up password cyclically should be provided. In
setting up powerful and complex passwords to a home gateway that connects a smart home
device with an external communications network, a security function needs to be consolidated.
To maintain the reliability and safety of smart home devices, unauthorized devices or unauthorized user (client) access should not be allowed. Safe control is needed so that key information
for encryption and deciphering used for a user’s (client’s) important data and encryption algorithms transmitted and received between smart home devices cannot be exposed externally.
Data integrity should be provided when the data created from a smart home device needs to
be transmitted externally. Reliable communications environment needs to be shaped through
mutual authentication between the devices consisting of smart home service.
An external attack detection function that can cope with security threats such as cyber attack
and hacking should be created. A security function needs to be offered so that smart home
device software update can be safely carried out. A device security policy setup function
considering various device characteristics and specifications consisting of smart home service
should be provided. Smart home devices need to offer a device control system to cope with the
theft, loss, addition, and disposition of smart home devices. Smart home device’s status needs
to be continuously managed and unnecessary remote access should be blocked. Upon detection
of abnormal activity of a smart home device, a suitable action should be taken, and the details
need to be recorded.

smart home devices can be protected by the security functions of home server and home gateway primarily; however, to cope with security attacks to smart home devices,
security functions including compliance with the security
grade of each device, hacking prevention, prevention of
ID information duplication, and forgery/falsification prevention should be included [16]. A mutual authentication
function between smart home devices also needs to be
considered so that a data collection and exchange function can be safely conducted between devices in the IoT
environment [17].
• Knowledge-based authentication: Knowledge-based
authentication is based on what users know, and the
passwords and personal identification numbers that
users memorize are included. Knowledge-based authentication is based on the secret information shared
by a user and the authentication system in advance,
and separate devices are not required mostly. Therefore, the cost to build the system is very small,
and it is convenient for clients to use, and thus the
knowledge-based authentication utilized as a general
authentication means a lot. However, there is a drawback in that authentication intensity is weak.
• Possession-based authentication: Possession-based
authentication is a mode based on what a user possesses. The characteristic of the possession-based au-

thentication is that users need to use the physical device that the user must possess in the medium used
in authentication. Out-of-brand (OOB), OTP token,
and open key token authentication are recently used
a lot as the authentication means used for possessionbased authentication.

• Bio-based authentication: Bio-based authentication
is based on the user him/herself and what the user
uses, namely, personal physical characteristics classified biologically according to users. Bio-based authentication includes fingerprint, glottis, retina pattern, iris pattern, face shape, palm type, and hand
shape. The examples used by clients are signature,
which is called behavioral biometrics, and key input pattern perception. Bio-based authentication
technique’s security is high, and its convenience is
also high because it always possesses bio means,
compared with possession-based authentication technique. However, system management and construction costs become high because of the high cost
of perception devices to perceive body information.
Due to such a reason, bio-based authentication is not
widely used generally.
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3.9

Authentication Techniques for Medical Service and Health Care

The convergence of medical service and ICT is the service
including e-health and u-healthcare and has evolved to the
mode by which medical service can be offered anywhere
and anytime through ICT technology in terms of hospital and treatment environment. Smart healthcare rising
recently means a more complex and intelligent level by
adding welfare and safety to medical service. As an environment evolves, in which individuals can manage or
control exercise amount, meal calories, and sports activity
records, the service, provider, and user (client) scopes are
expanded [12]. The smart healthcare industry includes
hardware such as wearable healthcare devices, and software including healthcare apps, communications and data
platforms for healthcare information delivery, and linked
medical service.

3.10

bio information exposure when a patient’s personal
information and medical information are shared for
patient relocation or cooperative treatment. In Korea, incidents that not only leak medical information
by hacking, but those that may harm life by capturing hospital information system, occurred (August
2013). A variety of medical information within domestic hospitals was collected by overseas servers,
and hackers could manipulate prescriptions randomly
by seizing PCs within the hospitals, in addition to
medical information leakage.
Because the IoT is used as wearable devices a lot, it
needs to be smaller in consideration of design, and there
is a limitation that hardware performance becomes lower.
Therefore, negligence can occur to security, while basic
functions offering can be concentrated. In reality, damages occur gradually due to the IoT device hacking.

IoT – Threats to the Security of 3.11
Smart Healthcare

• Device hacking: Device hacking refers to the hacking
control software that controls hardware, rather than
hardware hacking. The control software controlling
hardware is generally called firmware. The scope of
firmware may mean the OS and also the boot loader
uploading the OS to the software. Generally, device
hacking means giving the control right of applications
to a hacker by hacking OS from various firmware.
• Threats to network security: In the smart healthcare environment where electronic medical devices
and wired/wireless network are combined, existing
TCP/IP-based security threats and sensor security
threats exist.
• Bio-based authentication: Bio-based authentication
is based on the user him/herself and what the user
uses, namely, personal physical characteristics classified biologically according to users. Bio-based authentication includes fingerprint, glottis, retina pattern, iris pattern, face shape, palm type, and hand
shape. The examples used by clients are signature,
which is called behavioral biometrics, and key input pattern perception. Bio-based authentication
technique’s security is high, and its convenience is
also high because it always possesses bio means,
compared with possession-based authentication technique. However, system management and construction costs become high because of the high cost
of perception devices to perceive body information.
Due to such a reason, bio-based authentication is not
widely used generally.
• Threats to personal information infiltration from service perspective: Security measures for authentication have not been devised on sharing scope, reading/examination restriction, security auditing, and
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IoT – Information Protection Measures for Smart Healthcare

When communications are conducted with other devices
in the IoT environment, the identification and authentication on whether the data are transmitted from the
proper devices should be conducted. As for device authentication mode, ID/PW, certificate, and SIM are used.
As for ID/PW mode, it is the most basic authentication mode, and separate application and protocol are required for ID/PW authentication between the administrator and device, and personal information needs to be
shared in advance. Concerning certificate-based mode, a
PKI-based device certificate is widely used. It is safe to
use RSA (2,048 bits) and hash function SHA-2 (256 bits)
or higher. SIM mode is an authentication mode using
USIM or UICC mounted on the terminals, and studies
on the mode are actively conducted as communications
between devices have been made possible through mobile
communications network recently. Since 2011, standardization has been carried out from ETSI and 3GPP starting the embedded SIM Project from GSMA. In Korea,
various pilot projects are performed through the participation of mobile carriers such as KT and SKT.
In the IoT, measures to apply TLS, DTLS, IPsec, HIP,
and PANA that were applied to the Internet environment
to prevent security threats are considered. Specifically,
the application of DTLS to a core protocol, CoAP, is set as
a basic direction [6]. To apply existing IP-based security
protocol, lightweight algorithms are needed in consideration of a device’s calculation capacity and memory space.
As the method to make DTLS protocol lightweight, there
are methods like reducing the number of hand shake messages or simplifying authentication process on the certificate. The initial shaking process is delegated to the owners of resource-limited devices to reduce the hand shaking
message packets. The device owners and each device share
secret keys safely in advance and form a DTLS session
with the server. The device owner encrypts the DTLS ses-
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sion information with pre-shared secret key to the device,
transmits it, and closes the session. After that, the complex initial stage hand shaking process can be conducted
on behalf of the device owner by resuming each session
between the device and server. The proposed system,
however, has a burden to upload DTLS protocol to the
device for DTLS session resumption between the device
and server, and thus compressed IPsec is used through
various studies [1, 4, 11].

4

Conclusions
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Abstract
The improvement of communication technology and the
popularity of wireless networks bring us a convenient life,
but at the same time they provide a new room for the
propagation of viruses, which challenges the security of
the Internet. In order to deal with the new kind of virus
propagation in wireless multi-hop networks, this study
used MATLAB simulation software to simulate SI virus
propagation model and random path point model and analyze the effects of the time required for virus transmission, the communication radius of nodes and the number
of initial infected nodes on the transmission of SI virus in
wireless networks. The result showed that the velocity of
node movement could affect the velocity of virus transmission which increased first and then decreased with the increase of node moving speed; the virus transmission speed
decreased with the increase of the time required for transmission, and increased with the increase of the communication radius of nodes and the number of initial infected
nodes; when the propagation speed was the fastest, the
movement speed of the corresponding node was inversely
proportional to the time required for propagation, directly
proportional to the communication radius, and unrelated
to the number of initial infected nodes.
Keywords: Node Movement Model; Virus Transmission
Model; Wireless Multi-Hop Networks

1

Introduction

anywhere, or as base stations to provide resources. The
network is open, besides users and operators, users and
users can also provide corresponding services, and they
can enter different wireless networks at the least cost; the
distribution of the network makes it possible for the network to jump to the rest of the intact nodes normally,
even if some of the nodes are missing, to obtain the resources on the Internet. However, it is the open and distributed structure of the wireless multi-hop network [20],
which poses a severe challenge to network security. Because of the openness, the network virus camouflaged can
freely enter the network, and because of the distributed
structure, the transmission of the virus is more complex [2, 8, 11, 12, 16, 19].
In order to guarantee the healthy development of the
wireless network, it is necessary to strengthen the defense
of the network virus and to study the transmission behavior of the network virus [1, 9, 18]. Lu et al. [10] used
a random approach to study the evolution and impact
of the mobile botnet which was a collection of malicious
nodes caused by mobile malware that could perform coordinated attacks. It was discovered that the mobility of
a node might be a trigger for a botnet propagation storm.
Increasing network bandwidth was an aid to mobile services, but at the same time it was possible to increase the
risk that the service was being destroyed by the mobile
botnet. Han et al. [6] discussed the definition and characteristics of the computer virus, analyzed the virus propagation model and the virus control, proved the necessary
and sufficient condition of the non-viral equilibrium point
and the local disease equilibrium point of the model by
the first method and the disc theorem of the Lyapunov,
and then calculated the optimal control strategy of the
virus propagation model, which verified the effectiveness
of the optimal control.

After entering the 21st century, information technology has developed fast, so wireless communication technology gradually replaces wired communication technology [5] and popularizes, especially, the emergence of smart
phones, iPad and laptops, which further promote the exSanum et al. [15] proposed a mobile Ad Hoc wireistence of wireless networks. In wireless multi-hop networks [4], people can obtain resources by using mobile less network deterministic node mobility model based on
terminals as nodes to access the Internet anytime and chaos, which realized the deterministic process of ran-
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domness generation in mobile mode. The simulation results included the moving path of nodes. Comparing the
random speed, direction and average speed of the mobile node under certain control parameters, the method
could simulate the mobile mode of real users in a controllable way. In this study, MATLAB simulation software was used to simulate SI virus transmission model
and random route point model. The impact of the transmission time, node communication radius and initial infective node number of SI virus on the communication in
the network were analyzed.
Figure 1: Wireless network topology structure

2

Node Movement Model

Since the beginning of the 21st century, the communication technology has been rapidly improved, from the
initial wired communication to the wireless communication which has been widely used, the network constructed
by the data interaction is becoming larger and larger, but
at the same time the spread of the network virus is also
more and more harmful. A wireless multi-hop network
consists of multiple nodes, which can be served by a fixed
computer or a mobile terminal [3, 14]. Nodes and nodes
are connected wirelessly, and data are transmitted to each
other through the network. Each wireless node has the
function of receiving and transmitting at the same time,
and the data in the network jump from one node to the
other. Unless all nodes in the network are down, the data
must be available to transfer to the target node. The
topology of wireless multi-hop networks is not only stable but also extensible. The network node of the original wired communication is limited by the fixed base station, and the network topology of the node [13] will not
change, which means the law of the network virus in the
transmission process is easy to grasp. However, after the
popularization of the wireless communication, the nodes
of the wireless network will move with the mobile terminal, and the topology of the network will also change and
present irregularity in a short period of time. Therefore,
when studying the law of transmission of modern network
virus, the movement of nodes needs to be considered.
As shown in Figure 1, the initial network structure
in this paper was like that of a cellular network when
simulating the propagation law of network viruses. Each
intersection point was a network node, and the circle represented the signal coverage range of the node [7]. On the
basis of the initial deployment, the node mobility model
was added to make the network nodes move within a specified range according to the model rules.
The model of node movement could reflect the law of
node movement. The definition of the model could be
divided into two types: One was the reproduction of real
trajectory, which was reproduced by collecting the moving
data of real nodes, but the data that need be processed
was too large, which had no extensive practicability; the
other was to construct an abstract model, which extracted
the motion rules and built a mathematical model by mov-

ing data of some real nodes. Random path model (RWP)
was one of the most frequently used abstract models in
mobile network research. Its principle was Brownian motion. The definition of RWP model [17] was as follows:
1) All nodes were in the rectangular region, and the connection between nodes and nodes was like honeycomb
as shown in Figure 1.
2) The nodes moved to any node in the region.
3) The moving speed of the node was within a certain
range, and the speed was uniform before reaching the
target node.
At the same time, in order to prevent the nodes from
leaving the experimental area in the process of random
motion, the method of crossing inversion [21] was used
to control the motion range and number of nodes. The
specific operation was as follows: When any node moves
to the boundary of the region, the node was separated
from the region from the boundary, and then entered the
experimental area again in the symmetrical direction.

3

Virus Transmission Model

The advance of wireless communication technology not
only facilitates people’s life, but also increases the risk of
network security where the network virus is one of the
biggest. Its propagation law study can help raise the network security. The transmission mode of network virus
in the network is similar to that of the virus in biology.
Therefore, according to the characteristics of the transmission of network virus, the transmission model of network virus was constructed with reference to the transmission model of biological virus [25]. At present, there
were three common models of virus transmission: SI, SIS
and SIR. This paper focused on the SI model [23].
As shown in Figure 2, in the SI model, a node had
two shapes: One was the susceptible node ”S” (similar to
the susceptible population) and the other was the infected
node ”I” (the equivalent of the source of infection) which
represented the probability of a node changing from ”S”
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to ”I” within a certain time range, and its formula [24]
was expressed as:
dS(t)

=

−βI(t)S(t)dt

dI(t)

=

βI(t)S(t)dt.

S(t) represents the proportion of susceptible nodes at the
moment, and I(t) represents the proportion of nodes infected at time. Since the immune mechanism was not set
in this model, the infected node would not be re-converted
to the easy-to-sense node, and eventually the nodes in the
entire network would become Class I nodes.

Figure 2: SI virus transmission model

t = 48s. Under the settings of the above parameters, the node infection ratio at different node moving speeds was respectively simulated when the virus
transmission time ∆T was 1 dt, 2 dt and 3 dt.
2) Parameter setting of influence of node communication radius on propagation speed.
Area of node simulation motion region was Ω =
1500 × 1500m2 ; total number of nodes was N=300;
number of initial infected nodes was n=3; virus transmission time was ∆T = 2dt; detection time was
t = 48s . Under the setting of the above parameters, the infection ratio of nodes at different moving
speeds was simulated when the communication radius of nodes was 20 m, 30 m and 40 m, respectively.
3) Parameter Settings of the influence of the number of
initial infection nodes on the propagation speed.
Area of node simulation motion region was Ω =
1500 × 1500m2 ; total number of nodes was N=300;
node communication radius was r = 30m; virus
transmission time was ∆T = 2dt; detection time was
t = 48s. Under the settings of the above parameters,
when the number of initial infected nodes (n) was 3,
6 and 9, respectively, the infection ratio of nodes at
different moving speeds was simulated.

4.3

Figure 3: The relationship between node mobility speed
and the proportion of infected nodes at time t = 48s under
different virus transmission time

4
4.1

Simulation Analysis
Experimental Environment

This paper used the MATLAB simulation platform [22]
to compile the network virus propagation model and node
moving model. The experiment was carried out on the
laboratory server. The server was configured as Windows7 system, I7 processor, 16G memory.

4.2

Experimental Setup

1) Parameter setting of the effect of virus propagation
time on the speed of propagation.
Area of node simulation motion region was Ω =
1500 × 1500m2 ; total number of nodes was N=300;
number of initial infected nodes was n=3; node communication radius was r = 30m; detection time was
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Experiment Results

1) The effect of virus propagation time on the speed of
propagation.
As shown in Figure 3, as a whole, as the time was
required to spread the virus increases, the speed of
infected nodes decreased at the same speed of node
movement. The reason was that at a certain node
speed, the communication time between nodes could
be limited, as the shorter the transmission time was,
the greater the probability of successful infection
within the communication time and the higher the
proportion of infected nodes at would be. Horizontal comparison showed that the speed of the infected
nodes increased with the moving speed of the nodes
under the transmission time of each virus, which increased first and then decreased. The reason was
that with the increase of the moving speed of the
nodes, more frequent contact between infected nodes
and uninfected ones leaded to an increase in infection
rate.
The smaller ∆T was, the faster it would be. When
the node moved more than a certain value, although
the node contacted more frequently, the communication time between the nodes became shorter, therefore, it was difficult to meet the need of virus transmission time, which made that the probability of infection and the speed of infection decreased. The
node moving speed corresponding to the maximum
speed of an infected node was called vmax . When the
time required to spread the virus was 1 dt, vmax was
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20 m/s; when the time required was 2 dt, vmax was
10 m/s; and when the time required was 1 dt, vmax
was 5 m/s, from which it could be seen that with the
time taking to spread the virus, vmax decreased because the largest communication times between two
nodes were determined by the communication radius
and the speed at which the nodes move, so the relationship between the virus spread time and vmax was
1
.
vmax ∝ ∆T
2) The influence of node communication radius on propagation speed.
As shown in Figure 4, as the node communication
radius increased, the infection rate increased at the
same node moving speed. The reason was that the
increase of communication radius prolonged the communication time between nodes and the virus had
more time to complete infection, which leaded to the
increase of infection speed.

474

3) The effect of initial infective nodal points on the
speed of transmission.
As shown in Figure 5, with the increase of initial infected nodes, the infection speed increased with the
same node moving speed. The reason was that the
increase of initial infected nodes increased the frequency of contact between infected nodes and susceptible nodes, and the probability of successful transmission of the virus increased, which leaded to the
increase of infection speed.

Figure 5: The relationship between node mobility speed
and the proportion of infected nodes at time t = 48s under
different initial number of infected nodes
Transverse comparison showed that with the increase
of node moving speed, the infection node velocity
increased first and then decreased with the number
of initial infected nodes. As the reason was mentioned above, the more the initial infected nodes
were, the faster the infection velocity increased and
the slower the infection speed decreased. Whether
the initial number of infected nodes was 3, 6 or 9,
the corresponding vmax were all 10 m/s, from which
it could be noticed that vmax remained steady with
the change of initial infected nodes. The reason was
that the infection probability of nodes was related
to the network connectivity and the time required to
spread the virus. As the network connectivity was an
inherent attribute of the network, it was only related
to the communication radius and the moving speed
of the nodes, and whether the nodes were infected or
not would not affect the network connectivity. The
transmission time was the attribute of the virus itself,
and the nodal infection would not affect the virus itself. In this experiment, the communication radius
and propagation time were fixed, so vmax would have
no change.

Figure 4: The relationship between node mobility speed
and the proportion of infected nodes at time t = 48s under
different node communication radius
Horizontally, the speed of infected nodes increased
first and then decreased with the increase of node
moving speed under every kind of node communication radius. As mentioned above, the increase of
node mobility increased the connectivity of nodes.
The infection probability increased, the communication time decreased and the infection probability decreased when the speed was too large. At the same
time, the larger the communication radius were, the
faster the infection speed increased but the slower
it decreased. When the communication radius was
20/m, vmax was 6 m/s; when the communication radius was 30/m, vmax was 11m/s; when the communication radius is 40/m, vmax was 18 m/s, and it could
be found out that with the increase in the radius of
communication, vmax increased which was because of
an increase in the radius of the virus, and even if the
speed of movement increased, it could be guaranteed
that the virus would complete the transmission when
the communication time was sufficient, so that the
relationship between the node communication radius
and vmax was vmax ∝ r.

5

Conclusion

In this study, SI virus transmission model and RWP
model were simulated by MATLAB simulation software,
and the effects of virus transmission time, node communication radius and initial infective node number on the
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transmission of SI virus in wireless network were analyzed.
The results showed that:
1) The infection speed of the virus in the network increased first and then decreased with the increase of
the moving speed of the nodes.
2) With the increase of the time required for virus transmission, the infection rate of the virus in the network
decreased.
3) With the increase of the node communication radius,
the infection speed of the virus increased, and the
infection speed was the most rapid.
4) With the increase of the initial number of infected
nodes, the infection speed of the virus increased,
and the corresponding node movement speed did not
change at the fastest speed.
In this paper, the biological virus transmission model is
applied to the transmission of network virus, and the
RWP model is used to simulate the movement of people.
Compared with the analysis method of real trajectory reconstruction, this method requires less computation and
has higher accuracy.
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Abstract
Cloud computing, a new kind of resource sharing service
system, can provide virtual resource services such as infrastructure and platform for users who access it through
the Internet. Its service quality is related to resource management and scheduling. In this study, CloudSim3.0 simulation platform was used as a simulation platform for
cloud computing resource scheduling to test the performance of radial base function (RBF) neural network based
on particle swarm optimization (PSO) and RBF neural
network based on Improved Particle Swarm Optimization
(IPSO) in cloud resource scheduling and configuration.
The results showed that the CPU and memory utilization
rate and processing time of the two algorithms increased
with the increase of processing tasks. It was found that
compared to PSO-RBF, IPSO-RBF had higher CPU and
memory utilization rate and shorter processing time and
converged faster and found the best position of particles
after only 30 iterations with small fluctuation amplitude.
In addition, IPSO-RBF had better performance in balancing the load of different kinds of physical resources
compared to PSO-RBF.
Keywords: Cloud Computing; Particle Swarm Algorithm;
Radial Base Function Neural Network; Resource Scheduling

1

Introduction

With the development of society, the role of computer in
various fields of society is becoming more and more extensive. At the same time, the demand for computing power
in industries that need to use computer power is also increasing day by day [6]. Single improvement of computer
hardware performance to obtain more computing power
not only has limited computing power improvement, but
also has low cost performance for a single user compared
with the cost of hardware improvement [9].

The emergence of cloud computing solves the problem
of limited performance improvement of a single computer.
Relying on the Internet, cloud computing uploaded and
distributed the tasks that users needed to process to the
”master station” composed of a large number of servers,
and applied the physical resources in the ”master station”
to process the tasks of users [1, 3]. Its ”master station”
is called the resource pool [15], also known as ”cloud”.
Cloud computing combines virtualization, parallel computing, distributed computing and other concepts, and
has the following characteristics [5].
Cloud computing has a larger computing scale than a
single user; Cloud computing can complete the interaction of information through the Internet and terminals,
and the resources it uses are not physical objects [10, 13].
Resource pools in cloud computing are Shared. Relevant
researches are as follows. Chen et al. [4] proposed an
Improved Ant Colony System (IACS) method and conducted extensive experiments based on workflows of different scales and different cloud resources. Experimental
results showed that IACS was able to find a better solution with lower cost than basic particle swarm optimization (PSO) and dynamic target genetic algorithm under
different scheduling scales and deadlines. Abdullahi Mohammed et al. [11] proposed a symbiotic organisms search
optimization algorithm (SOS) based on simulated annealing (SA) to improve the convergence speed and quality of
SOS solutions.
CloudSim simulation results showed that SASOS was
superior to SOS in terms of convergence speed, response
time, unbalance and MAK. Zhang et al. [18] proposed an
improved Centrino Hardware Control (CHC) algorithm,
which inherited the advantages of standard genetic algorithm (SGA) and CHC algorithm. The experimental results showed that the improved CHC algorithm had better
efficiency and convergence, and the average time and completion time of task scheduling were relatively shorter. In
this paper, CloudSim3.0 simulation platform was adopted
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as the simulation platform for cloud computing resource Equations (1), (2) and (3) were the mathematical model
scheduling to test the scheduling configuration perfor- of cloud computing resource scheduling.
mance of RBF neural network based on PSO and RBF
neural network based on improved particle swarm optimization (IPSO).

2

Cloud Computing
Scheduling

Resource

The resource scheduling model in cloud computing consists of three layers: service request, virtual resource pool
and physical resource pool. Cloud computing resource
scheduling was generally divided into two steps. First,
the task in the service request was allocated to the virtual machine in the virtual resource pool, and then the
allocated virtual machine was deployed to the physical
machine in the physical resource pool, as showed in Figure 1.

Figure 2: Basic structure of RBF network

3

Figure 1: Cloud computing resource scheduling

Its mathematical model [2] was: If the task in the service request was divided into n mutually independent subtasks, the set of sub-tasks was M = {m1 , m2 , · · · , mn },
where the i-th sub-task was mi , and a sub-task could
only run in one virtual node. If there were b virtual nodes
(b < n), the set of virtual nodes was V = {v1 , v2 , · · · , vb },
where vj is the j-th virtual node. Then the distribution
could be expressed by the matrix A:


a11 a12 · · · a1n
 a21 a22 · · · a2n 

A=
(1)
 ··· ··· ··· ··· 
ab1 ab2 · · · abn
Any element in the matrix represents the relationship
between the sub-task and the virtual section. When the
i-th task run on the JTH node, it was 1, otherwise it was
0. For the convenience of later calculation, it was assumed
that a node could only run one task at a time, and a task
could only run on one node at the same time. Hence the
time spent in completing task M was:
n
X
time = max(
aji tji , (1 ≤ i ≤ n, 1 ≤ j ≤ b).
i=1

(2)

Radial Basis Function (RBF)
Neural Network

Radial basis function neural network [?, 19] has a simple
structure. It converges quickly and could simulate any
nonlinear function. Its structure is shown in Figure 2.
RBF neural network belongs to feed-forward neural network, and its basic structure was divided into three layers,
including input layer, hidden layer and output layer. The
activation function of hidden layer is radial basis function,
so each node of hidden layer has a data center ci .
Each data node in the input layer was denoted as
x = (x1 , x2 , · · · , xi , · · · , xn )T . The output data in the
output layer was denoted as y = (y1 , y2 , · · · , yi , · · · , yn )T .
The mapping between the hidden layer and the output
layer was a linear mapping, and the weight matrix of
the mapping between the nodes of the two layers was denoted as w = (w11 , w12 , · · · , wij , · · · , whm )T . The mapping from an input layer to a hidden layer in RBF network
is a nonlinear mapping, and its mapping formula [7] was:
hi

=

exp(

||x − ci ||2
), 1 ≤ i ≤ h,
2b2i

(4)

where hi refers to the output of the i-th node in the hidden
layer, || · || is the euclidean distance, and bi refers to the
width of the radial basis function of the node of the i-th
hidden layer. The mapping formula between the hidden
layer and the output layer was:
yj =

h
X

wij hi , 1 ≤ j ≤ m,

(5)

i=1

A good resource scheduling algorithm should have the
where yj is the output data of the j-th node in the outleast time to complete the task, i.e.,
put layer and wij is the mapping weight between the i-th
Cost = min(time).
(3) hidden layer node and the j-th output layer node.
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RBF Network Based on PSO

5

PSO [17] is also known as ”flock foraging algorithm” because it is derived from the research on the foraging and
migration behavior of birds. Its principle is to obtain the
global optimal solution by tracing the current optimal solution. PSO is one of the evolutionary algorithms. Similar
to other evolutionary algorithms, PSO uses population to
find the solution set in space, and iterates randomly on
population initialization and end conditions to get the
optimal solution. In the process of operation, the direction of the optimal solution was determined by the fitness
value, and the fitness value was used to judge whether the
solution was good or not. The global optimal solution
was found by comparing the self-optimal solution with
the currently explored optimal solution.In particle swarm
optimization, individual updates were influenced by historical particles rather than random ones. The number
of particles in the particle swarm optimization algorithm
was n. In m-dimensional space, Pi was used as the vector
→
−
position of the i-th particle, i.e., Pi = (pi1 , pi2 , · · · , piM ),
→
−
Si as the velocity of the particle Vi = (vi1 , vi2 , · · · , viM ).
Let the current optimal position of the i-th particle
be pbesti , the optimal position of the particle swarm was
gbesti . Then the formula [16] for the velocity change of
the particle was:
Vi+1 = µVi + a1 x1 (pbesti − Pi ) + a2 x2 (gbesti − Pi ), (6)
where µ refers to the value of the particle affected by inertia, a1 and a2 are the learning factor, x1 and x2 are a random number, they were evenly distributed between 0 and
1, a1 x1 (pbesti −Pi ) is cognitive term, and a2 x2 (gbesti −Pi )
refers to social term.
The expression of the position change of the particle
was:
Pi+1 = Pi + Vi .

(7)

By repeatedly updating the calculation based on Equations (6) and (7), and analyzing the fitness of particles, the
optimal solution with the largest fitness could be found.
This study adopted PSO algorithm to optimize RBF network. First, the mapping parameters in the RBF network
were converted into the dimensional vectors of each particle in the PSO. In other words, mapping parameters such
as data center ci , width coefficient bi , and weight wij in
RBF network were taken as dimensions in corresponding
particles. Then, the fitness function in PSO was taken
as the mean square error in RBF network, and the optimal weight with the minimum mean square error could
be obtained after PSO operation.
After the mapping parameters in RBF were converted
into the dimensions of particles in the particle swarm, the
optimal parameters of a set of particles were calculated
according to the calculation flow in Figure 3, and then
the dimensions of the particles were converted into the
mapping parameters in the RBF network to participate
in the scheduling and configuration of cloud resources by
the RBF neural network.
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RBF Network Based on Improved Particle Swarm Optimization

Up to now, there are various ways to improve the traditional particle swarm optimization algorithm, but the ultimate purpose is to make up for the two shortcomings of
the traditional particle swarm optimization: First, when
the test object is a complex function, with the increase
of the number of iterations, the algorithm is likely to fall
into a local extreme value, which is difficult to obtain the
real optimal solution. The second is the selection of algorithm parameters, among which the inertia factor and
learning factor have the greatest influence on the change
of algorithm capability.
In the traditional PSO algorithm, cognitive coefficient
a1 and social coefficient a2 remain unchanged, they are
learning factors; as a result, when the number of iterations is small, the influence of individual cognition is large;
when the number of iterations is large, the social influence
is large, failing to reflect the aforementioned changes at
the same time, which makes the algorithm obtain the local optimal solution and induces the phenomenon of ”premature” [14]. In order to solve the above problems, the
traditional particle swarm optimization algorithm was improved, and the improved formula [12] was:
1
Si+1 = µVi + b( )x1 (pbesti − Pi ) + cn2 x2 (gbesti − Pi ). (8)
n
By comparing Equations (6) and (8), it was found that
the improvement made is to change the cognitive term
coefficient a1 into b( n1 ), so that the individual cognitive
proportion decreased with the increase of the number of
iterations. The social item coefficient a2 changes to cn2 ,
so that the social item proportion of the group increases
with the number of iterations. Then, when calculating,
b took a large value, and c took a small value, making
it conform to the fact that individual cognition was the
dominant factor in the initial stage. As the number of iterations increases, the proportion of social terms increases,
and it started to become the dominant factor.
After the improvement, the algorithm was more consistent with the objective law of the optimal solution, and
the practicability was greatly improved. The optimization steps of the IPSO for RBF network were not much
different from those of PSO for RBF above. Similarly, the
mapping parameters in RBF were converted into the dimensions of particles in the particle swarm. Then, the optimal parameters of the particle swarm were calculated according to the steps shown in Figure 3, and the difference
was that the formula for updating the particle velocity is
replaced by Equations (6) with (8). Then, the dimensions
of the optimal particle swarm were converted into various
mapping parameters in the RBF network, and participate
in the scheduling and configuration of cloud resources by
the RBF neural network.
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Figure 3: Calculation flow of RBF network mapping parameters based on PSO algorithm

6
6.1

Experimental Analysis
Experimental Environment

In this study, CloudSim3.0 simulation platform [8] was selected as the simulation platform for cloud computing resource scheduling to test the scheduling configuration performance of PSO-based RBF neural network and IPSObased RBF neural network for cloud resources.The experimental environment in this paper was Windows10 operating system on hardware with 16G of memory and 1000G
of hard disk storage. On the software, CloudSim3.0 cloud
platform simulation simulator, compilation environment
JDK1.7 and development tool MyEclipse were adopted.

6.2

0.4 after more than 50 tasks; the CPU utilization rate
of IPSO-RBF increased with the number of tasks before
60 tasks were executed, and fluctuated around 0.6 after
more than 60 tasks. For memory utilization, PSO-RBF
fluctuated around 0.4 after 80 tasks and IPSO-RBF fluctuated around 0.5 after 60 tasks. On the whole, both CPU
utilization and memory utilization rates were higher compared with IPSO-RBF, because PSO-RBF algorithm used
more physical resources, tasks were evenly distributed to
each virtual machine node, and the utilization of CPU
and memory was evenly distributed.

Experiment Settings

Thirty physical resources were set up in the cloud computing laboratory center and converted into virtual machine
resources. The configuration of each virtual machine was
2GB memory capacity and 3.0 GHz CPU processing frequency. Virtual physical resources were divided into three
parts: responsible for processing document classes, for image processing, and for dealing with video class, and the
maximum number of iterations was set as 100. The learning factor was set as 1.33. The number of submitted tasks
was set as 100, including three types: 10 types of docu- Figure 4: CPU and memory utilization rates of the two
ments, 30 types of pictures, and 60 types of video. Each algorithms under different task number
algorithm was iterated for 100 times, and the experiment
was repeated for 40 times. The average value of each test
result was obtained.
As showed in Figure 5, with the increased of the number of processing tasks, the time required by the two algorithms for processing tasks also showed an upward trend
6.3 Experimental Results
of fluctuation. The fluctuation range of PSO-RBF was
As showed in Figure 4, under the premise that the to- larger, and the time required to process the same numtal number of cloud resources was constant, the utiliza- ber of tasks was greater than those of IPSO-RBF in most
tion rate of CPU and memory of the two algorithms in- cases. It could be seen from the figure that it took the
creased accordingly with the increase of the number of most time to process 70 tasks in this experiment, which
tasks executed; when the number of tasks exceeded a cer- took 910 ms. The time required for IPSO-RBF task protain number, the utilization rate was relatively stable; the cessing fluctuated with the increase of the task, and the
CPU utilization of PSO-RBF increased with the number fluctuation range was small. It was found that it took the
of tasks before executing 50 tasks, and fluctuated around most time, 80 ms, to process 100 tasks in this experiment.
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On the whole, IPSO-RBF was more efficient and took less of tasks on different types of nodes allocated by IPSORBF algorithm was obviously different. By comparing
time to process tasks.
the number of actual types of tasks, it was found that this
algorithm considers whether the type of tasks was consistent with the type of resource nodes in the allocation of
tasks, and balanced the load between different nodes.

Figure 5: Time consumed by the two algorithms in processing different number of tasks

As showed in Figure 6, with the increase of iteration
times, the convergence of the two algorithms became stable. In the process of convergence, the particle position
of PSO-RBF increased with the number of iterations and
fluctuated greatly. It did not stabilize until 90 iterations.
The particle position of IPSO-RBF increased with the
number of iterations, with a small fluctuation range, and
the position of the optimal solution was found stably after 30 iterations. IPSO-RBF had a fast convergence speed
and a better effect of finding the optimal solution.

Figure 7: Load distribution on nodes of different physical
resource types

7

Conclusion

Firstly, this paper briefly introduced the cloud computing
resource scheduling model and the construction of RBF
neural network. In cloud computing resource scheduling,
tasks were allocated to virtual machine according to requests, and then virtual machine was allocated with physical resources. Then, the PSO-based RBF neural network algorithm and IPSO-based RBF neural network algorithm were proposed. Finally, simulation experiments
were carried out on the CloudSim3.0 simulation platform
for the two algorithms. The results showed that the CPU
and memory utilization rate and running time of the virtual machine increased with the increase of the number
of tasks. Moreover, IPSO-RBF algorithm had a higher
utilization rate of virtual machine resources and shorter
running time than PSO-RBF algorithm. In terms of the
convergence effect, IPSO-RBF algorithm could achieve
stable convergence faster with only 30 iterations, while
Figure 6: Convergence effect of the two algorithms
PSO-RBF algorithm needed 90 iterations to achieve stable convergence. IPSO-RBF could balance the load of difAs showed in Figure 7, due to the difference in process- ferent kinds of physical resources better than PSO-RBF.
ing capacity between nodes, the number of tasks assigned
on different types of physical resource nodes was different. In the PSO-RBF algorithm, the number of tasks References
processed on the three types of nodes was similar, and the
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Abstract
An Mobile Ad-hoc network (MANET) is formed when
group of mobile wireless nodes collaborate between them
to communicate through wireless links in the absence of
the fixed infrastructure and any centralized control. This
paper focuses on the design a self-stabilizing clustering
algorithm in MANETs. The Topology that we propose
is a partitioning based on trust between members of a
group. It forms a structure able to adapt dynamically
to changes in the topology. Some cryptographic-based
schemes have been proposed to secure the clustering process, but they are unable to handle the internal attacks.
To defend against insider malicious nodes, trust and reputation management systems should be used .Our solution
is based on our efficient trust model and distributed algorithm to clustering network.We present our clustering
approach based on trust for applications in the field of
security.
Keywords: Clustering Algorithm; Maintenance of the
Topology; Mobile Ad Hoc; Self-stabilizing; Trust Relationships

1

Introduction

A mobile ad hoc network is a collection Mobile entities
interconnected by a wireless network forming temporary
independently of any infrastructure or centralized administration. The nodes in Mobile ad hoc networks join and
leave the networks dynamically. At some point of time
there is a possibility of enormous increase in the size of
the network. Handling nodes in big network may put a
burden on network management schemes and may introduce delays in the net-work.
Dividing big networks in small groups called clusters
may prove to be a good solution for handling them in
a better and efficient manner. As MANET (Mobile Ad

hoc networks) is self organized, the challenge of achieving
security is critical. Evolving and managing trust relationships among the nodes in the network are important to
carry efficient transmissions Clustering organize the ad
hoc networks hierarchically and create clusters of ad hoc
nodes which are geographically adjacent. Each cluster is
managed by a cluster head (CH) and other nodes may act
as cluster gateway or cluster member.
In this article, we present a clustering approach for efficient, scalable and secure clustering of MANETs. Our
proposal consists on forming clusters around the trustworthy nodes; in other words, the node that has highest
trust value is elected as the cluster head. A threshold of
trustworthy is used to perform system stability.

2

Related Work

In the literature, there are many proposals to construct
clusters in mobile ad hoc networks.The first algorithms of
Lowest-ID clustering algorithm (LID) proposed by Baker
and Ephremides [5]. Clustering High-Connectivity (HCC)
of are based on a particular criterion the selection of
cluster-heads, which is the identifier of a node. This algorithm to form clusters in a single jump, where each member is its direct neighbor cluster-head. In the construction
phase clusters, nodes communicate with their neighbors
to have a local knowledge and thus fix the cluster-head.
This phase is repeated periodically for any topology
change. The algorithm cited in [15]is a modified version
of the Lowest-ID algorithm .The authors propose a clustering algorithm to reduce the work-Clustering fic control.
A node broadcasts a single message containing his clustering decision. According to his local knowledge of the
topology, each node decides to become a head-cluster or
not. This decision is communicated to the neighborhood,
forcing the neighbors of the new cluster-head who are not
yet affiliated a cluster choose it as a cluster-head.
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In [6], authors propose energy efficient secure trust
based clustering algorithm for mobile wireless sensor network. Their solution creates one hop members to minimize the overhead and take into account the trust level
of a node, mobility, remaining energy and its distance to
neighbors.
In [18], authors present a preference-based protocol for
trust and head selection for cluster-based MANET perform the tasks of a certification authority and proactive
secret sharing scheme is used to distribute the private network key to the CHs. In this solution, each cluster is first
formed based on the trust values of the neighbor nodes.
To create cluster, an ad hoc node evaluates its neighbor
nodes’ of neighbor nodes; each node chooses one node that
has the highest value as its trust guarantor. Then, the
chosen node becomes the CH and the chooser becomes a
member of the cluster, a node of the second highest trust
value is chosen, in this way, a cluster is formed by the
CH which has the highest trust value among the cluster
members.
The other trust-based clustering scheme is designed
in [1], Authors propose trust based secure on demand
routing protocol (TSDRP) for Manet’s. In this scheme
each node evaluates the trust value of neighbor nodes and
recommends one of neighbors that have the highest trust
value as its trust guarantor. Then a node becomes a member of CH node which is one-hop away.
In [16], authors propose a self-stabilizing clustering algorithm in mobile ad hoc networks Clustering Algorithm
is another trust-based clustering scheme. It evaluates the
stability of node through computing the neighbor change
ratio and the residual battery power of mobile nodes.
To elect CHs by using the voting mechanism, each node
votes other nodes only if the node is the most trustful
one among its neighbor nodes and the node’s stability is
better than itself.
In [10], authors propose an efficient secure group communication in MANET using fuzzy trust based clustering and hierarchical distributed group key management
which includes a trust value defining how much any node
is trusted by its neighborhood and used the certificate as
node’s identifier. It uses voting mechanism to elect the
most trusted node.
In [17],authors give a honey bee algorithm–based efficient cluster formation and optimization scheme in mobile
ad hoc networks. It aims to elect trust worthy stable CHs
that can provide secure communication via cooperative
nodes. The authors in [17], authors propose performance
analysis of TSDRP and AODV routing protocol under
black hole attacks in Manets by varying network size.
The authors in [12], authors present a multi-metricbased algorithm for cluster head selection in multi-hop
ad hoc network to improve the search performance and
scalability of MANETs with trust mechanism. In this solution, the trust relationship is formed by evaluating the
level of trust using Bayesian statistic analysis and clusters
can be formed and maintained with only partial knowledge which makes it suitable for distributed autonomous

484

MANETs.
In [11], authors give a model of mobility aware clustering scheme with bayesian-evidence trust management for
public key infrastructure in ad hoc networks.
The authors in [14], propose an efficient trust-based
scheme for secure and quality of service routing in
MANETs. A composite trust model for secure routing
in mobile ad-hoc networks is proposed in [13], and Trust
threshold based public key management in mobile ad hoc
networks proposed in [3]. Also, a preference-based protocol for trust and head selection for cluster-based MANET
is proposed in [18].

3

Global Architecture and Criteria of Clustering

This section introduces our topology. We assume first
that all nodes periodically broadcast a hello message to
their neighbors in a single jump for the information of
the nodes around them. Our topology is organized clustered. Each cluster consists of a cluster-head, a core and
a periphery.
• The cluster-head is the node that identifies the cluster. He is responsible for the communication between
clusters. The cluster-head is the root of a under
tree built during the clustering process and covers
all members the cluster.
• The core is the center of cluster. The cluster-head is
one of the members of the core of its cluster. All core
members are neighbors to the cluster-head.
• The periphery is composed of cluster members that
are not in the core. Figure 1 illustrâtes the main
features and elements of our topology.

Figure 1: General structure of our topology
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We are interested in the clustering area of security. Our
• It acts as a black hole if the packet is not foralgorithm uses trust as partitioning criteria.Trust is funwarded.
damental to maintain a certain level of security. This is
• There is a change of attack if the content has
a important aspect in the design of network.
changed.
However, in a dynamic and mobile environment with• It makes an attack if a manufacturing selfout trusted authority centralized, it is not easy to assess
produced packet is transmitted.
confidence. Many existing solutions propose to calculate
the confidence in MANET based on the information that
• It makes an identity theft attack if the IP ada node can collect other nodes passively [8].
dresses were falsified.
As these interactions are frequent in the cooperative
• It induces delays by delaying the retransmission
behavior of the nodes of a MANET, it will not difficult
of the packet.
to quickly establish a first estimate of the level of trust
between direct neighbors. If ordinary interactions are Accuracy/packet error: When a node receives a cornot sufficient to evaluate a ratio trust/distrust, the nodes
rect packet, can increase the value of trust which he
can generate additional traffic to evaluate how much they
attributes to the one that sent the packet, and other
trust their neighbors. Thus, to manage its trust, each
nodes in the path from the source (if the protocol
node i maintains tv value of trust (i, j) for any neighrouting provides information on the nodes that make
bor j to node i (and possibly former neighbors and nodes
up a route from a source to a destination). Similarly,
not adjacent where the node i receives recommendations).
if the received packet is wrong, the receiver can reThis value reflects the degree of trust or distrust node i
duce the value of the confidence he attributes to the
has on its neighbor j. Several trust functions were prosender of the package and the value of the confidence
posed in the literature. We use quantification confidence
he attributes to intermediate nodes of the road.
proposed in [9] and we extend to reflect Account trusted
Altruistic Behavior: If an intermediate node on a
recommendations developed in [20].
route to a destination given, receives a packet for
Thus, our confidence values are real numbers between
which the next hop is not available, it can remove
-1 and +1. A number negative represents the degree of
the package and notify the sender. Even So, if there
distrust. -1 indicates a total distrust. A number positive
is a route to the final destination can use this route
represents the degree of confidence. 1 represents absolute
from its cache, send the packet on the new road and
confidence. When a new or unknown node j between in
notify the sender the broken link. If the new road is
the neighborhood of node i, the node i initializes tv(i, j)
to be correct, it reveals that the sender Error in alto a first value init trust (tv(i, j) = init trust).
truistic behavior. Therefore, this information can be
This initial value is useful for two nodes that have not
used to increase trust between the two nodes. Comyet reported together. For example, if they are completely
pliance / non-compliance with the rules of clustering:
unknown init trust = −1 else init trust = 1.
a node that does not meet the clustering rules is obNote that two neighboring i and j may have different
viously a malicious node. His neighbors may detect
interpretations of their exchanges.Thus, tv(i, j) may be
this problem by observing how it sets its clustering
different from tv(j, i). We use the following function to
variables, described later in this chapter in its hello
calculate the value of the confidence node i to node j:
messages.
!
n1
X
tv(i, j) = tanh
uk wk
(1) Inconsistent Trust: A node that distributes false reports trust or lies about his relationship of trust is
k=1
malicious. This behavior may be detected by comWhere n1 is the number of interactions between the two
paring the ratio of trust receipt and monitoring comnodes. wk is the weight of the interaction number k. uk
munications of its neighbors.
is 1 if the k is positive interaction and -1 if it is negative.
Communication with malicious nodes: when a node
The function tanh is used to project the sum of different
regularly exchanges messages with a malicious node, it
interactions in the interval [-1, 1].
Several examples of interactions can be used to calcu- is considered a malicious node. These direct assessments
late confidence values . All these interactions is based on of trust can be strengthened by reports distributed trust.
the routing information. Here we develop the all interac- The confidence reports allow nodes to share the information in confidence and disseminate in the network. A simtions we use in our clustering algorithm.
ple approach to distribute the relationship of trust is for
Passive Knowledge: A node can obtain important in- each node to broadcast only trusting relationships with
formation a neighbor in road construction, for ex- its immediate neighbors. A report confidence initiated by
ample. In fact, if a node starts in ”promiscuous” node k lists the values of trust that has the other nodes,
after the transmission of all packets to hear the re- namely tv(k, j). When node i receives reports of confitransmission by the destination node, it can get the dence of a certain node j, it uses them to improve their
following information about this neighbor [2]:
confidence value tv(i, j) as follows:
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Where n2 is the number of nodes that have sent con- Algorithm 2 :RULE1 & RULE2: Selection and upfidence reports node j to node i. If the received one re- dating the cluster-head members
port of an un-known node, report trust is not considRULE1
ered. In addition, the use of tv(i, k) as a weight for a
Begin
relationship of trust initiated by a node k favors direct
if ∨j ∈ N i.Relation(i, j) = DT then
considerations confidence. Some malicious nodes can lie
CHi = null ∧ P arenti = null.
about trust. However, these false reports can be detected
end if
by neighbors.Monitoring Mutual nodes avoids inconsisRULE2
tencies trusted reports received.
if ∨j ∈ N.i[Relation(i, j) = T T ∧ Compare(T T −
To use the confidence values calculated by the nodes as
edgei , T T −edgej )]∧∨j ∈ N.i[CHj 6= j ∧(CHj = null∧
a criterion for clustering,we define two confidence threshRelation(i, j) = T T ) ∧ Compare(T T − edgei , T T −
olds Smin and Smax where Smin ≤ Smax , Smax ∈ [0, 1]
edgej )]) then
and Smin ∈ [−1, 0].
CHi = i ∧ P arenti = i ∧ Hop − CHi = 0
end if
• Full Trust (TT): A relationship between two nodes
i and j is a relationship full trust ((Relation(i, j) =
Algorithm 3 :RULE3 & RULE4: Selection and upT T )if tv(i, j) ∈ [Smax , 1]andtv(j, i) ∈ [Smax , 1]).
date the other cluster nodes.
RULE3
• Partial Trust (PT): A relationship between two nodes
if
∨k
∈
N.i∃j
∈
i and j is a relationship partial trust (Relation (i, j)
N.iCompare(Relation(i, j), Relation(i, k)) ∧ CHi 6= i
= PT) if and only if:
then
– T v(i, j) ∈ [Smax , 1];
CHi = CHj ∧ P arenti = j ∧ HopCHi = HopCHj+1
end if
– T v(j, i) ∈ [Smax , 1];
RULE4
– T v(i, j) ∈ [Smin , Smax ].
if CHi 6= CHP arenti ∨HopCHi 6= HopCHP arenti+1
then
• Suspicion (DT): A relationship between two nodes
CHi = null ∧ P arenti = null ∧ HopCHi = null
i and j is a relationship distrust ((Relation(i, j) =
end if
DT ) if and only if tv(i, j) ∈ [−1, Smin ] or tv(j, i) ∈
[−1, Smin ]).
Note that the three relationships are symmetrical. For
example, if a node i has a total trust with a node j then
the node j has a relationship total confidence with node
i. In the following, we develop the different steps of our
algorithm clustering.

core members, members of the periphery and members
excluded. That algorithm consists of five detailed rules ,
each node determines the role as hello messages it receives
from its neighbors.
In our algorithm, the rules (R0), (R2) and (R4) have
priority over other rules (R1) and (R3). Indeed, an asset
has a top incorrect value of its variable initializes its
4 Clustering Algorithm Based on that
state null. Then, it executes the rule corresponding to
become a cluster-head, a core member, a member of the
Trust
periphery or excluded member. The clustering algorithm
This algorithm uses a distributed heuristic and tries to added to hello messages the following fields:
minimize the explicit information of the formation of clus• T T − edgei : Number of TT relationships a node i
ters. Our algorithm is composed of three sub algorithms:
have with its neighbors.
1, 2 and 3. In the follows, the authors show the rules
forming algorithm.
• CHi : The cluster cluster-head is attached node i.
CHi is equal to null if node i does not yet belong to
Algorithm 1 :RULE0: The excluded members.
a
cluster.
Begin
if ∨j ∈ N i.Relation(i, j) = DT then
CHi = null ∧ P arenti = null.
end if

4.1

Description of Rules of the Algorithm

In this section, we present the rules of our clustering algorithm.We start by characterizing a legitimate state. A
legitimate state is stable clustering training cluster-heads,

• Corei : The kernel member belongs node i. If i is a
clusterhead or ring member then Corei is set to i. If
i is not yet attached to a kernel then Corei is set to
null.
• Hop − CHi : Number of hops from node i to clusterhead.
• T v(i, j): For each neighbor j, this field represents the
value of the trust from node i to node j.
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Figure 2: The resulting clustering
• P arenti : This field expresses the father of node i in
the cor-responding subtree. Clustering is performed
in three fully dynamic and distributed phases:

node in the cluster. A node in this category
favors cluster with which it has the lowest distance (number of hops) to the cluster-head. The
neighbor with whom he has a relationship PT
and the lowest distance clusterhead became his
father in the sub-tree rooted. The cluster-head
is the root of the subtree. This subtree simplifies communication between clusters. A node
in the periphery with at least one neighbor belonging in another cluster is called a gateway.
When a node joins a cluster, it updates the CH
and CH-Hop fields of hello message.

Phase 1: Election of cluster-head. Each node
which has the largest number TT-edge among
its neighbors who do not yet belong to a cluster
declares as a cluster-head. In case of a tie the
node with the most neighbors is elected. In
case of equal values TT-edge and the equal
number of neighbors, the node that has the
greater identity is privileged. Once a node
becomes a cluster-head, he puts his identity in
the scope of its CH hello messages and changes Clustering obtained is shown in Figure 2.
the value of Hop field - CH to zero.
To succeed clustering, despite the presence of malicious
Phase 2: Core training. All the neighbors who nodes, the honest nodes cooperate closely. They do not
have relation-ships TT with a cluster-head form communicate the message clustering malicious nodes and
the cluster core. Their hello messages contain ignore all messages from clustering these nodes. Thus,
the identity of the cluster-head in the CH field clustering messages and data dissemination spend only
and the value 1 in the Hop-CH field. A node by TT relation-ships or relationships PT. However, even
can have relationships with several TT cluster- if all malicious nodes were detected, clustering can be
heads. In this case, the node chooses the cluster- disrupted.
head that has the largest TT-edge.
The condition on the number of malicious nodes and
their dispersion in the network is necessary. In fact, if the
Phase 3: Formation of the periphery of the core.
After the phase 1 and Phase 2, the nodes sur- network is not sufficiently dense and malicious nodes are
rounding the core joining the cluster according scattered so that they prevent honest nodes to participate
to the two steps following (TT privileged rela- in clustering, the protocol will fail to achieve a complete
tionship is a relationship that PT is privileged clustering. As a result, isolated nodes and clusters can
appear disconnected.
to DT relationship.
Step 1. Members of the periphery having TT relations. After incorporation cores, if any of the
nodes that have not yet ad-hered to a cluster
TT and have relations with at least one ring,
they join the cluster which they have the greatest confidence value.
Step 2. Members of the periphery having PT relationships. The latter step is to add the nodes
that share relationships with the PT least one

4.2

Clustering Example

We explain our clustering algorithm by applying it to the
set of nodes described in Figure 3. In this example, we
assume that the nodes have already calculated their confidence values from their direct neighbors. Each node has
a unique identifier and is denominated by the trust he attributes to his neighbors. The confidence thresholds are
set at Smin = 0 and Smax = 0.2.
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Figure 3: Example of clustering
Figure 3(a) illustrates the different relationships TT, obtained.
PT and DT in the network according to the values of
Smin and Smax . Figure3(b) show nodes 4 and 13 are
4.3 Convergence
clusterheads according to the number of TT relationships
gorithm
they have with their neighbors.
Recall that this information is broadcast in hello messages. Each of the nodes 4 and 13 puts its identity in the
CH field and updates the Hop-CH field to 0. Then, nodes
1, 7 and 10 (respectively 2, 8 and 9) which share a relation
TT with cluster-head 13 (respectively 4) form the core of
it (see Figure 3 (c)) Nodes 1, 7 and 10 (respectively 2, 8
and 9) change their fields CH and Hop - CH from their
hello messages to respectively 13 and 1 (respectively 4
and 1). The two nodes 14 and 15 have TT relations with
node 2. Thus, they join cluster 4. They are attached to
kernel member 2 (see Figure 3(c)).
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and Accuracy of the Al-

We show in this section that our algorithm converges to
a state legitimate. For example, from any initial state,
the algorithm con-verges to a stable state composed of
cluster-heads, core members, member of the periphery
and excluded members. We will assume for this that the
nodes are not malicious.
Lemma 1. The node running the rule (R0) does not
change its state only time and remains stable there after.

Proof. A node that only sharing DT relations with its
neighbors will belong to any cluster, and runs the rule
They update their CH and Hop-CH fields accordingly. (R0). In addition, any of its neighbors will consider it,
In the last step, the nodes 12 and 5 (respectively 3) that and it will be ignored. Therefore, it will no longer change
share a PT relationship with a node belonging to cluster 4 state.
(respectively 13), join this cluster and update the CH and
Hop - CH fields of their hello messages. Oriented edges Lemma 2. The node running the rule (R1)stabilizes after
in the example illustrate the subtrees built during the more (4 − 1)2 movements.
clustering process. When a node joins a cluster, it chooses
a father in the shortest way to the cluster-head. Nodes Proof. The node that has the maximum number of TT
6 and 11 do not share any TT or PT relationships with compared Relations with all its neighbors with which it
other nodes of the network. So, the clustering algorithm shares a TT relationship will become a cluster-head. It
does not take into account these nodes in the clusters does not change state thereafter because the decision is
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local and has best value (the maximum number of TT re- longer the node with the highest TT- edge value among
lations). This comparison depends only the number of re- its neighbors.
lationships that TT is previously updated by the message
hello. Against by, in some cases, the rule (R1), the node 1) Cluster-head failure: If a cluster-head goes down, its
wires (that’s to say other members of the same keris declared as a cluster-head because it has the maximum
nel) no longer receive his hello messages periodicals.
number of relationships TT compared with all neighbors
In this case, the kernel members re-initialize the CH
with whom it shares TT relationship and who are not yet
field from their messages hello to null. Upon receipt
to a cluster. His decision depends only on its neighbors
of these modifications of the message hello, members
which are stabilized at the after (∆ − 1) move. Hence, a
of the underlying periphery are also putting the CH
2
cluster-head stabilizes more after (4−1) movements.
field of their hello messages to null. This launches
the clustering phases of these nodes and rearranges
Lemma 3. The system enters a legitimate state in O
the cluster.
(n(4 − 1)2 ).
Proof. The other vertices which are not cluster-heads
always choose the parent with whom they share the
strongest relationship. This Parent exists and is unique
because the Com-pare function (x, y) selects a single
vertex. The best relationship is the relationship with a
cluster-head, which is the root of subtree. According to
the previous lemma, a cluster-head converges to a stable state more after (4 − 1)2 movements. The algorithm
converges and a legitimate state O(n(4 − 1)2 ).

2) Modification of the TT- edge value: A cluster head
including one of its neighbors has a higher value TTedge re-initializes the CH field of its messages hello to
null. When receiving updates to the hello messages,
the neighbor’s cluster-head that are members of the
cluster propagate this re-initialization to all members
of the cluster. This leads to a failure situation of the
cluster-head.

5.2

5

Maintenance of the Topology

The clustering algorithm is self-stabilizing. It runs continuously and readjusts clusters based on trust relationships
between nodes. Relationships confidence evolves over
time depending on the interactions between the nodes.
The Mobility can also change the situation of clusters. In
fact, when a node acquires new neighbors or loses some
of them, because of mobility, several changes can appear
in the situation of the node inside Cluster:
1) The number of TT (TT-edge) relationships of the
node can change. For example, if the node is a
cluster-head, it can no longer be. If the node is a
member from the periphery, it can become a member of the kernel or a cluster-head.
2) The PT or TT relationships that link a node to a
cluster can break and the node no longer belongs to
the cluster.
3) A node that has only DT relationships with its neighbors can acquire PT or TT relationships and thus
joins a cluster.

Breaking Trust Relationships

When a node is authenticated as a member of the group
and has at least a TT or PT relationship with a cluster
member, he remains a member of the cluster. When the
TT or PT relation-ships that link the node to the cluster
are broken (because of mobility or change of trust value),
the node must to be excluded from the cluster: it is considered a malicious node. At this level, exclusion does not
have a practical impact. In fact, if the node is malicious,
it does not will not respect the clustering rules. The node
then joins another cluster if it has TT or PT relationships with other nodes in the network. This modification
may generate other changes in the constitution of clusters. Note here that all stages of clustering are based on
trust and strict respect for Clustering rules for members.
Malicious nodes may not respect these rules. In this case,
using the confidence values, it is possible to detect the malicious nodes. As described earlier in this section, a node
can detect that a neighbor is not complying with clustering rules by controlling values of its clustering variables
(contained in its hello messages).

5.3

Failure of a Core Member or a Member of the Periphery

4) Etc. Phase 1, Phase 2 and Phase 3 of the clustering When a kernel member or a member of the periphery fails,
algorithm are re-executed as often as necessary to the other periphery members that depend on it are isoform new clusters or up-date existing clusters.
lated from the cluster. These re-execute Phase 3 clustering to select a new father in the cluster or to join another
cluster.
5.1 Election of a New Cluster-head
Several situations may involve the election of a new
5.4 Management of New Nodes
cluster-head. We focus on two of these situations: the
failure of the current cluster-head and the change the When a new member j becomes neighbor of a member i, i
TT-edge value of the current cluster-head so that it is no assigns the value 1his trust relationship with j(tv(i, j) =
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1). This means that a new member he is granted a TT based on density it varies between76,076 and 1100, 7 (see
relationship upon his arrival and, therefore, has access to Figure 4).
the different clustering steps. However, if i and j fail to
authenticate, they attribute to each other a relationship
6.2 Number of Clusters Formed Based on
of mistrust.

the Number of Nodes in the Network

6

Evaluation

We simulated our algorithm to evaluate its performance
and compare it with other clustering algorithms performance. In This section provides an overview of our simulation model and results we have obtained. We simulated
our approach within the platform NS2 network simulation. Our simulation MANET models a maximum of 100
nodes moving randomly in an area of 1000x1000 m2 under model Random waypoint Model [4]. Each node is
equipped with a radio transceiver capable of transmitting
up to 250 m.
We use as 802.11 protocols MAC layer in our experiments. We assessed the stability of our system clustering by studying the variation in the number of clusters it
generates. To see the behavior of this approach and to
measure the effect that will cause the implementation of
our algorithm in an OLSR network, we performed several
simulations with variable number of nodes and different
nodes velocity. We used NS2 [7] as a network simulator.
We performed simulations with, and without clustering inter-val and we have recorded the average number of
clusters built (which we note NC) and the average time
during which a cluster is Maintained.

6.1

Figure 5 shows the evolution of the number of clusters
in relation to the number of nodes in the network for a
maximum speed of 10 m /s.

Figure 5: Average number of cluster = f (nbr nodes), V
= 10m/s
We notice that the numbers of clusters in our proposal
are less than in the algorithm based on density, which
shows the stability of our proposal.

6.3

Number of Clusters Formed Based on
the Number of Nodes in the Network

Figure 6 shows the evolution of the number of clusters
in relation to the number of nodes in the network for a
maximum speed of 10 m /s.

Trust Value of Cluster Head Based on
the Number of Nodes

To approve the efficiency of our algorithm, we compared
it with another algorithm in the literature, which is the
algorithm of clustering based on node density. We notice
that the trust values of the clusterhead in our proposal
are much more important than in the algorithm based on
density.
Figure 6: Average number of cluster = f (nbr nodes), V
= 10m/s
We notice a great improvement with the use of the
clustering interval. The number of clusters varies between
246 and 8588 in the case where the clustering interval is
not used, when this number varies between 4.8 and 6.8
with the use of clustering interval for a network with 100
nodes.

Figure 4: Average trust value of CH = f ( nb of nodes ),
V = 10 m/s

6.4

Trust Value of Cluster Head Based on
the Number of Nodes

Figure 7 shows the evolution of trust value of clusters
In our algorithm the trust of the CH varies between in relation to the number of nodes in the network for a
224,07 and 1673,9 while in the algorithm of clustering maximum speed of 10 m /s.
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Figure 7: Average trust value of CH = f ( nb of nodes ),
V = 10 m/s
We notice a great improvement with the use of the
clustering interval. The trust value varies between 88,9
and 1112,5 in the case where the clustering interval is not
used, when it varies between 224,07 and 1673.9 with the
use of clustering interval for a network with 100 nodes.

6.5

Average Cluster Duration Based on
the Number of Nodes in the Network

Figure 8 shows the behavior of the average time during
which a cluster is built based on the number of nodes in
the network.

Figure 8: Average cluster duration = f(nbr nodes) , V = Figure 9: Comparison of the number of clusters of our
protocol with LID, SGCP
10m/s
We notice a significant improvement brought by the
clustering interval. The average duration of clusters varies
between 0.007 ms and 1.116 ms in the case where the
Figure 9 shows that our algorithm gives good results.
clustering interval is not used, when this number varies
It
has
the same number of clusters as LID in a low mobilbetween 5,39 ms and 13.37 ms with the use of clustering
ity
scenario(see
Figure 9(a) ) and has the lowest number of
interval for a network with 100 nodes.
clusters in medium and high mobility scenarios.(see Figure 9(b),(c) We also studied the variation of the number
of clusters of three protocols over time. For this, we also
7 Comparison and Analysis
performed the three protocols under the same conditions
We compared our clustering algorithm with two existing of mobility and connectivity for 50s.
schemes SGCP [19] (Secure Group Communication Protocol)and LID [5](Lowest IDentifier). LID is one of the
Figure 10 represents our results. It’s clearly shows that
most known protocols clustering. LID is usually used as the variation in the number of clusters is not important
a reference protocol evaluation of clustering algorithms and is stable with LID and our protocol. It is not the case
performance. We simulated the three protocols in the for SGCP where the number of clusters increases dramatthree scenarios described above mobility: mobility low, ically after 20s simulation. This shows that compared
medium, high mobility and mobility. We considered dif- to SGCP and LID, our protocol Clustering is stable: it
ferent connectivity rate and measured the number of clus- generates a reasonable number of clusters in all mobility
ters realized by each three protocols.
scenarios.
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tering solution to manage cryptographic key in MANETs.
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Figure 10: Évolution of the number of clusters
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Conclusions
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is based on the definition of a model Dynamic and distributed trust for ad hoc mobile networks. Our approach
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enhanced by its clustering criterion that constantly monitors the relationship of trust between nodes and expels
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The clustering algorithm is self-stabilizing. It runs continuously and read just clusters based on trust relationships between nodes. Relationships confidence evolves
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nodes. The Mobility can also change the situation of clusters.
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by TT relation-ships or relationships PT. However, even
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represents the trust value at which each node can act as
cluster head.
Our algorithm gives good results. It has the same number of clusters as LID in a low mobility scenario and has
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Abstract
The article first puts forward two number-guessing problems that is to guess if an odd integer or one of its divisors
is a divisor of another odd integer that is contained in an
given odd sequence consisting in consecutive odd integers,
then solves the two problems through an investigation on
the global intrinsic properties of the odd sequence. Several criteria are proved to determine if a special term is
contained in an odd sequence. Based on the proved criteria, algorithms are designed to detect if a interval contains a divisor-host that has a common divisor with a
given number and to find out the divisor-host by means
of probabilistic search. The theory and the algorithms are
helpful in cracking a password or some encryption codes.

utive odd integers. For example, suppose N is an odd
composite integer; according to theorems proved in [7]
and [8], one of N ’s divisor p can be found uniquely in an
odd integer o lying in a divisor-interval, as the five odd
composite integers and their respective divisor-intervals
list in Table 1.
Due to a vast number of the odd integers contained in
Iodd , a one-by-one sequential check is impossible to perform the detection of o, called a divisor-host, even with
the fastest computer in the world. Hence the interval
Iodd is subdivided into finite subintervals to be separately
searched in parallel computation, as introduced in article [8]. Since there might be only one divisor-host o contained in one of the subdivided subintervals, solutions for
the following two problems are necessary.

Keywords: Cryptography; Number Guessing; Password (P1). Is there a way to know which subinterval o lies in?
Cracking; Probabilistic Algorithm
(P2). Is there a simple and fast way to locate o’s position
if the subinterval in which o lies is known?

1

Introduction

The problems P1 and P2 are sure the kind of guessingnumber
problems if their background stated above is igIt is mandatory for a researcher of information security
nored.
Moreover,
they can be described in the following
to guess the key of encrypted information. For exammore
general
questions
Q1 and Q2.
ple, it is necessary to simulate a crack on an encrypted
system by guessing the password to see if the designed
(Q1). Is there a way to know if an odd integer o itself or
password is sure to be save enough, as J Lopez and H
one of its divisorscan divide one of the odd integers
C Chou introduced in their articles [4] and [2]. In fact,
in an odd interval Iodd ?
such guessing games have been a primary approach in
cryptography. In order to increase the probability of a (Q2). If an odd integer o itself or one of its divisors does
successful encryption or decryption, kinds of mathematdivide one of the odd integers in an odd interval Iodd ,
ical methods are applied to the guessing process, as inis there a simple and fast way to detect the divisortroduced and overviewed in articles [5] to [3]. Among the
host that is divisible by o or one of o’s divisors?
historical guessing approaches, the Pollard’s rho method
of factoring integers was a remarkably successful one beThis article intends to answer the two questions Q1
cause it was essentially a probabilistic algorithm called and Q2 and explores their applications. By analyzing the
Monte Carol’s approach, as analyzed in Bach’s article [1]. intrinsic traits of consecutive odd integers that contain a
A recent study comes across a problem that requires special term, the article proves several criteria that can
knowing an odd integer N with a nontrivial divisor that determine if o or one of o’s divisors is contained in an
can divide another odd integer o that is hidden in a very odd interval or in an arithmetic progression. Based on
large odd interval Iodd , which consists in finite consec- the proved criteria, a fast way is developed to detect the

International Journal of Network Security, Vol.21, No.3, PP.494-500, May 2019 (DOI: 10.6633/IJNS.201905 21(3).16)

495

Table 1: Big integers and their divisor-intervals
Composite integer N
N1 = 1123877887715932507
N2 = 1129367102454866881
N3 = 35249679931198483
N4 = 208127655734009353
N5 = 331432537700013787

N ’s Divisor-interval
[323935746324954482071652928163131137,323935746324954482071652929223262207]
[325517904753935056870231790741633615,325517904753935056870231791804350463]
[317500890806149478235110120566155,317500890806149478235110308315135]
[14997178124946870357186221307775309,14997178124946870357186221763985407]
[47764462505095678672504375649205487,47764462505095678672504376224907263]

interval that contains o or one of o’s divisors and a probabilistic approach is proposed to find out the integer that
has a common divisor with o.

2

Symbols and Notations

j = 1, 2, ..., m − 1;
2) There are 2(m − 2) ways to obtain 4sm by choosing two consecutive terms, sm−j and sm−j−1 , or two
terms, sm+j and sm+j+1 , that fit sm−j + sm−j−1 +
sm+j +sm+j+1 = 4sm with j = 1, 3, ..., m−2. Considering that arbitrary symmetrically-distributed four
terms, say sm−l , sm−k ,sm+l and sm+k , fit sm−l +
sm−k + sm+l + sm+k = 4sm , one knows there are at
least 2(m − 2) ways to obtain 4sm .

In this whole article, an odd interval [a, b], also called an
odd sequence, is a set of consecutive odd numbers that
take a as the lower bound and b as the upper bound,
for example, [3, 11] = {3, 5, 7, 9, 11}. Symbol Σ[a, b] is
to express the sum of all terms on the close odd interval 3) Likewise, there are at least 2(m − k) ways to obtain
[a, b], for example, Σ[3, 11] = 3 + 5 + 7 + 9 + 11 = 35.
by choosing k consecutive terms, say sm−j−k , · · · ,
Symbol ΣS
sm−j−1 , sm−j or sm+j , sm+j+1 , · · · , sm+j+k that fit
n is the arithmetic average value on odd interval
1
S that consists in n odd integers, and symbol ΣS
sm−j−k + · · · + sm−j−1 + sm−j + sm+j +sm+j+1 +
ρn = ρ ×
ΣS
· · · + sm+j+k = 2ksm with j = 1, · · · , m − k − 1;
n is called a ρ-enhanced arithmetic average value on S.
Symbol ]a, b[ is to express a set whose elements are either
smaller than a or bigger than b, and thus x ∈ ]a, b[ is 4) There is one way to obtain sm , that is, to choose sm
itself.
equivalent to x ≤ a or x ≥ b. Symbol a|b means b is
divisible by a and symbol a - b means b is not divisible
Consequently, from 1 to k the minimal ways, denoted by
by a. Symbol A ⇒ B means conclusion B can be derived
Λk , which can produce multiples of sm are given by
from condition A; A ⇔ B means B holds if and only if A
holds; the term ’if and only if’ is also briefly written by
Λk = 2(m − 1) + 2(m − 2) + · · · + 2(m − k) + 1
notation iff, which also means ’the necessary and sufficient
= k(2m − k − 1) + 1.
condition.
And when k = m − 1, it yields

3

Main Results and Proofs

Λm−1 = m(m − 1) + 1.

Theorem 1. Suppose N is a composite odd integer with
When m ≤ n < 2m − 1, there are m − 1 terms on the
a divisor p bigger than 1, m and n are positive integers
left
side of sm while there are merely n−m < m−1 terms
with 1 ≤ m ≤ n < p; let S = {s1 , s2 , ..., sn } be a set that
on
its
right side. Hence Λn−m is the biggest number for
consists in n consecutive odd integers in which sm is the
the
case
and consequently it yields
unique term such that p|sm and N - sm ; then there are
at least (n − m)(n − m + 1) + 1 possible ways to compute
Λn−m = 2(n − m) + ... + 2 + 1
GCD(N, sm ) if m ≤ n < 2m − 1, and there are at least
m(m − 1) + 1 possible ways to compute GCD(N, sm ) if
(n − m + 1)(n − m)
)+1
= 2(
n ≥ 2m − 1.
2
= (n − m)(n − m + 1) + 1
Proof. The given conditions immediately yield
GCD(sm , N ) = p. Since S consists in n consecutive odd integers, when n ≥ 2m − 1 it knows that, there
are m − 1 terms on the left side of sm and there are at
Corollary 1. Suppose p is an odd prime number, m and
least m − 1 terms on its right side. This time, it yields
n are positive integers with 1 ≤ m < n < p and n =
the following facts.
2m − 1; let S = {s1 , s2 , ..., sn } be a set consisting in n
1) There are 2(m − 1) ways to obtain 2sm by choosing consecutive odd integers; then the necessary and sufficient
sm−j or sm+j that fits sm−j + sm+j = 2sm with condition of p|sm is p|ΣS, namely, p|sm ⇔ p|ΣS.
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Proof. n = 2m − 1 means sm is the mid-term of S. p|sm
yields sm = ps for some odd integer s > 1 and sm−j +
sm+j = 2sm with j = 1, 2, ..., m − 1. Consequently,

1) S = {s + 2k, s + 2k + 2, ..., s + 2k + 2(n − 1)} with
|
{z
}
n

terms

k ≥ 1 leads to

p|sm ⇒ p|ΣS.

ΣS = ns + n(n − 1) + 2kn

Since S consists in n consecutive odd integers, it knows
ΣS = Σ[s1 , sm−1 ] + sm + Σ[sm+1 , s2m−1 ]
= (2m − 1)sm .

(1)
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(3)

2) S = {s − 2l − 2(n − 1), ..., s − 2l − 2, s − 2l} with
{z
}
|
n

terms

l ≥ 1 leads to

ΣS = ns − n(n − 1) − 2ln.
(4)
Note that the condition that 1 ≤ m < n < p and
n = 2m − 1 yields p > 2m − 1; hence p - 2m − 1 because
Note that,
Case (1) turns to be S
=
of p’s primality and as a result,
{s + 2, s + 4, ..., s + 2n} ⇒ ΣS = ns+n(n+1) when k = 1
{z
}
|
p|ΣS ⇒ p|sm .
n

terms

and case (2) turns to be S = {s − 2n, ..., s − 4, s − 2} ⇒
|
{z
}
n

terms

ΣS = ns − n(n + 1) when l = 1; it immediately knows
ΣS ∈]ns − n(n + 1), ns + n(n + 1).
Hence the necessity is true. Next is the proof for
the sufficiency. Without loss of generality, let S =
{s1 , s2 , ..., sn }; then sn = s1 + 2(n − 1) and ΣS = ns1 +
n(n−1). The condition ns−n(n−1) ≤ ΣS ≤ ns+n(n−1)
yields
Proof. (Omitted)
ΣS
ΣS
− (n − 1) ≤ s ≤
+ (n − 1).
n
n
Theorem 2. Let S be an odd sequence that consists in n
consecutive odd integers and s be an odd integer; then S Namely,
s1 ≤ s ≤ s1 + 2(n − 1).
contains s iff ns−n(n−1) ≤ ΣS ≤ ns+n(n−1), whereas
S does not contain s iff ΣS ∈]ns−n(n+1), ns+n(n+1)[. Hence it is sure that S contains s.

Corollary 2. Suppose p is an odd prime number, m
and n are positive integers with 1 ≤ m < n < p and
n = 2m − 1; Let S = {s1 , s2 , ..., sn } be an arithmetic integer sequence that consists in n consecutive terms; then
the necessary and sufficient condition of p|sm is p|ΣS,
namely, p|sm ⇔ p|ΣS.

Proof. The necessity. When containing s, S is given by
S = {s − 2k, ..., s − 2, s, s + 2, ..., s + 2l}
|
{z
}
n

terms

ΣS
+ (n + 1) ≤ s.
n

with l, k ≥ 0 and l + k + 1 = n; consequently it yields

Substituting ΣS by ns1 + n(n − 1) yields, namely

ΣS = ns + (l − k)n.

Since k+l+1 = n ⇒ k+l = n−1 ⇒

l =n−1−k
,
k =n−1−l

it yields

ΣS =

ns + n(n − 1) − 2nk
ns − n(n − 1) + 2nl

S = {s, s + 2, ..., s + 2(n − 1)} ⇒ ΣS = ns + n(n − 1)
{z
}
|
terms

and
S = {s − 2(n − 1), ..., s − 2, s} ⇒ ΣS = ns − n(n − 1),
{z
}
|
n

terms

it yields
ns − n(n − 1) ≤ ΣS ≤ ns + n(n − 1).

sn = s1 + 2(n − 1) < s

which says S does not contains s when ΣS ≤ ns−n(n+1).
Similarly, ΣS ≥ ns+n(n+1) yields s < sn −2(n−1) =
s1 , which indicates S does not contains s.
(2)
Hence the sufficiency is also true.

Considering the following two particular cases given by

n

Now consider ΣS ∈]ns−n(n+1), ns+n(n+1)[, namely,
ΣS ≤ ns − n(n + 1) or ΣS ≥ ns + n(n + 1). If ΣS ≤
ns − n(n + 1), it holds

Theorem 2 can be alternatively stated as the following
Theorem 3 and Theorem 4.
Theorem 3. Let S be an odd sequence that consists in n
consecutive odd integers and s be an odd integer; then S
contains s iff| ΣS
n − s| ≤ n − 1, and S does not contain s
ΣS
iff | n − s| ≥ n + 1.
Theorem 4. Let S be an odd sequence that consists in n
consecutive odd integers and s be an odd integer; then S
n−1
contains s iff | ΣS
ns − 1| ≤ s , and S does not contain s
ΣS
n+1
iff | ns − 1| ≥ s .

When not containing s, S fits one of the following two
These theorems directly derive out the following corolcases
laries.
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Corollary 3. Let S be an arithmetic integer sequence that
consists in n terms with common difference d; suppose s is
an integer number; if S contains s, then ns− 12 n(n−1)d ≤
ΣS ≤ ns + 12 n(n − 1)d; if S does not contains s, then
ΣS ∈]ns − 12 n(n + 1)d, ns + 21 n(n + 1)d[.
Proof of Corollary 3. (Omitted)
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α
α
−1≤q ≤
+1
np
np
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Corollary 4. Let S1 = {s1 , s2 , ..., sn } and S2 = {sn +
By now, the questions Q1 and Q2 raised in the introduc2, sn + 4, ..., sn + 2n} be two adjacent odd sequences each
tory part has been answered. For example, Theorem 2
of which consists in n terms; then ΣS2 = ΣS1 + 2n2 .
shows how to know if an odd interval contains a special
Proof. sn = s1 +2(n−1) ⇒ ΣS1 = ns1 +n(n−1). ΣS2 = odd integer, Theorem 5 shows how to know if a divisor
of an odd integer is a divisor of a term in an odd innsn + n(n + 1) = ns1 + n(n − 1) + 2n2 = ΣS1 + 2n2 .
terval. Moreover, Theorem 1 indicates that, there is big
Corollary 5. Suppose S is an odd sequence that consists probability to seek a unique term in a large odd interval,
in n consecutive odd integers and s = pq is an integer This provides a new applicable chance in factorization of
with p and q being odd integers and 1 < n ≤ p ≤ q; then odd composite integers by probabilistic approaches. Acn−1
S contains s iff | ΣS
np − q| ≤ p , and S does not contain cordingly, this section presents a fast way to detect the
n+1
ΣS
divisor-interval that contains the divisor-host and intros iff | ΣS
np − q| ≥ p . This indicates np is more closer to
duces a probabilistic approach to search the divisor-host.
q if S contains s = pq.
Examples to solve the problems Q1 and Q2 are also given
Proof. (Omitted)
in this section.
Corollary 6. Suppose S is an odd sequence that consists
in n consecutive odd integers and p is an odd integer that 4.1 Fast Detection of Divisor-interval
fits 1 < n ≤ p; if there exists an odd integer q that satisfies Let Iodd be a very large odd interval that contains the divin−1
|q − ΣS
sor host Nhost ; as is stated, a one-by-one check is difficult
np | ≤ p then S contain s = pq.
to locate Nhost . Instead, a subdivision-based approach
ΣS
n−1
n−1
ΣS
n−1
Proof. |q − np | ≤ p ⇒ − p ≤ q − np ≤ p ⇒ can reach an appreciated effect. The approach first subn−1
n−1
ΣS
≤ q ≤ ΣS
⇒ ΣS − n(n − 1) ≤ ns ≤ divides Iodd into a proper number of subintervals, then
np − p
np + p
ΣS + n(n − 1). Since p and q are odd integers, s = pq calculates the arithmetic average value ΣS
n , s-enhanced
is an odd integer. By Theorem 2, it knows S contain arithmetic average value ΣS or p-enhanced arithmetic avns
n−1
s = pq.
erage value ΣS
np on each subinterval. Since n − 1, s and
p−1
Corollary 5 and Corollary 6 result in the following The- p are definitely known for a given n, s or p, it is easy
to judge which subinterval contains Nhost . Assuming Lsi
orem 5.
is set to be the biggest number of odd integers contained
Theorem 5. Suppose S is an odd sequence that consists in each subinterval, the following algorithm can find the
in n consecutive odd integers and p is an odd integer that subinterval containing Nhost . The process is described as
fit 1 < n ≤ p; then there exists an odd integer q such that a divisor-interval detecting algorithm (Algorithm 1).
S contains s = pq iff there exists an odd integer q that
n−1
satisfies |q − ΣS
Algorithm 1 Divisor-interval Detecting Algorithm
np | ≤ p .
1: Begin
Obviously, the computation of q is mandatory to take
2: Input: Large odd interval Iodd , Lsi , s (or p);
into consideration, as proposed by the following proposi3: Step 1. Calculate N , the number of odd integers in
tion.
Iodd ;
4:
Step 2. Subdivide Iodd into m+1 subintervals, among
Proposition 1. Arbitrary integers p, q and n with 1 <
n−1
α
which m ones are of equal length Lsi and one is of
n ≤ p and q ≥ 1, the inequality |q − np | ≤ p yields
length
R by N = mLsi + R.
with arbitrary real number α. Consequently, suppose S is
5:
Step
3.
Compare on each subinterval LΣS
−s with n−1
an odd sequence consisting in n consecutive odd integers
si
Lsi −1
ΣS
or sLsi − 1 with s for objective s, (or compute q
and p is an odd integer that fit 1 < n ≤ p ; if there
ΣS
exists
with Algorithm 2 and then compare pL
− q with
j k an odd integer
j kq such that S contains s = pq then
si
ΣS
ΣS
Lsi −1
−
1
≤
q
≤
+
1.
for objective p), where ΣS is the sum on the
np
np
p
respective subinterval.
j
k
α
α
Proof. np
− n−1
≤ q ≤ α + n−1 ⇒ np
− n−1 ≤ q ≤ 6: Step 4. Choose the host-interval by Theorem 5* (or
j
k p j k j np k p
j k pj
k
Corollary 5 for p).
α
n−1
α
α
⇒ np
− n−1
−1 ≤ q ≤ np
+ n−1
+1. 7: End
np + p
p
p
j
k
Since 1 < n ≤ p leads to n−1
= 0, it knows
p

International Journal of Network Security, Vol.21, No.3, PP.494-500, May 2019 (DOI: 10.6633/IJNS.201905 21(3).16)

498

Remark 1. If the calculated objective is a divisor p, it 4.3 Comments & Examples
is mandatory to calculate q first. This can be done as the
One can see that, the purpose of the algorithm 1 is to
following subroutine (Algorithm 2) shows.
subdivide a big interval to find out the host-interval. The
time complexity of the algorithm is O( LNsi ) with N being
the number of terms in Iobj and Lsi that is set up in adAlgorithm 2 Subroutine: q’s Calculation
vance and according to the computational capability of
1: Begin
the computer performing the computation. Algorithm 2
2: Input: p, Lsi , ΣS;
Lsi −1
is an auxiliary process of Algorithm 1 and its time com3: Step 1. Calculate ε =
pj ; k
j
k
plexity is O(1). Algorithm 3 can be applied following
−1
ΣS
ΣS
− 1, qi0 = pL
and Algorithm 1. It needs to point out that, Algorithm 3 here
4: Step 2. Calculate qi = pL
si
si
j
k
ΣS
is merely a framework of the probabilistic approach. It
qi+1 = pL
+ 1 on each subinterval;
si
needs improving in the way that picks the numbers ran−1
5: Step 3. Choose q to be an odd one from qi , qi0 and domly. The related work will be shown in a future paper.
qi+1 that satisfies |q − ΣS
np | ≤ ε
In order for readers to understand the theory and the
6: End
algorithms 1 and 2, here presents 2 examples which are
also examples of the problems Q1 and Q2 with their solutions.

4.2

Probabilistic Approach To Find Out Example 1. Let S , S and S be three sets each of which
1
2
3
Divisor-host
consists in 5 odd consecutive integers; suppose the sum of

Now that a divisor-interval is obtained with Algorithm 1, all the odd integers in each set is given by 4045, 4095 and
one can search the divisor-host by the brutal search, which 4145 respectively, judge which of S1 , S2 and S3 contains
searches the objective number one by one in the divisor- the number 825.
interval. It is known that, the efficiency of the brutal
Solution. The number 825 is the objective and each
search depends on the length of the divisor-interval and
of S1 , S2 and S3 is a possible host-interval. n = 5
sometimes a probabilistic search is faster than the bruyields n−1 = 4. The arithmetic average values of S1 ,
tal search. Therefore here introduces a probabilistic ap= 809, 4095
= 819
S2 and S3 are respectively 4045
5
5
proach. According to Theorem 3, the probability to find
4145
and 5 = 829. Since |809 − 825| = 16, |819 −
the GCD will increase a lot by adding two or more odd
825| = 6 and |829 − 825| = 4, it knows S3 contains
integers in the divisor-interval. Thus, the probabilistic
the objective 825 by Theorem 5*.
approach of searching the divisor-host can be deigned as
Algorithm 3 shows.
Example 2. Let S={1133, 1135, 1137, 1139, 1141,
1143, 1145, 1147, 1149, 1151, 1153, 1155, 1157,
Algorithm 3 Probabilistic Algorithm
1159, 1161, 1163, 1165, 1167, 1169, 1171}; detect
1: Begin
if 31 can be divisible one of the terms in S.
2: Input: odd composite integer N and N ’s divisorinterval Iodd
Solution. The objective is p = 31 and Iobj = S. N = 20
3: Begin loop
is the number of terms in S. Subdivide S into 4
4: Step 1. Select an integer a ∈ Iodd randomly;
sub-sequences, (and thus Lsi = 5), by
Select another integer b ∈ Iodd randomly;
5: Step 2. d1 =FindGCD(N , a);d2 =FindGCD(N , b);
S1 = {1133, 1135, 1137, 1139, 1141},
d3 =FindGCD(N , a + b);
S2 = {1143, 1145, 1147, 1149, 1151},
6: Step 3. If d1 > 1 then stop loop and return d1 ;
If d2 > 1 then stop loop and return d2 ;
S3 = {1153, 1155, 1157, 1159, 1161},
If d3 > 1 then stop loop and return d3 ;
S4 = {1163, 1165, 1167, 1169, 1171}.
7: End loop
8: End
Lsi +1
Let ε = Lsip−1 = 5−1
= 5+1
31 ≈ 0.129 and E =
p
31 ≈
0.1935; by Corollary 4, it needs to determine a q and check
ΣSi
− q| ≤ ε for i = 1, 2, 3, 4. Note that,
Remark 2. Algorithm 3 can also be a algorithm to fac- | 5×31
torize an odd integer. It can be applied only on the divisorΣS1
interval. Otherwise, it will fail absolutely.
ΣS1 = 5685 ⇒
≈ 36.6774
5 × 31
Applying Algorithm 3, big odd integers list in TaΣS2
ble 1 are very quickly factorized by N1 = 299155897 ×
ΣS2 = 5735 ⇒
= 37.0000
5 × 31
3756830131, N2 = 25869889 × 43655660929, N3 =
59138501 × 596052983, N4 = 430470917 × 483488309 and
ΣS3
ΣS3 = 5785 ⇒
≈ 37.3226
N5 = 114098219 × 2904800273.
5 × 31
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ΣS4 = 5835 ⇒

ΣS4
≈ 37.6452
5 × 31
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By Proposition 1, q is 37.0000; then by Corollary 4, it
knows that S2 contains a term that is divisible by 31. In
fact, 1147=31×37.
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Abstract
The vast variation of electronic cash scheme make it difficult to compare a scheme with another. We propose
a general model of electronic cash. The development of
the model uses logical modeling based on Inenaga et al.
model of money system. The model consists of three submodel: the model of system, the model of process, and
the model of property. The model of system describe the
basic model of electronic cash data, entity, and form. The
model of process enlist the common process found in electronic cash scheme. The model of property describes the
common property in electronic cash scheme, including security property. We find that our model can be used as a
base of security evaluation and covers wider variation of
electronic cash scheme than the model in Inenaga et al.
Keywords: Electronic Cash; Mathematic Modeling; Security Model

1

Introduction

Comparing and choosing electronic cash schemes for an
implementation requires great effort. Each scheme need
to be reviewed to list its respective properties and choose
the one that suits the implementation. However, two different schemes may define a single property differently.
This condition may complicate the effort to define the security objectives of electronic cash and may hamper the
security of the implementation. For example, Dreier et al.
proposed a method to evaluate the security of electronic
cash [9]. The works of Chen & Chou [7], and Wang et
al. [28] also attempt to evaluate another existing schemes.
However, the definition of forgery in [9] differs with the
definition used in [7] and [28].
An attempt to design new electronic cash scheme face
similar problem. Different definition of property and behavior may lead to incorrect design. This condition may

result in insecure scheme. Having standard definition or
model of electronic cash and its property (including security property) greatly help the process of designing a new
scheme or comparing schemes for implementation.
Modeling a common definition of electronic cash demands quite an effort. A model usually represents certain
aspect of an object. By observing the object for any pattern that represent the object’s properties, we can build a
model of the object. In electronic cash, extracting those
pattern is a challenging task. Due to the numerous scheme
of electronic cash, we can find many variation of property
and its definition. Under this condition, it is difficult to
extract a common pattern. For a start, the electronic cash
scheme can be divided into two paradigms: centralized
and distributed electronic cash [26]. Both paradigms have
different ways to describe and process electronic cash.
Cannard-Gouget [2] explain four definition of anonymity,
which is differs from the definition of anonymity in most
of electronic cash scheme.
Inenaga et al. propose a model of money system [15].
The model describes the general model of money system
that can be used to model electronic cash. The model
also describes the transfer model of electronic cash and
the security property of electronic cash. However, the
model only covers off-line electronic scheme. It does not
model the electronic cash data creation process and does
not consider the issuer of electronic cash as part of the
system. The model lacks the generality needed to describe
electronic cash system.
We propose a new General Model of Electronic Cash.
We take several concepts from Inenaga et al. and form
a new model that covers wider range of electronic cash
scheme. The model is build by using logical approach,
so it can be used as a tool to design new scheme or to
compare and evaluate existing scheme.
The proposed model only covers the description of centralized electronic cash. By using this paradigm, we refer
electronic cash as a digital representative of cash that cre-
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ated after exchanging a certain amount of cash to the electronic cash issuer. Distributed electronic cash (or cryptocurrency), such as Bitcoin [22], can not be described
by using our model. The hybrid (centralized-distributed)
electronic cash scheme ( [8, 14, 20, 27]) also cannot be described using our model.
The rest of this paper is arranged as follows. Next,
we will describe the definition of electronic cash data and
system. The third part of this paper explains the model
of process in electronic cash. The next part contains the
property of electronic cash, including security property.
We give a case study where we use our model to analyze the security of Chaum’s Untraceable Electronic Cash
scheme [6]. We also compare our model with Inenaga et
al. model at the end of this paper.
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using Definition 2 and Definition 3, we can redefine the
definition of electronic cash data (from Definition 1) as
v
u
e = f (vfm
, hfm
).

(1)

The rest of the model uses Equation (1) as reference to
electronic cash data. Equation (1) implies that an electronic cash data must, at least, consist of two data: Value
function and holder function.

2.2

Electronic Cash System

The sub-model of electronic cash system describes the entities, the processes of electronic cash, and the relationship between entities and processes. First, we need to
define the entities in electronic cash system. In most of
the schemes such as in [4] and [6], the schemes involve
2 Model of Electronic Cash Sys- three entities. However, there are schemes which involve
more entities (such as [23]) or less [3].
tem
In this model, we model the entities as a set. There are
four entities in the set. The role in electronic cash system
2.1 Electronic Cash Data
defines each entity. We describe the model of entity as
The model starts with the definition of electronic cash follows.
data. The definition acts as the basis of the rest of the
model. The definition of electronic cash data is as follows. Definition 4. Let E be a set of entity in an electronic
cash scheme. The set of E is defined as
Definition 1. Let m be a medium to store monetary
value, v is a non-negative integer represents denominaE = {P, U, I, R},
tion of monetary value, and u is the owner’s identity of a
money. An electronic cash data e is defined as a function where:
of m, v, and u, such as:
• P is a single principal that manage and arbitrate the
entire system,
e = f (m, v, u).
In [15], a medium is mapped to a value and the
holder/owner of the electronic cash. The value function
(vf ) is a function that maps a medium to a value. The
holder function (hf ) is a mapping of a medium to a holder.
We take this concept from [15] and redefine the function
as follows.

• I is an issuer of electronic cash,
• U is a finite set of electronic cash user/holder, where
U = u1 , u2 , . . . , ui , ∀i ∈ Z+ ,
• R is a finite set of electronic cash merchant/receiver,
where R = r1 , r2 , . . . , rj , ∀i ∈ Z+ .

Definition 2. Given a certain medium m and a single
It is possible for a P and I to be implemented as a
denomination value v, where v ∈ Z ∧ v > 0, a value funcsingle entity. This can be seen in [19]. Although in [18]
tion is defined as a function of m and v, declared as
there seems to exist separate I and P , both original signer
v
and proxy signer can be considered as the same entity
vfm = f (m, v).
with the responsibility of both I and P .
The processes of electronic cash defines how the system
The value function bonds a medium and a value, enables the determination of the value of electronic cash and works. Each process involves one or more entities. We
the authenticity of monetary value upon evaluation. The define the model of process as a set of processes as follows.
holder function is defined as follows.
Definition 5. Let A be a set of action/process related to
Definition 3. For a certain medium m and an owner of electronic cash system. The membership of A is defined
electronic cash u, a holder function is a mapping function as:
of a medium to a holder. This notion is declared as:
A = {SETUP, CREATE, SPEND, DEPOSIT, ARBITRATE},
u
hfm
= f (m, u).
where:
The holder function represents proof of ownership of an
electronic cash data. Any entity can define the ownership
• SETUP is a process to generate system parameters,
of an electronic cash by using the holder function. By
including entity’s credential,
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method is defined as fix-valued electronic cash. The definition of this form is defined as:

P

SETUP

I

CREATE
SPEND

U

DEPOSIT

R

ARBITRATE

Definition 7. Let va be a constant that represent a denomination, where va ∈ Z+ , and ma is a single unique
medium which holds va . A fix-valued electronic cash is a
system of ê that satisfy:
ma
vfm
= f (ma , va ) = constant
a

for any n SPEND operation.

Figure 1: The mapping of electronic cash system

The second case of implementation changes the electronic cash value function but usually retain its holder
function. This form of electronic cash can be defined as
variable-valued electronic cash. The formal definition is
as follows.

• CREATE is a process to generate electronic cash data
Definition 8. For a given medium ma , a variable-valued
e,
electronic cash is a system of ê that satisfy:
• SPEND is a process to use an electronic data e in a
vn
v2
v
v1
+ . . . + vfm
+ vfm
vfm
= vfm
a
a
a
a
transaction,
or
• DEPOSIT is a process to settle electronic cash data
v
usage,
vfm
= f (ma , v(n))
a
• ARBITRATE is a process to settle a dispute regarding where n is any number of SPEND operation, and
electronic cash usage.
v1 , v2 , . . . , vn ∈ Z+ .
The processes in Definition 5 represent the general process of an electronic cash system. It only describes the
processes directly linked to electronic cash system’s life
cycle [5]. A scheme may implement more process, such
as in [3]. However, these extra process are usually a sub
process of a process in A.
Interaction between entities and process related to electronic cash is a general definition of electronic cash system. By referring to Definition 4 and Definition 5, we
can redefine the general definition as “a set of entities
conduction a set of processes to use electronic cash data”.
This definition can uses a simple mapping as its model,
as shown in Figure 1. The formal definition of electronic
cash system can be defined as follows.

3

Model of Electronic Cash Processes

The sub model of electronic cash processes defines the
models of each process in Definition 5. The model contains the algorithm of each process. This algorithm explain how to conduct each process in general terms. The
implementation of this model may contains more steps
and protocols, depends on the underlying cryptographic
scheme or mechanics in the implementation.

3.1

SETUP Process

Definition 6. An electronic cash system ê is a many-to- SETUP is a process to create a set of parameters as a basis
many mapping from set E to set A over finite amount of of the entire system operation. The process involves P ,
I, or u ∈ U to cooperate and create the parameters. The
electronic cash data
parameters could be in form of modulus, public-private
key pair, or other value. The model of this process is as
ê : E → A.
follows.

2.3

Electronic Cash Form

Definition 9. For each entity i, where i ∈ E, SETUP
The Definition 1 and Equation (1) define the data of is an algorithm to create a set of variables ai =
electronic cash. However, the implementation method of {ai1 , ai2 , . . . , ain } as i’s parameters in system ê. Algovalue function determines the form of e-cash. In scheme rithm 1 explains this process.
such as [16], each e has a single denomination value, that
will not change throughout its life cycle. Different ap3.2 CREATE Process
proach is taken by some scheme, such as [4]. The value of
e can change during its life cycle.
CREATE defines the process of electronic cash withdrawal.
The first case the value function is constant. The value In many schemes, the process is called withdraw process.
function will not change on a transaction, even when the This paper uses ’create’ as this process name to emphasis
holder function changed. The form which implements this the process of data creation.
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Algorithm 1 SETUP Algorithm
1: Begin
2: i contacts P and request for admission in ê.
3: P calculates ai .
4: P sends ai to i.
5: i keeps ai .
6: End

usually found at on-line scheme). Since in the end r still
receive the result of verification and decide to continue or
not, the process still fulfill Definition 11.

Algorithm 2 CREATE Algorithm
1: Begin
2: u choose a medium mu .
3: u create a request in form of re = f (au , mu , v) and
send it to I.
v
u
v
u
4: I calculate vfm
, hfm
, and e = f (vfm
, hfm
).
u
u
u
u
5: I send e to u and deduct an amount of v from u’s
account.
6: End

Definition 12. For each e received by a r ∈ R, DEPOSIT
is an operation between r and I to settle the usage of e by
using Algorithm 4.

3.4

DEPOSIT Process

An electronic cash data life cycle when it is returned to
I. DEPOSIT process explains the steps to terminate an
electronic cash data usage. This process can be considDefinition 10. For each u ∈ U , CREATE is a process to
ered as a process to change electronic cash to cash, or an
request an electronic cash data e with value of v from I
opposite process of CREATE. The definition of this process
by using steps explained in Algorithm 2.
is as follows.

In some scheme, such as [11, 13], CREATE process is
not an independent process. It exist as a part of SETUP
process. In this scheme, a medium m is a part of user
u’s system parameter au . The electronic cash data e can
be used multiple times, with each usage has a value of
fixed v. With these conditions, this scheme still fulfill
Definition 1 and Definition 10.

3.3

SPEND Process

Algorithm 4 DEPOSIT Algorithm
1: Begin
2: r send I a set of electronic cash data e1 , e2 , . . . , en ,
where n is the number of electronic cash data to be
settled.
3: for all e in set do
v
v
4:
if I verify vfm
= f (v) AND vfm
∈
/ Le , where Le is
a list of used e then
5:
I add v to r account.
6:
I add en to list Le so that Le ∪ en .
7:
else
8:
I reject en .
9:
end if
10: end for
11: End

This part of the model describes the core process of electronic cash system, which is the exchange of e. This proI may find a data that has been used before or formed
cess only involves a user u and a merchant r. The defini- without proper protocol. After finding such data, I can
tion of this model is as follows.
use ARBITRATE process to track the responsible user.
Definition 11. For a pair of user u ∈ U and a receiver
r ∈ R, SPEND(u, r, e) is an operation to exchange electronic cash data e from u to r by using Algorithm 3.

3.5

ARBITRATE Process

Some dispute may arise from the usage of electronic cash.
A user may forges a data and uses it on a transaction. A
Algorithm 3 SPEND Algorithm
merchant may receives a double spent electronic cash. A
1: Begin
dishonest issuer may accuses honest user of doing double
2: u and r agree on a value v.
spend. To settle these disputes, we need to prove two
v
u
3: u send e = f (vfm
, hfm
) to r.
things. First we need to validate the electronic cash data,
v
4: if r verify that f (m, v) = vfm
AND f (m, u) = by proving the value function and holder function. Second
u
v
≥ v then
hfm
AND vfm
is to determine the adversary identity.
5:
r create a receipt rt = f (u, r, e, ar ).
ARBITRATE models the process to determine the valid6: else
ity of e or to identify of an adversary. The model is defined
7:
r reject and abort process.
as follows.
8: end if
9: End
Definition 13. For a dispute between any entity i ∈ E →
i 6= P over a transaction of e, ARBITRATE is an operation
Some scheme may delegate the verification process in conducted by P to determine the usage of e or to trace
Algorithm 3 to I. In this scheme, r simply contact I any entity involved with e by using Algorithm 5.
and send the transaction data (e, u, r, ar ) to I (this step

International Journal of Network Security, Vol.21, No.3, PP.501-510, May 2019 (DOI: 10.6633/IJNS.201905 21(3).17)

Algorithm 5 ARBITRATE Process
1: Begin
2: An entity i request an arbitration to P .
3: i send data of the disputed transaction (e, rt ).
v
v
4: if P verify f (m, v) = vfm
AND vfm
∈
/ Le then
5:
e is valid.
6: else
7:
e is forged or double spent.
8: end if
9: if P verify rt = f (u, r, e) then
10:
The transaction between u and r is valid.
11: else
12:
The transaction is not valid.
13: end if
u
14: if The user u ∈ f (m, u) = hfm
then
15:
P prove the ownership of u over e.
16: else
17:
u is not the owner of e.
18: end if
19: End

4

Model of Electronic Cash Properties
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Definition 14 also complies to Definition 8. This means
that divisible electronic cash has the form of variablevalued electronic cash. It is also means that variablevalued type of e-cash always has the divisible property.
Peer-to-peer is a property that describes the implementation behavior of SPEND process. As we have stated before, the verification of e can be delegated to I. If a
scheme can use SPEND without involving any entity beside r and u, the scheme has the property of peer-to-peer.
The complete definition is as follows.
Definition 15. A system ê is a peer-to-peer electronic cash system if for any SPEND process there
is an ordered pair with an exact member, such as
{(U, SPEND), (R, SPEND)}.
By Definition 11, an user u transfers electronic cash to
r without changing its holder function. This electronic
cash data cannot be used in another transaction by r and
it must be settled by using DEPOSIT process. Transferable
property alter this behavior, it enables the transfer of electronic cash data ownership by alters its holder function.
The receiver can used the electronic cash data in another
transaction. The definition of this property is as follows.

Definition 16. A system ê is having a transferable propWe present a list of property model commonly found in erty if for all e there can there is a SPEND process between
electronic cash scheme. The property can be divided into two user, u1 , u2 and u1 6= u2 , so that the process fulfill:
two general categories: functional, and security. It is not
vt
u2
v2
v2
v1
u1
f (vfm
, hfm
) = f (vfm
, hfm
) + f (vfm
, hfm
),
mandatory to implement all properties in a scheme. Howt
t
2
2
1
1
ever, two security properties must exist for a scheme to
where t denotes the time after SPEND process,
be functional.

4.1

vt

Functional Property

Functional property model covers all property that can
help the operation of electronic cash system. This type
of property is not mandatory, a scheme can operates appropriately without a functional property. However, some
scheme may gains additional benefit by implementing this
property. The model of electronic cash functional property consist of divisibility, peer-to-peer, and transferable.
Divisibility describes the behavior of electronic cash
data value function. A divisible electronic cash data can
be used multiple time by an user without changing its
medium. The value function of electronic cash with this
property can be divided into smaller value. We define
divisibility as follow:

mt

= v2 + v1 ,
= m2 + m1 .

Transferable property simplify the entity set E. In a
system with transferable property, it is applies that U =
R. There is no need to set up the parameter of different
group of entity thus reducing the system complexity. The
example of scheme with this property can be found in [1].

4.2

Mandatory Security Property

Within any monetary system, forgery poses significant
threat to the entire system. In electronic cash system, a
user who able to forge electronic cash data can generate
any number of data without the proper process. As a
result, the system cannot be trusted for further operation.
Definition 14. Divisible electronic cash is a system of ê Therefore, the property of unforgeability is a must. We
where for each e, the value function for a certain medium define unforgeabiltity as follows.
v
vfm
is a sum of arbitrary smaller values vn . Each vn can
be used in any n transaction by the same u ∈ U . The Definition 17. A system ê is said to have unforgeability
if ∀u, r ∈ E there is no non-negligible advantage to form
value function of divisible electronic cash must satisfy:
a valid e without using CREATE process.
v
v1
v2
vn
vfm
= vfm
+ vfm
+ . . . + vfm
,
Double spending is an action where a user, or a receiver, uses a value function more than once in a different
where
transaction (SPEND process). This action is a variation
v = v1 + v2 + . . . + vn .
of forgery. However, if in forgery the value function and
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holder function is not valid data, in double spend both property if for any entity i ∈ E, i 6= {u, P }, there is no
value is a valid data made by a proper process.
non-negligible advantage to determine that:
A system of ê must have a mechanism to detect double
{u} ∈ r1 (e1 ) ∩ r2 (e2 ),
spent data to prevent (or to search for the perpetrator)
double spending. For example, using the list Le from
Algorithm 4, an entity can determine whether a data has where
been used before or not. To model this property in more
u
),
e1 = f (hfm
1
formal manner, we define the property of double spending
u
e2 = f (hfm2 ).
prevention as follows.
Definition 18. A system ê is said to have double spending prevention property if ∀u ∈ U there is no nonnegligible advantage to execute two or more SPEND prov
u
cess to any r1 , r2 ∈ R with the same e = f (vfm
, hfm
).
Or, ∀r ∈ R there is no non-negligible advantage to execute two or more DEPOSIT process for a single e =
v
u
f (vfm
, hfm
), ∀u ∈ U .

The last security property related to the common assumption in electronic cash scheme. Many scheme assume
that entity I is trusted by the entire system. It is assumed
that I will not deliberately conduct any action that disadvantageous to another honest entity.
The exculpability property disregards this assumption
of I. A scheme that has exculpabilty property (such
as [25]) deploys a mechanism to ensure that I can be
trusted. The exculpability property prevent I to accuse
an honest user of double spending. It also prevent I to
create e without any request from u. We define exculpability as follows.

The advantage described in Definition 17 and Definition 18 not only refers to the probability of success of
forgery or double spending. The phrase also refers to the
feasibility of the actions. If a scheme has non-negligible
probability but infeasible to do the forgery or double
spending, the adversary is considered to have negligible Definition 21. A system ê have exculpability property if
for any honest user u ∈ U and a non-exist electronic cash
advantage to do the action.
data ex , there is no non-negligible advantage for I to claim
u
that ex ∈ Le ↔ SPEND(u, r, ex ) or that ex = f (hfm
).
4.3 Optional Security Property
The optional security properties are not mandatory, such
as unforgeability and double spending prevention. The
electronic cash system still secure in the absence of these
properties. However, the implementation of these properties will add additional layer of security into the scheme.
The first property is anonymity.
The works of
Cannard-Gouget classify anonymity into 4 different levels: weak, strong, full, and perfect anonymity [2]. However, the notion of anonymity of Cannard-Gouget classification merges anonymity with unlinkability. To prevent the confusion between the two notions, we models
anonymity with unlinkability separately. The fulfillment
of Cannard-Gouget classification in this model, depends
on the fulfillment of anonymity and unlinkabiltiy in this
paper. In this paper, we define anonymity as follows.
Definition 19. Let rt (e) be a transaction receipt of a
certain SPEND process between u ∈ U and r ∈ R. A
system ê has the property of anonymity if for any entity
i ∈ E, i 6= {u, r, P }, there is no non-negligible advantage
to determine that {u, r} ∈ rt (e).
Unlinkability is a property that ensure that no one can
track the movement of electronic cash data. If an adversary can see two distinct transactions, he/she shall not
be able to link the two transaction to a user (even if both
transaction involve the same user). We define the unlinkability as follow:
Definition 20. Let e1 , e2 be two distinct electronic cash
data owned by u ∈ U , and r1 , r2 be the transaction receipt
of e1 , e2 respectively. A system ê has the unlinkability

5

Using The Model for Security
Analysis

At this section, we will use our model to analyze the security of an existing electronic cash scheme. We use this
activity to validate our model. We aim to analyze the security of Chaum’s Untraceable Electronic Cash scheme [6]
using our model.
As a starting point, we define the electronic cash data
e in this scheme (from this point, we will refer Chaum’s
scheme as “scheme”), which in form of
Y
C=
f (xi , yi )1/3 mod n.
(2)
1≤i≤k/2

The identity of a user is represented by an account number
u and a counter v. Both values are components of yi =
g(ai ⊕ (u||(v + i))). Each C has a fixed denomination of
v. These conditions fulfill Definition 1 and Equation (1)
to describe e. It can also be noted that the scheme fulfill
Definition 7, which make it a fix-valued electronic cash.
The electronic cash data in the scheme is made by using
withdraw protocol between a user and the bank (issuer of
electronic cash data, hence I). The steps of this process
can be summarized as follows.
From Algorithm 6, we can see that all the variables
needed to construct C is made by the user. The bank
only verify the ownership of Bi and debit the user account. There is no process that involve the bank secret
parameter in the construction of C. With this condition,
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Algorithm 6 Withdraw Process of [6]
1: Begin
2: The user choose ai , ci , di and ri , where 1 ≤ i ≤ k,
randomly from residue of mod n.
3: The user send Bi = ri3 .f (xi , yi )mod n, for all i, where
xi = g(ai , ci ) and yi = g(ai ⊕ (u||(v + i))) to bank.
4: The bank choose R = {ij }, where 1 ≤ ij ≤ k, 1 ≤ j ≤
k/2.
5: for all i ∈ R do
6:
The user send ai , ri , ci , di to the bank.
7: end for
Q
1/3
8: The
bank send the user
=
i∈R
/ Bi
Q
1/3
1≤i≤k/2 Bi mod n.
9: The user extract the electronic cash data C =
Q
1/3
mod n.
1≤i≤k/2 f (xi , yi )
10: End
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from the rest of steps. These steps represent the DEPOSIT
action in the scheme. The receiver may wait until end of
the day to execute theses steps for all transaction he/she
receives in the day. This delay may result in a double
spending attempt by the user.

According to Algorithm 7, the receiver cannot check
whether a data has been used before by the same user.
Therefore, it is quite possible for a user to spend a data
in a receiver, then uses the same data in another transaction with another receiver. However, using step 16 to
21, I can detect the double spender quite easily and run a
tracing algorithm to determine the user identity. If a user
double spend an electronic cash data, then I will, with
great probability, acquires both ai and ai ⊕ (u||(v + i))
components of the same i in the electronic cash data. By
using XOR operation on both components, I can extract
(u||(v + i)) which contains the user’s identity u. In short,
it is quite improbable for an u to conduct a double spend
the user actually can produce C without using the with- without being detected and traced by I. Thus, the scheme
draw protocol with great probability. The user only needs fulfill Definition 18.
to choose a set of ai , ci , di , and ri and construct C using
From Algorithm 7, we can also see that the SPEND
step 9 in Algorithm 6. Therefore, the scheme is not ful- process involves two entities: the user and the receiver.
filling Definition 17.
The receiver validates the electronic cash data without
The scheme need to fulfill the second mandatory prop- the help of another entity. This condition fulfill the deerty of security, the double spending prevention. The scription in Definition 15, which make the scheme has the
double spending prevention mechanism could be analyzed property of peer-to-peer.
from the scheme’s SPEND and DEPOSIT action. In the
scheme, both action are combined into one protocol. The
protocol is summarized in Algorithm 7.

6 Comparison
with
Another
Algorithm 7 Spend Protocol of [6]
1: Begin
Model
2: The user u send C to the receiver r.
3: r choose a binary string, z1 , z2 , . . . , zk/2 and send it
As we have stated earlier, we build our model based on
to u.
the model of Inenaga et al. [15]. We find that the model
4: for all zi in binary string do
in Inenaga et al. only covers a portion of electronic cash
5:
if zi = 0 then
system. The model can only be used to describe an off6:
u send xi , a1 ⊕ (u||(v + i)) to r.
line electronic cash (peer-to-peer) involving only two en7:
else
tities. The complete comparison between our model and
8:
u send ai , ci , yi to r.
Inenaga et al. model can be seen in Table 1.
9:
end if
10: end for
The model proposed by Inenaga et al. cannot be used
11: if r can verify the correctness of C then
to model scheme such as find in Kang & Xu [16], even
12:
r accept C.
when the scheme uses off-line transaction. The Kang &
13: else
Xu scheme involve entity such as Bank and Trustee, which
14:
r reject C.
is not described in Inenaga et al. model. The scheme of
15: end if
Kang & Xu is built with property of anonymity as its
16: r send C, the binary string (z1 , z2 , . . . , zk/2 ), and all goals, which is not found in the model of Inenaga et al.
u’s responses to I.
At best, the model of Inenaga et al. can only models small
17: if I can verify the transaction then
part of Kang & Xu’s scheme.
18:
I credit r account.
On the contrary, Bank and Trustee is covered in our
19: else
model as Issuer and Principal. Our model also provide a
20:
I reject the transaction.
property model that can explain anonymity. Compared to
21: end if
Inenaga et al. model, our model can easily models the en22: End
tire scheme of Kang & Xu. This illustrate our model’s capability to model a wider range of electronic cash scheme
Step 16 to 21 in Algorithm 7 can be executed separately compared to Inenaga et al. model.
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Table 1: Comparison of models

7

Model

SubModel of System

SubModel of Process

Inenaga et al.

Money System
E-money Type

Money Transfer

Proposed

Electronic cash data
Electronic cash system
Electronic cash form

SETUP
CREATE
SPEND
DEPOSIT
ARBITRATE

Conclusions

The proposed model has more comprehensive approach
compared to the model in [15]. Figure 2 shows the resume
of our model. We divide the model into 3 sub models:
the model of system, the model process, and the model of
properties. Due to its generality, our model can be used
to describe most of existing electronic cash scheme. However, it cannot be used to describe a specific mechanics
used in specific scheme. For example, the model of SPEND
process cannot describe the process of updating electronic
cash record to the entire system in scheme [25].

Figure 2: The proposed model

The proposed model can be used as a helping tool to
build new electronic cash scheme. The model can be considered as a skeleton to build more detailed scheme. Any
person can use the model as a reference on how electronic cash should behave. By using the security property model, the builder of the scheme can ensure that
their scheme has the proper security mechanism.
As we have shown in previous example, our model

SubModel of Property
Money Forgery
Forged Money Transfer
Detectability of Forged Money
Functional Property
Security Property

is suited as a reference to compare or evaluate existing
scheme. By using our model, any method of evaluation,
such as in [7, 9, 28], can have a clear definition on determining the performance of the evaluated scheme. By having a clear definition of security objective, we can avoid
mistakes because of the difference in security definition.
We also believe that our model can be used to help
the development of payment scheme on a specific platform but not necessarily electronic cash scheme, such as
scheme in [10, 12, 17, 24]. Although, the two scheme does
not explicitely uses electronic cash, it has the same fundamental principle. The electronic cash and these payment
schemes have more similarity compared to electronic cash
and cryptocurrency.
This model does not cover distributed electronic cash
or cryptocurrency, such as Bitcoin, due to the difference
in underlying mechanism. However, we find that the
basic principle of centralized and distributed electronic
cash is the same. For example, both centralized and
distributed electronic cash must have unforgeability and
double spending prevention property. It is interesting to
expand this model to cover distributed electronic cash
There are many attempt to use centralized electronic
cash scheme as a mixing agent to increase the anonymity
property of distributed electronic cash scheme. Scheme
such as [8, 14, 20, 21, 27], using centralized electronic
cash mechanism to create a masking medium to Bitcoin.
These schemes has more similarity to centralized electronic scheme while operating under the paradigm of distributed electronic cash. These schemes is suitable as the
first stepping stone to develop more general model that
covers distributed electronic cash.
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Abstract

ciency. Several protocols have been introduced aiming to
intelligently schedule the phases of each traffic light based
The intelligent transport system increasingly considers on the traffic distribution over the neighboring road segthe traffic efficiency applications over the road networks. ments [23, 36, 37].
This type of application aims mainly at reducing the
traveling time of each vehicle toward its targeted desSeveral security issues are threaten the traffic efficiency
tination/destinations and deceasing the fuel consump- protocols over the downtown areas [18]. Indeed, these istion and the gas emissions there. The Vehicular Ad-Hoc sues have dangerous consequences when attackers exploit
Networks (VANETs) technology is one of the main ap- the venerabilities in the traffic efficiency protocols. Maliproaches that have been used in these applications. How- cious attackers can be categorized into four main groups
ever, the connecting environment of VANETs introduces according to their targets: Vandal, selfish, intruder, and
a good chance for malicious drivers to take advantages prankster. Vandal attackers aim to overload the network
of other cooperative drivers and deceive them to achieve with useless packets, which causes losing important data
their own benefits. This paper introduces a Secure Traffic and decreasing the functionality of the connecting netEfficiency control Protocol (STEP). The designed proto- work. Selfish attackers deceive other drivers, in order to
col means to secure the traffic efficiency control applica- achieve their own benefits while falsely direct the traffic.
tions over the downtown areas. It protects the privacy of Intruders try to chase and stalk other drivers and their
cooperative drivers and minimizes any damage that ma- end destinations. finally, pranksters and criminals may
licious drivers may cause. From the experimental results, try to deceive drivers in a certain area aiming to kidnap
the STEP protocol succeeds to detect malicious nodes or hurt them.
over the road network. Thus, it enhances the correctness
of the traffic efficiency applications and increases their
In this work, we introduce a secure traffic efficiency
feasibility.
control protocol (STEP) for downtowns, using the comKeywords: Authentication; Integrity; Malicious; STEP; munication technology of VANETs. This protocol aims
mainly to achieve the authenticity and the integrity of the
Traffic Efficiency
transmitted data. Thus, it guarantees the correctness of
the targeted efficiency control factor (i.e., traveling time,
traveling speed, fuel consumption, gas emission, etc.)
1 Introduction
Several protocols have been introduced recently aiming to
efficiently use the available resources over the downtown
road scenarios [4,12,20,32]. The grid-layout of the modern
downtown areas directs the researchers to develop protocols that first evaluate the real-time traffic characteristics
of each road segment separately [34, 39]. Then, according
to the traffic distribution over the downtown area, several research studies have selected the best path toward
any targeted destination in terms of traveling time [38],
fuel consumption and gas emission [25, 40] or the context of each road segment [33]. Moreover, located traffic
lights are significant in term of controlling the traffic effi-

The remaining of this paper is organized as follows:
In Section 2, we investigate some traffic efficiency control
protocols and other traditional secure protocols that have
been introduced using the communication technology of
VANETs. We then define the general adversary threats of
traffic efficiency protocols in Section 3. Next, the details
of the secure traffic efficiency control protocol (STEP) is
presented, in Section 4. After that, we present the experimental study which evaluates the efficiency, accuracy, and
correctness of the STEP protocol compared to other unsecure traffic control protocols in Section 5. Eventually,
Section 6 presents the entire conclusion of this work.
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2

Related Work

In this section, we investigate the details of some traffic
efficiency control protocols that have been developed using VANETs for downtown areas. After that, we explore
some traditional secure protocols that have been designed
for VANETs.

2.1

Traffic Efficiency Control Protocols

Several protocols have been introduced in the literature to
control the traffic efficiency over the road network [11,13,
20,23,28,33,34,36,38]. These protocols aimed to enhance
traffic fluency of vehicles on the road network. This is by
decreasing the traveling time, the fuel consumption and
the gas emission. It is also by increasing the traveling
speed of each vehicle toward its destination.
The grid-layout of the downtown areas motivates the
researchers in this field to investigate and locate the highly
congested road segments. Then, recommend drivers to
avoid these congested road segments during their trips.
On the other hand, intelligent scheduling algorithms have
been introduced for the installed traffic lights on downtown areas. These algorithms aim to decrease the waiting
delay time of each vehicle at the signalized road intersections. Some of these algorithms use the traffic distribution on the neighboring road segments. Others consider
the estimated arrival time of competing traffic flows.
2.1.1

Traffic Congestion Detection

The existed traffic evaluation and congestion detection
protocols are classified into two main categories: Sensorbased protocols [7, 21, 27] and vehicular-based protocols [13, 28, 34, 39].
The sensor based protocols provide real-time and accurate congestion level estimation for each investigated road
segment. However, in these protocols special and expensive equipments (e.g., camcorders, inductive loop detectors, antennas, radars, etc.) are required all over the area
of interest. It is difficult to install and maintain these
equipments regularly. Moreover, these equipments provide fixed-point or short-section traffic information limitations [21]. The basic traffic data is extracted from vehicles passing through the detection zone and saved for
farther usage or analysis.
On the other hand, different traffic evaluation protocols
have been introduced using the technology of VANETs.
These protocols collect the basic traffic data of surrounding vehicles in each traveling zone. Traveling vehicles are
expected to be equipped by VANETs-wireless transceiver
and Global Positioning System (GPS) devices. Traveling
vehicles broadcast their basic data periodically in order to
announce their location, direction and speed during that
period of time. Receiver vehicles can compute and/or predict the traffic density [13, 39], traffic speed, or traveling
time [42] of that area, using the gathered traffic data of
the surrounding vehicles.
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In order to expand the boundaries of the investigated
area, Fukumoto et al. [13] used a blind forwarding mechanism where each vehicle forwards the received messages.
On the other hand, Sankaranarayanan et al. [28] proposed
a more efficient mechanism that forwards statistical data
of the traffic situation over the area of interest. In our previously proposed work [34], we have introduced a protocol
that specifically aimed to evaluate the traffic characteristics on any road segment in a downtown area. Based on
the length of each road segment, reporting areas are virtually configured on that road where vehicles over these
areas are responsible of forwarding the gathered traffic
data. This mechanism aims mainly to deliver the traffic
information between vehicles that cannot contact directly.
2.1.2

Road Traffic Control and Efficient Path
Recommendations

Different protocols have been introduced to select the best
path (i.e., most efficient) toward each targeted destination. The grid-layout of the downtown area contains different paths that lead toward any targeted destination.
Several protocols [4, 12, 20, 42] have used a central processor that gathers the real-time traffic distribution all
over the investigated road network. The best or fastest
path toward each targeted destination is obtained by the
central processor. The best path recommendations are
sent back to each traveling vehicle all over the area of
interest. However, this centralized behavior introduces a
bottleneck as well as single point of failure problems [30].
On the other hand, several researchers have designed
a complete distributed path recommendation and congestion avoidance protocols [32, 33]. The best path toward
each targeted destination is obtained and updated in a
hop-by-hop fashion. The path is then constructed from
the location of the targeted destination toward each road
intersection all over the area of interest. Periodic and
dynamic communications take its place among installed
RSUs at each road intersection, in order to ensure full
awareness of real-time traffic characteristics.
Furthermore, several protocols have been proposed to
recommend the best path in terms of fuel consumption
or gas emission [25, 40]. Other studies have considered
the context of the road network [33] in terms of located
services at each road segment. They aim to guarantee a
certain level of congestion-free to special road segments
(e.g., a congestion-free level is guaranteed for road segments that lead to hospitals in order to allow the emergency cases to arrive it fast).
2.1.3

Intelligent Traffic Light Control

In order to design an intelligent scheduling algorithm for
located traffic lights on downtown road networks, several
mechanisms have been proposed. Some studies have introduced a scheduling algorithm for isolated traffic light
(i.e., single assumed traffic light) [15, 16, 24]. These studies have considered the real-time traffic characteristics of
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competing flows of traffic at a single road intersection.
Traffic volume and the length of vehicles’ queues [31], traffic speed and density [36] and estimated arrival times [23]
are the main real-time parameters that have been considered to obtain efficient schedules for isolated traffic lights.
Several other studies have considered the cooperative communications among located traffic lights over
road networks [22, 37, 41]. These studies have produced
scheduling algorithms for each traffic light located on close
road network or open road networks. It is referred to
the synchronized situation among located traffic lights on
grid-layout road network where all road segments have
the same priority to cross the signalized intersection as
close road network [14]. On the other hand, the scenarios
where an arterial street (i.e., set of continues road segments) is existed on the road network vehicles over this
street have a higher priority to cross any signalized intersection before conflicted traffic flows is referred to as open
network [29].
For the open and close road network scenarios. Besides,
considering the traffic characteristics of the competing
traffic flows, the schedule of each traffic light in these scenarios have considered the estimated arrival platoons of
vehicles from the neighboring road intersections [5,22,41].
The number of vehicles, traveling speed and estimated arrival time of each platoon are the main characteristics to
consider in these algorithms.

2.2

Secure Protocols for VANETs

The high speed mobility and extended geographical area
of the VANET technology have produced real challenges
to secure the introduced applications there. Special mechanisms have been designed to enhance the secure communications on VANETs. Several studies have been introduced to guarantee the authenticity, integrity and confidentiality feature for VANET in general [9, 10, 17].
Recently, researchers start developing secure service
protocols. These protocols provide a certain service and
specifically considering the security requirements of that
service. To mention a few, secure cooperative collision
warnings [26], secure position information [3], secure information dissemination [1], and secure service discovery
protocols [2]. In these studies, first an adversary model is
defined specifically to the investigated application, then
the security mechanism are developed to handle the defined venerabilities, to eliminate threats and to mitigate
the risks there.
In our previous work [35] we have presented a secure
traffic evaluation protocol (SCOOL). This protocol remarks the security threats of the traffic evaluation protocols on the downtown areas and introduces solutions
for each defined vulnerability there. In this paper, we
aim to expand our previous work to investigate the vulnerabilities of other traffic efficiency applications on the
downtown areas such as: Path recommendations and traffic light controlling mechanisms. Then, a complete secure
traffic efficiency control protocol for downtown areas is
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proposed, we name this protocol by STEP.

3

Adversary Model of The Traffic
Efficiency Control Protocols

The traffic efficiency is one of the main categories in the
vehicular network applications. Evaluating the real-time
traffic characteristics of the road network. Recommending vehicles to follow the most efficient path toward their
targeted destinations. Scheduling the located traffic lights
according to the real-time traffic distribution on the competing traffic flows. Many other applications have been
proposed aiming mainly to increase the traffic fluency and
efficiently use the available resources over the road network. All of these applications vitally require the traffic reports of traveling vehicles. Cooperative communications among traveling vehicles and installed road-side
units (RSUs) help to gather the real-time traffic characteristics of the investigated area of interest. These traffic
characteristics are processed and analyzed to obtain the
most efficient recommendations for drivers, traffic lights
and other road components. In this section, we discuss
three main adversaries on traffic efficiency control protocols.
1) Integrity: Aims to ensure that data has not been
altered by unauthorized users. It also prevents accidental hold or deletion of data by users. Three main
threats can be categorized under this adversary:
a. Forgery: Some drivers alter the reported speed
or location of their vehicles. Then, the vital
message of evaluating the traffic characteristics of each area of interest carries wrong data.
Moreover, vehicles that forward messages toward far areas may also alter and compromise
the forwarded messages or initiate a fake report.
This causes to generate inaccurate traffic evaluation reports for the road network. Then, it
reduces the performance and correctness of the
corresponding efficiency control protocol such as
efficient path recommendation protocols and intelligent traffic light scheduling algorithms.
b. Denial of service: In this case, attackers forbade the communication channel by overloading
it with useless messages. Attackers can use the
Botnet system (i.e., set of compromised nodes
attack the same target on the computer network). Unexpected large number of fake vehicles asking for recommendations from the same
RSU prevent other vehicles from sending their
requested information. Several vehicles broadcast large number of messages in a short period
of time increases the demand on the communication channels as well. These scenarios negatively affect the performance and accuracy of
traffic efficiency application protocols.
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c. Black-hole attack : Some attackers and mali- 4
The Proposed Secure Trafcious vehicles drop all or few selected packets
fic Efficiency Control Protocol:
without informing the senders. Then, several
packets are lost over the network and will not
STEP
be considered in the traffic evaluation. Based
on the importance and number of the lost pack- This section presents the details of the proposed Secure
ets, this affects the performance of the traffic Traffic Efficiency control Protocol (STEP). As discussed
in Section 2 several protocols were proposed to control
efficiency control protocols.
traffic efficiency over the road network in the downtown
areas. In those protocols, transmitting packets among
2) Impersonation: Is used to gain an access to the ve- traveling vehicles (V2V) and transmitting packets behicular network in order to commit fraud or identity tween vehicles and installed Road-Side-Units (V2I) have
theft.
been used to provide real-time and efficient recommendations. Several RSUs are expected to be installed over
a. Sybil attacks: In this attack vehicles broadcast downtown areas that can help to strength the communiseveral messages containing different fake identi- cations as a backbone to all real-time protocols. In order
ties and locations over a certain area of interest. to secure the traffic efficiency control applications over the
Then, fake traffic conditions are reported re- downtown areas we propose the STEP protocol.
garding that area of interest. This should affect
the traffic efficiency controlling protocols by rec4.1 Basic Setup of STEP
ommending vehicles to avoid the fake congested
area or reschedule the located traffic lights to The STEP protocol provides secure communications
reduce that fake congestion.
among travelling vehicles over downtown areas using the
group-based cryptography technique. Vehicles transfer
b. Masquerading: Some attackers use fake identity encrypted messages that only targeted receiver/receivers
that is related to other vehicles or RSUs. These can understand, without the need of revealing the identity
attackers aim at utilizing some facilities and or the privacy of any vehicle. In traffic efficiency protofunctionalities through legitimate access iden- cols, each vehicle is interested to transmit messages totification. This can be achieved by spoofing the ward its neighboring vehicles (i.e., same road segment in
identity of other nodes or replaying some legal the downtown). In this work we define the road segment
packets (i.e., man-in-the-middle attack).
over downtown areas as the road between two adjacent
road intersections. Thus, several road segments are conc. Non-repudiation: Some vehicles deny sending or
figured geographically close each other in order to enhance
receiving a certain packet over the network. In
the management processes there.
this case, senders can send a damage data without being asked to take responsibility of sending
such data. Moreover, any vehicle can deny receiving some vital packets that it did not obey
and then it has caused a chaos on the road network.
3) Privacy: Deals with the ability a driver has to determine what data to be shared with third parties.
Moreover, if the driver has to reveal his/her identity when sending a message or it can be sent anonymously.
a. Traceability: This threat defines the ability of
tracing a certain vehicle actions over the network. This includes broadcast messages, request services or reporting cases. Tracing the
actions of vehicles on the road network helps to
trace their locations and identity.
b. Linkability: This refers to the case that an
unauthorized entity can link a vehicle identity
to its driver/owner. This is introduced for localizing people and tracing their information.

Figure 1: Downtown STEP authentication scenario
The installed RSUs over downtown areas are connected
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Figure 2: Phases of STEP
to the country vehicles registration authorities. As illustrated in Figure 1 several groups are configured over there.
RSUs are responsible of providing each vehicle with the
required variables to generate its key at the configured
group. Several groups are handled by the same RSU over
the road networks, each RSU should be able to prove its
identity into vehicles aiming to achieve integrity, authenticity and privacy of communications.
RSUs provide the certificate authorities of vehicles
since it is directly connected to vehicles registration authority. Each RSU provides close vehicles with the required variables to generate the group-key at each configured road segment, we assume that each group should
be on the same road segment. Each RSU handles several
road segments (i.e., several groups) over the downtown
scenarios. However, the RSU should be able to prove its
identity in order to guarantee the integrity and authenticity of its communications. Each RSU contacts the Key
Distribution Center to obtain public and private key pair,
(P ubi , P rivi ). Moreover, the Certificate Server provides
the RSU with a certificate that contains: RSU’s identity and public key that is encrypted by the Certificate
Server’s private key. This certificate has an expiration
time and they are timestamped to prevent replay attacks.
Figure 1 illustrates how RSUs contact with Key Distribution Center and Certificate Server over downtown areas.

and Group2 respectively. The computable map with
the Bilinearity and Nondegeneracy properties is represented by the following relation e : Group1 × Group2 →
GroupT [19]. ψ is a computable isomorphism from
Group1 to Group2 , with ψ(gen1 ) = gen2 . Then, each
RSU selects two random elements r and r0 , where r ∈
Group1 and r 6= 1Group1 , r0 ∈ Group2 and r0 6= 1Group2 .
That RSU also selects two random numbers ξ1 , ξ2 ∈ Zq∗ ,
and sets u, v ∈ Group1 such that uξ1 = v ξ2 = r and
r1 , r2 ∈ Group2 such that r1 = r0 ξ1 , r2 = r0 ξ2 . The
RSU randomly selects γ ∈ Zq∗ as a private key and sets
w = gen2 γ as a system parameter. A secure hash function, Hash, is randomly chosen for each road segment
too.
The system parameters (P R) after these computations are represented by: Group1 , Group2 , GroupT ,
gen1 , gen2 , p, ψ, e, Hash, w, u, v, r, r0 , r1 , and
r2 . The group public key (GP K) is represented by the
following parameters: gen1 , gen2 , w. We assume that
the Strong Diffie-Hellman (SDH) assumptions hold on
Group1 andGroip2 [6] and the linear Diffie-Hellman assumption hold on Group1 [8].

Each RSU broadcasts an initialization message, Imessg ,
the latter message contains that RSU’s ID, public key
and certificate. It also contains the targeted road segment’s ID, the system parameters (P R) and group public
RSUs generate the required bilinear groups with the key GP K. In order to guarantee the integrity, each RSU
following road segment parameters: Let Group1 and uses its private key to encrypt the road segment’s ID, P R
Group2 be two multiplicative cyclic groups of the same and GP K and adds the encrypted data (Encdata ) to the
prime order p, gen1 and gen2 are generators of Group1 Imessg message.
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Upon receiving any Imessg , any traveling vehicle, Vi ,
first uses the Certificate Server public key to verify the
identity and the public key of that RSU. Then, it uses
the RSU’s public key to verify the integrity of the intended road segment identity and the generated group
key. Only if Vi is currently located on the same road segment, it keeps the values of P R and GP K in its database.
Consequently, the vehicle, Vi , sends a request message to
the RSU aiming to register to that group, where the requested message includes an encrypted value of the real
identity IDi of Vi , using the RSU’s public key. The
RSU generates a private key GSK[i] for each Vi with its
identity. The GSK[i] is represented by (Ai , xi ), where
xi ← H(γ, IDi ) ∈ Zq∗ and Ai ← g1 1/(γ+xi ) . It stores
(Ai , IDi ) in its database, aiming to guarantee conditional
privacy. Then, the RSU uses the secure hash function to
encrypt the secrete key of that vehicle, H(GSK[i], IDi ).
Finally, it encrypts the hashed value using the RSU’s private key and sends it back to the vehicle Vi .
Thus, all RSUs and vehicles obtain their public, group
and private keys. Figure 2 illustrates, in details, the sequential steps of the setup phase in a systematic manner.

4.2

Secure Traffic Data Gathering

Each traveling vehicle Vi uses its group key GSK to encrypt the advertisement message, ADVi . This message
is periodically broadcasted to announce the basic traffic
data of each vehicle (i.e., ID, location, speed, direction,
destination, etc). On the other hand, each vehicle gathers
these ADV messages from its neighboring vehicles at the
same road segment to predict the traffic situation over
that road segment. Vehicles use the group public key,
GP K to retrieve the guaranteed basic traffic data of the
sender vehicle. In the case any suspicious message is received it can be simply dropped. Only messages that satisfy the security requirements (i.e., retrieve correct data
after decrypting by GP K) can be used to evaluate the
traffic characteristics on the road network.
The vehicle located in the closest location to the corresponding RSU, VC , uses the gathered traffic data to
generate the traffic monitoring report of that road segment. This report includes: Traffic speed (i.e., average
speed of all vehicles), traffic density (i.e., number of vehicles per meter square) and the expected traveling time of
that road segment (based of the road segment length and
the traffic speed there). VC sends the traffic monitoring
report encrypted by its GSK key. The receiver RSU uses
the GP K to verify the identity of the sender vehicle and
the correctness of the received data [8].

4.3
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tions to request the best path toward their destinations.
The requested message is encrypted by the GSK in oder
to secure the targeted destination of the vehicle and to
guarantee the authenticity. The located RSU uses GP K
to read the details of the message. Then, it replies with
the best path recommendation message that is encrypted
by GP K.
On other cases, when the RSU periodically broadcasts
a list of common targeted destinations and the next hop
toward each one. In this scenario, the RSU should add
a digital signature to the broadcast message to prove the
integrity and authenticity of the message. Thus, malicious
nodes cannot impersonate RSUs and direct the vehicles
falsely.

4.4

Secure Traffic Light Controlling

Intelligent traffic lights are located as RSUs at the road
intersections. Each traffic light is provided with wireless transceiver and simple processor. Traffic lights aim
to guarantee safe sharing of the road intersections where
conflicted flows of traffic can pass the road intersection.
The schedule of each intelligent traffic light is set based
on the real-time traffic characteristics of the competing
flows of traffic. The sequences and the assigned time of
each phase are set to minimize the queuing delay time
and to increase the throughput of the signalized road intersection.
The traffic characteristics of each flow of traffic that are
delivered to the scheduling processor should be encrypted
using GSK of the reported vehicle. The receiver processor (RSU) uses the GP K key to verify the correctness of
the received data and to verify the identity of the sender.
Moreover, the schedule of each traffic light should be encrypted using the private key of the RSU. The receiver
vehicles use the public key of the RSU to verify the correctness of the received data. It also checks the identity of
the RSU in order to check any fake announced schedule.

5

Performance Evaluation

This section investigates the benefits of the proposed protocol in terms of controlling the traffic efficiency over the
road network. This study takes its place in the case that
different malicious nodes are existed and transfer fake
data aiming to deceive drivers. We compare the performance of the STEP protocol to different traffic controlling
protocols, where different number of malicious vehicles
were detected.

5.1 Accuracy of Data Gathering
Secure Efficient Path RecommendaHere, we evaluate the accuracy of the gathered traffic data
tion

Based on the traffic distribution over the road network,
the most efficient path toward any targeted destination is
configured at each installed RSU. In the case that, vehicles contact the located RSUs with its targeted destina-

over the road network. This data is used to control the
traffic efficiently. Malicious vehicles broadcast several advertisement messages with different identities and fake
basic data. We compare the performance of the STEP
protocol to ECODE [34](i.e., one of the traffic evaluation
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Figure 4: Data gathering accuracy of STEP: (a) Accuracy of STEP compared to ECODE for different traffic densities,
(b) Accuracy of STEP compared to ECODE for different number of malicious nodes and (c) Accuracy of STEP
compared to ECODE when each malicious node send different number of advertisement messages
protocols for road networks) in term of the accuracy of
data gathering. We measure the accuracy of each protocol by comparing the number of detected vehicles to
the number of existed vehicles over each road segment.
Table 3 illustrates the simulation parameters of the performance comparison.

sented. First, in Figure 4(a) we assume the existence of
five malicious nodes each one broadcast five advertisement
messages. From this figure we can infer that the importance of securing the data gathering protocols is increased
when the traffic density is less over the road network. By
increasing the traffic density while the same number of
malicious nodes are existed the effect of these nodes is
becoming negligible regarding the traffic evaluation.
Table 1: Simulation parameters
Second, we study the effect of increasing the number of
malicious nodes over the road scenario where the traffic
Parameter
Value
density is fixed to 0.075 vehicle/meter2 . The results of
comparison
is illustrated in Figure 4(b), several malicious
Simulator
NS-2, SUMO
nodes
are
simulated
where each node broadcast five adverTransmission range (m)
250
tisement
messages.
From Figure 4(b) we can clearly see
Simulation time (s)
2000
that
by
increasing
the
number of the malicious nodes the
Simulation area (m2 )
20 X 200
accuracy of traffic evaluation is decreased without using
Number of Vehicles
20 - 100
the secure protocol.
Simulation map
2 lane road segment
Figure 4(c) investigates the effect of the number of adTraffic speed
1-10 m/s
vertisement
messages that each malicious node send. The
Mobility model
downtown mobility
malicious node becomes more disturbing when it broadNumber of malicious nodes 4-12
casts more fake messages in ECODE. Figure 4(a), FigNumber of fake messages
2-5
ure 4(b) and Figure 4(c) have shown that the STEP protocol can detect all fake messages broadcast by malicious
In Figure 4, the comparative results of the data gath- nodes. Thus, it is able to produce accurate traffic evaluering accuracy for STEP and ECODE protocols are pre- ation.
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Table 2: Simulation parameters
Parameter

Value

Simulator
Transmission range (m)
Simulation time (s)
Simulation area (m2 )
Number of vehicles
Simulation map
Mobility model
Traffic speed
Number of malicious RSUs

5.2

NS-2, SUMO
250
2000
1000 X 1000
200 - 1000
Grid-layout
downtown mobility
1-10 m/s
0-4

Efficiency of The Configured Path

Traveling Time (Second)

2000

1800

1600

1400

1200

1000

licious RSUs broadcast fake and in-accurate data about
one of the targeted destinations, drivers will be deceived
to travel more time and extra distance then. Table 2 illustrates the simulation parameters for this comparison
experiment.
We compare the performance of the STEP protocol in
terms of configuring efficient path to ICOD [38] one of
the distributed path recommendation protocols. Figure 5
illustrates the comparison study between these protocols.
In Figure 5(a) we can see that by increasing number of
malicious RSUs over the road network, the average traveling time toward these destinations is increased drastically by ICOD. This is due to recommending the highly
congested road segments on the road network in these
cases. At the same time Figure 5(b), the average traveling distance is increased when using ICOD to configure
the efficient paths. However the increased in the traveling distance is small compared to the increase in the
traveling time, this can be clearly seen from Figure 5(a)
and Figure 5(b). The STEP protocol was able to configure malicious RSUs and ignore the recommendation messages they broadcast. Thus, the STEP protocol acquire
better traveling time and traveling distance regardless of
the number of existed malicious RSUs.

800

5.3
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400
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Table 3: Simulation parameters of ITLC
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Transmission range (m)
Simulation time (s)
Simulation area (m2 )
Number of traffic lights
Number of vehicles
Simulation map
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Figure 5: Efficiency of STEP compared to ICOD: (a)
Traveling time of the configured path, (b) Traveling distance of the configured path
In this section we investigate the effects of the existence of some malicious RSUs on the road network in
terms of configuring the efficient path toward targeted
destinations. We run our experiments in 4X4 Manhattan
model 16 RSUs are expected to be installed one at each
intersection. We assume that all drivers on this road network are targeting one of three destinations, A, B and C,
as illustrated in Figure 3. Some road segments are highly
congested while others witness a low traffic density. Ma-

We measure the efficiency of the traffic light schedule by the average waiting delay time of each vehicle at
the traffic light and the throughput of the signalized road
intersection (i.e., number of vehicles passing the intersection per second). Malicious drivers can deceive the traffic
light by broadcasting several advertisement messages to
increase the traffic density of the traffic flow. Moreover,
they can announce themselves as emergency vehicles that
have a higher priority to pass the signalized intersection
first. This drastically decrease the efficiency performance
of the traffic light schedule. Figure 6 compares the STEP
protocol to ITLC [36] in term of efficiency of the traffic
light schedule. The average waiting delay of each vehicle
is illustrated in Figure 6(a). As we can see from this figure
by increasing the number of malicious drivers at the signalized intersection, the waiting delay time of each vehicle
is increased when using the ITLC protocol. On the other
hand, Figure 6(b) shows that using ITLC protocol to gen-
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Figure 6: The efficiency of traffic light schedule: (a) Average waiting delay of each vehicle, (b) Throughput of the
signalized intersection
erate the schedule of the traffic light, the throughput of
the signalized intersection is decreased.

6

Conclusions

In this paper, we have proposed a secure traffic congestion
control protocol, STEP. This protocol controls the traffic
congestion problem over the downtown areas in a secure
and efficient fashion. It relays on the public cryptography
to authenticate RSUs at road intersections. On the other
hand, at each road segment the group signature is used
to secure the communications between vehicles. Experimental results have indicated that the efficiency protocols achieves better performance in the case that secure
communications are used. This is due to the behavior of
the malicious nodes which intend to deceive the efficiency
control protocols aiming to serve their benefits.
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Abstract
Erasure code, as a fault-tolerant technology which is
widely used in storage and communication fields. It can
reduce the storage space consumption and provide the
fault-tolerant capability of the replication backup. Therefore, a simple and efficient erasure coding and decoding
algorithm is also paid much attention. Deenadhayalan
has proposed a matrix methods for lost data reconstruction for erasure code that uses the pseudo-inverse principle to recover a random raw data element and apply to
any erasure code, but cannot recover both the data element and the redundant element at the same time. After
the data elements are recovered, the redundant elements
can recovered by encoding, which increases the computational complexity. In response to this situation, this
paper presents an improved decoding algorithm suitable
for any theoretically recoverable cases. The algorithm is
an erasure code decoding algorithm based on matrix that
can reconstruct data elements and redundant elements at
the same time. It also has high practicability and simple,easy algorithm steps, is easy to implement and has a
wide range of applications. Through the simulation experiment it can be concluded that the efficiency is also
high.
Keywords: Erasure Codes; Improved Decoding Algorithm;
Matrix Decoding; Theory Can be Restored

1

Introduction

With the rapid development of computer technology, information technology has been widely popularized in various industries and fields. The data were explosively growing, and the demand for the storage system [6, 12, 13] is
getting higher and higher. With the increasing storage demand, both the number of storage nodes and the capacity
of single node in storage system are increasing exponentially, which means that the probability of node failure
and the failure of sectors in single node are larger than
before, so data fault-tolerant is an indispensable key technology in storage system.
The most widely used fault tolerance technology is

multi copy replication technology, that is, fault-tolerance
by replica copy. The other is erasure code technology,
through the encoding of fault-tolerance. Erasure code
technology [7, 10] mainly relies on the erasure code algorithm [14] to store the original data after obtaining redundant elements, so as to achieve the purpose of fault
tolerance. In the storage system, its main idea is to encode the original data element of the k block to obtain
the m block redundancy element, and when there is a
m block element failures, the lost element can be recovered through the remaining elements by using a certain
decoding algorithm. Compared with multi-rseplica faulttolerant technology, erasure code fault-tolerant technology can reduce the storage space significantly while providing the same or even higher data fault tolerance.
In recent years, most of the research on erasure code
is focused on the encoding process [8], and the decoding
process is rarely involved. The decoding process of the
original erasure code is processed by cyclic iteration or
matrix inversion. Each code has different decoding algorithm. And the original decoding type is node loss, when
an element or sector is lost in a node, the entire node
is considered invalid. However, as the amount of data
is increasing and the number of hardware is increasing,
there are more and more failures of sectors in one node.
When the whole node is rebuilt, those sectors that are not
needed to be rebuilt are also rebuilt, thus causing repetition and increasing unnecessary computation. Therefore,
the restoration of random elements or sector losses has
also become an important problem in erasure code decoding.
In [9], an algorithm for merging and decoding in binary domain (hereinafter referred to as merger decoding)
is proposed. This algorithm restores the node error by
rebuilding the data block on the fault-tolerant storage
system and and can be used to restore the loss of the random element. However, the calculation of this algorithm
involves the calculation of the inverse matrix. Therefore,
when the single error is restored, the efficiency will be
higher. Once there are many errors, the operation of inversion will greatly affect the speed of operation, thus
affecting the decoding efficiency.
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In [3], Deenadhayalan proposed a decoding algorithm
redundancies is to ensure the erasure code’s faultfor erasure codes. This algorithm is based on generator
tolerance.
matrix and its pseudo-inverse matrix (hereinafter referred
• Element (or symbol): A fundamental unit of data or
to as matrix decoding), and is generally declared as two
parity; this is the building block of the erasure code.
results for lost data sectors. One is that the algorithm is
In the process of erasure code calculation, an element
recoverable, which is theoretically recoverable, when the
is usually regarded as a basic unit of computation.
algorithm provides a formula made up of readable data
to restore the lost sector, the other is an unrecoverable
• Stripe: Collection of all information independently
sector in theory. The matrix decoding algorithm not only
related to the same erasure algorithm. A storage
solves the problem of recovery of random sector loss, but
system can be regarded as a collection of multiple
also abandons the calculation of the inverse matrix to
stripes. The stripe is a set of information that indemake it highly efficient. At the same time, it is also a
pendently constitutes an erasure code algorithm.
universal decoding algorithm that is applicable to any array code and can also be used for non-XOR erasure code,
• Strip: A unit of storage consisting of all contingubut most suitable for the array code. Therefore, this paous elements (data, parity or both) from the same
per describes the array code as an example. However,
disk and stripe. In coding theory,this is associthe matrix decoding algorithm has a disadvantage at the
ated with a code symbol. It is sometimes called
same time. The loss of redundant elements can only be
a stripe unit.The set of strips in code instance
solved by the encoding algorithm after the data elements
form a stripe.Typically,the strips are all of the same
are recovered, but cannot recover the data elements and
size(contain the same number of elements). A colredundant elements at the same time. In this paper, an
lection of data belonging to the same stripe on the
improved algorithm which can restore random lost sector
same disk. The size of a strip is determined by the
including redundant sector is proposed for the problem
number of elements contained in the strip.
of matrix decoding. It reduces the complexity of algoThe symbols and descriptions of some principles are
rithm from the algorithm level, and can restore any loss
described
in Table 1.
that can be recovered theoretically, and the efficiency has
been improved through experiments.
Here is a description of the organizational structure of
Table 1: Symbols
this paper. The second part introduces some basic theoSymbols Size
Explain
ries and principles implicated in the algorithm. The third
G
R×C
Generate matrix
part presents the example of the original matrix decoding
H
(R − C) × R Check matrix
algorithm and the improved algorithm steps, and gives
U
C ×R
Left pseudo-inverse
concrete examples. The fourth part analyzes the experOR
C ×C
Partial unit matrix
imental data of the algorithm, and compared with the
The i element of the
other decoding algorithm by performance. The fifth part
j strip in the
di,j
—
gives the summary of this paper.
disk array
D
C ×1
Raw data
After encoding
2 Basic Concepts and Principles
T
R×1
the element data
H0
(R − C) × R Redundancy matrix
In order to better describe the algorithm and get a clearer
understanding of the algorithm, this section will introduce
some basic concepts and principles involved in the paper.

2.1

Basic Concepts

There is no consistent definition of erasure-tolerant technology to erasing codes in storage systems. In order to
facilitate the description and understanding of this paper, based on the literature [3, 4], the relevant concepts
commonly used in this paper are as follows.

2.2

Basic Principles and Proofs

The basic principle of the improved algorithm in this paper is divided into two parts: the pseudo-inverse matrix
U used to recover the data elements and the redundancy
matrix H 0 used to recover the redundant elements. Then
we describe separately and give the proof at the same
time.

• Data (or information): The original piece of data
string used to store the information needed by real
2.2.1 Pseudo-Inverse Matrix U
users.
First describe some of the basic theories about linear al• Parity (or redundant): By using the erasure code al- gebra in binary.
gorithm, a data string of redundant information obtained by calculating the data, the existence of these Definition 1.
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the data element. In the meantime, since U · T 0 = D0 ,
therefore, each row in the pseudo-inverse matrix U , each
bit corresponds to one element in T , so that each row corresponds to one data element and each bit corresponds to
(Null space): Null space refers to a set of all vectors or- one element.
thogonal to each row vector of the matrix. Null Space Base
refers to the largest set of linearly independent vectors in 2.2.2 Check Matrix H and Redundancy Matrix
H0
null space.
(Left pseudo-inverse): If matrix A is left multiplied by
matrix B to get the unit matrix, then B is called the left
pseudo-inverse matrix of A. When the matrix is full rank
and R ≤ C, the left pseudo-inverse matrix must exist.

Suppose that G is a R × C matrix, and R ≤ C.If B is
the null space of G, U is the left pseudo-inverse matrix of
G, X varies over all binary C × (R − C) matrices, then
get Equation (1):
(U + (X · B)) · G = OR .

(1)

U + (X · B) runs over all partial pseudo-inverses, X is to
add a null space vector for each column of U . There are
two important equations in the coding theory, G × D = T
and H × T = 0 respectively. This can be introduced
Equation (2):
H × G × D == 0.

(2)

It can be seen from Equation (2) that H is a zero-space
basis of G, so that the pseudo-inverse matrix of the generated matrix can be found using the check matrix.
Theorem 1. The left pseudo-inverse matrix obtained by
the improved algorithm, in which any theoretically recoverable data element corresponds to a non-zero row of the
pseudo-inverse matrix, and the non-zero positions in these
non-zero row indicate which data elements and redundant
elements whose XOR is a data element. A directly readable element corresponds to a labeled row in the pseudoinverse matrix (ie, a row vector containing only one.) An
unrecoverable data element corresponds to an all-zero row
of pseudo-inverse matrix.
Proof. Suppose that T represents the vector containing all
the elements after encoding, T 0 represents the lost coding
vector, that is, the lost element corresponding position is
0, and obviously get Equation (3)
G0 × D = T 0

(3)

In Equation (3), the missing element corresponds to
all-zero rows in G0 . So,here has Equation (4)
U · T 0 = U · G0 · D = OR · D = D0

(4)

Check matrix is a very important concept in coding theory.This section describes the concepts of check matrices,redundancy matrices and the theory of recovery parity elements. In this paper, we referred to the matrices
transformed by the improved parity check matrix as redundancy matrices.
Check matrix is a matrix used to check whether a codeword is correct. Each column represents an element location. Each row represents a redundant element and is
also an equation (the result is 0 after XOR for all non-zero
positions in each row). For example, Equation (5) is the
check matrix of STAR (3,6) code.


1 0 1 0 1 0 1 0 0 0 0 0
 0 1 0 1 0 1 0 1 0 0 0 0 


 1 0 0 1 1 1 0 0 1 0 0 0 
 (5)

H=

 0 1 1 1 1 0 0 0 0 1 0 0 
 1 0 1 1 0 1 0 0 0 0 1 0 
0 1 1 0 1 1 0 0 0 0 0 1
Theorem 2. The redundancy matrix obtained by the improved algorithm in this paper, whose non-zero rows represent a theoretically recoverable redundant element, the
exclusive-OR of elements corresponding to each non-zero
position in this row is the redundancy element corresponding to this row. Each of all-zero row represents a known
readable redundant element.
Proof. As described above for the check matrix, it can be
clearly seen that the result of the exclusive-OR of each row
in the check matrix is 0, so the result of the XOR between
the row and the row is also 0, and the XOR transformations between rows and rows does not affect the property
of the check matrix. Suppose that the redundant elements
of STAR (3, 6) code are (P0 , P1 |Q0,0 , Q1,0 |Q0,1 , Q1,1 ),
that is, each row represents a redundant element. If the
second row is added to the first row and placed in the
first line, the result of XOR for all the non-zero position
elements is still 0. As in Equations (6), (1) and (3) add
the same result to zero.

d0,0 + d0,1 + d0,2 + P0 = 0(1)



d0,0 + d0,1 + d0,2 = P0 (2)
(6)
d1,0 + d1,1 + d1,2 + P1 = 0(3)



d1,0 + d1,1 + d1,2 = P1 (4)

Where the 0 element of D0 corresponds to a zero position
on the diagonal of OR , and OR corresponds to all-zero
rows in the pseudo-inverse matrix. Non-zero position on
the diagonal of OR corresponds to the non-zero position
in D0 , while the non-zero position on the diagonal of OR
corresponding to non-zero row of pseudo-inverse matrix
On this basis, if zero redundant element corresponding
U . Thus can be see each row of the pseudo-inverse ma- to the row, the result of the difference of the remaining
trix U corresponds to each of the elements of D0 ,that is elements is equal to the redundant element, so that the
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redundant element can be obtained. Use the above check T = (d0,0 ,d1,0|d0,1 ,d1,1|d0,2 ,d1,2|P0 ,P1|Q0,0 ,Q1,0|Q0,1 ,Q1,1 ) (8)
matrix formula for example. The Equations (6) (1) and
(3) two formula will be combined make P0 into 0, then Suppose that the lost elements list L = (0, 2, 4, 5, 8, 9),
then the data is arranged as T = (0, d1,0 |0, d1,1 |0, 0|P0 ,
get the available Equation (7).
P1 |0, 0|Q0,1 , Q1,1 ). From the steps above can get the
d0,0 + d0,1 + d0,2 + d1,0 + d1,1 + d1,2 + P1 = P0
(7) pseudo-inverse matrix as Equation (9).
From this we can prove that the theory 2 is correct.With
the above concepts and theories, the next section will describe our improved algorithm process based on these contents and give examples.

3










U =










Decoding Algorithm

In Paper [3], a matrix based erasure decoding algorithm
matrix decoding is described. In the literature, specific
methods and steps are given for the reconstruction of
EVENODD array code [11]. For the case of missing elements including redundant elements, the matrix decoding algorithm first recovers the missing data elements and
then encodes the missing redundant elements. This section first describes the decoding algorithm of the matrix
decoding algorithm, and gives an example. Next, the improved algorithm of the matrix decoding algorithm in this
paper is introduced, and the algorithm steps are described
in detail.

3.1



Matrix Decoding Algorithm

The matrix decoding algorithm is based on the matrix
theory and the pseudo-inverse principle. The core of the
algorithm is to construct the pseudo-inverse matrix of the
generate matrix. When the pseudo-inverse matrix is constructed, each column of the pseudo-inverse matrix represents one data element, each non-zero position of a column
represents a known-readable element. H in the original
algorithm is a vertical matrix. So let’s describe the structure of the pseudo-inverse matrix.
1) Construct a square matrix W of size R × R, W =
(B|H),the initial B consists of a unit matrix and allzero rows.Write all missing element positions to a
uniform list L - lost list.

0
0
0
1
0
0
1
1
0
0
0
1

0
1
0
0
0
0
0
0
0
0
0
0

0
1
0
1
0
0
1
0
0
0
1
1

0
0
0
1
0
0
0
0
0
0
0
0

0
1
0
0
0
0
1
1
0
0
1
0

0
1
0
1
0
0
0
1
0
0
0
0






















(9)

Each column in the pseudo-inverse matrix represents a
primitive data element, and each non-zero position represents a known available data element. After the original
data elements 0, 2, 4, and 5 are obtained therefrom, an
encoding algorithm get 8,9 and multiply the original data
element by the generator matrix, as in Equation (10).
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3.2
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0
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1
1
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(10)

Improved Decoding Algorithm

This section will describe the improved algorithm pro2) For each lost element in list L,let r indicate the lost posed in this paper, will give the algorithm specific steps
element corresponding to the row of W , then:
and examples. The algorithm proposed in this paper is
• Find any column b in H that has a one in row based on the improvement of the matrix decoding algor. If none exists,Zero any column in B that has rithm. But it can recover all the theoretically recoverable
a one in row r and continue to the next lost cases at the same time, including recover the original data
elements and redundant data elements at the same time.
element;
It can be applied to any array code, and it can be ex• For each one in row r of W , say in column c,if tended to non-binary erasure codes, such as RS codes.
c 6= b, sum and replace column b into column c.
• Zero column b in H.
3) Use the resulting B to recover lost data elements.
Example 1. The following uses STAR(3,6) as an example. The data encoded by the STAR code is arranged as
Equation (8)

3.2.1

Improved Algorithm Steps

Algorithm steps are as follows:

U
, U = (Ic |0),
1) Construct a square matrix A, A = H
H is check matrix. Is the lost elements list;
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2) Judging whether the right half of the check matrix P1 |Q0,0 , Q1,0 |Q0,1 , Q1,1 ). Construct the square matrix as
formed is a unit matrix or not, if not, transform ma- shown in Equation (11).


trix between rows and rows to make it a identify ma1 0 0 0 0 0 0 0 0 0 0 0
trix;
 0 1 0 0 0 0 0 0 0 0 0 0


 0 0 1 0 0 0 0 0 0 0 0 0


3) The transformation of A is equivalent to the inversion
 0 0 0 1 0 0 0 0 0 0 0 0


process;


   0 0 0 0 1 0 0 0 0 0 0 0


4) Get the converted A can recover the lost elements, a A= U = 0 0 0 0 0 1 0 0 0 0 0 0  (11)

H  1 0 1 0 1 0 1 0 0 0 0 0
row represents a data element, in the row a non-zero

 0 1 0 1 0 1 0 1 0 0 0 0
position corresponding to a known data elements.


 1 0 0 1 1 1 0 0 1 0 0 0


 0 1 1 1 1 0 0 0 0 1 0 0
The following steps for the transformation of the specific


 1 0 1 1 0 1 0 0 0 0 1 0
steps:
0 1 1 0 1 1 0 0 0 0 0 1
1) For each data element s in the lost element list L,
In order to facilitate the comparison with the original
first determine whether the type of the data element
algorithm, we assume that the missing element is the same
belongs to the original data or to the redundant data.
as the missing element in Section 3.1.Suppose that the
If s belongs to original data,then continue; if not,then
lost elements list L = (0, 2, 4, 5, 8, 9). The data in list L
skip. Loop through the data block element s in L;
correspond to rows s of A.
First determine the check matrix, the right half of it is
2) Find h in H, its s column is 1. If none exist, the U
the
unit matrix, then the following operation.
in the s column has a line set to zero;
For column s = 0, find some row in H that has a one
3) After found h, if L does not contain redundant ele- in this column,we can find h = (6, 8, 10), but 8 is in list L,
ments, then select the most sparse row f from the so we choose h = 6, because the row 6 is more sparse than
found result h, if the redundant elements are in- the row 10, after select, add row 6 to row 0,8,10, then set
cluded, remove the missing redundant elements from row 6 to 0; For row s = 2, we can find h = (8, 9, 11), but
the found result after select the most sparse row f in 8,9 is in list L, so we choose h = 11, after select,add row
h (in order to retain the value of the missing redun- 11 to row 0,2,8,9, then set row 11 to 0; For column s = 4,
dant element row, the last can be found at the same find some row in H that has a one in column 4, we can
find h = (8, 10), but 8 is in list L,so we choose h = 10,
time);
after select, add row 10 to row 2,4,8, then set row 10 to
4) For one in column s of A in row e, if e is not equal 0; For column s = 5, we can choose h = (7, 8, 9), but 8,9
is in list L,so we choose h = 7, after choose, add row 7
to f , add f (exclusive-or) to e and replace e;
to row 0,4,5,8,9, set row 7 to 0;For row s = 8, 9, because
8,9 is in list L, so end the traverse, set the column 8,9 to
5) Set the row f in H to zero;
0.The final result becomes Equation (12):


6) After traversing the data block elements in L, set the
0 0 0 1 0 0 1 1 0 0 0 1
redundant elements in L correspond to the columns
 0 1 0 0 0 0 0 0 0 0 0 0 


in H to zero.
 0 1 0 1 0 0 1 0 0 0 1 1 


 0 0 0 1 0 0 0 0 0 0 0 0 


 0 1 0 0 0 0 1 1 0 0 1 0 
3.2.2 Examples of Improved Algorithm


 0 1 0 1 0 0 0 1 0 0 0 0 

 (12)
In order to better understand and explain the above algo- A = 
0 0 0 0 0 0 0 0 0 0 0 0 


rithm, the following is illustrated by taking STAR [5](3,6)
 0 0 0 0 0 0 0 0 0 0 0 0 


and RDP [2](3,4) as examples.
 0 0 0 1 0 0 0 1 0 0 1 1 


 0 1 0 0 0 0 0 1 0 0 0 1 


Eg1. STAR code: The structure of the STAR code is
 0 0 0 0 0 0 0 0 0 0 0 0 
shown in Table 2.
0 0 0 0 0 0 0 0 0 0 0 0
Table 2: STAR code structure
A row with multiple non-zero positions in A is a theoretically solvable element, which results in Equation (13):

d0,0 = d1,1 + P0 + P1 + Q1,1




d0,1 = d1,0 + d1,1 + P0 + Q1,0 + Q1,1



d0,2 = d1,0 + P0 + P1 + Q1,0
(13)
d1,2 = d1,0 + d1,1 + P1




Expand the disk data, change to D = (d0,0 , d1,0 |d0,1 ,
Q0,0 = d1,1 + P1 + Q1,0 + Q1,1



d1,1 |d0,2 , d1,2 ), then T = (d0,0 , d1,0 |d0,1 , d1,1 |d0,2 , d1,2 |P0 ,
Q0,1 = d1,0 + P1 + Q1,1
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Eg2. RDP code: The structure of the RDP code is A row with multiple non-zero positions in A is a theoretically solvable element, which gives the following Equashown in Table 3.
tion (18):
Table 3: RDP code structure

d0,0 = d1,0 + d1,1 + Q0



d0,1 = d1,0 + Q1
(18)
P0 = d1,1 + Q0 + Q1



P1 = d1,0 + d1,1
Expand the disk data, change to D = (d0,0 , d1,0 |d0,1 , d1,1 ),
then T = (d0,0 , d1,0 |d0,1 , d1,1 |P0 , P1 |Q0 , Q1 ). Construct
4 Analysis and Discussions
the square matrix as shown in Equation (14).


1 0 0 0 0 0 0 0
For a code system, the performance of coding system is
 0 1 0 0 0 0 0 0 
usually evaluated from the encoding rate and the utiliza

 0 0 1 0 0 0 0 0 
tion ratio of space. For decoding, the decoding rate, re
  
 0 0 0 1 0 0 0 0 
U
covery efficiency, and loss type of the decoding algorithm

(14)
A=
=
 1 0 1 0 1 0 0 0 
can be used for evaluation. This section will experimenH


 0 1 0 1 0 1 0 0 
tally analyze this algorithm in terms of its applicability


 1 0 0 0 0 1 1 0 
and decoding rate. The following is encoded and simu0 1 1 0 0 0 0 1
lated data loss in the Python 3 environment supposing a
Suppose that the lost elements list L = (0, 2, 4, 5). First folder represents a disk to emulate the raid.
Array code is a code system constructed only through
determine the check matrix, the right half of it is the
XOR
operations, and its own decoding algorithm uses
unit matrix, it can be clearly seen is not, so after some
cyclic
iterative decoding. When an element in a strip is
transformation between rows, the row 5 added to the row
lost,
it
is considered the loss of the entire strip or even
6, we can make the right half of H into a unit matrix, the
the
entire
disk. The entire disk is rebuilt upon recovery,
final transformation results is:


and the original decoding of each array code is different.
1 0 0 0 0 0 0 0
Deenadhaylan proposes an algorithm for restoring ran 0 1 0 0 0 0 0 0 


dom data elements - matrix decoding, using the pseudo 0 0 1 0 0 0 0 0 


inverse theory of the generating matrix to reconstruct the
 0 0 0 1 0 0 0 0 

data elements, which is suitable for any erasure code, but
(15)
A=
 1 0 1 0 1 0 0 0 


can not restore the redundant elements at the same time.
 0 1 0 1 0 1 0 0 


Tang proposed a merger decoding algorithm in paper [9],
 1 1 0 1 0 0 1 0 
which reconstructed disk data elements by chunking and
0 1 1 0 0 0 0 1
inverting the check matrix to recover both data elements
For column s = 0,find some row in H that has a one in and redundant elements. But this algorithm needs to
this column, we can find h = (4, 6), but 4 is in list L, so compute the inverse matrix, which increases the compuwe choose h = 6, after select,add row 6 to row 0,8,10,then tational complexity and the efficiency is not high. The
set row 6 to 0, the result matrix is:
improved decoding algorithm proposed in this paper is


based on the improvement of the matrix decoding algo0 1 0 1 0 0 1 0
rithm, and can recover any theoretically possible recov 0 1 0 0 0 0 0 0 


ery, including the simultaneous restoration of data ele 0 0 1 0 0 0 0 0 


ments and redundant elements. Table 4 compares the
 0 0 0 1 0 0 0 0 

A=
(16) three decoding algorithms and the cyclic iterative decod 0 1 1 1 1 0 1 0 


ing algorithm for the decoding of the array code in terms
 0 1 0 1 0 1 0 0 


of whether it can restore the random elements, whether
 0 0 0 0 0 0 0 0 
it can restore data and redundant data and versatility at
0 1 1 0 0 0 0 1
the same time.
For column s = 2, find some row in H that has a one in
It can be seen from Table 4 that the three algorithms of
this column, h = (4, 7), but 4 is in list L, so choose h = 7, matrix decoding, merge decoding and improved decoding
add row 7 to row 0,4, set row 7 to 0,the result matrix is : algorithm can recover random elements under the same


fault-tolerant capacity. The merge decoding and the im0 1 0 1 0 0 1 0
 0 1 0 0 0 0 0 0 
proved decoding algorithm can also recover the data and


 0 1 0 0 0 0 0 1 
redundant elements. Compared with the original decod

 0 0 0 1 0 0 0 0 
ing algorithm only for one array code, the improved de
A=
(17) coding algorithm and the merger decoding algorithm can
 0 0 0 1 0 0 1 1 


 0 1 0 1 0 0 0 0 
be applied to any array code.


 0 0 0 0 0 0 0 0 
The following is the analysis of experimental data. For
the matrix decoding algorithm, when the pseudo-inverse
0 0 0 0 0 0 0 0
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Table 4: Properties of algorithm

Decoding
algorithm

Cyclic
iterative
Matrix
decoding
Merger
decoding
Improved
decoding

Whether
the
random
elements
can be
recovered

Recover
data and
redundant
elements at
the same
time

Versatility

False

False

Bad

True

False

Good

True

True

Good

True

True

Good

Figure 2: Four algorithm efficiency comparison

matrix is taking, it needs to be encoded to obtain the redundant elements. Therefore, an extra matrix operation
is added to the algorithm complexity of the improved algorithm in this paper. Taking EVENODD [1] for example,
the matrix decoding algorithm requires 60 more XOR operations than the algorithm proposed in this paper, each
adding 60 more operations. Even if the XOR operation
is fast, the efficiency will still be affected. This paper
simulates the data loss and compares efficiency by decoding different file sizes. The final experimental results are
shown in Figure 1.

cyclic iterative decoding algorithm has the highest efficiency. The improved decoding algorithm takes longer
than the cyclic iterative decoding algorithm, but the difference is not much. And because the merger decoding
is used in the process of inversion calculation, it will be
twice as much as the cyclic iterative decoding algorithm.
It can be seen that the efficiency of the improved algorithm proposed in this paper is not bad.
Next, take RDP-code as an example to conduct double fault experiments. Four different algorithms are used
respectively. Finally, the experimental diagram is shown
as follows in Figure 3:

Figure 3: Four algorithm efficiency comparison
Figure 1: Efficiency comparison
It can be seen that the above results are similar to
those of EVENODD-code, so the algorithm proposed in
It can be seen from the figure above that the improved this paper is more efficient.
decoding algorithm mentioned in this paper improves the
time-consuming decoding algorithm of the original algorithm matrix, and it also improves the efficiency. Thus, 5
Summary
the improved algorithm is efficient and simple.
For the two algorithms of merger decoding and im- In this paper, an improved erasure code decoding algoproved decoding algorithm, we compare their efficiency rithm based on matrix decoding algorithm is proposed to
by computing time and use EVENODD code to carry out recover the random sector loss of erasure codes. It is appliexperiments. Through the cyclic iteration, the merging cable to any theory recoverable situation, which includes
decoding and the improved decoding algorithm, the ex- the situation that the original algorithm can not be recovperimental conditions of the data loss are hypothesized ered, and it continues the good generality of the original
and the lost data are reconstructed gradually. Finally algorithm. It is found that the efficiency of the algorithm
draw the experimental results as shown in Figure 2.
is more efficient than the original one, and the calculaIt can be seen clearly from the above figure that the tion efficiency is higher, which can be widely used in the
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random sector loss. This improved algorithm proposed in
this paper is currently running on the binary matrix array
code for the operation. After that, this algorithm can be
extended to non-binary decoding operations, such as RS
code.
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Abstract
In recent years, with the development of Internet technology, people’s life has been more convenient with the
help of the Internet. But it has also given rise to a new
form of crime, Internet crimes. Computer forensics is thus
born to deal with new kinds of crimes. In this study,
the improved K-means clustering algorithm was adopted
to obtain computer real-time evidence of network intrusion crimes. The detection performance of the improved
algorithm for the four types of characteristic data was
analyzed by MATLAB. Moreover, the detection performance of traditional clustering algorithm under different intrusion attack modes was compared. The results
demonstrated that the improved algorithm is more suitable for detecting the first kind of characteristic data; and
compared with the traditional clustering algorithm, under
the three flood attack modes of User Datagram Protocol
(UDP), Internet Control Messages Protocol (ICMP) and
Transmission Control Protocol (TCP), the improved algorithm is better and has faster speed of data processing.
In conclusion, the improved K-means clustering algorithm
can be applied to the computer real-time location and
forensics of network intrusion crimes.
Keywords: Clustering Algorithm; Computer Forensics;
Network Intrusion; Network Security

1

Introduction

governments or individuals through the Internet.
In recent years, the popularity of mobile terminals that
can be connected to the Internet has also diversified the
ways of network crimes. Due to the convenience brought
by the network, it brings greater security risks to users [6].
Therefore, in order to protect the network security of users
and combat the illegal criminal acts with the help of the
network, computer forensics technology emerges at the
historic moment. Computer forensics technology [11] intercepts and analyzes network intrusion data to obtain
relevant criminal evidence. The early computer forensics technology is usually used to reverse and analyze
the intrusion scene after the event to obtain relevant evidence. However, with the rapid development of network
technology, the corresponding traces of the perpetrators
are often eliminated after the invasion, making it difficult to obtain effective evidence for the early static forensics [10]. Therefore, the real-time dynamic forensics technology that can collect effective evidence in large-scale
networks is required.
Here are the relevant studies. Sun et al. [12] proposed a
modeling method for Evolved Packet Core (EPC) network
intrusion system in order to obtain appropriate defense
strategies. Firstly, the attack behavior in the network is
described, and the intrusion attack is introduced into the
model based on time. Finally, UPPAAL is used to verify
the correctness of the proposed model. Compared with
other typical attack models, the proposed model is comprehensive and integrated. Malialis et al. [8] proposed
a method combining task decomposition, team rewards
and punishments and forms of rewards and punishments,
which is called differential rewards and punishments system. The system learns quickly. The extensibility of the
algorithm is demonstrated in experiments involving 1000
learning agents. Compared with baseline technology and
throttling technology, this method is more effective. It
can adapt to complex attack rates and dynamics, and it
is robust to agent failure.

With the globalization of information, the Internet has
developed rapidly. Enterprises, governments and individuals cooperate with each other on the Internet, which
improves work efficiency as well as convenience and enriches people’s spare time life [7]. The Internet has the
advantages of openness and sharing. On the one hand,
with these two advantages, the network has a variety of
resources and facilitates people’s life. On the other hand,
since these two advantages are not only for the general
Hodo proposed the use of Artificial Neural Network
public, cybercriminals can also take advantage of these
two advantages to launch an invasion against enterprises, (ANN) to deal with malicious attacks in the Internet [3].
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The classification of normal mode and threat mode in network is studied. The experimental results show that this
method has 99.4% accuracy and can detect all kinds of
DDoS attacks successfully. In this paper, the improved
k-means clustering algorithm is adopted to obtain computer real-time evidence of network intrusion crimes. The
detection performance of the improved algorithm for the
four types of characteristic data was analyzed by simulation on MATLAB. At the same time, the detection performance of traditional clustering algorithms under different
intrusion attack modes was compared.

2

Computer Forensics Technology

With the rapid development of network technology, people’s life style has changed dramatically. The emergence
of the Internet not only provides convenience, but also
provides a new criminal channel which is different from
the traditional one. In view of the new network crime, the
computer forensics technology arises at the historic moment. Computer forensics is also called network forensics.
The evidence of network crime provided by it is recognized
by law and can be used as an effective and reliable basis
in judgment. The key principle of computer forensics [13]
is to use the relevant network data analysis technology to
judge the motive of the crime and to collect the network
crime data of the suspect specifically, which is taken as
the evidence of legal trial.

above flood attacks are all DDoS flood attacks, which
flood the server with a large amount of garbage data,
causing the server to run out of resources and go down.
The difference between the three DDoS flooding attacks
mentioned above lies in the different message data used
for the attack. UDP message mainly attacks target IP
address. TCP mainly uses the TCP protocol to suspend
a service. Information for requesting confirmation is continuously sent to consume server resource. And access
to other users is blocked . ICMP is a traffic attack that
consumes resources by sending more than 65,535 bytes of
data to the server.
In order to ensure the effectiveness of computer forensics, the following three principles should be followed [2]:
1) The crime scene is made of a timely blockade to ensure the preservation of evidence maximization;
2) The collection of evidence network integrity and continuity must be guaranteed. The final evidence submitted shall be the same as the final evidence investigated;
3) In the whole process of evidence collection, there
must be a third party to supervise so to ensure the
impartiality of evidence.

3

Figure 1: Technical process of computer forensics
As shown in Figure 1, the process of computer forensics technology is divided into three steps [4]. First, data
for an intrusion is acquired. Then the collected data is
preserved and analyzed. Finally, the evidence and data
obtained from the analysis are extracted for a summary
report. In the three processes of evidence collection, based
on the continuity principle of effective evidence, it is necessary to record the three processes.
In terms of network intrusion data, network intrusion
is usually an attack on a server with a large amount of
garbage data, and the actual purpose of the operation is
hidden in it for an invasion purpose. The common network attack mode is a flood attack that is simply rough
and difficult to defend. The common flood attack modes
are User Datagram Protocol (UDP) flood attack, Transmission Control Protocol (TCP) flood attack and Internet Control Messages Protocol (ICMP) flood attack. The
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Cluster Detection Algorithm
Based on Network Packet Analysis

When the intrusion data is analyzed, the corresponding
intrusion detection algorithm should be applied. In this
paper, clustering detection algorithm based on network
packet is selected. The working principle of clustering algorithms is simply to classify the collected data and distinguish normal data from abnormal data. In practical
work, the collected data are first converted into vectors,
and then the vector data are classified by clustering algorithms. There are different clustering algorithms for
different data types. In this paper, k-means clustering
algorithm [1] is selected and its principle is as follows:
d(a, b)

= dcontinuous (a, b) + ddiscrete (a, b)

a

= {a1 , a2 , · · · , ai , ai+1 , ai+2 , · · · , an }

b

= {b1 , b2 , · · · , bi , bi+1 , bi+2 , · · · , bn }

(1)

where d(a, b) is the distance between eigenvectors a and
b; dcontinuous (a, b) is the distance of continuous eigenvectors; ddiscrete (a, b) is the distance of discrete eigenvectors,
and a1 , a2 , · · · , ai and bi+1 , bi+2 , · · · , bn are continuous
eigenvectors; ai , ai+1 , ai+2 , · · · , an and b1 , b2 , · · · , bi are
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discrete eigenvectors. Moreover,
v
u i
uX
dcontinuous (a, b) = t (aj − bj )2
j=1

ddiscrete (a, b)

=

n
X

d(aj , bj )

j=i+1

d(ai , bi )

=

0 if ai = bi

d(ai , bi )

=

1 if ai 6= bi .
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where n is the number of another category.
The improved K-means algorithm is shown in Figure 2.
First, K value and eigenvector data are input to calculate its center point. Then K is divided into the right
number of species by the standard deviation. Next, it is
aggregated by cross entropy. After completion, the classification is carried out through the k-means algorithm until
the convergence of K value is stable, and the algorithm
(2) is completed.

Then according to the calculated distance between the
two eigenvectors of a and b, the similarity of the two features is determined, and the classification is carried out
accordingly.

4
4.1

Simulation Test
Data Preparation

KDD99 data set was used [14]. Data in the data set can be
divided into four categories according to characteristics.
The first category is a description of the characteristics
of the server status. The second category is a description
of the characteristics of the operations received by the
server. The third category is a description of the characteristics of network traffic in the past 2 s. The fourth
category is a description of the characteristics of network
traffic over the first 100 connections. There are totally
40 features. Each data in the data set has 42 dimensions.
The first 41 dimension is the characteristic attribute of the
data, and the last one is the decision attribute, which indicates whether the data is abnormal and is used to detect
the performance of the algorithm. The data set including data and normal data of the known network intrusion
type is used to simulate the real network environment.
In this paper, 100,000 pieces of data were selected in the
Figure 2: The process of the improved k-means algorithm data set, of which 30,000 pieces were normal data, and
the rest were network intrusion data.
As shown in Figure 2, K represents the number of categories. In the traditional k-means algorithm process,
there are no steps in the dotted box. The clustering effect
of data depends on whether the choice of K value is reasonable. When the detected data is discrete, the defect
exposure is more obvious. In this paper, the data of computer forensics for network intrusion is discrete. Therefore, in order to improve the accuracy and efficiency of
forensics, combined with the theory of hierarchical clustering, the traditional algorithm is improved by increasing
standard deviation and cross entropy [9]. The formula of
its increase steps are:

σ=

d(ai , C)
m

where C is the threshold; M is the number of categories.
Cross entropy is:
DR = − log(

1
mn

n X
m
X
i=1 j=1

e

Data Preprocessing

If the weight of eigenvalues in the data is too large, it will
affect the accuracy of the detection algorithm. Therefore,
it is necessary to normalize the characteristic data. The
formula [5] is:
x0 =

x − Nmn
,
Nmax − Nmin

(5)

where x is the characteristic data that needs to be normalized; Nmin is the minimum value in the characteristic
data; and Nmax is the maximum value in the characteristic data. When the maximum and minimum are equal,
(3) the normalized eigenvalue is denoted as 0.

Standard deviation is:
r

4.2

−||a−b||2
2σ 2

),

4.3

Experimental Environment

In this study, the algorithm model is written by Matlab
simulation platform, and the experiment is carried out
(4) on the laboratory server. The server is configured as:
Windows 7 system, I7 processor, 16G memory.
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Experimental Settings

1) The improved k-means algorithm is used to detect
the data set where the initial K value is set as 6;
the initial standard deviation is set as 0.6; the splitting parameter c1 is set as 2.1, and the aggregation
parameter c2 is set as 0.4.
2) Packet uploads in the network are simulated as attacks. The traditional k-means algorithm and the
improved k-means algorithm are used to detect the
intrusion data, and each attack mode is simulated
4,000 times.

4.5

Figure 3: Intrusion detection results of the improved Kmeans algorithm

Evaluation Criteria

The performance evaluation of intrusion detection algorithm is usually represented by three data which are accuracy rate BC , false alarm rate EA and failure rate d.
For the performance of intrusion detection algorithm, the
higher the accuracy, the better; and the lower the false
alarm rate and failure rate, the better. The calculation
formula is as follows:
BC

=

EA

=

NA

=

CP + CN
,
CP + CN + MP + MN
MN
,
CN + MN
MP
,
CP + MP

4.8

Performance Comparison with Traditional K-means Algorithm

As shown in Figure 4, in the UDP simulated flood attack mode of Data I, the detection accuracy rate of the
traditional K-means algorithm is 91.4%. The false alarm
rate is 9.8%, and the missing alarm rate is 7.8%. The detection accuracy rate of the improved k-means algorithm
(6) is 93.2%. The false alarm rate is 4.5%, and the missing
alarm rate is 3.1%.
(7)
(8)

where CP is the attack data correctly classified; CN is
normal data with correct classification; MN is the normal data with misclassification, and MP is a misclassified
attack data.

4.6

Experimental Results

4.7

Detection Performance of the ImFigure 4: Detection performance of the two algorithms in
proved K-means Algorithm
UDP flood attack mode

As shown in Figure 3, the detection accuracy rate of the
improved k-means algorithm for the intrusion of Data I is
97%. The false alarm rate is 11.1%, and the missing alarm
rate is 5.6%. The detection accuracy rate of the intrusion
of Data II is 94%. The false alarm rate is 12.3%, and the
missing alarm rate is 6.2%. The detection accuracy rate of
the intrusion of Data III is 93.1%. The false alarm rate is
13.5%, and the missing alarm rate is 7.1%. The detection
accuracy rate of the intrusion of Data IV is 89%. The false
alarm rate is 13.9%, and the missing alarm rate is 8.2%.
It can be intuitively seen from the Figure 3 where the
improved K-means algorithm has the highest detection
accuracy and the lowest false alarm rate and omission
rate on Data I. Compared with the other three types of
data, the improved K-means algorithm is more suitable
for detecting the network intrusion attacks of Data I.

As shown in Figure 5, in the ICMP simulated flood
attack mode of Data I, the detection accuracy rate of the
traditional K-means algorithm is 91.3%. The false alarm
rate is 9.6%, and the missing alarm rate is 7.5%. The detection accuracy rate of the improved k-means algorithm
is 93.5%. False alarm rate is 4.6%, and missing rate is
2.9%. It can be seen that the improved clustering algorithm has better detection performance for ICMP flood
attack mode.
As shown in Figure 6, in the TCP simulated flood attack mode of Data I, the detection accuracy rate of the
traditional K-means algorithm is 91.2%. The false alarm
rate is 9.9%, and the missing alarm rate is 7.9%. The detection accuracy rate of the improved k-means algorithm
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Conclusion

In this study, the improved K-means clustering algorithm
was adopted to obtain computer real-time evidence of network intrusion crimes. In addition, the detection performance of the improved algorithm for the four types
of characteristic data was simulated and analyzed in
MATLAB. Moreover, the detection performance of traditional clustering algorithm under different intrusion attack modes was compared. The performance of the improved k-means clustering algorithm in detecting the first
type of feature data is better than the other three. Under
the flood attack modes of UDP, ICMP and TCP, the imFigure 5: Detection performance of the two algorithms in
proved k-means clustering algorithm is superior to the traICMP flood attack mode
ditional clustering algorithm in the detection performance
of intrusion data. The two algorithms were compared in
the processing speed of the intrusion data under the three
is 94.1%. The false alarm rate is 4.8%, and the missing intrusion attack modes, and the improved algorithm obalarm rate is 3.3%. It can be seen that the improved viously exceeds the traditional clustering algorithm.
clustering algorithm has better detection performance for
TCP flood attack mode.
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