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Abstract

The vast variation of electronic cash scheme make it dif-
ficult to compare a scheme with another. We propose
a general model of electronic cash. The development of
the model uses logical modeling based on Inenaga et al.
model of money system. The model consists of three sub-
model: the model of system, the model of process, and
the model of property. The model of system describe the
basic model of electronic cash data, entity, and form. The
model of process enlist the common process found in elec-
tronic cash scheme. The model of property describes the
common property in electronic cash scheme, including se-
curity property. We find that our model can be used as a
base of security evaluation and covers wider variation of
electronic cash scheme than the model in Inenaga et al.

Keywords: FElectronic Cash; Mathematic Modeling; Secu-
rity Model

1 Introduction

Comparing and choosing electronic cash schemes for an
implementation requires great effort. Each scheme need
to be reviewed to list its respective properties and choose
the one that suits the implementation. However, two dif-
ferent schemes may define a single property differently.
This condition may complicate the effort to define the se-
curity objectives of electronic cash and may hamper the
security of the implementation. For example, Dreier et al.
proposed a method to evaluate the security of electronic
cash [9]. The works of Chen & Chou [7], and Wang et
al. [28] also attempt to evaluate another existing schemes.
However, the definition of forgery in [9] differs with the
definition used in [7] and [28].

An attempt to design new electronic cash scheme face
similar problem. Different definition of property and be-
havior may lead to incorrect design. This condition may

result in insecure scheme. Having standard definition or
model of electronic cash and its property (including secu-
rity property) greatly help the process of designing a new
scheme or comparing schemes for implementation.

Modeling a common definition of electronic cash de-
mands quite an effort. A model usually represents certain
aspect of an object. By observing the object for any pat-
tern that represent the object’s properties, we can build a
model of the object. In electronic cash, extracting those
pattern is a challenging task. Due to the numerous scheme
of electronic cash, we can find many variation of property
and its definition. Under this condition, it is difficult to
extract a common pattern. For a start, the electronic cash
scheme can be divided into two paradigms: centralized
and distributed electronic cash [26]. Both paradigms have
different ways to describe and process electronic cash.
Cannard-Gouget [2] explain four definition of anonymity,
which is differs from the definition of anonymity in most
of electronic cash scheme.

Inenaga et al. propose a model of money system [15].
The model describes the general model of money system
that can be used to model electronic cash. The model
also describes the transfer model of electronic cash and
the security property of electronic cash. However, the
model only covers off-line electronic scheme. It does not
model the electronic cash data creation process and does
not consider the issuer of electronic cash as part of the
system. The model lacks the generality needed to describe
electronic cash system.

We propose a new General Model of Electronic Cash.
We take several concepts from Inenaga et al. and form
a new model that covers wider range of electronic cash
scheme. The model is build by using logical approach,
so it can be used as a tool to design new scheme or to
compare and evaluate existing scheme.

The proposed model only covers the description of cen-
tralized electronic cash. By using this paradigm, we refer
electronic cash as a digital representative of cash that cre-
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ated after exchanging a certain amount of cash to the elec-
tronic cash issuer. Distributed electronic cash (or cryp-
tocurrency), such as Bitcoin [22], can not be described
by using our model. The hybrid (centralized-distributed)
electronic cash scheme ( [8,14,20,27]) also cannot be de-
scribed using our model.

The rest of this paper is arranged as follows. Next,
we will describe the definition of electronic cash data and
system. The third part of this paper explains the model
of process in electronic cash. The next part contains the
property of electronic cash, including security property.
We give a case study where we use our model to ana-
lyze the security of Chaum’s Untraceable Electronic Cash
scheme [6]. We also compare our model with Inenaga et
al. model at the end of this paper.

2 Model of Electronic Cash Sys-
tem

2.1 Electronic Cash Data

The model starts with the definition of electronic cash
data. The definition acts as the basis of the rest of the
model. The definition of electronic cash data is as follows.

Definition 1. Let m be a medium to store monetary
value, v is a non-negative integer represents denomina-
tion of monetary value, and u is the owner’s identity of a
money. An electronic cash data e is defined as a function
of m, v, and u, such as:

e = f(m,v,u).

In [15], a medium is mapped to a value and the
holder/owner of the electronic cash. The value function
(vf) is a function that maps a medium to a value. The
holder function (hf) is a mapping of a medium to a holder.
We take this concept from [15] and redefine the function
as follows.

Definition 2. Given a certain medium m and a single
denomination value v, where v € ZAv > 0, a value func-
tion is defined as a function of m and v, declared as

’Ufﬁ@ = f(mav)'

The value function bonds a medium and a value, en-
ables the determination of the value of electronic cash and
the authenticity of monetary value upon evaluation. The
holder function is defined as follows.

Definition 3. For a certain medium m and an owner of
electronic cash u, a holder function is a mapping function
of a medium to a holder. This notion is declared as:

hf#@ = f(m7u>

The holder function represents proof of ownership of an
electronic cash data. Any entity can define the ownership
of an electronic cash by using the holder function. By
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using Definition 2 and Definition 3, we can redefine the
definition of electronic cash data (from Definition 1) as

e=f(ufm, hfy)- (1)

The rest of the model uses Equation (1) as reference to
electronic cash data. Equation (1) implies that an elec-
tronic cash data must, at least, consist of two data: Value
function and holder function.

2.2 Electronic Cash System

The sub-model of electronic cash system describes the en-
tities, the processes of electronic cash, and the relation-
ship between entities and processes. First, we need to
define the entities in electronic cash system. In most of
the schemes such as in [4] and [6], the schemes involve
three entities. However, there are schemes which involve
more entities (such as [23]) or less [3].

In this model, we model the entities as a set. There are
four entities in the set. The role in electronic cash system
defines each entity. We describe the model of entity as
follows.

Definition 4. Let E be a set of entity in an electronic
cash scheme. The set of E is defined as

E={PU,I, R},
where:

e P is a single principal that manage and arbitrate the
entire system,

o [ is an issuer of electronic cash,

o U is a finite set of electronic cash user/holder, where
U=u,us,...,u;,Vi €Zt,

e R is a finite set of electronic cash merchant/receiver,
where R =11,ra,...,1;,Vi € Z™.

It is possible for a P and I to be implemented as a
single entity. This can be seen in [19]. Although in [18]
there seems to exist separate I and P, both original signer
and proxy signer can be considered as the same entity
with the responsibility of both I and P.

The processes of electronic cash defines how the system
works. Each process involves one or more entities. We
define the model of process as a set of processes as follows.

Definition 5. Let A be a set of action/process related to
electronic cash system. The membership of A is defined
as:

A = {SETUP, CREATE, SPEND, DEPOSIT, ARBITRATE},

where:

e SETUP is a process to generate system parameters,
including entity’s credential,
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Figure 1: The mapping of electronic cash system

e CREATE s a process to generate electronic cash data
€,

e SPEND is a process to use an electronic data e in a
transaction,

e DEPOSIT is a process to settle electronic cash data
usage,

e ARBITRATE is a process to settle a dispute regarding
electronic cash usage.

The processes in Definition 5 represent the general pro-
cess of an electronic cash system. It only describes the
processes directly linked to electronic cash system’s life
cycle [5]. A scheme may implement more process, such
as in [3]. However, these extra process are usually a sub
process of a process in A.

Interaction between entities and process related to elec-
tronic cash is a general definition of electronic cash sys-
tem. By referring to Definition 4 and Definition 5, we
can redefine the general definition as “a set of entities
conduction a set of processes to use electronic cash data”.
This definition can uses a simple mapping as its model,
as shown in Figure 1. The formal definition of electronic
cash system can be defined as follows.

Definition 6. An electronic cash system é is a many-to-
many mapping from set E to set A over finite amount of
electronic cash data

e: F— A

2.3 Electronic Cash Form

The Definition 1 and Equation (1) define the data of
electronic cash. However, the implementation method of
value function determines the form of e-cash. In scheme
such as [16], each e has a single denomination value, that
will not change throughout its life cycle. Different ap-
proach is taken by some scheme, such as [4]. The value of
e can change during its life cycle.

The first case the value function is constant. The value
function will not change on a transaction, even when the
holder function changed. The form which implements this
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method is defined as fiz-valued electronic cash. The defi-
nition of this form is defined as:

Definition 7. Let v, be a constant that represent a de-
nomination, where v, € Z, and mq is a single unique
medium which holds v,. A fiz-valued electronic cash is a
system of € that satisfy:

Uf::;; = f(mau va) = constant
for any n SPEND operation.

The second case of implementation changes the elec-
tronic cash value function but usually retain its holder
function. This form of electronic cash can be defined as
variable-valued electronic cash. The formal definition is
as follows.

Definition 8. For a given medium my, a variable-valued
electronic cash is a system of é that satisfy:

vf = ufel Fufe 4 ufer

or

0f g, = f(ma,v(n))
where n is any number of SPEND operation, and
V1, V2, ..., 0 € ZT.

3 Model of Electronic Cash Pro-
cesses

The sub model of electronic cash processes defines the
models of each process in Definition 5. The model con-
tains the algorithm of each process. This algorithm ex-
plain how to conduct each process in general terms. The
implementation of this model may contains more steps
and protocols, depends on the underlying cryptographic
scheme or mechanics in the implementation.

3.1 SETUP Process

SETUP is a process to create a set of parameters as a basis
of the entire system operation. The process involves P,
I, or u € U to cooperate and create the parameters. The
parameters could be in form of modulus, public-private
key pair, or other value. The model of this process is as
follows.

Definition 9. For each entity i, where i € FE, SETUP
is an algorithm to create a set of wvariables a;
{a;1,ai2,...,a;n} as i’s parameters in system é. Algo-
rithm 1 explains this process.

3.2 CREATE Process

CREATE defines the process of electronic cash withdrawal.
In many schemes, the process is called withdraw process.
This paper uses 'create’ as this process name to emphasis
the process of data creation.
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Algorithm 1 SETUP Algorithm

: Begin

1 contacts P and request for admission in é.
: P calculates a;.

: P sends a; to i.

1 keeps a;.

End

Definition 10. For each u € U, CREATE is a process to
request an electronic cash data e with value of v from I
by using steps explained in Algorithm 2.

Algorithm 2 CREATE Algorithm
1: Begin
2: u choose a medium m,,.
3: u create a request in form of r. = f(ay,m,,v) and
send it to I.
4: I caleulate vfy, , hfy ,and e= f(vfy ,hfl ).

My
5: I send e to u and deduct an amount of v from u’s
account.
6: End

In some scheme, such as [11,13], CREATE process is
not an independent process. It exist as a part of SETUP
process. In this scheme, a medium m is a part of user
u’s system parameter a,. The electronic cash data e can
be used multiple times, with each usage has a value of
fixed v. With these conditions, this scheme still fulfill
Definition 1 and Definition 10.

3.3 SPEND Process

This part of the model describes the core process of elec-
tronic cash system, which is the exchange of e. This pro-
cess only involves a user u and a merchant r. The defini-
tion of this model is as follows.

Definition 11. For a pair of user uw € U and a receiver
r € R, SPEND(u,r,e) is an operation to exchange elec-
tronic cash data e from w to r by using Algorithm 3.

Algorithm 3 SPEND Algorithm
Begin
u and 7 agree on a value v.
usend e = f(vfr,hf1) tor.
if r verify that f(m,v) =
hfY AND vfY > v then

r create a receipt ry = f(u,r, e, a.).
else

r reject and abort process.
end if
End

vf2, AND f(m,u) =

Some scheme may delegate the verification process in
Algorithm 3 to I. In this scheme, r simply contact I
and send the transaction data (e, u,r, a,) to I (this step
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usually found at on-line scheme). Since in the end r still
receive the result of verification and decide to continue or
not, the process still fulfill Definition 11.

3.4 DEPOSIT Process

An electronic cash data life cycle when it is returned to
I. DEPOSIT process explains the steps to terminate an
electronic cash data usage. This process can be consid-
ered as a process to change electronic cash to cash, or an
opposite process of CREATE. The definition of this process
is as follows.

Definition 12. For each e received by a v € R, DEPOSIT
s an operation between r and I to settle the usage of e by
using Algorithm 4.

Algorithm 4 DEPOSIT Algorithm
1: Begin
2: r send I a set of electronic cash data eq,es,...,e,,
where n is the number of electronic cash data to be
settled.
3: for all e in set do

4:  if I verify vf? = f(v) AND vf? ¢ L., where L. is
a list of used e then

5: I add v to r account.

6: I add e, to list L. so that L. Ue,.

7. else

8: I reject ey,

9: end if

10: end for

11: End

I may find a data that has been used before or formed
without proper protocol. After finding such data, I can
use ARBITRATE process to track the responsible user.

3.5 ARBITRATE Process

Some dispute may arise from the usage of electronic cash.
A user may forges a data and uses it on a transaction. A
merchant may receives a double spent electronic cash. A
dishonest issuer may accuses honest user of doing double
spend. To settle these disputes, we need to prove two
things. First we need to validate the electronic cash data,
by proving the value function and holder function. Second
is to determine the adversary identity.

ARBITRATE models the process to determine the valid-
ity of e or to identify of an adversary. The model is defined
as follows.

Definition 13. For a dispute between any entity i € £ —
1 # P over a transaction of e, ARBITRATE is an operation
conducted by P to determine the usage of e or to trace
any entity involved with e by using Algorithm 5.
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Algorithm 5 ARBITRATE Process

1: Begin

2: An entity i request an arbitration to P.

3: ¢ send data of the disputed transaction (e, 7).
4: if P verify f(m,v) =vf}, AND vf? ¢ L. then
5. e is valid.

6: else

7: e is forged or double spent.

8: end if

9: if P verify r; = f(u,r,e) then

10:  The transaction between u and r is valid.
11: else

12:  The transaction is not valid.

13: end if

14: if The user u € f(m,u) = hf" then

15: P prove the ownership of u over e.

16: else

17:  u is not the owner of e.

18: end if

19: End

4 Model of Electronic Cash Prop-
erties

We present a list of property model commonly found in
electronic cash scheme. The property can be divided into
two general categories: functional, and security. It is not
mandatory to implement all properties in a scheme. How-
ever, two security properties must exist for a scheme to
be functional.

4.1 Functional Property

Functional property model covers all property that can
help the operation of electronic cash system. This type
of property is not mandatory, a scheme can operates ap-
propriately without a functional property. However, some
scheme may gains additional benefit by implementing this
property. The model of electronic cash functional prop-
erty consist of divisibility, peer-to-peer, and transferable.

Divisibility describes the behavior of electronic cash
data value function. A divisible electronic cash data can
be used multiple time by an user without changing its
medium. The value function of electronic cash with this
property can be divided into smaller value. We define
divisibility as follow:

Definition 14. Divisible electronic cash is a system of é
where for each e, the value function for a certain medium
vfr is a sum of arbitrary smaller values v,,. Each v, can
be used in any n transaction by the same uw € U. The
value function of divisible electronic cash must satisfy:

vfm =vfm tofp o ol
where

V=V +V3+ ...+ Uy
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Definition 14 also complies to Definition 8. This means
that divisible electronic cash has the form of variable-
valued electronic cash. It is also means that variable-
valued type of e-cash always has the divisible property.

Peer-to-peer is a property that describes the implemen-
tation behavior of SPEND process. As we have stated be-
fore, the verification of e can be delegated to I. If a
scheme can use SPEND without involving any entity be-
side r and u, the scheme has the property of peer-to-peer.
The complete definition is as follows.

Definition 15. A system é is a peer-to-peer elec-
tronic cash system if for any SPEND process there
is an ordered pair with an exact member, such as
{(U, SPEND), (R, SPEND)}.

By Definition 11, an user u transfers electronic cash to
r without changing its holder function. This electronic
cash data cannot be used in another transaction by r and
it must be settled by using DEPOSIT process. Transferable
property alter this behavior, it enables the transfer of elec-
tronic cash data ownership by alters its holder function.
The receiver can used the electronic cash data in another
transaction. The definition of this property is as follows.

Definition 16. A system é is having a transferable prop-
erty if for all e there can there is a SPEND process between
two user, uy,us and uy #* ug, so that the process fulfill:

FFt b = F@ L hE) + F0f hE).
where t denotes the time after SPEND process,

vy = v+ 1,

my = Mo+ mjy.

Transferable property simplify the entity set £. In a
system with transferable property, it is applies that U =
R. There is no need to set up the parameter of different
group of entity thus reducing the system complexity. The
example of scheme with this property can be found in [1].

4.2 Mandatory Security Property

Within any monetary system, forgery poses significant
threat to the entire system. In electronic cash system, a
user who able to forge electronic cash data can generate
any number of data without the proper process. As a
result, the system cannot be trusted for further operation.
Therefore, the property of unforgeability is a must. We
define unforgeabiltity as follows.

Definition 17. A system é is said to have unforgeability
if Yu,r € E there is no non-negligible advantage to form
a valid e without using CREATE process.

Double spending is an action where a user, or a re-
ceiver, uses a value function more than once in a different
transaction (SPEND process). This action is a variation
of forgery. However, if in forgery the value function and
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holder function is not valid data, in double spend both
value is a valid data made by a proper process.

A system of € must have a mechanism to detect double
spent data to prevent (or to search for the perpetrator)
double spending. For example, using the list L. from
Algorithm 4, an entity can determine whether a data has
been used before or not. To model this property in more
formal manner, we define the property of double spending
prevention as follows.

Definition 18. A system é is said to have double spend-
ing prevention property if Yu € U there is no non-
negligible advantage to execute two or more SPEND pro-
cess to any r1,r2 € R with the same e = f(vf¥,hfY).
Or, Vr € R there is no non-negligible advantage to ex-

ecute two or more DEPOSIT process for a single e =
fofl hfiE),Yu e U.

The advantage described in Definition 17 and Defini-
tion 18 not only refers to the probability of success of
forgery or double spending. The phrase also refers to the
feasibility of the actions. If a scheme has non-negligible
probability but infeasible to do the forgery or double
spending, the adversary is considered to have negligible
advantage to do the action.

4.3 Optional Security Property

The optional security properties are not mandatory, such
as unforgeability and double spending prevention. The
electronic cash system still secure in the absence of these
properties. However, the implementation of these proper-
ties will add additional layer of security into the scheme.
The first property is anonymity. The works of
Cannard-Gouget classify anonymity into 4 different lev-
els: weak, strong, full, and perfect anonymity [2]. How-
ever, the notion of anonymity of Cannard-Gouget clas-
sification merges anonymity with unlinkability. To pre-
vent the confusion between the two notions, we models
anonymity with unlinkability separately. The fulfillment
of Cannard-Gouget classification in this model, depends
on the fulfillment of anonymity and unlinkabiltiy in this
paper. In this paper, we define anonymity as follows.

Definition 19. Let ri(e) be a transaction receipt of a
certain SPEND process between w € U and r € R. A
system € has the property of anonymity if for any entity
i € E,i # {u,r, P}, there is no non-negligible advantage
to determine that {u,r} € ry(e).

Unlinkability is a property that ensure that no one can
track the movement of electronic cash data. If an adver-
sary can see two distinct transactions, he/she shall not
be able to link the two transaction to a user (even if both
transaction involve the same user). We define the unlink-
ability as follow:

Definition 20. Let e1, ey be two distinct electronic cash
data owned by v € U, and rq, 79 be the transaction receipt
of e1,ea respectively. A system é has the unlinkability

506

property if for any entity i € E,i # {u, P}, there is no
non-negligible advantage to determine that:

{u} € r1(e1) Nraes),

where
e1 f(hfin)s
€2 = f(h ::LQ)'

The last security property related to the common as-
sumption in electronic cash scheme. Many scheme assume
that entity I is trusted by the entire system. It is assumed
that I will not deliberately conduct any action that dis-
advantageous to another honest entity.

The ezxculpability property disregards this assumption
of I. A scheme that has exculpabilty property (such

s [25]) deploys a mechanism to ensure that I can be
trusted. The exculpability property prevent I to accuse
an honest user of double spending. It also prevent I to
create e without any request from u. We define exculpa-
bility as follows.

Definition 21. A system € have exculpability property if
for any honest user u € U and a non-exist electronic cash
data e,, there is no non-negligible advantage for I to claim
that ey € Lo <> SPEND(u, 1, e,) or that e, = f(hfY).

5 Using The Model for Security
Analysis

At this section, we will use our model to analyze the se-
curity of an existing electronic cash scheme. We use this
activity to validate our model. We aim to analyze the se-
curity of Chaum’s Untraceable Electronic Cash scheme [6]
using our model.

As a starting point, we define the electronic cash data
e in this scheme (from this point, we will refer Chaum’s
scheme as “scheme”), which in form of

C= H f (i, y:)*mod n.

1<i<k/2

(2)

The identity of a user is represented by an account number
u and a counter v. Both values are components of y; =
g(a; ® (u]|(v+1))). Each C has a fixed denomination of
v. These conditions fulfill Definition 1 and Equation (1)
to describe e. It can also be noted that the scheme fulfill
Definition 7, which make it a fix-valued electronic cash.

The electronic cash data in the scheme is made by using
withdraw protocol between a user and the bank (issuer of
electronic cash data, hence I). The steps of this process
can be summarized as follows.

From Algorithm 6, we can see that all the variables
needed to construct C' is made by the user. The bank
only verify the ownership of B; and debit the user ac-
count. There is no process that involve the bank secret
parameter in the construction of C'. With this condition,
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Algorithm 6 Withdraw Process of [6]
1: Begin
2: The user choose a;,c;,d; and r;, where 1 < i < k,
randomly from residue of mod n.
3: The user send B; = r3.f(z;,y:)mod n, for all i, where
z; = g(ai, ¢;) and y; = g(a; @ (ul|(v+i))) to bank.
4: The bank choose R = {i;}, where 1 <i; <k,1<j <
k/2.
for all i € R do
The user send a;, 75, ¢;, d; to the bank.

end for
HigR Bil/g =

The bank
ngigk/z Bil/gmod n.
9: The user extract the electronic cash data C =

[icichso fxisy:)*mod n.
10: End

send the wuser

the user actually can produce C without using the with-
draw protocol with great probability. The user only needs
to choose a set of a;, ¢;,d;, and r; and construct C' using
step 9 in Algorithm 6. Therefore, the scheme is not ful-
filling Definition 17.

The scheme need to fulfill the second mandatory prop-
erty of security, the double spending prevention. The
double spending prevention mechanism could be analyzed
from the scheme’s SPEND and DEPOSIT action. In the
scheme, both action are combined into one protocol. The
protocol is summarized in Algorithm 7.

Algorithm 7 Spend Protocol of [6]
1: Begin
2: The user u send C' to the receiver r.
3: r choose a binary string, 21,22, ...,25/2 and send it
to u.
for all z; in binary string do
if z; = 0 then
u send z;, a1 B (ul|(v+1)) to r.
else
u send a;, c;,y; to .
end if
10: end for
11: if r can verify the correctness of C' then
12:  r accept C.
13: else
14: 7 reject C.
15: end if
16: 7 send C, the binary string (z1, 2o, ..
u’s responses to I.
17: if I can verify the transaction then
18: I credit r account.
19: else
20: I reject the transaction.
21: end if
22: End

-y 21/2), and all

Step 16 to 21 in Algorithm 7 can be executed separately
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from the rest of steps. These steps represent the DEPOSIT
action in the scheme. The receiver may wait until end of
the day to execute theses steps for all transaction he/she
receives in the day. This delay may result in a double
spending attempt by the user.

According to Algorithm 7, the receiver cannot check
whether a data has been used before by the same user.
Therefore, it is quite possible for a user to spend a data
in a receiver, then uses the same data in another trans-
action with another receiver. However, using step 16 to
21, I can detect the double spender quite easily and run a
tracing algorithm to determine the user identity. If a user
double spend an electronic cash data, then I will, with
great probability, acquires both a; and a; @ (u||(v + 7))
components of the same ¢ in the electronic cash data. By
using XOR operation on both components, I can extract
(u||(v+1)) which contains the user’s identity u. In short,
it is quite improbable for an u to conduct a double spend
without being detected and traced by I. Thus, the scheme
fulfill Definition 18.

From Algorithm 7, we can also see that the SPEND
process involves two entities: the user and the receiver.
The receiver validates the electronic cash data without
the help of another entity. This condition fulfill the de-
scription in Definition 15, which make the scheme has the
property of peer-to-peer.

6 Comparison with Another

Model

As we have stated earlier, we build our model based on
the model of Inenaga et al. [15]. We find that the model
in Inenaga et al. only covers a portion of electronic cash
system. The model can only be used to describe an off-
line electronic cash (peer-to-peer) involving only two en-
tities. The complete comparison between our model and
Inenaga et al. model can be seen in Table 1.

The model proposed by Inenaga et al. cannot be used
to model scheme such as find in Kang & Xu [16], even
when the scheme uses off-line transaction. The Kang &
Xu scheme involve entity such as Bank and Trustee, which
is not described in Inenaga et al. model. The scheme of
Kang & Xu is built with property of anonymity as its
goals, which is not found in the model of Inenaga et al.
At best, the model of Inenaga et al. can only models small
part of Kang & Xu’s scheme.

On the contrary, Bank and Trustee is covered in our
model as Issuer and Principal. Our model also provide a
property model that can explain anonymity. Compared to
Inenaga et al. model, our model can easily models the en-
tire scheme of Kang & Xu. This illustrate our model’s ca-
pability to model a wider range of electronic cash scheme
compared to Inenaga et al. model.
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Table 1:

Comparison of models

Model

SubModel of System

SubModel of Process

SubModel of Property

Inenaga et al.

Money System
E-money Type

Money Transfer

Money Forgery
Forged Money Transfer
Detectability of Forged Money

Proposed

Electronic cash data
Electronic cash system
Electronic cash form

SETUP

ol Functional Property
SPEND 5 o )
DEPOSIT ecurity Property
ARBITRATE
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7 Conclusions

The proposed model has more comprehensive approach
compared to the model in [15]. Figure 2 shows the resume
of our model. We divide the model into 3 sub models:
the model of system, the model process, and the model of
properties. Due to its generality, our model can be used
to describe most of existing electronic cash scheme. How-
ever, it cannot be used to describe a specific mechanics
used in specific scheme. For example, the model of SPEND
process cannot describe the process of updating electronic
cash record to the entire system in scheme [25].

Functional Mandatory Security Optional Security
—_——
Def 14: — Def 19:
Divisibility Def 17: Anonymity
Unforgeability ]
- - Def20:

[ Def 15: Peer-to- \‘

peer (" Def 18: Double ) Unlinkability
) :

( Def 16 spending Def21:

Transterable ‘ Prevention _ Exculpability |

Model of Properties
Ie

Def 09 Def 10, Def 11: Def' 12 Def 13:
SETUP CREATE SPEND DEPOSIT ARBITRATE
Action Action Action Action Action

Model of Process

Def 08: Variable-valucd Elcctronic |

‘ Def 07: Fix-valued Electronic Cash ’ [ .
L ) Cash

Def 06: Electronic Cash System

N
[ Def 04: Entity Set ‘

J

Def 05: Action Set ]

{ Def 01: Electronic Cash Data )

[ Def 02: Holder Function ‘ Def 03: Value Function J
\

Model of System

Figure 2: The proposed model

The proposed model can be used as a helping tool to
build new electronic cash scheme. The model can be con-
sidered as a skeleton to build more detailed scheme. Any
person can use the model as a reference on how elec-
tronic cash should behave. By using the security prop-
erty model, the builder of the scheme can ensure that
their scheme has the proper security mechanism.

As we have shown in previous example, our model

is suited as a reference to compare or evaluate existing
scheme. By using our model, any method of evaluation,
such as in [7,9,28], can have a clear definition on deter-
mining the performance of the evaluated scheme. By hav-
ing a clear definition of security objective, we can avoid
mistakes because of the difference in security definition.

We also believe that our model can be used to help
the development of payment scheme on a specific plat-
form but not necessarily electronic cash scheme, such as
scheme in [10,12,17,24]. Although, the two scheme does
not explicitely uses electronic cash, it has the same funda-
mental principle. The electronic cash and these payment
schemes have more similarity compared to electronic cash
and cryptocurrency.

This model does not cover distributed electronic cash
or cryptocurrency, such as Bitcoin, due to the difference
in underlying mechanism. However, we find that the
basic principle of centralized and distributed electronic
cash is the same. For example, both centralized and
distributed electronic cash must have unforgeability and
double spending prevention property. It is interesting to
expand this model to cover distributed electronic cash

There are many attempt to use centralized electronic
cash scheme as a mixing agent to increase the anonymity
property of distributed electronic cash scheme. Scheme
such as [8, 14, 20, 21, 27], using centralized electronic
cash mechanism to create a masking medium to Bitcoin.
These schemes has more similarity to centralized elec-
tronic scheme while operating under the paradigm of dis-
tributed electronic cash. These schemes is suitable as the
first stepping stone to develop more general model that
covers distributed electronic cash.
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