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Abstract

The Internet of Things (IoT) enables the offering of ser-
vices specialized for each client in real time by process-
ing and analyzing the sensor information concerned af-
ter storing the sensor information collected from numer-
ous things on the Internet through wired/wireless com-
munications technology. The IoT technology currently
applies to various industrial fields including home, med-
ical service, transportation, environmentdisaster, man-
ufacturing, construction, and energy and has been ac-
tively researched. The IoT technology closely combined
with real life can cause monetary and physical damages
to clients by malicious clients through the seizure and
falsification of information. Unlike computes and mo-
bile devices, the IoT technology uses micro devices, and
therefore lightweight cryptographic techniques with lim-
ited storing space are needed. In this regard, this report
aims to examine security threatening factors that may
occur in the IoT environment and service and to guide
authentication techniques by which safe IoT service can
be realized. Through this, this research presents a ref-
erence guide that can be used by companies or security
protocol developers.

Keywords: IoT; Light-Weight Protocol; Secure Authenti-
cation; Secure IoT

1 Introduction

1.1 Overview of IoT

IETF, ITUT (MOC), 3GPP (MTC), and ETSI (M2M)
defined the security IoT, respectively. Many definitions on
the IoT exist, and the IoT concept defined in the CERT-
IoT 2009 seems to be most comprehensive and clear. Ac-
cording to it, the IoT is the integrated part of the fu-
turistic Internet and can be defined as a dynamic global
network infrastructure equipped with a self-setup func-
tion as a mutually compatible communications protocol
with standards. Also, CERT-IoT 2009 defines that the
IoT consists of self-identifiers, physical things having dif-
ferent characteristics, and virtual things. Upon looking at

the definition, things represent a concept containing both
physical and virtual things. Here, the examples of virtual
things can be software service, software object, and actor
as a main player of an act.

Figure 1 shows the concept of IoT [5]. Things, a main
component of the IoT, include not only end-devices in the
wired/wireless networks, but humans, vehicles, bridges,
various electronic equipment, cultural assets, and physical
things constituting the natural environment. By expand-
ing the concept of machine to machine (M2M), through
which intelligent communications can be conducted be-
tween person and machine and between machine and ma-
chine using mobile communications network, the concept
has evolved into one that can interact with all information
in the real and virtual worlds.

Figure 1: The concept of IoT

1.2 Security-Threatening Factors of IoT

Security threats by component of the IoT are as follows:

• Device layer: This refers to physical threats that in-
clude infrastructure paralysis and a threat to life by
device suspension and malfunction, information fal-
sification, leakage by the loss, theft, forgery, or falsi-
fication of devices, malicious code transition attack
thereat between devices, and difficulties to apply IP
security technology to lightweight/low power devices.

• Network layer: This refers to information falsification
and leakage in the linkage communications process
between heterogeneous things networks, damage dif-
fusion due to network and gateway hacking and cross
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network devices, and denial of service (DoS) of the
IoT by large-scale thingbots.

• Platform service layer: This covers illegal access
and attack to platforms by malicious devices/clients,
platform collapse according to encryption key hack-
ing after illegal capture, cloud, big data personal in-
formation leakage, and privacy infiltration. IoT con-
stitutes specific services by combining various tech-
nological factors, such as device, network, and ser-
vice/platform. Although security technologies to
safely protect each technological factor exist, there
can be security vulnerability without a method to
integrate/link those technological factors.

1.3 Security Technology of IoT

Device security technology needs low power and low
weight technologies. Most IoT devices are operated in a
low power mode basically and they are low weight devices
with low arithmetic operation or storage capacity. There-
fore, low power and low weight encryption algorithms
considering the performance and required security inten-
sity of low power and low weight IoT devices are needed.
Also, a function enduring no-suspension and malfunction,
along with a physical threat prevention function, is neces-
sary. Currently a variety of IoT security technologies are
being developed worldwide. Low weight cryptographic
techniques include PRESENT and KATAN overseas, and
LEA and HIGHT domestically. However, the low weight
cryptographic techniques developed so far are known to
have vulnerability to hacking including auxiliary channel
attack. In Korea, ETRI is developing a hardware security
module for smartphones [2].

1.4 Network Security Technology

Currently included in the IoT are IEEE 802.15.4 low
power communications technology ZigBee as a local area
communications technology, IEEE 802.11 wireless LAN
technology Wi-Fi whose usage has become universal as
it has been used for smartphones, and radio frequency
identification (RFID) which is an electronic tag technol-
ogy adopted for the automatic recognition of things by
replacing existing bar codes. As long distance commu-
nications technology, 3G or LTE, which are widely used
wireless mobile communications modes, are included [3].

• ZigBee: ZigBee has two modes: standard security
mode (SSM) for low level security and high security
mode (HSM) for high level security. Because each
ZigBee device is operated in the open trust mode, re-
liability of the device is assured. Thus, reliability can
be secured if confidentiality and integrity are guaran-
teed in the communications process between ZigBee
devices. However, preparation for a separate security
measure is demanded since no encryption is made for
all communications sections.Discussion, Implication,
and Conclusion;

• Wi-Fi: Wi-Fi is a wireless LAN technology based on
IEEE802.11 standard and where high performance
wireless communications can be performed. Since
communications are conducted in a wireless mode in
Wi-Fi, it is especially vulnerable to security threats.
If communications data encryption is not conducted
in using Wi-Fi, attacks such as wiretapping, snip-
ping, and non-authorized access can occur. As a
method to safely protect data in the wireless section,
there is a wired equivalent privacy (WEP) authen-
tication protocol presented in the IEEE802.11 stan-
dard, and also Wi-Fi protected access (WAP) and
WPA 2, which improved WEP’s drawbacks, which
were proposed in the IEEE802.11i. For security in
the access process in addition to the communica-
tions process of wireless section, the use of encryption
algorithms, such as temporal key integrity protocol
(TKIP) and counter mode with CBC-MAC protocol
(CCMP), is recommended.

• RFID: RFID is a technology using wireless frequency
for the automatic recognition of things and it is based
on ISO 18000-7 standard. RFID is a wireless net-
work technology recognizing the tag information at-
tached to things, regardless of physical and visual
contacts. It can be the technology receiving most
attention recently for the construction of ubiquitous
sensor network (USN) environment. Since the pas-
sive tag mainly used in the RFID system has lim-
ited arithmetic operation capacity and also limita-
tion in the power amount to be used, there is a de-
merit that high level security technology is difficult
to be applied. Being based on wireless communi-
cations, RFID is also vulnerable to security threats
such as information leakage. As the security require-
ments in USN, confidentiality and integrity on data
communications are required, as well as a safe key
control and distribution function. In addition, a safe
platform design taking sensor network characteris-
tics into account is needed. Recently, various tech-
niques [8] have been studied for mutual authentica-
tion between nodes for data security transmitted in
the RFID/USN environment.

• 3G/LTE: Although 3G mobile communications net-
work was a closed structure mainly providing circuit
switch, technology-based voice service in the early
stage of its introduction, it has gradually evolved
into a structure expanding data service in addition
to voice, based on packet switching technology. Due
to a recent increase in mobile malicious codes, ma-
licious and abnormal traffic of infected terminals is
flowing into 3G/4G network. Therefore, a variety
of security threats occur. There are many cases in
which application of the security equipment used in
the existing Internet environment is difficult. Such
security equipment has a limitation in that it is dif-
ficult to detect or cope with attacks aiming at the
unique physical weaknesses of 3G/4G network.
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As examined above, security technologies to block at-
tacks, such as infiltration through network or DDoS, are
required for IoT service. Studies on the IoT gateway, in
order to block infiltration into the IoT network connected
with different types of devices and thingbot attack preven-
tion, are evaluated to be at their infant stage. Although
Intel, Freescale, and Eurotech developed the IoT gateway,
a security control function for the IoT devices and network
including real time monitoring or infiltration blocking is
not applied.

1.5 Platform/Service Security Technol-
ogy

The IoT platform/service needs to have an opening struc-
ture that can add and develop new services in the mash
up type of existing application layer, as well as external
sensors or terminals. The relevant studies are actively
carried out, centering on the IoT Architecture (IoT-A)
project. Mutual authentication, communications encryp-
tion, and privacy protection functions between devices,
clients, and services need to be provided [16].

As shown in Figure 2, automatic authentication and
communications encryption are needed in the IoT with-
out a person’s intervention; specifically, a technology of-
fering a new device’s service participation registration and
key distribution functions to be suitable for service types
is necessary. When big data are analyzed by combin-
ing various types of sensing information collected in the
IoT, a possibility of personal privacy being infiltrated oc-
curs. Therefore, a technology to block automatic per-
sonal information collection and non-identification tech-
nology are needed in order to prevent personal identifica-
tion/tracking risk by post-analysis of big data [13].

Figure 2: Security technology of IoT service

Although studies on service registration and key con-

trol are carried out for IoT equipment authentication, a
technology used for user (client) authentication on the ex-
isting Internet including PKI is just applied. Even though
high growth-applied service fields such as medical service,
cars, and home network grow fast, the applied service se-
curity technology development is assessed as insufficient.

2 Recommended Encryption Al-
gorithm of Each IoT Compo-
nent

2.1 Device

A variety of processor platforms are used for the IoT
service including 8- and 16-bit processors, which are
lightweight devices and 32-bit processor with high per-
formance in terms of IoT devices. Table 1 shows the
characteristics of representative processors [6].

To meet confidentiality, integrity, and authentica-
tion/authorization, the security requirements in the seven
major IoT services (smart home, medical service, traf-
fic, environment/disasters, manufacturing, construction,
and energy) should be met by operating symmetric key
encryption and open key encryption, which are repre-
sentative encryption techniques. Concerning symmetric
encryption, HIGHT, SEED, ARIA, and LEA (domestic
standards), as well as AES (international standard), need
to be carried out. Because AES symmetric key encryption
offering 128-bit security in the 8-bit processor, for which
support is most scarce, requires 0.02ms on average per
execution, it is expected to be able to adequately perform
encryption/deciphering in the low specs devices.

2.2 Communications and Network

Various processors are used in the IoT devices, while a
variety of communications protocols are used as commu-
nications stacks. IoT platforms offer various functions,
including data control and user (client) and service au-
thentications, so that data sensed from IoT devices can
be used by the IoT service. They also have communi-
cations interface for communications like Ethernet. As
for communications protocols, the IoT platforms support
lightweight protocols such as CoAP used in the IoT de-
vices and such protocols as HTTP used in application
services. For connection between devices and IoT gate-
way, wireless communications are mainly used. ZigBee,
Bluetooth, Z-Wave, IEEE802.15.4, LoRA, and Wi-Fi are
included in the wireless protocols used for the IoT. For the
connection between platforms and IoT gateway, REST
communications including HTTP and message queuing
protocols composed of publication/subscription such as
MQTT are used. Between service and platform, proto-
cols such as RPC and SOAP used by mainly API are
used so that service can be created through mash-up by
the IoT application service [7].
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Table 1: Comparison of light and high performance IoT devices

Category Atmega128 MSP430 ARM-Coriex
Data area 8 bits 16 bits 32 bits
Words 16 bits 16 bits 32 bits
Structure Harvard Von Neumann 32 Von Neumann
No. of registers 32 12/16 8/13/16
No. of commands 61 27 56
Core size 6140GE 4913GE -
Application field Arduino, Micaz TelosB Beagle, Odroid

Table 2 shows standard Encryption Algorithms for
Communications/Network.

2.3 Platform

The IoT platform can be an important factor in the
IoT environment for data control, client control, and ser-
vice control and connection between virtual things and
physical things. As such, security technology special-
ized for the platform environment in addition to confi-
dentiality, integrity, and availability, which are the top
three security factors in terms of cryptology, should be
offered. AllJoyn is an IoT platform developed mainly by
AllSeen alliance, centered on Qualcomm. AllJoyn frame-
work consists of Apps and routers. Apps communicate
with routers, and the communications between Apps can
be conducted through only routers. AllJoyn platform cur-
rently supports Bluetooth, Wi-Fi, Ethernet, Serial, and
PLC communications, and Zigbee and Z-Wave can be
used through bridge software. To offer confidentiality, in-
tegrity, and availability (CIA) and authentication in the
AllJoyn platform environment, TLS’ Pin-code Logon and
RSA-based certificate described in RFC5256 are used, and
the three factors conduct initial stage communications us-
ing SASL. OneM2M recommends 128-bit AES-CBC and
AES-CCM to guarantee confidentiality, and recommends
the use of HMAC-SHA 256 to assure integrity [9].

3 IoT Authentication Protocol

3.1 ID/Password-based Authentication

This mode serves to store each user’s (client’s) ID and
password in the server’s DB, and authentication is car-
ried out on the basis of the stored knowledge. This tech-
nology is mainly used in the server/client authentication
environment. To prevent authentication disabling due to
exposure to the password list stored on the server, there
are many cases to adopt a mode storing values through
a hash function. To assure higher stability, SSID is hid-
den, WEP key is used between AP and device, PAP au-
thentication mode is adopted, or RFID mode is used. In
the IoT environment, the ID/Password mode has some
problems such as server control and load, in light of the
IoT environment characteristics where many devices are

used without human intervention. Additionally, there is
a problem that human intervention should be precondi-
tioned in the device correcting and adding process. The
ID/Password mode is not suitable as an authentication
technique in the IoT environment since it cannot offer a
rejection prevention function [8].

3.2 MAC Address-based Authentication

This is a mode using media access control (MAC) address,
which is the identification address allotted to network in-
terface and is mainly used for network access control in
the intranet environment. When a device requests access
to network, a procedure to authenticate by comparing the
MAC address registered in the server and the MAC trans-
mitted with the message requested from the device is un-
dergone. This mode is simpler and more convenient and
faster than the ID/Password-based authentication mode.
However, there is a need to define a new MAC address
style due to the increase of various devices and the ad-
vent of IoT, and thus new standards such as EUI-48 and
EUI-64 are defined. MAC address is vulnerable to attacks
including spoofing due to the absence of separate security
equipment as MAC address can be forged [10].

3.3 Code-based Authentication

As a protocol authenticating a thing based on open key
codes and symmetric codes, this mode is mainly used for
wireless Internet security protocol. This mode supports
a variety of standards such as 802.1x/802.11i and WAP.
The code protocol-based authentication mode can in-
clude such techniques as ID/Password-based authentica-
tion, MAC address-based authentication, and certificate-
based authentication. By offering various authentication
modes, clients can select a suitable authentication mode
according to the use environment, and the rejection pre-
vention function is also available according to the adopted
code protocol. However, the authentication technique can
be connected to vulnerability, if the weakness of code tech-
nique is found, because stability is dependent upon code
technique [12].
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Table 2: Standard encryption algorithms for communications/network

Communications/Network Support Codes
ZigBee (IEEE 802.15.4) AES-128
Bluetooth (IEEE 802.15.1) SAFER-SK128, AES-128
6LoWPAN (IEEE 802.15.4, RFC 4919) AES-128
hline RSA-1024, ECC-160
Z-Wave (IEEE 802.11) TDES, AES-128
LoRA AES-128
CoAP (RFC 7252) AES-128

AES-128
ECC-160

MQTT (OASIS MQTT Version 3.1.1) AES-128, AES-256, TDES
SHA-1, AHA-256, SHA-384

DDS (DDS Security V1.0) AES-128, AES-256
SHA-1, SHA-256
RSA-2048

3.4 Certificate-based Authentication

Certificate-based Authentication is a mode to authenti-
cate through electronic signature using an open key code.
Authentication is carried out on the basis of containing
the information for e-signature on the certificate. In Ko-
rea, through the E-Signature Act enacted in 1999, the
certificate issue system and control regulations were de-
vised. Under the top level certification agency, Root CA,
the issue and authentication of certificates are conducted
through five authentication (certification) agencies. In
foreign countries, personal devices and cable model device
authentication, WiMAX industrial certificates through
Versign’s device authentication service, are offered. In ad-
dition, certificate-based authentication technique is used
in VoIP and network monitoring cameras, and the areas
are gradually expanded.

The certificate-based authentication technique offers
high stability through powerful authentication technique,
and the reject prevention function is also provided. How-
ever, device certificate processing software and algorithms
require a high level of arithmetic operation processing vol-
ume. Therefore, the technique is not suitable to be used
in the low power and low performance IoT devices [13].

3.5 Authentication Using IBE

ID-based authentication is an open key code system using
a user’s (client’s) ID, including email address, name, IP
address as an open key, and signature, and where authen-
tication is provided. Although there are such merits as
pre-key distribution independence, small arithmetic op-
eration volume, and relatively shorter key length, there is
a demerit that ID-based authentication is vulnerable to
ID sham attack. As a relatively new concept and tech-
nique, compared with other authentication techniques,
there are various authentication schemes including Hess’s
Algorithm, Lunn’s Algorithm, and Gentry and Silver-

berg’s Algorithm [14].

3.6 Service-based IoT Authentication
Techniques

The IoT environment-based smart home service system
consists of home server, home gateway, and smart home
devices. As for smart home devices that can be connected
with the external Internet through mobile communica-
tions network like smartphones, they are limited in a type
connected to the external Internet through home gate-
way [15].

3.7 Requirements of Smart Home Service
Security

Table 3 classifies and defines the requirements of smart
home service security according to the perspectives of con-
fidentiality, integrity, and availability 3.

3.8 Smart Home Security Function

Smart home means a house or home to which the IoT
system monitoring a variety of things and environments,
controlling them remotely, or automatically controlling
them is applied. The smart home service rapidly grows in
the fields including smart home appliances control, cool-
ing/heating control, energy use, HVAC control, crime pre-
vention, and child/baby care. At the CES held in Las
Vegas in 2015, smart home based on the IoT gained at-
traction. Table 4 defines the security function require-
ments to be applied to home server, home gateway, and
home devices consisting of the smart home system. Here,
smart home device user (client) authentication is ad-
dressed. Smart home devices offer useful information and
services to clients through a connection between the ser-
vice provider and devices within a home. In this process,
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Table 3: Classifies and defines the requirements of smart home service

Category Requirements
Confidentiality Safe control is needed so that key information for encryption and deciphering used for a user’s

(client’s) important data and encryption algorithms, transmitted and received between smart
home devices, cannot be exposed externally. When the data created from a smart home device
need to be transmitted externally, they should be transmitted by converting them into a cryp-
togram type, not in the form of plain text data. The identifier information, by which smart
home devices can be identified, should be safely managed so that the information cannot be
leaked externally, copied, or modified. Safe and powerful passwords should be set up for smart
home devices, and a function to change the set up password cyclically should be provided. In
setting up powerful and complex passwords to a home gateway that connects a smart home
device with an external communications network, a security function needs to be consolidated.

Integrity To maintain the reliability and safety of smart home devices, unauthorized devices or unautho-
rized user (client) access should not be allowed. Safe control is needed so that key information
for encryption and deciphering used for a user’s (client’s) important data and encryption al-
gorithms transmitted and received between smart home devices cannot be exposed externally.
Data integrity should be provided when the data created from a smart home device needs to
be transmitted externally. Reliable communications environment needs to be shaped through
mutual authentication between the devices consisting of smart home service.

Availability An external attack detection function that can cope with security threats such as cyber attack
and hacking should be created. A security function needs to be offered so that smart home
device software update can be safely carried out. A device security policy setup function
considering various device characteristics and specifications consisting of smart home service
should be provided. Smart home devices need to offer a device control system to cope with the
theft, loss, addition, and disposition of smart home devices. Smart home device’s status needs
to be continuously managed and unnecessary remote access should be blocked. Upon detection
of abnormal activity of a smart home device, a suitable action should be taken, and the details
need to be recorded.

smart home devices can be protected by the security func-
tions of home server and home gateway primarily; how-
ever, to cope with security attacks to smart home devices,
security functions including compliance with the security
grade of each device, hacking prevention, prevention of
ID information duplication, and forgery/falsification pre-
vention should be included [16]. A mutual authentication
function between smart home devices also needs to be
considered so that a data collection and exchange func-
tion can be safely conducted between devices in the IoT
environment [17].

• Knowledge-based authentication: Knowledge-based
authentication is based on what users know, and the
passwords and personal identification numbers that
users memorize are included. Knowledge-based au-
thentication is based on the secret information shared
by a user and the authentication system in advance,
and separate devices are not required mostly. There-
fore, the cost to build the system is very small,
and it is convenient for clients to use, and thus the
knowledge-based authentication utilized as a general
authentication means a lot. However, there is a draw-
back in that authentication intensity is weak.

• Possession-based authentication: Possession-based
authentication is a mode based on what a user pos-
sesses. The characteristic of the possession-based au-

thentication is that users need to use the physical de-
vice that the user must possess in the medium used
in authentication. Out-of-brand (OOB), OTP token,
and open key token authentication are recently used
a lot as the authentication means used for possession-
based authentication.

• Bio-based authentication: Bio-based authentication
is based on the user him/herself and what the user
uses, namely, personal physical characteristics clas-
sified biologically according to users. Bio-based au-
thentication includes fingerprint, glottis, retina pat-
tern, iris pattern, face shape, palm type, and hand
shape. The examples used by clients are signature,
which is called behavioral biometrics, and key in-
put pattern perception. Bio-based authentication
technique’s security is high, and its convenience is
also high because it always possesses bio means,
compared with possession-based authentication tech-
nique. However, system management and construc-
tion costs become high because of the high cost
of perception devices to perceive body information.
Due to such a reason, bio-based authentication is not
widely used generally.
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3.9 Authentication Techniques for Medi-
cal Service and Health Care

The convergence of medical service and ICT is the service
including e-health and u-healthcare and has evolved to the
mode by which medical service can be offered anywhere
and anytime through ICT technology in terms of hospi-
tal and treatment environment. Smart healthcare rising
recently means a more complex and intelligent level by
adding welfare and safety to medical service. As an en-
vironment evolves, in which individuals can manage or
control exercise amount, meal calories, and sports activity
records, the service, provider, and user (client) scopes are
expanded [12]. The smart healthcare industry includes
hardware such as wearable healthcare devices, and soft-
ware including healthcare apps, communications and data
platforms for healthcare information delivery, and linked
medical service.

3.10 IoT – Threats to the Security of
Smart Healthcare

• Device hacking: Device hacking refers to the hacking
control software that controls hardware, rather than
hardware hacking. The control software controlling
hardware is generally called firmware. The scope of
firmware may mean the OS and also the boot loader
uploading the OS to the software. Generally, device
hacking means giving the control right of applications
to a hacker by hacking OS from various firmware.

• Threats to network security: In the smart health-
care environment where electronic medical devices
and wired/wireless network are combined, existing
TCP/IP-based security threats and sensor security
threats exist.

• Bio-based authentication: Bio-based authentication
is based on the user him/herself and what the user
uses, namely, personal physical characteristics clas-
sified biologically according to users. Bio-based au-
thentication includes fingerprint, glottis, retina pat-
tern, iris pattern, face shape, palm type, and hand
shape. The examples used by clients are signature,
which is called behavioral biometrics, and key in-
put pattern perception. Bio-based authentication
technique’s security is high, and its convenience is
also high because it always possesses bio means,
compared with possession-based authentication tech-
nique. However, system management and construc-
tion costs become high because of the high cost
of perception devices to perceive body information.
Due to such a reason, bio-based authentication is not
widely used generally.

• Threats to personal information infiltration from ser-
vice perspective: Security measures for authentica-
tion have not been devised on sharing scope, read-
ing/examination restriction, security auditing, and

bio information exposure when a patient’s personal
information and medical information are shared for
patient relocation or cooperative treatment. In Ko-
rea, incidents that not only leak medical information
by hacking, but those that may harm life by captur-
ing hospital information system, occurred (August
2013). A variety of medical information within do-
mestic hospitals was collected by overseas servers,
and hackers could manipulate prescriptions randomly
by seizing PCs within the hospitals, in addition to
medical information leakage.

Because the IoT is used as wearable devices a lot, it
needs to be smaller in consideration of design, and there
is a limitation that hardware performance becomes lower.
Therefore, negligence can occur to security, while basic
functions offering can be concentrated. In reality, dam-
ages occur gradually due to the IoT device hacking.

3.11 IoT – Information Protection Mea-
sures for Smart Healthcare

When communications are conducted with other devices
in the IoT environment, the identification and authen-
tication on whether the data are transmitted from the
proper devices should be conducted. As for device au-
thentication mode, ID/PW, certificate, and SIM are used.
As for ID/PW mode, it is the most basic authentica-
tion mode, and separate application and protocol are re-
quired for ID/PW authentication between the adminis-
trator and device, and personal information needs to be
shared in advance. Concerning certificate-based mode, a
PKI-based device certificate is widely used. It is safe to
use RSA (2,048 bits) and hash function SHA-2 (256 bits)
or higher. SIM mode is an authentication mode using
USIM or UICC mounted on the terminals, and studies
on the mode are actively conducted as communications
between devices have been made possible through mobile
communications network recently. Since 2011, standard-
ization has been carried out from ETSI and 3GPP start-
ing the embedded SIM Project from GSMA. In Korea,
various pilot projects are performed through the partici-
pation of mobile carriers such as KT and SKT.

In the IoT, measures to apply TLS, DTLS, IPsec, HIP,
and PANA that were applied to the Internet environment
to prevent security threats are considered. Specifically,
the application of DTLS to a core protocol, CoAP, is set as
a basic direction [6]. To apply existing IP-based security
protocol, lightweight algorithms are needed in considera-
tion of a device’s calculation capacity and memory space.
As the method to make DTLS protocol lightweight, there
are methods like reducing the number of hand shake mes-
sages or simplifying authentication process on the certifi-
cate. The initial shaking process is delegated to the own-
ers of resource-limited devices to reduce the hand shaking
message packets. The device owners and each device share
secret keys safely in advance and form a DTLS session
with the server. The device owner encrypts the DTLS ses-
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sion information with pre-shared secret key to the device,
transmits it, and closes the session. After that, the com-
plex initial stage hand shaking process can be conducted
on behalf of the device owner by resuming each session
between the device and server. The proposed system,
however, has a burden to upload DTLS protocol to the
device for DTLS session resumption between the device
and server, and thus compressed IPsec is used through
various studies [1, 4, 11].

4 Conclusions

The service markets of the IoT are expanded through con-
vergence and compound with various industries. Many
studies on security technology in the seven major IoT in-
dustrial fields are carried out: Smart home, medical ser-
vice, transportation, environment/disasters, manufactur-
ing, construction, and energy. The authentication tech-
niques addressed in this report have applied the crypto-
graphic techniques supported in the fields concerned, and
they are presumed to be used as baseline data in devel-
oping authentication techniques in each field.
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