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Abstract

Wireless body area networks (WBANSs) can collect pa-
tients’ vital data of body parameters and environment
parameters via small wearable or implantable sensors. To
ensure the security of the vital data, an efficient access
control scheme with certificateless signcryption(CLSC) is
designed. The correctness of the scheme is proved by
mathematical calculation. It also proves that the scheme
offers confidentiality and unforgeability in the random or-
acle model on the basis of the hardness of the Computa-
tional Diffie-Hellman (CDH) problem and Discrete Log-
arithm (DL) problem respectively. Compared with the
existing three access control schemes utilizing signcryp-
tion, the scheme can satisfy more security properties and
has the shortest computational time and the least energy
consumption for the controller.

Keywords:  Access Control; Certificateless; Signcryp-
tion; Wireless Body Area Networks

1 Introduction

Wireless body area networks (WBANSs) can acquire hu-
man body’s vital signals through a network which con-
sists of intelligent and low-power micro- and nano-sensors
and actuators. These sensors for collecting timely data
can be placed on the body or implanted in the human
body (or even in the blood stream). In addition to saving
lives, WBANS is prevalent in reducing health care costs
by removing the costly in-hospital monitoring of patients.
In IEEE 802.15.6 [13], WBANS applications are classified
into two types: medical and non-medical applications. In
the study, we focus on the technological requirements of
medical WBANSs.

Security and privacy are two important considerations
in WBANS. Since the patient-related data in the WBANSs
plays a critical role in medical diagnosis and treatment,
it is necessary to ensure the security of these data in
such a way that only authorized users can access these
data [4,18,19]. Another aspect which should be consid-
ered in WBANS is the limitation of the controller’s re-
sources, especially storage space and computational ca-
pability. In order to protect the data privacy and reduce
the energy consumption of computation and communica-
tion, lightweight access control schemes are needed. The
certificateless public key cryptography (CL-PKC) [5] does
not require the use of the certificate which brings the bur-
den of certificate management, and CL-PKC avoids the
key escrow problem because the user’s private key is not
generated by himself but by the user and the key gener-
ation center (KGC). Signcryption [3], as a cryptographic
technique, can provide both the functions of public key en-
cryption and digital signature in a logical single step at a
significantly lower cost compared to traditional signature-
then-encryption methods. A signcryption scheme can
achieve confidentiality, authentication, integrity, and non-
repudiation simultaneously at a lower cost. Therefore,
we design an efficient access control with certificateless
signeryption (CLSC) to protect data privacy of WBANs
while reducing the computational overhead and storage
overhead of resource-constrained controller. Many cer-
tificateless cryptosystems [1,9,10], such as certificateless
encryption schemes, certificateless signcryption schemes,
and certificateless access control schemes were proposed.

Access control is an important part of defense for the
security of network systems, which protects data secu-
rity and user privacy through only authorized users can
access the WBANs. Some important progresses have
been made in the access control for the WBANs. In
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2011, Cagalaban and Kim [2] proposed a novel efficient
access control scheme for the WBANSs based on identity-
based signcryption (IBSC) [12] (hereafter called CK). The
signeryption method adopted in the CK scheme can si-
multaneously authenticate the users and protect the re-
quest messages. The scheme effectively solves the prob-
lem of a single point of failure in the traditional public-key
infrastructure-supported system (PKI) by providing key
generation and key management services without any as-
sumption of pre-fixed trust relationship between network
devices. However, CK has the key escrow problem since
it is based on the IBSC. In 2016, Li and Hong [8] demon-
strated an efficient certificateless access control scheme for
the WBANSs by using certificateless signcryption (CLSC)
with public verifiability and ciphertext authenticity (here-
after called LH). The scheme can solve the key escrow
problem and avoid the use of public key certificates. The
controller could verify the validity of a ciphertext before
decryption. Then Li et al. [7] proposed a novel certificate-
less signcryption scheme and designed a cost-effective and
anonymous access control scheme for the WBANs with
the novel signeryption (hereafter called LHJ). They re-
ported that the proposed access control scheme achieved
various securities and had the least computational cost
and total energy consumption of the controller. However,
the above two schemes may not be good choices since
they require some costly bilinear pairing operations. The
computational cost of a bilinear pairing operation is ap-
proximately twenty times higher than that of scale multi-
plication [6]. These costly operations are a heavy burden
for resource-limited sensor nodes.

In this paper, we proposed an efficient access control
scheme with certificateless signcryption for WBANs. The
main contributions are:

1) A CLSC scheme without using bilinear pairing op-
eration is proposed, and an efficient access control
scheme for WBANS is constructed. The use of CL-
PKC eliminates the burden of certificate manage-
ment and solves the key escrow problem.

2) The correctness of the CLSC scheme is verified from
the aspects of the partial key, the ciphertext and the
signature.

3) It is formally proved that the scheme is semantically
secure against indistinguishability-certificateless
signeryption-adaptive chosen ciphertext attacks
(IND-CLSC-CCA2) based on the hardness of the
Computational Diffie-Hellman (CDH) problem and
existential unforgeability-certificateless signcryption-
chosen message attack (EUF-CLSC-CMA) based
on the hardness of the Discrete Logarithm (DL)
problem.

4) The security attributes of the scheme are analyzed.

5) Compared with three other access control schemes
utilizing signcryption, the scheme is characterized by
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the lowest computational cost and energy consump-
tion for the controller.

2 Preliminary

In this section, we present some mathematical assump-
tions, the security model and the network model.

2.1 Computational Assumptions

Definition 1. Computational Diffie-Hellman (CDH).
Given a 3-tuple (p,aP,bP) for two unknown elements
a,b € Z;, here G is a group with prime order q and P
1s a generator of G, the CDH problem is to compute the
value abP from aP and bP. The advantage of any prob-
abilistic polynomial time algorithm A in solving the CDH
problem in G is defined as Adv§PH = Pr[A(p,aP,bP) =
abPla,b € Z;]. The CDH assumption is that the advan-
tage AdngH s negligibly small for any probabilistic poly-
nomial time algorithm A.

Definition 2. Discrete Logarithm (DL). Given a 2-tuple
(P,puP) for an unknown element p € Zjy, here G is a
group with prime order q and P is a generator of G, the
DL problem is to find the value u. The advantage of any
probabilistic polynomial time algorithm A in solving the
DL problem in Z} is defined as AdvR™ = Pr[A(P,uP) =
plp € Zy]. The DL assumption is that the advantage
AdvRE is negligibly small for any probabilistic polynomial
time algorithm A.

2.2  Security Model

All CLSC schemes may be subjected to two types of at-
tacks [20]: Type-I adversary A; and Type-II adversary
As.

Type-I adversary: The adversary A; is not accessible
the master key, but he can replace public keys at
his will. Therefore, the adversary A; is also called
malicious user.

Type-I1 adversary: The adversary As is accessible to
the master key, but he cannot replace user’s public
keys. It represents a malicious KGC who generates
partial private key of users.

Definition 3. Confidentiality. A certificateless
signeryption  scheme is  semantically secure against
indistinguishability-certificateless  signeryption-adaptive
chosen ciphertext attacks (IND-CLSC-CCAZ2) if there is
not a probabilistic polynomial time adversary A;i—i2)
that has the non-negligible advantage in winning the

game [20].

Definition 4. Unforgeability. A certificateless sign-
cryption scheme is semantically secure against eristen-
tial unforgeability-certificateless signcryption-chosen mes-
sage attack (EUF-CLSC-CMA) if there is not a proba-
bilistic polynomial time adversary A;i—1,2)y with the non-
negligible advantage in winning the game [20].
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2.3 Network Model

The IEEE 802.15.6 working group has considered WBANSs
to operate in a one-hop or two-hop star topology. The
node being placed on a location like the waist is the cen-
ter of the star topology and controls the communication
in WBANS [13]. Here we consider the one-hop star topol-
ogy and all nodes in the WBANSs are directly connected
to the controller which all nodes talk. The WBANs con-
tains some sensor nodes and a controller. Sensor nodes
in, on or around the body collect vital signals of the pa-
tient and regularly transfer them to the corresponding
controller. The controller aggregates information from
the sensor nodes and communicates with the Internet.
Figure 1 shows the overview of the network model of our
WBANS applications. The framework is mainly composed
of three entities: a Server Provider (SP), the WBANs of
a patient, and a user (e.g. a physician, a researcher or
an emergency). The SP deploys the WBANSs and is re-
sponsible for the registration both of users and patients.
The SP plays the role of KGC in the CLCS scheme and
produces the partial key for any entity which registers at
the SP. We suppose that the SP is honest. However, in
practices, we do not need to fully trust the SP since it
only knows the partial private key of the entity.

@Sensor Node Deploy
@Ccmtmllcr

r/\]lﬂ.ll1llllriil' and registrate

PatientiBob) Doctorl Alicek

Figure 1: Network model of our WBANSs applications

Here’s a practical example. We assume that a patient
Bob is hospitalized and the SP has deployed the WBANs
of Bob. Bob’s private key has generated when he regis-
tered at the SP. Sensor nodes in WBANS collect Bob’s
profile and medical records and transfer them to the con-
troller. Doctor Alice has registered at the SP, and the SP
has allocated expire data for Alice. When Alice needs to
access the data of Bob, she first sends an access request
message to Bob. Then Bob checks whether the Alice has
the access privilege to his medical data. If Alice is autho-
rized, Alice communicates with Bob to get the vital sign
data in order to provide the better medical care service.
Otherwise, Bob refuses the access request.
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3 Construction of the Access Con-
trol Scheme

In this section, we first propose a CLSC scheme without
using bilinear pairing operation. Then we construct an
efficient access control scheme with the proposed CLSC
scheme.

3.1 The Proposed CLSC Scheme

The CLSC scheme IT = (Setup, PartialKeyGen, KeyGen,
Sign, UnSign) consists of five algorithms.

Setup: Given a security parameter k, the SP chooses
cyclic group G of a large prime order ¢, a gen-
erator P of G, and three security hash functions
Hy - {0,1}* x G — Z7, Hy : {0,1}* — Zx and
Hs: Zy — {0,1}o+1241 " Here Iy is the number of
bits of a message to be sent, and |Z| is the num-
ber of bits of the element in Z7. Then the SP se-
lects the system’s master key z € Z; at random
and computes the corresponding public key y = zP.
Finally, the SP distributes the system parameters
params = (G, q, P,y, Hy, Hy, H3) and keeps the mas-
ter key z secretly.

Partial Key Generation (PartialKeyGen): When
entities want to register his/her identity ID; to the
SP, he/she first sends ID; to the SP. Then the SP
selects random number r; € Z, computes R; = r; P
and d; = r; + zH1(ID;, R;). Finally, the SP sets
d; as the entity’s partial private key and R; as the
entity’s partial public key, and transfers (d;, R;) to
the entity over a confidential and authentic channel.

Key Generation (KeyGen): When the entity receiv-
ing the partial key generated by SP, he/she needs
to choose another part of key and generate his/her
full key. The entity selects secret value z; € Zj
at random and computes X; = z;P. Then the en-
tity sets SK; = (d;,x;) as his/her private key and
PK,; = (R;, X;) as his/her public key.

Here, we assume that the access request is sent by
doctor Alice whose identity is 1D 4, and the receiver
is patient Bob whose identity is IDp in our CLSC
scheme. Alice’s public key is PKy = (Ra,Xa)
and private key is SK4 = (da,z4). Bob’s pub-
lic key is PKp = (Rp,Xp) and private key is
SKp = (d,zp). Alice and Bob can verify the cor-
rectness of the partial private key and partial public
key with the equation raP + Hi(ID4,Ra)y = daP
and rgP + H1(IDp, Rp)y = dp P respectively.

Signcryption (Sign): With the system parameters , ac-
cess plaintext message m, Alice’s identity ID 4 and
private key SK4 = (da,xa), Bob’s identity IDp and
public key PKp = (Rp,Xp), Alice runs following
steps to generate the ciphertext § = (s,C, T).
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= H,(IDp, Rp).

[\

Computes hq

w

)

)

) Computes V4 = 8(Xp + Rp + h1y).

) Computes h = Ho(m||T||[IDA||IDg||Xal||XB).
)

)

)

(2 S

Computes s = (x4 + 8)/(h+da+z4).
Computes C' = Hs(Va) @ (m]|s).
Outputs a ciphertext § = (s,C, T).
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UnSigncryption (UnSign): Taking a ciphertext 4,
Bob’s identity I Dp and private key SKp = (dp,z5),
Alice’s identity ID4 and public key PK, =
(Ra,X4) as inputs, Bob execute following steps to
complete the verification of signcryption.

1) Computes Vg = (xp + dp)T

2) Recover the message m||s = H3(Vp) ® C, and
complete decryption.

3) Computes h = Ho(m||T||[IDa||IDp||XallXB).
4) Computes by = H1(IDa,Ra).

5) If s(Xa+Ra+h)-y+h-P)=X4+T holds, the
message m is valid and Alice communicates with
Bob using the session key H3(V4) or Hs(Vp).
Otherwise return L .

3.2 Owur Access Control Scheme

In this section, with the proposed CLSC scheme, we de-
sign an efficient access control scheme with certificate-
less signeryption for the WBANs. The scheme has four
phases: the initialization phase, the registration phase,
the authentication and authorization phase, and the re-
vocation phase. We define ED as an expiration date. The
access control scheme is summarized in Figure 2.

Patient Server Porvider Doctor

(Bob) (SP) (Alice)
e

SK ,PK})

I
|
| |
| d, R |
I ¥)—> [(SK..PK,)
[

< Registration » I
I
Q uthentication | . {5” ID, || PK, ||T,}
uthorizatio lUnSlgncryptmn :

| IAutomatlc
Revocation | revocation
efregh |

revcicatlon List

Signcryption

Figure 2: Certificateless access control scheme
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3.2.1 Initialization Phase

In this phase, the SP runs Setup algorithm to deploy
the WBANSs and generate the system parameters. The
patient Bob with identity IDp gets his/her public key
PKp = (Xp, Rp) and private key SKp = (zp,dg). In
particular, Bob’s communications with Internet are all
done by the controller of the WBANS, so Bob also refers
to the controller of the WBANs. The SP may run Setup
algorithm and PartialKeyGen algorithm.

3.2.2 Registration Phase

Only when the doctor Alice is a registered user of the
SP can she access the data of patient Bob. Alice sub-
mits his identity 1D 4 to the SP and then the SP checks
whether the identity is valid. If not, the SP rejects the
registration request. Otherwise, the SP sets an expi-
ration date ED and runs PartialKeyGen algorithm to
produce a partial private key (da,Ra). After receiv-
ing (da,Ra), Alice runs KeyGen algorithm to get the
full private key SK4 = (da,x4) and the full public key
PKy = (Ra,Xa).

3.2.3 Authentication and Authorization Phase

When the doctor Alice with the identity 1D wants to
access the monitoring data of the WBANSs, Alice firstly
produces a request message m and runs Sign algorithm to
generate a ciphertext 6 = (s,C,T). To resist the replay
attack, we may concatenate the request message and a
timestamp to form a new signcrypted message. Then Al-
ice sends the requirement message {d||ID4||PK4||T1} to
Bob, wherein T is the current timestamp. When obtain-
ing the access request from Alice, Bob checks Tp — T <
AT whether holds, wherein T5 is the current timestamp.
If it does not hold, Bob terminates the session. Otherwise,
Bob runs Unsign algorithm to complete unsigncryption.
When the return value of Unsign algorithm is 1, Bob re-
jects the request. Otherwise, the request is valid and Alice
communicates with Bob using the session key H3(Vy4) or
H5(Vp). This session key has been established between
Bob and Alice.

3.2.4 Revocation

The access privilege is automatically revoked by the ex-
pired date ED. For example, if the expired date ED is
“2017-12-317, the user only can access the WBANSs be-
fore December 31, 2017. That is to say, the SP will revoke
Alice’s partial private key and partial public key, which
made Alice automatically illegal after December 31, 2017.
For some reasons we need to revoke the Alice’s access
privilege before the expired date, the SP will submit the
Alice’s identity to Bob, which keeps a list of revoked iden-
tities for identifying the validity of users. Bob will add a
record to his revocation list and this makes Alice an illegal
user.
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4 Performance Analysis

In this section, we will analysis the access control scheme.
First is the validation of mathematical correctness. Then
we demonstrate the scheme is provably secure based on
CDH problem and DL problem. Third is the analysis
of security property. Finally is the efficiency comparison
with three other schemes.

4.1 Correctness of the Proposed CLSC
Scheme

4.1.1 Correctness of the Partial Key

Both of Alice and Bob can verify the correctness of the
partial key (d;, R;) which SP assigned to him/her by fol-
lowing equal.

R; + Hi(ID;, Ry)y

’l"iP + ZPHl(ID“RZ)

d; P.

4.1.2 Correctness of the Ciphertext

The verification of the ciphertext in the UnSign algorithm
is obtained from the following:

Vi (X +dp)T
(xp +rp+2zH(IDg,Rp))BP
B(Xp+ R +yH1(IDp,Rp))
Va.

We will then obtain the following:

Hs(VB) e C
H3(Va) ® H3(Va) @ (ml]|s)

m|ls.

mlls =

4.1.3 Correctness of the Signature

The verification operation of the signature in the UnSign
algorithm can be completed by following equation.

$(Xa+ Ra+ hiy+hP)
xa+ 0
h4+da+za
rA+ B
h+da+za
(xa+pB)P
xA P+ BP
Xa+T.

(AP +14P + zH,(ID A, R4)P + hP)

(xa+da+h)P

4.2 Proof of Security

Based on the CDH problem and DL problem in the ran-
dom oracle model, we prove that the CLSC scheme satis-
fies confidentiality in the following Theorem 1 and Theo-
rem 2, and unforgeability in the following Theorem 3.
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Theorem 1. (Type-I Confidentiality): In the random
oracle model, if there is an adversary Ay who can win
the IND-CLSC-CCA2 game with non-negligible advan-

tage €, there will be an algorithm F which can solve the

CDH problem with an advantage Adv%}’DfCLSC*CCA? >
Here, the adversary Ay performs at

5 1 s 1
qftza( 7qs+1)q as+1°

most q; hash queries to random oracles H;;—1,2,3) and qs
signcryption queries.

Proof. Supposing that there is an adversary A; who
can break our CLCS scheme. We want to build an al-
gorithm F that use A; to solve CDH problem. The
algorithm F receives an instance (P,aP,bP) of CDH
problem to compute abP. F respectively maintains the
lists Ly, Lo, L3, Lp,Lsk,Lpk,Ls, Ly to track the ora-
cle model Hy, Hy, H3, partial key generation, private key
generation, public key generation, signcryption, and un-
signcryption. Moreover, F sets the list L. to record the
parameters of the challenge identity. Each list is empty
at the beginning.

Setup: Input security parameter k. F executes Setup
algorithm and sends the generated parameters
params = (G, q, Py, H1, Hy, H3) to A;. F can also
simulate the partial key generation, key generation,
public key query, public key replacement, signcryp-
tion, and un-signcryption oracle to provide responses
to A1’s queries.

Find Stage: A; can adaptively make a polynomial
bounded number of the following queries.

1) Hy queriess When F receives the query
Hi(ID,R) from Ay, if (ID,R,hy,c) exists in
the list Ly, F returns h; to A;. Otherwise, F
selects random ¢ € {0,1}, here Pr[c = 1]
d =1/(gs +1) [21]. When ¢ = 0, F randomly
chooses hy € Z, returns it to A;, and inserts
(ID,R,hy,c) into the list L;. When ¢ =1, F
lets h; = k and returns k to A;.

H, queries: When F receives the query
Ho(m,T,IDs,IDp, X4, Xp) from Ay, if
(m,T,I1D,IDp, X4, Xp, ho) exists in the list
Lo, F returns hs to A;. Otherwise, F randomly
selects hy € Z7, and returns it to A;. Then F
inserts (m,T,IDs,IDp, X 4,Xpg,hs) into the
list LQ.

Hj queries: When F receives the query H3(T)
from Ay, if (T, h3) exists in the list Ls, F returns
hs to A;. Otherwise, F randomly picks hz € Zy,
and returns it to A;. Then F inserts (7, h3) to
the list Lg.

Partial Key queries: A; submits a request
(ID,d, R). F checks whether the (ID,d, R) al-
ready exists in the list Lp. If it exists, F re-
turns (d, R) to Ay, otherwise, since F does not
know the master secret key, F randomly selects
r,2 € Zj, and computes the entity’s partial
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7)

private key as d = r + zH,(ID, R). T inserts
(ID,d, R) into the list Lp and returns (d, R) to
A;.

Private Key queries: A; submits a request
(ID,d,x). F checks whether the (ID,d,z) al-
ready exists in the list Lgg. If it exists, F re-
turns (d,z) to A;. Otherwise, F obtains d by
partial key queries, then randomly picks z € Z7,
inserts (ID,d,x) into the list Lsk, and finally
returns (d,x) to A;.

Public Key queries: A; submits a request
(ID,R,X). F responds as follows:

e If (ID, R, X) already exists in the list Lpg,
F returns (R, X) to A;.

e Otherwise, IF checks the list Ly and Lgy. If
there is the record of the entity with 1D, F
can obtain (R, z), then compute X = zP,
insert (ID,R,X) into Lpk, and returns
(R,X) to A; as a response. If there is
no record of ID in the list Ly and Lgg,
F checks the list L;. If ¢ = 1, F ran-
domly picks r,z € Z, computes R = rP,
X = 2P, inserts (ID, R, X) into Lpg, and
returns (R, X) to A;. At the same time,
F inserts (ID,r,x,c) into Lye.. If ¢ = 0,
F runs private key queries, obtains (R, X),
inserts (ID,R,X) into Lpk, and returns
(R, X) to Al.

Replace Public Key queries: A; supplies iden-
tity ID and a new public key (R, X’). T re-
places the current public key (R, X) by the new
key (R', X").

Signcryption queries: A; supplies two identities
(IDa,IDg) and a message m. F checks the
(IDa, Ra)in the list Ly and responds as follows:

a. If ¢ =0, F gets (IDa,da,za), (IDp, Rp,
Xp) respectively from the list Lsk, Lpx
according to I D 4, I Dp, runs the Sign algo-
rithm to complete signcryption, and returns
ciphertext 6 = (s,C,T') to A;.

b. If ¢ =1, F fails and aborts.

Un-Signcryption queries:  A;  supplies two
identities (IDa,IDpg) and a ciphertext 6 =
(s,C,T). T checks the (IDp,Rp) in the list
L1 and responds as follows:

a.If ¢ = 0, F gets (IDs,Ra,X4),
(IDp,dp,xp) respectively from the list
Lpk, Lsk according to IDy, IDp, runs
the UnSign algorithm to complete un-
signeryption, and returns the message m to
Ay

b. If ¢ = 1, F traverses down (Vp, hs) of the
list Ls, then computes m||s = H3(Vg) @
C and completes the un-signcryption.
F selects h} from (IDa,Ra,hi,c) in
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the list Ly, selects Rs, X4 from
(IDa,Ra,X4) in the list Lpg, selects hg
from (T,1D4,IDg,X4,Xp,m,hs) in the
list Lo, where h = hg, then F verifies
whether the equation s(X4 + Ra + Ry +
hP) = X4 + T is valid. If the equation
holds, then F outputs m, otherwise [F starts
from the next record of the list L3 and redo
Step b. If all the items in the list Lg have
not been returned, then F outputs L, which
means un-signcryption fails.

Challenge Stage: A; can adaptively make two differ-
ent messages mg, mi; with the same length and
two challenge identities 1D 4, IDg. F firstly checks
(IDp,Rp) in the list Ly. If ¢ = 0, F stops. Oth-
erwise, F makes a Public Key queries to ensure
that (zp,rp) already exist in the list L,... Then
the algorithm F selects s*,¢* € Z; at random and
sets T* = [P. F sends the challenge ciphertext
0* = (s*,¢*,T") to A.

Guess Stage: A; can make a polynomial bounded num-
ber of queries like that in the Find stage. Finally, F
outputs her guess ¢’. If ¢/ = ¢, A; can make a query
in Hy with V! = 8(Xg + Rp + h1y). In this case,
the candidate answer of the CDH problem is stored
in the list L3. [ ignores the guessed value of Ay,
selects V' from the list L3 at random, and outputs
(V' —(zp +7B)T*)/k = 2P as the answer to CDH
problem, where xp, rg, T*, V' are known to the al-
gorithm F. Otherwise, the algorithm I does not solve
the CDH problem.

The algorithm F simulates the real attack situation
for Ay. If F is not terminated in the process of simu-
lation and can breach the confidentiality in this paper
with non-negligible probability €, F outputs the valid
answer of the CDH problem.

Now, we evaluate the probability of success. The prob-
ability that A; runs partial private key queries or private
key queries for IDp is at least 1/¢?. The probability
that F successfully selects V' from the list L3 as a can-
didate answer for the CDH problem is 1/¢g3. The non-
termination probability is (1 —0)% in the find stage. The
non-termination probability is § in the challenge stage.
Therefore, the probability that F does not abort during
the simulation is at least q%%(l - qsil )4 qj_l.

To sum up, if the algorithm F does not abort in the
simulation process and A; can break the confidentiality
of our signcryption scheme with the non-negligible ad-
vantage €, F can output the valid solution of CDH prob-

lem with the advantage Advijzm7CLSC*CCA2 > ﬁ( —
1
1 qs 1
qs+1) qs+1° =

Theorem 2. (Type-II Confidentiality): In the random
oracle model, if there is an adversary As who can win the
IND-CLSC-CCA2 game with a non-negligible advantage
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€, there will be an algorithm F that solves the CDH prob-

lem with an advantage Adv%!D_CLSC_CCAQ > qZEqB (1-
1

7 %H)qu 1+1. Here, the adversary As performs at most

qi hash queries to random oracles H;;—1 2.3y and qs sign-

cryption queries.

Proof. The proof idea is similar to Theorem 1 except the
following aspects.

1) The adversary A knows the system master key z.

2) In the Public Key queries, we set R = zP other than
R = rP, and we insert (ID,—,x,c) into L. other
than (ID,r, x,c).

3) In the guess stage, F outputs V' —(zp+k2)T* = 2P
as the answer to CDH problem.

O

Theorem 3. (Unforgeability): In the random oracle
model, if there is an adversary A;i—12) who can win
the EUF-CLSC-CMA game with non-negligible advantage
€, there will be an algorithm F that solves the DL prob-

lem with an advantage Advf%fjlg)LSC*CMA > #(1 —
2 \t— 4, 1

q—{H)qS . Here, the adversary A;i—12) performs at most
q1 hash queries to random oracles H;(;—1 2,3y and qs sign-

cryption queries.

Proof. Supposing that there is an adversary A;(;—1,2) who
can break our CLCS scheme. We want to build an algo-
rithm F which uses A;(—12) to solve DL problem. The
algorithm F receives an instance (P, uP) of the DL prob-
lem and his goal is to compute pu.

Setup: The algorithm F set y = up for the adversary A;.
The other settings are the same as those in Theorem
1 for A;. The algorithm F set y = zp for the adver-
sary As. The other settings are the same as those in
Theorem 2 for As.

Queries: The adversary A; can adaptively make a poly-
nomial bounded number of queries like those in Theo-
rem 1, whereas the adversary As can adaptively make
the queries like those in Theorem 2.

Forgery: After a polynomial bounded number of queries,
Aj(i=1,2) outputs a faked ciphertext §* = (s*,c*,T*)
on message m* with I D4 as the sender and IDp as
the receiver.

The algorithm F first checks the list L;. If ¢ =0, F
aborts. Otherwise, F can get the private key of IDp,
compute V3 = (zp + dp)T™* and get hi by Hs queries
with V5. F recovers m*,s* by h3 and verifies the §*.
If the A;ji—1,2) has successfully forged a user, F can
get two legal signatures (m*,IDa,IDp,T* h,s1) and
(m*,IDs,IDg,T* I, s1) with the Splitting Lemma [15],
where h # h’. Thus, we get T* = BP = (s1(h +
da + x4) — 24)P = (s2(W +da + x4) — 24)P and
si(h+da+za))=s2(W +da+za)).
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For Type-I attack Ay, it is s1(h 4+ 714 + pk + x4) =
so(h +ra+ pk 4+ x4), where k = hy = Hi(ID4a,Ra).
Only p is unknown in this formula, so g can be computed.

For Type-IT attack Ay, it is s1(h+ 74 + 2k +24) =
so(hW + 14+ 2k +x4), where k = hy = H1(IDa,Ra).
Only r4 is unknown in this formula, so r4 can be solved.
We have set R = rqP = pP in the Public Key queries,
so u can be computed.

Now, we evaluate the probability of success. The prob-
ability that A; runs partial private key queries or private
key queries for 1D 4 is at least 1/¢7. The non-termination
probability is (1—0)% in the find stage. The probability of
failure is less than 1/9 when two or more effective cipher-
texts are produced with the oracle replay technique [15].
Therefore, the probability that F can solve the DL prob-
lem is at least ﬁ. Thus, the probability that F success-

1 s
QS+1)q ' D

fully forges a user is at least ﬁ(l -
1

4.3 Analysis of Security Properties

In the authentication and authorization phase, the ses-
sion key is only known by the patient Bob and the doc-
tor Alice, the scheme can achieve the confidentiality for
future communication between them. In addition, the
scheme uses the proposed CLSC scheme that is proved to
have confidentiality in theoreml and theorem2 and un-
forgeability in theorem 3, so the access control achieves
confidentiality property and unforgeability property. The
non-repudiation of the access request is guaranteed by in-
troducing the timestamp. Owing to the characteristics of
the CL-PKC, the access control can solve key escrow prob-
lem and avoid the use of public key certificates. When we
design the CLSC scheme, we don’t use bilinear pair opera-
tions, so our scheme avoids the bilinear pairing operation.
Table 1 is the security properties comparing of the four
schemes.

4.4 Efficiency Comparisons

In this section, we analyze the performance of our ac-
cess control scheme in regard to energy consumption and
communication overhead. Firstly, we compare the scheme
with other three schemes of CK [2], LH [8] and LHJ [7]
in computation efficiency and communication efficiency.
The computation efficiency is determined by the computa-
tional cost of algorithm and the communication efficiency
is determined by the length of ciphertext and public key.
The symbol P denotes pairing operation, the symbol E
denotes an exponentiation operation, the symbol M de-
notes a point multiplication operation. Let |*| denote the
length of element *. For example, |G| denotes the length
of element in group G and |m| denotes the length of mes-
sage space. As can be seen from Table 2, our scheme has
the lower computational cost than the other three schemes
for both Alice and Bob. Here, we neglect the cost of other
operations because they are much smaller than the above
three operations.
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Table 1: Comparisons of security properties

C

2]

Our scheme

] [7]

Confidentiality

Unforgeability

Authentication

Non-repudiation

No certificate

No key escrow

x | x << << <7

Without bilinear pairing

—
x<<<<<<;
-
=

S =

Abbreviations: y/: Scheme prevents this attack or satisfies the attribute,
x: Scheme fails to prevent the attack or does not satisfy the attribute.

Table 2: Performance evaluation of the four schemes

Schemes | Computational Cost (Alice) | Computational Cost (Bob) Communication Cost (Bob)
CK [2] 1P+3M 3P+M 2|G1| + |ID| + |m|

LH [§] 2E 1P+1M+1E |G1| + |G| +3|Z;| + [ID] + |m)|
LHJ [7] 1E+4M 2P+2M+1E 3]G1] + [ID] + [m]

Ours 3M M 51Z: |+ [ID| + |m]

Quantitative evaluation results for the four schemes
are described below. Here, we only consider Bob’s over-
head, because his controller’s resource is limited. We
adopt the result in [14,17] on the MICA2 mote which
is equipped with an ATmegal28 8-bit processor locked
at 7.3728 MHz, 128KB ROM, and 4KB RAM. A pair-
ing operation costs 1.9 s and an exponentiation operation
costs 0.9 s by using a supersingular curve y? +y = 23 4+ z
with an embedding degree of 4 and implementing an np
pairing: E(Fy2n )X E(Fa271) — Fpaeri, which is also equiv-
alent to the 80-bit security level. According to the pre-
vious results [8], a point multiplication over the super-
singular curve costs 0.81 s. Therefore, the computational
time on the controller of CK [2], LH [8], LHJ [7], and
our scheme are respectively 3 x 1.9 + 1 x 0.81 = 6.51 s,
1x1.941x0.81+1x0.9 = 3.61 5, 2x1.94+2x0.814+1x0.9 =
6.32 s and 4 x 0.81 = 3.24 s. We also suppose that the
power level of MICA2 is 3.0 V. The current draw in ac-
tive mode is 8.0 mA and the current draw in receiving
mode is 10 mA [15]. For energy consumption, according
to the evaluation method [11,16], a pairing operation con-
sumes 3.0 x 8.0 x 1.9 = 45.6 mJ, a point multiplication
operation consumes 3.0 x 8.0 x 0.81 = 19.44 mJ, an expo-
nentiation operation in G5 consumes 3.0 x 8.0 x 0.9 = 21.6
mJ. Therefore, the computational energy consumption on
the controller of CK [2], LH [8], LHJ [7] and our scheme
are 3 x45.64+1x19.44 = 156.24 mJ, 1 x45.6+1x19.44+
1x21.6 =86.64mJ, 2x45.64+2x19.4441x21.6 = 151.68
mJ and 4 x 19.44 = 77.76 mJ respectively.

Figure 3 and Figure 4 respectively describe the compu-
tational time and energy consumption of the controller.
It is clear that our scheme has the shortest computa-

tional time and least energy consumption among the four
schemes.

CK[Z] LH[S] LHJ['."]

Figure 3: The computational time of the controller

For the communication cost, we suppose that |m| =
160 bits and |[ID| = 80 bits. CK [2], LH [8], LHJ [7]
schemes use a curve over the binary field Fy2r1 with the
G1 of 252-bit prime order. As in [12,17], the size of an
element in group Gs is 542 bits and can be compressed to
34 bytes. The size of an element in group Gs is 1084 bits
and can be compressed to 136 bytes. The size of an ele-
ment of Z is 32 bytes. In CK [2], LH [8], LHJ [7] and our
scheme, the controller needs to receive 2|G1|+ |ID| + |m)|
bits=2 x 34 + 10 + 20 = 98 bytes, |G1| + [G2| + 3|Z;| +
|ID|+ |m| bits=34 4+ 136 + 3 x 32 + 10 + 20 = 296 bytes,
3|G1| + |ID] + |m]| bits=3 x 34 + 10 + 20 = 132 bytes,
and 5|Z;| + [ID[ + |m| bits=5 x 32 + 10 + 20 = 190
bytes respectively. From [12,17], we know the controller
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Table 3: Energy consumption of the four schemes

Figure 4: The energy consumption of the controller

takes 3 x 10 x 8/12400 = 0.019 mJ to receive one-byte
message. Therefore, in CK [2], LH [8], LHJ [7] and our
scheme, communication energy consumption values of the
controller are 0.019x98 = 1.86 mJ, 0.019x296 = 5.62 mJ,
0.019 x 132 = 2.51 mJ, and 0.019 x 190 = 3.61 mJ respec-
tively. The total energy consumption of CK [2], LH [8],
LHJ [7] and our schemes are 156.24 + 1.86 = 158.1 mJ,
86.64 + 5.62 = 92.26 mJ, 151.68 + 2.51 = 154.19 mJ, and
77.76 + 3.61 = 81.37 mJ respectively. Table 3 provides
energy consumption of four schemes. Although the com-
munication cost of our scheme is more than that of CK [2]
and LHJ [7], the total energy consumption of our scheme
is less than that of other three schemes. The controller’s
energy consumption of computation and communication
in our scheme is almost half of that in CK [2] and LHJ [7].

5 Conclusions

In this paper, we proposed a new CLSC scheme with-
out using bilinear pairing operation and constructed an
efficient access control scheme using the proposed CLSC
scheme for the WBANs. We verified the mathematical
correctness of the CLSC scheme from the aspect of the
partial key, the ciphertext and the signature. Then we
proved that the proposed scheme offered confidentiality
and unforgeability in the random oracle model on the
basis of the hardness of the CDH problem and the DL
problem respectively. Moreover, we have analyzed the

Computational energy | Communication energy Total energy
Schemes consumption (mJ) consumption (mJ) consumption (mJ)
CK [2] 156.24 1.86 158.1
LH [8] 86.64 5.62 92.26
LHJ [7] 151.68 2.51 154.19
Ours 77.76 3.61 81.37
security property and concluded that our scheme satisfy
w00 — more security property than three others schemes. As far
. as performance analysis is concerned, our access control
EBiso — — — scheme had the shortest computational time and the least
o E' energy consumption compared with the existing three ac-
%n E 100 T —_— cess control schemes utilizing signcryption.
i E
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