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Abstract
The development of healthcare system has been greatly
facilitated by the use of cloud-assisted wireless body area
network (WBAN), which provides a more convenient and
intelligent medical service for the users. However, how
to establish a secure channel between WBAN and the
cloud service and efficient transmission of WBAN data
to the cloud service is a great challenge. In this paper,
we propose a secure and efficient data aggregation scheme
for cloud-assisted wireless body area network. First, we
use the privacy homomorphism technique to encrypt the
user data, so that the aggregation of data without decryption, to ensure the security and privacy of user data.
Then use the base station to help users forward data to
the cloud service and allow users to select the best relay
node according to the proposed greedy forwarding model,
improve the transmission efficiency of user data. The security analysis and experimental results show that the
proposed scheme has high security and lower loss ratio,
smaller delay and less energy consumption.
Keywords: Aggregation; Cloud-assisted WBAN; Privacy
Homomorphism; Wireless Body Area Network

1

Introduction

Wireless body area network (WBAN) appears very
promising for healthcare service system, as if can monitor the user’s physiological parameters in a timely manner, leading to enhanced efficiency of medical services.
Due to the limited computing and storage resources of
WBAN, a cloud service to help deal with and store large
amounts of user data can provide users with more reliable and intelligent healthcare services [15, 16]. However, there lies a challenge in designing cloud services to
be combined with WBANs. The main challenge is how
to ensure user identity and data privacy while improving the efficiency of user data transmission. On the one
hand, in order to ensure the security and privacy of user
data, the literature [2, 9, 13] proposes to establish secure

communication between users and cloud services through
bilinear mapping, reducing key management and storage
overhead. The literature [5–7] proposed the use of chaotic
public key cryptography to encrypt user data against external and internal attacks. However, these schemes are
not suitable for WBAN with limited computing and storage capacity. In order to reduce the computation and
communication overhead, the literature [3,4,12] proposed
to use the time-varying human physiological signal to establish secure channel. But this method is limited to the
symmetric network topology. On the other hand, in order to improve the transmission efficiency of user data,
Liang et al. [8] proposed a privacy-preserving emergency
call scheme PEC. The scheme protects the security of
healthcare service system through an attribute-based ciphertext strategy and to transmit the emergency data to
the cloud service by broadcasting. Although it can resist
cloud service compromise attacks and reduce the transmission delay, the scheme has a large energy consumption.
Chen et al. [1] proposed a privacy-preserving data aggregation scheme to reduce the communication overhead of
the whole system. However, the scheme can not resist
compromise attacks from users or cloud servers. Subsequently, Zhang et al. [14] proposed a priority-based data
aggregation scheme PHDA for cloud-assisted WBAN. The
scheme encrypts the user data through the Paillier public
key cryptography and uses the base station to help the
user forward data to the cloud service, reducing the delay and increasing the packet arrival rate. However, the
scheme has a large computational complexity and can not
resist compromise attacks. Therefore, how to protect the
user data security while maintaining the efficient transmission of data on cloud assisted WBAN is still an important challenge.
In this paper, our goal is to design a secure and efficient cloud-assisted WBAN to address secure communication and efficient transmission issues. First, we propose a lightweight data aggregation scheme that encrypts
data through privacy homomorphic technology, making
the cloud service aggregate data without decrypting and
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Figure 1: A generic telemedicine service architecture

Figure 2: A greedy forwarding model
ensuring data confidentiality. Second, in order to ensure
the integrity of the data, we aggregate user data labels for
batch authentication, reducing the overhead of user data
authentication. Finally, in order to improve the transmis- 2.3 Attack Model
sion efficiency of user data, we propose a greedy forwarding model to forward user data. The performance evalu- Attackers may exist in the network and launched attacks
ation shows that our scheme can meet the requirement of to threaten the user’s identity and privacy data, reduce
delivery rate and delay, while lower energy is consumed. network performance. In addition to eavesdropping, intercepting all network transmission messages, it is possible to replay the previous legitimate messages or fake le2 Network Architecture and At- gitimate users to send false messages to the base station.
In addition, the user equipment and the base station are
tack Model
semi-trusted, and attackers are likely to launch a compromise attack on base stations and user equipment, access
2.1 Network Architecture
to the corresponding secret information to cause a greater
In this section, we present a generic telemedicine service threat.
architecture, as shown in Figure 1. The architecture consists of three main components:

3

The Proposed Scheme

1) The WBAN which collects user health data;

In this section, we present a secure and efficient data aggregation scheme (SEDA). SEDA involves privacy homol2) The cloud service which allow medical professionals
ogy [10] basic technology, in order to facilitate the later
to access to stored data;
description, we first briefly introduce it.
3) The healthcare authority which designate and enforce security policies.
First, the healthcare organization generates and sends his
security parameters to each user and medical personnel,
which is used to enforce the security policy of the medical institution. Then, WBAN collects the user’s health
data and uploads it to the cloud service through the base
station. The cloud service to the user’s data aggregation,
storage and delivery to the medical personnel for diagnosis and analysis.

2.2

Greedy Forwarding Model

In WBAN, we need to consider the low power requirements of the user equipment. When the user equipment
and the base station communication distance is relatively
large, the use of multi-hop relay mode can reduce the
total power consumption of WBAN. Then, in order to reduce the number of hops between the user equipment and
the base station, we present a greedy forwarding model,
as shown in Figure 2. In this model, the sending node
selects the node closest to the destination node in the
communication range as the next hop forwarding node.

3.1

Basic Technology

Privacy homomorphic technology does not require the aggregator to decrypt the received privacy data and can directly perform the aggregation operation. Its main principle is: take a small integer d ≥ 2 and a large integer g
0
as the public key, take a small divisor g of g and rZg
as the secret key; Randomly divide
m into d
Pd the message
0
parts m1 , · · · , md , satisfy m = i=1 mi modg , compute
Ek (m) = (m1 rmodg, m2 r2 modg, · · · , md rd modg); Compute the i − th coordinate
r−i modg to obtain mi modg,
Pby
0
d
and compute Dk (m) = i=1 mi modg restore m.

3.2

SEAD Scheme

This scheme is divided into four phases: initialization
phase, data encryption phase, data aggregation phase and
data decryption phase. The verification work is carried
out in the data decryption phase.
3.2.1

Initialization Phase

The healthcare authority T A first selects a positive integer d ≥ 2 and a large integer g as the public key,
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0

and selects a small divisor g of g and rZg as the pri- 4
Security Analysis and Proof
vate key. Then randomly generates a shared key SKi
for each user ui and selects two one-way function: H1 : In this section, we discuss the security performance of our
∗
{0,
, H2 : Zg → Zg . Finally, T A preloads proposed SEAD scheme. We focus on the attack model
n 1}0 × Zg → Zg o
in Section 2.3.
r, g , SKi , H1 , H2 into ui .
Theorem 1. The proposed scheme can resist eavesdropping/tampering attacks.
3.2.2 Data Encryption Phase
The user ui needs to encrypt mi before uploading the
physiological data mi to base station BS. Before ui encrypts, first it needs to calculate seed mask value ri1 =
H1 (IDui k SKi ), and then calculate riu = H2 riu−1 before each encryption. Using the seed mask value riu to
mask the encrypted data mi : m
b i = (mi + riu ) modg,
and then
divide
m
b
into
d
part
mi1 , · · · , mid , satisfy
i
Pd
0
m
b i = j=1 mij modg . Calculate Ci :

Proof. In our scheme, user data needs to be encrypted and
signed before uploading. The attacker can not obtain the
user privacy data and tamper with the communication
data without knowing the private key SKi and r of the
user and the medical personnel. Therefore, our scheme
can resist eavesdropping/tampering attacks.
Theorem 2. The proposed scheme can resist user compromise attacks.

Ci = [Ci1 , Ci2 , · · · , Cid ]


= mi1 rmodg, mi2 r2 modg, · · · , mid rd modg

Proof. Our scheme involves two types of secret keys: SKi
(1) and r, SK is the shared key between the user u and the
i
i
medical personnel, and r is the shared key of all users
and calculate the label dgtui = (riu + ski ) modg. Then and the medical personnel. The attacker compromises
forwards Ci k dgtui to the nearby BS through the greedy one or some network users to obtain the secret key r, it
also can not get other user’s privacy information. Because
forwarding model.
the compromised user can not obtain the shared key SKi
of the uncompromised user ui and the medical personnel.
3.2.3 Data Aggregation Phase
Therefore, our scheme can resist user compromise attacks.
When the cloud service receives the n messages sent by
BS in the time period t, it needs to aggregate the n mesTheorem 3. The proposed scheme can resist cloud sersages:
vice compromise attacks.
" n
#
n
n
X
X
X
Proof. In our scheme, the attacker compromises that the
C12···n =
Ci =
Ci1 , · · · ,
Cid
cloud service can not obtain the user’s privacy data. Bei=1
i=1
i=1
" n
#
(2)
cause the cloud service is only responsible for aggregating
n
X
X
d
user data, there is no shared key SKi between the user
=
mi1 rmodg, · · · ,
mid r modg
and
the medical personnel, can not decrypt the user data.
i=1
i=1
Therefore, our scheme can resist cloud service compromise
attacks.
n
X
Dgtui =
dgtui
(3) Theorem 4. The proposed scheme can resist replay ati=1
tacks.
and then send C12···n k Dgtui to the medical personnel.

Proof. In our scheme, the user will send Ci k dgtui
to the base station every time, and the label dgtui =
(riu + ski ) modg will be updated by updating riu =
3.2.4 Data Decryption Phase
H2 riu−1 . If the attacker replays the previous interacAfter receiving the aggregated data C12···n k Dgtui , tive message,
it will not be able to pass the detection of
the medical personnel calculate riu = H2 riu−1 , i = the medical personnel. Therefore, our scheme can resist
1, 2, · · · , n, and then verifies:
replay attacks.
!
n
n
X
X
Theorem 5. The proposed scheme can provide forward
?
Dgtui −
ski modg =
riu
(4)
security.
i=1

i=1

Proof. In our scheme,the user needs to calculate the mask
value riu = H2 riu−1 before each encryption, and then
delete riu−1 . So even if the attacker compromise the user,
can only get the current riu and can not get riu−1 of the
previous time period. Therefore, our scheme can guaran(5)
tee forward security.

If equal, decrypt C12···n to obtain the aggregated data
m:
m=
n
X
i=1

Ci1 r

−1

+ ··· +

n
X
i=1

Cid r

−d

−

n
X
i=1

!
riu

modg

0

International Journal of Network Security, Vol.21, No.2, PP.243-249, Mar. 2019 (DOI: 10.6633/IJNS.201903 21(2).08)

246

Table 1: Computational overhead of the three schemes
Scheme
PHDA
MuDA
SEDA

Individual user
6Texp + 3Tmul
2Texp + Tmul
1Th + 2Tmad + dTmul

Cloud server
(2n + 3) Tp + nTexp + (2n + 1) Tmul
(n − 1) Tmul
d (n − 1) Tmad

Medical personnel
2Tp + Texp
2Texp + 2Tplm
nTh + 2Tmad

Table 2: Simulation parameters
Parameters
Size of simulation area/m2
Number of mobile nodes
Number of base stations
Mobile node communication range /m
Mobile node average velocity /m/s
Initial energy /mJ
MAC layer protocol
Channel bandwidth /Mbs
Simulation time /s

5
5.1

Performance Evaluation
Computing Complexity

We compare the computational complexity of SEDA with
the typical MuDA [1] and PHDA [14] for privacy preserving data aggregation schemes. The computational overhead of each scheme is considered from the following three
aspects: the computational cost of a single mobile user,
the computational overhead of the cloud service, and the
computational overhead of the medical personnel. For
SEDA, each mobile user ui needs to perform 1 hash operation, 2 modulo addition operations and d modular multiplication operations for its privacy data encryption and
signature. In the data aggregation phase, the cloud server
calculates an encrypted aggregation operation to obtain
C12···n need to perform d(n − 1) modular addition operation. The medical personnel to verify the signature and
decryption data need to n hash operations and 2 modular operations. For PHDA, each mobile user ui encrypts
and signs its health data with 6 exponential modular operations and 3 modular multiplication operations. The
cloud service verifies that this received health data signature and aggregation health data requires (2n + 3) bilinear pair operations, n exponential exponentiation operations and (2n + 1) modular multiplication operations.
The medical personnel verify that signature and decryption data requires 2 bilinear pair operations and 1 exponential modular operation. For MuDA, each mobile user
ui encrypts its privacy data requires 2 exponential operations and 1 modular operation. In the data aggregation
phase, the cloud server computes an encrypted aggregation operation requires (n − 1) modular multiplication operations. The medical personnel decrypts the aggregated

Values
100 × 100
20, 40, 60, · · · , 200
1
50
1, 2
1000
802.11
11
100

health data with 2 bilinear pair operations and 1 discrete
logarithmic operation.
The computational complexity of the three schemes is
shown in Table 2. Where Texp represents the computational overhead required for exponential modular operation in ZN 2 , Tmul represents the computational overhead required for modular multiplication operation in G,
Tmad represents the computational overhead required for
modular addition operation in G, Th represents the computational overhead required for the hash operation, Tp
represents the computational overhead required for bilinear pairing operations, Tplm represents the computational overhead required to calculate discrete logarithms
using Pollard’s Lambda method, and n represents the total number of mobile users within the network. As can
be seen from Table 1, our scheme is significantly less than
the other two schemes, because the bilinear pairing operation and exponential modular operation need to spend
much more than the modular operation.

5.2

Simulation Settings

Our simulations are performed in NS-2 [11]. Two main
experiments are performed to evaluate the performance of
the proposed scheme. In the first experiment, the moving speed of the mobile node was set to 1 m/s. In the
second experiment, the moving speed of the mobile node
is set to 2 m/s. In all simulation experiment, the mobile
nodes are randomly deployed in a 100 × 100m2 monitoring area, the base station node is located in the center of
the area. Table 2 shows some basic parameter settings
in the simulation. In order to evaluate the transmission
efficiency of SEDA health data, there are three different
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Number of

Figure 3: The user movement speed is 1m/s
data transmission solutions are considered. The first is
PEC [8], a traditional solution of relying on all neighbor
nodes to forward the user data. The second is PHDA [14],
a method that relies on base stations and any neighbor
nodes to forward the user data. The third is our proposed
SEDA solution, which relies on the base station and the
optimal neighbor nodes to forward the user data.
The performance metrics that we use in simulation experiments are the packet loss ratio, transmission delay and energy consumption.
The average packet loss ratio (LR)
is
defined
as
LR =

Pn−1
1
i
i
i
M
−
M
/M
,
where
n
repreAGT
s
AGT
r
AGT
s
i=0
n−1
i
sents the number of mobile nodes,MAGT
represents
s
the total number of the mobile node ui sends packets of cbr (constants bit rate) data flow in the api
plication layer (AGT ), and MAGT
r represents the total number of ui received packets of cbr data flow in
AGT . The average packet delay (P D) is defined as

PN
P D = N1+1 i=0 Tri − Tsi , where N represents BS in
the AGT layer to receive the total number of packets
of cbr data flow, Tri represents BS receives the i − th
packet time, and Tsi represents ui sends the i − th packet
time. The average
energy consumption
(EC) is defined

Pn
i
i
as EC = n1 i=0 Einit
− Eres
, where n represents the
i
number of mobile nodes, Einit
represents the initial eni
ergy value of ui , and Eres represents the residual energy
value of ui at the end of simulation.

5.3

Simulation Results

In Figure 3, the moving speed of the mobile node is set
to 1 m/s. Figure 3(a) shows the relationship between
the average packet loss ratio and the number of mobile
nodes. As can be seen from the figure, with the increase
of the number of mobile nodes, PEC and PHDA packet
loss first decreases then increases gradually, because congestion occurs when the area of the coverage area of the
mobile node is expanded to a certain extent. SEDA has a
low packet loss ratio compared to PEC and PHDA, when
the number of mobile nodes is 200, the average loss ratio
of SEDA is 66.74% less than PEC and 62.25% less than

PHDA. This is because SEDA chooses the best node as
the next hop forwarding node, which is not affected by
the number of mobile nodes. Figure 3(b) shows the relationship between the average delay and the number of
mobile nodes. It can be seen that the average delay of
PEC and PHDA is increasing with the number of mobile nodes increasing, while the average delay of SEDA
is almost constant. Specifically, when the number of mobile nodes is 200, the average delay of SEDA is 76.4%
and 68.93% less than that of PEC and PHDA respectively. This is because the number of forwarding hops for
PEC and PHDA is increasing as the number of mobile
nodes increases, and SEDA selects the best node as the
next hop node, and the hop count does not increase with
the number of mobile nodes. Figure 3(c) shows the relationship between the number of mobile nodes and the
average energy consumption. As can be seen from the
figure, SEDA has a lower energy consumption compared
to the other two schemes. Specifically, when the number
of mobile nodes is 200, the average energy consumption
of SEDA is 54.34% less than PEC and 46.43% less than
PHDA. This is because SEDA selects the nearest node
to the the target node for forwarding, thereby reducing
energy consumption.
In Figure 4, the moving speed of the mobile node is
set to 2 m/s. Figure 4(a) shows the relationship between
the average loss ratio and the number of mobile nodes. It
can be seen from the figure that SCDA has a low packet
loss ratio compared to PEC and PHDA, when the number of mobile nodes is 200, the average loss ratio of SEDA
is 75.9% less than PEC and 71.71% less than PHDA. As
mentioned earlier, this is because SEDA chooses the best
node as the next hop node, thereby reducing the number of forwarding hops. Figure 4(b) shows the relationship between the average delay and the number of mobile
nodes. This graph shows that SEDA has a low transmission delay compared to the other two schemes. When
the number of mobile nodes is 200, the average delay of
SEDA is 70.55% and 68.06% less than that of PEC and
PHDA. Because SEDA chooses the optimal node as the
next hop node, thereby reducing the transmission delay.
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Figure 4: The user movement speed is 2m/s
Table 3: To-be tested audio files
Simulation
Experiment 1
Experiment 2

Avg. packets loss ratio
66.74% and 62.25%
75.9% and 71.71%

Avg. Delay
76.4% and 68.93%
70.55% and 68.06%

Figure 4(c) shows the relationship between the average
energy consumption and the number of mobile nodes. It
can be seen that SEDA has a lower energy consumption
compared to the other two schemes. Specifically, when the
number of mobile nodes is 200, the average energy consumption of SEDA is 52.8% and 44.25% less than that of
PEC and PHDA, respectively. As mentioned earlier, this
is because the energy consumption is also decreasing as
the number of forwarding hops decreases.
A comparison between experiment 1 and experiment 2
is shown in Table 3. This table shows how much of the
packet loss ratio, delay and energy consumption of SEDA
is less than that of PEC and PHDA. When the mobile
user’s moving speed is 2m/s, experiment 2 has a high
packet loss ratio compared to experiment 1. Because as
the mobile user’s mobile speed becomes faster, the network topology becomes faster, thus affecting the packet
delivery ratio. Due to the higher number of packets lost in
experiment 2, energy consumption and delay are reduced.

6

Conclusion

In this paper, we propose a secure and efficient data aggregation scheme for cloud-assisted WBAN. The scheme
uses privacy homomorphism to encrypt user data so that
it does not need to be decrypted when aggregating data,
ensuring data confidentiality and resisting compromise attacks. At the same time, the user data is forwarded by
using the fixed base station node and the best relay node
between the user and the base station, thus improving the
transmission efficiency of the user data. The experimental
results show that our scheme has lower packet loss ratio,
smaller delay and less energy consumption.

Avg. Energy consumption
54.34% and 46.43%
52.8% and 44.25%
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