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Abstract

Recently, it has been suggested that the cryptographic se-
curity of wireless communication systems can be improved
by exploiting characteristics of ultrawideband (UWB) sig-
nals or spatial diversity in multiple-antenna channels.
In this paper, a multiple-antenna prerake UWB system
which can achieve robust physical-layer security is pro-
posed. The security performance of the proposed system
is analytically evaluated in terms of the probability of an
adversary correctly determining a secret key versus the
decoding error probability of a legitimate receiver. Nu-
merical results based on a standardized UWB channel
model show how the number of antennas and that of pre-
rake fingers affect the security performance.

Keywords: Multiple Antennas; Physical Layer; Prerake;
Ultrawideband

1 Introduction

The broadcast nature of wireless channels necessitates
securing the message transmission over such medium.
While this need can be satisfied by using some kind of
powerful encryption algorithms, low-power wireless sys-
tems such as radio frequency identification (RFID) sys-
tems may not even have enough power and resources to
operate them [1,2,7,22,23]. Recent research on communi-
cation theory indicates that characteristics of ultrawide-
band (UWB) signals can be exploited to complement the
levels of cryptographic security of wireless systems [5,11].
Specifically, the extremely large bandwidth of UWB sig-
nals makes their transmissions more robust to interfer-
ence than narrow band transmissions. Moreover, since
the transmit power of UWB devices is limited by relevant
regulatory authorities such as the Federal Communica-
tions Commission (FCC) in the USA and the European
Commission (EC) in Europe [9], these low-power devices
are rather difficult to eavesdrop. UWB signaling such as
impulse radio (IR) [24] can also be deliberately designed
to achieve some level of encryption at the physical layer.

In the above design, a time-hopping sequence is
adopted as a secret parameter for the UWB communi-
cation link [5,11]. That is, only a legitimate receiver who
knows this sequence can successfully decode the overall
message. In evaluating the physical-layer security perfor-
mance of IR-UWB systems in [5, 11], it is assumed that
the transmitter, legitimate receiver, and adversary ( i.e.,
eavesdropper) are equipped with a single antenna. On
the other hand, it is well known that the use of mul-
tiple antennas is capable of achieving spatial diversity.
Many works such as [15, 21, 25, 27] have then focused
on this deployment for UWB systems, resulting in sig-
nificant performance improvement. To the best of our
knowledge, however, the ability of multiple-antenna IR-
UWB systems to support higher-layer cryptographic pro-
tocols has been investigated only in [26], where the au-
thors presented a secure space-time coding scheme which
uses channel state information (CSI) as the secret key
in multiple-antenna links.1 Unfortunately, an adversary
still can employ the blind deconvolution method [6] to es-
timate its corresponding CSI, making it difficult for this
scheme to attain the perfect communication secrecy.

In this paper, an alternative multiple-antenna IR-UWB
system which can effectively provide the physical-layer se-
curity is proposed. Specifically, the transmitter employs
multiple antennas to perform prerake filtering2 with spa-
tial transmit diversity, leading to temporal focusing ( i.e.,
the received signal is compressed in time domain) as well
as spatial focusing ( i.e., the received signal is focused
on the intended receiver, or more precisely, the legitimate
one) [9]. Accordingly, the legitimate receiver who shares
a common key with the transmitter requires only a simple
matched filter to decode data. The security performance

1For the case of multiple-antenna narrow band systems, readers
are referred to [10] and references therein.

2Another similar pre-filtering technique, called time reversal, has
also been used in UWB communications [13, 27]. Nevertheless,
this technique can be continuous-time processing based on phys-
ical waveform recording, and has a wider variety of applications
such as electromagnetic imaging [14, 19] and underwater acoustic
communications [4].
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Figure 1: Multiple-antenna prerake UWB system

of the proposed system is also analytically evaluated in
terms of the probability of the adversary correctly deter-
mining the key versus the decoding error probability of
the legitimate receiver.

The rest of the paper is organized as follows. Section 2
describes the system model. In Section 3, the security
performance of the multiple-antenna prerake UWB sys-
tem is analyzed. Section 4 provides the numerical results,
followed by the conclusion given in Section 5.

2 System Model

We consider a UWB system where the transmitter is
equipped with M antennas, and the legitimate receiver
as well as the eavesdropper are equipped with one an-
tenna,3 as shown in Figure 1. The M transmit antennas
are spatially spaced in such a way that the transmitted
signals undergo statistically independent channel fading.4

In general, a UWB link channel can be modeled by the
stochastic tapped-delay-line propagation model [9]. The
channel impulse response (CIR) for a UWB transmission
link from the transmitter to the legitimate receiver is thus
described by

hm(t) =

Lt−1∑
l=0

αm,lδ(t− lTp), (1)

where m ∈ {1, 2, . . . ,M} is the index of the transmit an-
tenna, Lt is the number of multipath components, l is
the path index, αm,l is the energy-normalized path gain

with
∑Lt−1
l=0 |αm,l|2 = 1, and Tp is the minimum multi-

path resolution. The minimum Tp is equal to the width
of the unit-energy monocycle pulse p(t), since any two
paths whose relative delay is less than the pulse width
are not resolvable. Similarly, the CIR for a UWB trans-
mission link from the transmitter to the eavesdropper can
be written as Equation (1) with hm(t) and αm,l replaced
by gm(t) and βm,l, respectively.

3The use of multiple antennas at the legitimate receiver and the
eavesdropper is beyond the scope of this work and will be considered
in our future work.

4In practice, such antenna spacing is expected to be on the order
of a few ten centimeters [3].

As in [11], perfect timing and synchronization among
the transmitter, legitimate receiver, and eavesdropper are
assumed. Also, we suppose that a randomly generated b-
bit secret key K is shared by the transmitter and the
legitimate receiver, and it is divided into n parts, i.e.,
K = (κ1, κ2, . . . , κn), to make use of the limited key bits.5

The transmitter employs a time-hopping method and bi-
nary pulse amplitude modulation, and then uses each key
part κj which consists of b/n bits, j ∈ {1, 2, . . . , n}, to se-
lect a position index in {0, 1, . . . , 2b/n − 1} that is shared
by the pulses in the corresponding Nf/n frames (see Fig-
ure 2). Without loss of generality, we will consider an IR-
UWB signal carrying the first binary data bit b0 ∈ {−1, 1}
with equal probability in the first symbol period. To ap-
ply prerake filtering with spatial transmit diversity, the
channel reciprocity is assumed to be satisfied,6 and partial
CSI of the links between the transmitter and legitimate
receiver, i.e., {αm,l}M,L−1

m=1,l=0 with L < Lt, is assumed to be

known at the transmitter.7 Therefore, a partial-prerake
filter [20] with L taps (also called prerake fingers) can
be used at the m-th antenna of the transmitter, and the
transmitted signal is represented by

sm(t) =

√
Es

Nf

Nf−1∑
k=0

b0zm(t− kTf − c0,bnk
Nf
cTp), (2)

where Es is the energy per symbol, Nf is the number of
frames in one symbol period (denoted by Ts := NfTf),
Tf is the frame period, {c0,bnk

Nf
c}Nf−1
k=0 is the time-hopping

sequence, with b · c denoting the integer floor, and zm(t)
is formed by passing the UWB pulse p(t) through the

5For simplicity, b is assumed to be divisible by n.
6The experimental results in [18] show that the reciprocal theo-

rem is indeed valid for a UWB multipath environment.
7The reason behind the partial CSI consideration is as follows. In

typical indoor UWB environments, the number of multipath compo-
nents can be on the order of from several tens to a hundred more [16].
From a practical point of view, only a subset of the multipath com-
ponents can be exploited at the transmitter or receiver side.
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Figure 2: IR-UWB signal with secure time-hopping

partial-prerake filter wm(t). Mathematically speaking,

zm(t) = wm(t) ∗ p(t)

=
1√

M
∑L−1
l=0 |αm,l|2

L−1∑
l=0

α∗m,L−1−lp(t− lTp),
(3)

where ∗ and ( · )∗ denote the convolution and com-
plex conjugate, respectively, and the normalization factor√
M
∑L−1
l=0 |αm,l|2 is introduced in order to keep the to-

tal power transmitted from the M antennas constant [12].
The purpose of such filtering is to produce a strong peak
of the received per-frame signal at the legitimate receiver,
and then a matched filter ( i.e., single correlator) can be
used to receive this path.

3 Performance Analysis

In the following, we will derive the error probabilities of
the legitimate receiver and eavesdropper for the above
system.

3.1 Legitimate Receiver

The IR-UWB signal received at the legitimate receiver
can be expressed as

r(t) =

M∑
m=1

hm(t) ∗ sm(t) + u(t)

=

M∑
m=1

Lt−1∑
l=0

αm,lsm(t− lTp) + u(t),

(4)

where u(t) is the additive white Gaussian noise (AWGN)
with zero mean and double-sided power spectral density
(PSD) N0/2. Based on Equations (2)-(4), it can be shown
that the received signal r(t) includes Nf strong paths (cor-
responding to Nf frames), and the delay of each rela-
tive to the first arrival path is (L − 1)Tp. To perform
matched filtering to these peaks, the legitimate receiver
who knows the secrete key K (or more specifically, the

time-hopping sequence {c0,bnk
Nf
c}Nf−1
k=0 ) generates the tem-

plate signal v(t) = 1√
Nf

∑Nf−1
k=0 p(t − kTf − c0,bnk

Nf
cTp).

Thus, the decision variable for b0 is given by

y =Re

(
1√
Nf

Nf−1∑
k=0

[ ∫ (k+1)Tf+c0,bnk
Nf
cTp+(L−1)Tp

kTf+c0,bnk
Nf
cTp+(L−1)Tp

r(t)

× p(t− kTf − c0,bnk
Nf
cTp − (L− 1)Tp) dt

])
,

where Re( · ) denotes the real part. Following the same
procedure as in [8], the bit error probability of the legit-

imate receiver conditioned on {αm,l}M,L−1
m=1,l=0 is obtained

as

Pb = Q

√2Es

∑M
m=1

∑L−1
l=0 |αm,l|2

MN0

 , (5)

where Q( · ) denotes the Gaussian Q-function.

3.2 Eavesdropper

The IR-UWB signal received at the eavesdropper can be
expressed as

r̃(t) =

M∑
m=1

gm(t) ∗ sm(t) + ũ(t)

=

M∑
m=1

Lt−1∑
l=0

βm,lsm(t− lTp) + ũ(t),

(6)

where ũ(t) is the zero-mean AWGN with the same PSD
as u(t). In general, the eavesdropper is not likely to be
very close to the legitimate receiver and then the received
signal r̃(t) in Equation (6) tends to be almost immersed
in the background noise (see, e.g., Figure 8 in [27], for
an illustration). As a result, it is very difficult for the
eavesdropper to find the data pulses without knowledge
of their locations.

To establish a lower bound on the security perfor-
mance, we focus on the worse-case scenario where the
eavesdropper knows the transmitted data bit [11] in the
sequel. Let us consider the first Nf/n frames, where data
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pulses are located at the identical time slot in each frame.
To use the matched filtering technique (similarly to the
legitimate receiver), the eavesdropper generates the tem-

plate signal ṽi(t) = b0√
Nf

∑Nf/n−1
k=0 p(t−kTf−iTp) when the

data pulse is in the i-th time slot, i ∈ {0, 1, . . . , 2b/n− 1}.
The decision statistic for the first Nf/n frames is therefore
given by

ỹi =Re

(
b0√
Nf

Nf/n−1∑
k=0

[ ∫ (k+1)Tf+iTp+(L−1)Tp

kTf+iTp+(L−1)Tp

r̃(t)

× p(t− kTf − iTp − (L− 1)Tp) dt

])
.

Note in Figure 2 that there are many slots in each frame
due to the extreme bandwidth expansion, but only one of
them contains a data pulse. Hence, the eavesdropper in-
evitably has to deploy the template at various delays, and
then picks the output with the largest value. Following
the approach outlined in [9, Chapter 6], it is straightfor-
ward to show that8

ỹi ∼ N (µi, σ
2),

where

µi =



Re

(
Es

n

∑M
m=1

∑L+i−c0,0−1

l=0 α∗m,l−i+c0,0
βm,l√

M
∑L−1

l=0 |αm,l|2

)
,

(c0,0 − L+ 1)U [c0,0 − L+ 1] ≤ i ≤ c0,0

Re

(
Es

n

∑M
m=1

∑L+i−c0,0−1

l=i−c0,0
α∗m,l−i+c0,0

βm,l√
M

∑L−1
l=0 |αm,l|2

)
,

c0,0 + 1 ≤ i ≤ Lt − L+ c0,0

Re

(
Es

n

∑M
m=1

∑Lt−1
l=i−c0,0

α∗m,l−i+c0,0
βm,l√

M
∑L−1

l=0 |αm,l|2

)
,

Lt − L+ c0,0 + 1 ≤ i ≤ Lt + c0,0 − 1
0, otherwise,

(7)
and

σ2 =
N0

2
. (8)

In Equation (7), c0,0 is the actual time-hopping subse-
quence for the first Nf/n frames, and U [ · ] denotes the
discrete-time unit step function. Applying the result of
optimal detection for orthogonal signaling in [17, Chapter
4], the probability of finding the correct pulse position in

the first Nf/n frames conditioned on {α∗m,l}M,L−1
m=1,l=0 and

{βm,l}M,Lt−1
m=1,l=0 is obtained as

Pr{ỹi < ỹc0,0 ,∀i 6= c0,0}

=
1√
2πσ

∫ ∞
−∞

 2b/n−1∏
i=0,i6=c0,0

(
1−Q

(
x− µi
σ

))
× exp

(
− (x− µc0,0)2

2σ2

)
dx.

8To obtain this closed-form expression, we assume that Tf >
(2Lt + 2b/n − 1)Tp.

Because the time-hopping subsequence for each group of
Nf/n frames is independently assigned by the correspond-
ing key part, the conditional probability of error for find-
ing the entire key at the eavesdropper is given by

Pe = 1−
(
Pr{ỹi < ỹc0,0 ,∀i 6= c0,0}

)n
. (9)

4 Numerical Results

A description of the security performance of the proposed
system can be obtained by plotting the average proba-
bility of the eavesdropper correctly determining the key
( i.e., 1 − P̄e) versus the average bit error probability of
the legitimate receiver ( i.e., P̄b) on a log-log scale, as
shown in Figures 3-5. For these plots, the parameters are
set as follows: b = 30, n = 5, Nf = 25, Tf = 400 ns, and
Tp = 125 ps. Furthermore, the received signal-to-noise
(SNR) ratio is assumed to be the same at the legitimate
receiver and the eavesdropper, while P̄b and P̄e are ob-
tained, respectively, by averaging Equations (5) and (9)
over 10,000 channel realizations generated from one of the
IEEE 802.15.4a channel models, namely CM3 for an office
line-of-sight environment [16]. The label “ideal” refers to
the case in which L = Lt.

Figure 3 compares the security performance of our pre-
rake UWB system and the rake UWB (or more specifi-
cally, baseline) system proposed in [11] when both systems
use a single transmit antenna (M = 1). The results in this
figure show that, with the same number of fingers (L),
the former system outperforms the latter one. This may
be explained, for example, by considering the mean (µi)
and variance (σ2) of ỹi for the two systems. From Equa-

tions (7) and (8), we have µc0,0 = Re

(
Es

n

∑L−1
l=0 α∗l βl√∑L−1
l=0 |αl|2

)
and σ2 = N0

2 for the prerake UWB system with M = 1,9

while its rake counterpart (see [11, Section IV-B]) yields

µc0,0 = Es

n

∑L−1
l=0 |βl|2 and σ2 = N0

2

∑L−1
l=0 |βl|2. In our

simulation trials, we find that the first mean µc0,0 tends
to be less than the second one. Meanwhile, the first vari-
ance σ2 is obviously larger than the second one. For these
reasons, the prerake UWB system generally has a lower
value of Pr{ỹi < ỹc0,0 ,∀i 6= c0,0} and thus a higher prob-
ability of error Pe.

Figures 4 and 5 show the security performance of
the prerake UWB system with two transmit antennas
(M = 2) and that with four transmit antennas (M = 4),
respectively. As seen in these figures, the system per-
formance improves when the number of antennas or the
number of fingers is increased. This improvement results
from the temporal and spatial focusing described in Sec-
tion 1. In addition, by varying those two numbers while
keeping their product constant, increasing the number of
antennas is found to be more beneficial to the system
performance than increasing the number of fingers. For
example, when the average bit error probability of the
legitimate receiver for M = 1 and L = 20 and that for

9For notational simplicity, we omit the antenna index m.
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Figure 3: Performance comparison of rake and prerake UWB systems (M = 1)
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Figure 5: Security performance for different number of prerake fingers (M = 4)

M = 2 and L = 10 are 10−4, the average probabilities
of the eavesdroppers correctly determining the key are
approximately 10−5 and 10−8, respectively. This is due
to the fact that the power delay profile of the considered
UWB channel model is exponentially decaying [16].

5 Conclusion

We have presented a multiple-antenna prerake UWB sys-
tem which enables the key-and-location-based security
and can satisfactorily thwart the adversary in eavesdrop-
ping. The bit error probability of the legitimate receiver
and the probability of the adversary finding the correct
positions for data pulses have been derived. The per-
formance results have suggested that deploying multiple
antennas can save the numbers of prerake fingers, which is
required to achieve a high physical-layer security. As our
results do not take account of spatial correlation between
the transmitter-to-legitimate-receiver and transmitter-to-
adversary links, the effect of this correlation on the secu-
rity performance will be examined in future work.
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