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Abstract

In cloud storage system, attribute-based encryption can
support fine-gained access control over encrypted data.
Furthermore, searchable attribute-based encryption can
allow data users to retrieve encrypted data from a cloud
storage system. However, these encryption algorithms
cannot provide authenticity. In this paper, we propose a
new concept——searchable attribute-based authenticated
encryption and establish its security model framework.
Then, we embed ingeniously search mechanism into key-
policy attribute-based signcryption, and present a con-
crete searchable attribute-based authenticated encryption
scheme. Finally, according to the proposed framework,
our scheme is proven to achieve (1) Ciphertext indistin-
guishability under the Decisional Bilinear Diffie-Hellman
Exponent hardness assumption; (2) Existential unforge-
ability based on the hardness assumption of Computa-
tional Diffie-Hellman Exponent problem; (3) Selective se-
curity against chosen-keyword attack under the Decisional
Linear hardness assumption; (4) Keyword secrecy based
on the one-way hardness of hash function.

Keywords:  Attribute-Based Encryption; Authenticated
Encryption; Searchable Encryption; Signcryption

1 Introduction

With the development of cloud computing, many data
owners store their data in the cloud server for simplifying
local IT management and reducing the cost. Although
cloud services have various advantages, they will bring
security and privacy concerns to upload sensitive infor-
mation to the cloud server [14]. Therefore, it is essential
to encrypt sensitive data before uploading them to the
remote server.

Traditional public key encryption technology can pro-
tect the confidentiality of data, but cannot provide the
data sharing service. However, as a kind of “one-to-
many” public key encryption, attribute-based encryption
can solve this problem. Thus, attribute-based encryption

is considered as one of the most appropriate encryption
technology to achieve the data confidentiality and expres-
sive fine-grained access control in cloud system.

Sahai and Waters [17] first introduced the concept
of attribute-based encryption, and proposed a concrete
attribute-based encryption scheme which only supports
threshold access policy. In order to support more flexible
access policy, Goyal et al. [7] first presented a key-policy
attribute-based encryption (KP-ABE) scheme in 2006. In
key-policy attribute-based encryption, a private or de-
cryption key is associated with access control policy and
a ciphertext is computed with respect to a set of at-
tributes. On the contrary, if a ciphertext specifies an
access control policy and a private or decryption key is
associated with a set of attributes, such an attribute-
based encryption is called as ciphertext-policy attribute-
based encryption (CP-ABE). Bethencourt et al. [1] pro-
posed the first ciphertext-policy attribute-based encryp-
tion scheme in 2007. Due to the suitable application for
cloud computing, a number of attribute-based encryption
schemes [3,4,11,12,23,24] have been proposed to obtain
better expressive, efficiency and security.

Attribute-based encryption provides the data confiden-
tiality and expressive fine-grained access control. Nev-
ertheless, encryption may prevent the ciphertext from
being searched quickly. To solve this problem, Song et
al. [19] first proposed the concept of searchable encryp-
tion which provides a fundamental approach to search
over encrypted cloud data. Further, Boneh et al. [2] pre-
sented the first public key encryption scheme with key-
word search scheme, in which one can search the en-
crypted data by a keyword. Since then, a number of
searchable public key encryption schemes [8-10,21] have
been proposed to enrich the search feature of scenarios
and improve security and efficiency.

However, users are considered to be legitimate in the
above search schemes, which is not suitable for more prac-
tical scenarios. The reason is that without access control,
all users in these systems have not been restricted ac-
cess to the entire database. Thus, the confidentiality of
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sensitive data may be compromised. In order to elimi-
nate this threat, in 2013, Wang et al. [22] constructed a
ciphertext-policy attribute-based encryption scheme sup-
porting keyword search function. In their scheme, data
owners encrypt data with an access policy, generate the
index for the corresponding keyword collection, and then
store them to the cloud server. It is only when an autho-
rized user’s certificate meets the access policy that she
or he can search and decrypt the encrypted data. In
the recent years, attribute-based searchable encryption
schemes [5,13,20,27] have been made great development.

Furthermore, in 2014, to assure the cloud server to exe-
cute faithfully the search operations on behalf of the data
users, Zheng et al. [28] proposed a novel cryptographic
concept of verifiable attribute-based keyword search, and
constructed a verifiable key-policy attribute-based search-
able encryption scheme and a verifiable ciphertext-policy
attribute-based searchable encryption scheme based on
the access tree. Such search encryption schemes can sup-
port fine-grained access control and search, and verify
the cloud server’s faith. But these schemes can neither
authenticate data owners nor guarantee the availability
of the shared data. Thus, it is necessary to provide the
authentication for searchable attribute-based encryption
schemes.

It is well known that encryption can guarantee the con-
fidentiality, signature can provide the authenticity, and
signeryption can support these two functionalities in pub-
lic key cryptosystems. In 1997, Zheng et al. [29] first
introduced the concept of signcryption, which is a log-
ical incorporation of signature and encryption. Subse-
quently, in order to ensure fine-grained access control
for the data in the cloud and authenticate data own-
ers, Gagné et al. [6] presented the first attribute-based
signeryption (ABSC) scheme. Since then, a number of
attribute-based signcryption [15, 25, 26] have been pro-
posed. Though attribute-based signcryption schemes can
ensure that data owners share the encrypted and authen-
ticated data with data users, these schemes cannot take
the retrieval of the signcryption data into account. As
a result, it is important to support the searchability for
attribute-based signcryption schemes.

1.1 Our Contribution

The main contribution of this paper can be summarized
as follows:

e We introduce a novel concept of searchable attribute-
based authenticated encryption (SAAE), which can
achieve expressive fine-grained access control, effi-
cient data retrieval and authentication, simultane-
ously.

e We replace access tree structure with linear secret
sharing scheme to modify Zheng et al.’s attribute-
based keyword search method [28], embed such
a search mechanism into Rao et al.’s key-policy

178

Cloud Server

(CS)
Data Owner
(DO) ((2]8))
Certificate
Authority
(CA)

Figure 1: The system framework

attribute-based signcryption scheme [16], and pro-
pose a searchable attribute-based authenticated en-
cryption scheme. More to the point, we use an iden-
tical secret key to generate a trapdoor and decrypt a
ciphertext, which promotes the logical combination
of the above two schemes [16,28]. Hence, the cost
is significantly reduced than the cumulative cost of
signcryption and search.

e Our scheme is proven to achieve selective encryption
attribute set secure against chosen-keyword attack
and keyword secrecy in the standard model rather
than random model [28].

2 Generic Framework and Its Se-
curity Models

2.1 System Framework

We consider a cryptographic cloud storage system sup-
porting fine-grained access control, data retrieval and
data authentication over encrypted data.

As shown in Figure 1, the system framework consists
of four entities: Certificate Authority (CA), Data Owners
(DO), Data Users(DU), and Cloud Server (CS).

CA: Certificate authority is a global trusted authority.
It is responsible for generating the public parameters
and the master secret key. Meanwhile, CA is also in
charge of generating private/secret keys for partic-
ipants in the system, such as signing keys for data
owners and decryption keys for data users.

DO: Data owners take charge of providing the shared
data. They first obtain signing keys from CA ac-
cording to their roles. Then they select an attribute
set to signcrypt their personal data and generate cor-
responding keyword index. Finally, data owners up-
load the signcrypted data and the encrypted index
to the cloud server.
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DU: Data users are some entities who want to access the
encrypted data in the cloud server. In order to search
data of interest, data users first need to generate a
trapdoor and send it to the cloud server. Then, with
the help of the cloud server, data users complete the
data retrieval. Finally, data users check the validity
of the returned results and decrypt the valid cipher-
text.

CS: Cloud server is honest-but-curious. It is responsible
for storing the ciphertext and index for data own-
ers, and providing the data retrieval service for data

users.

2.2 Generic Framework

Let M be a message space, G be an access structure space,
Us be a space of signing attributes, and U, be a space
of encryption attributes. A generic searchable attribute-
based authenticated encryption scheme consists of the fol-
lowing eight algorithms:

e Setup(k)—(pp, msk): Given a security parameter k,
CA creates the public parameters pp and the master
secret key msk, where msk is owned by CA.

e sExtract(msk, A;)—sks,: Taking as input the mas-
ter secret key msk and a signing access structure A
over a set Wy C Us, CA outputs a signing key ska,
to a legitimate data owner over a secret channel.

o dExtract(msk, Ag)—ska,: On input the master se-
cret key msk and a decryption access structure Ag,
CA outputs a decryption key ska, to the user over a
secret channel.

e Signcrypt(pp, m, ska,, We, Ws) — CT: Data owner
performs this algorithm to signcrypt a message m €
M with the input the public parameters pp, a signing
key ska, with the signing attribute set W, and an
encryption attribute set W,.

e GenlIndex(W.,,pp, kw) — I: Data owner chooses a
keyword kw for the message m, then encrypts the
keyword kw with the input pp and W, then outputs
a keyword ciphertext or index I.

e GenToken(sky,,pp, kw') — T: Given an interested
keyword kw', data user executes this algorithm with
the input ska, and pp to generate a keyword cipher-
text or corresponding token T'.

e Search(I,T) — CT': After gaining the token T', CS
first matches it with the index I, then returns the
relevant search results CT" to data user.

e Unsigncrypt(pp, CT', ska,,Ws) — m: The algo-
rithm first checks the validity of ciphertext CT’ with
the input signing attribute set W, and public pa-
rameters pp. If CT' can pass the verification, the
algorithm continues with the input sk, and returns
to data user the message m corresponding to CT".
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2.3 Security Model

The security of the proposed scheme is considered from
two aspects. On the one hand, the security of the au-
thenticated encryption or signcryption consists of the in-
distinguishability of data ciphertext against selective en-
cryption attribute set and chosen-ciphertext attacks and
the unforgeability of signature against selective signature
attribute set and chosen-message attacks [16].

On the other hand, the security of searchable encryp-
tion is composed of the indistinguishability of keyword
ciphertext or index against selective encryption attribute
set and chosen-keyword attacks, and the secrecy of key-
word against chosen-token attacks [28].

1) Indistinguishability of Data Ciphertext
We formalize the indistinguishability of data cipher-
text against selective encryption attribute set and
adaptive chosen-ciphertext attacks by the following
game between a challenger C and an adversary A:

Init: The challenger C gives the space of signature
attributes Us; and the space of encryption at-
tributes U,. Next, the adversary A chooses a
challenge encryption attribute set W and send
it to C.

Setup: Given a security parameter k, C runs the
Setup(k) algorithm to output the public pa-
rameters pp, while keeps the master secret key
msk to himself.

Phase 1: A queries the following oracles for poly-
nomial times:

e O,p(As): On input a signature access
structure A;, C runs sExtract(msk, A;)
to generate a signing key sky, and sends it
to A.

e O4p(Ag): On input a decryption access
structure Ay such that W ¢ A4, C runs
dExtract(msk,Ay) to generate a decryp-
tion key sky, for A.

o Ogc(m,W,,Wy): Given a message m, an
encryption attributes set W., and a sig-
nature attribute set Wy, C selects a sig-
nature access structure A, with the re-
striction Wy € A; and computes sky,
through algorithm sExtract(msk, A;). Fi-
nally, C sends the ciphertext CT gen-
erated by running algorithm Signcryp-
tion(pp, m, ska_, We, Ws) to A.

e Ouys(pp, CT, ska,, Ws): Taking as input ci-
phertext CT and decryption access struc-
ture A4, C runs dExtract(msk,Ag) to
obtain the decryption key sk, and runs
Unsigncrypt(pp, CT, sky,, Ws) to output
the message m.

Challenge: A sends two equal length messages
mg, m1 and a signature attribute set Wy to C.
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Then, C chooses a signature access structure Ag
such that W, € A and runs the algorithm
sExtract(msk, A,) to generate the signing key
ska,. Finally, C selects b € {0,1} and runs
Signerypt(pp, my, ska,, We, W) to output the
ciphertext CTy.

Phase 2: A continues to query the oracles as in
Phase 1. The restriction is that W ¢ A, for
any Ag in Opys(pp, CT, skp,, Ws).

Guess: A returns a guess b’ € {0,1}. It wins the
game if ' = b.

The advantage of A in the above game is defined as

Adv (1k) =

1
Pr[be/]— 2’

Definition 1. A searchable attribute-based authen-
ticated encryption scheme can achieve the cipher-
text indistinguishability under selective encryption
attribute set and adaptive chosen-ciphertext attacks
if an adversary A wins the above game with a negli-
gible advantage.

Unforgeability of Signature

We formalize the unforgeability of signature against
selective signature attribute set and adaptive chosen-
message attacks by the following game between a
challenger C and an adversary A.

Init: The challenger C gives the space of signature
attributes U and the space of encryption at-
tributes U,. Then, the adversary A chooses a
signature attribute set W7 and send it to C.

Setup: Given a security parameter k, C runs the al-
gorithm Setup(k) to output the public param-
eter pp and keeps the master secret key msk to
himself.

Phase: A can query the following oracles for poly-
nomial times:

e O;g(A;): Given a signature access struc-
ture Ay such that Wr ¢ A, C computes
ska, by running sExtract(msk,A;) and
sends it to A.

e O4r(Ay): Taking as input a decryption
access structure Ay, C runs the algorithm
dExtract(msk, Ay) to output a decryption
key sks, .

e Ogc(m,W,,Wy): Given a message m, an
encryption attribute set W, and a signature
attribute set Wy, C selects a signature ac-
cess structure A, with the restriction Wy €
A, obtains sk, by the oracle Oz (A;), and
runs Signerypt(m, pp, ska,, We) to gener-
ate C'T for A.

3)
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e Oys(CT,Ay): On input ciphertext CT
and decryption access structure Ay, C
obtains a decryption key ska, by the
oracle Ogr(Ag4) and runs the algorithm
Unsigncerypt(pp, CT, sks,, Ws) to output
the message m.

Forgery: A sends a forgery CT(*W*_WC) of message

m* and a decryption access structure Ag. If
the ciphertext CT, (*W: w.) is valid and cannot be
gained from Ogc(m, We, W), A wins the game.

The advantage of A in the above game is defined as
Advg = Pr[A wins].

Definition 2. A searchable attribute-based authenti-
cated encryption scheme can achieve the unforgeabil-
ity of signature against selective signature attribute
set and adaptive chosen-message attacks if adversary
A wins the above game with a negligible advantage.

Indistinguishability of Keyword Ciphertext
We formalize the indistinguishability of keyword ci-
phertext or index against selective encryption at-
tribute set and adaptive chosen-keyword attacks by
the following game between a challenger C and an
adversary A.

Init: C gives the space of encryption attributes U,
and A selects a challenge encryption attribute
set W7 and sends it to C.

Setup: Given a security parameter k, C runs algo-
rithm Setup(k) to output the public param-
eters pp, while the master secret key msk is
owned by himself.

Phase 1: A queries the following oracles for polyno-
mial times. Meanwhile, C maintains a keyword
list Ly, which is initially empty.

e O4r(A4): Taking as input a decryption ac-
cess structure Ay such that Wr ¢ Ay, C
runs dExtract(msk,Ag) to output a de-
cryption key sky,. Otherwise, C outputs
1.

o Ocr(Ag, kw): C first runs Ogr(Ag) to
output a decryption key ska, and runs
GenToken(sky,, kw) to return to A a to-
ken T'. If the attribute set W satisfies the
access structure Ay, C adds kw to Ly,,.

Challenge: A sends two equal length keywords kwg
and kw; such that kwg, kwy ¢ Ly, to C. Then,
C randomly picks a bit b € {0,1} and runs the
algorithm GenIndex(W7, kw,) to generate I
for A.

Phase 2: A issues a series of queries as in Phase 1.
The restriction is that if W} € A4, A cannot
query Ogr with (Ag, kwp) or (Ag, kwy).
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Guess: A outputs a guess v’ € {0,1}. If ¥’ =b, A 3.1 The Proposed Scheme

wins the game.

The advantage of A in breaking the above scheme is
defined as
1
Adv (1%) = |Prib=V]— -
o) = |Prio=4)- 3
Definition 3. A searchable attribute-based authen-
ticated encryption scheme can achieve the indistin-
guishability of keyword ciphertext or index against se-
lective encryption attribute set and adaptive chosen-

keyword attacks if adversary A wins the above game
with a negligible advantage.

Keyword Secrecy

Finally, we formalize the secrecy of keyword against
adaptive chosen-token attacks by the following game
between a challenger C and an adversary A.

Setup: Given a security parameter k, C runs the al-
gorithm Setup(k) to generate the public pa-
rameters pp and master secret key msk.

Phase: A issues the following queries for |g| times.

e O4r(Ag,msk): On input a decryption ac-
cess structure Ay, C returns to A a corre-
sponding secret key sk, and adds A4 to
the list Ly, which is initially empty.

e Ocgr(Ag, kw): Given a decryption access
structure Ay, C generates a secret key
ska, by running Ogg(Ag,msk) and re-
turns to A a token T by the algorithm
GenToken(sky,, kw).

Challenge: A submits a challenge W to C. Then,
C selects kw* and A} such that W; €
A%, C runs GenlIndex(pp, W, kw*) and
GenToken(skj ,kw*) to return A index I*
and token T*. Note that VAg € Ly, WZ ¢ A,.

Guess: After issuing ¢ distinct keywords, A outputs
a keyword kw’ and wins the keyword secrecy
game if kw' = kw*.

Definition 4. A searchable attribute-based authen-
ticated encryption scheme can achieve the secrecy of
keyword against adaptive chosen-token attacks if the
advantage of A in breaking the above keyword secrecy
game is at most m + €, where |q| denotes the
number of queried keywords, € is a mnegligible proba-
bility in security parameter [, and M 1is the message
space.

Our Concrete Construction

By using Rao et al.’s key-policy attribute-based signcry-
tion scheme [16] and modifying Zheng et al.’s attribute-
based keyword search method [28], we construct a con-
crete scheme for searchable attribute-based authenticated
encryption as follows:

Setup: Given the secure parameter k, CA outputs two

cyclic groups G1,Gy of an prime order p, a gener-
ator g of G, and a map e : G; x G; — Go. Let
U. = {att;} and Us = {att}} be the set of encryption
and signature attributes, respectively. CA chooses
four one-way, collision-resistant hash functions H; :
Gy x Gy x {0,1}'7 = {0,1}*, Hy : {0,1}" — {0,1},
H;:Gy — Zyand Hy : {0,1}" — Z,, where [ is large
enough so that the hash functions are collision resis-
tant and [ ~ 40. CA randomly chooses a,b, ¢ < Zy,
T07 K07 61,523y07y17 LU € Gla ,-rj € G for each
signature attribute att;- € Us, K; € Gy for each en-
cryption attribute att; € U., and sets public param-
eters pp and master secret key msk as follows:

{ e(9,9), 9% 9% 9% 61,62, {Hi }i =1 . {vi bicps
To, K07y07 {Tj !att; € U, } R {Kj |attj S L{e}
{a,b,c}

pp =

msk =

sEtract: On input a signature predicate(S, p), where S

is an l; X ng matrix and i-th row (i.e 5‘;) is associ-
ated with an attribute att;(i). Then, CA chooses a
random vector U = (ac,va, - ,vn,) € Zy* and sets
{)\p(i) =5, i e [ls]}. For each row i € [l5], CA

selects 1; € Z,, at random and calculates

Dy, = g (TOTp(i))Ti
D, = g"

1 _ 1 _ T4 12 /
D!, = {Ds)i7j_Tj 7Vattjeus\attp(i)}

Finally, the signature key is set as:

Sk(s,p) = {(Sa p) ) {Ds,i7D;,i7

"
Dsﬂ'}ieus]} '

dExtract: Take as input a decryption predicate (D, ¢),

where D is an [, x n. matrix and i-th row (i.e 51)
is associated with an attribute att,;). Then, CA
chooses a random vector 7, = (ac, vy, -+ ,v), ) € Zye

» Yne

and sets {/\@(i) =D; -, i € [l] } For each row i €

[lc], CA selects 7; € Z,, and computes

Doy = 0 (Kokyp)"
D, = g"
D!, = {D!;; =K}, Vatt; € U \att )}

Finally, CA sets the decryption key as follows:

R (CIOR R A 5

Signcrypt: For each legitimate data owner, he holds

an authorized signature attribute set W,, which
satisfies the signature predicate (S,p).  There-
fore, data owner can find a coefficient set

b
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{w; :i € I} such that ) w;),;) = ac, where I, =
att’

i€l
{i € [ls] |att, ;) € W } Note that the secret shares
{Aw(i) }Z cll.] and the secret value ac are not explicitly

known to the data owner [16]. To signcrypt a mes-
sage m € {0, 1}lm, data owner chooses an encryption
attribute set W, which describes the target users.
Then, he randomly selects 8,9 € Z,, and calculates

0
o

C, = ¢°.C= H KoK; | ,o1=(¢%)",

att; €W,

C3 - Hl (e<g)g)009’0_177_) @maM:H3 (Cl)
where 7 € {0, 1}1*. Next, he picks £ € Z,, at random,
computes

os = ¢° [[ (DL:)™, Co=(6102)°
1€l
(k1,--- ki) = Ha(oo||T]|[Ws]|We)
B = Ha(01]|Ca||Cs]|Cul|W||We)
o3 = H Ds,i H D;l,i,j
iels atth €W, j#£p(3)

I1

att;eWS

¢ 0
'(To Tj) : (yo 11 yf) -Cy’
i€[l]

and sets o4 = 7. Finally, the signcryption of m is
set as:

CT = {WS7 We; Cla 027 037 04; Ula 02703704}

GenlIndex: In order to quickly search the encrypted
data when needed, data owner extracts and encrypts
a keyword kw before outsourcing C'T" to the cloud

sever. he first picks 7,72 € Z, and computes
CTr1

Wo = ¢, Wh = ga(T1+r2)ng1H4(kw)’ Ws = g™

For each att; € W, he sets W; = (KoK;)". Finally,
data owner uploads a index I of keyword kw and the
signeryption CT' of message m to CS, where

I= {VVQ7 Wi, Wa, {Wj}attjeWc}

GenToken: Data user inputs an interested keyword kw’
and runs algorithm GenToken(sk(p ), kw') to gen-
erate a token 7. He first selects a random element
B € Z, and computes

thy = (g“gbm(k”'))ﬁ, thy = g
For each i € [l.], calculate
D} = (D.)", K} = (D...)"
A token of keyword kw’ is set as:
T ={(D, ) thi, tho, {(Dj, K7) i € [le] }}
Finally, he sends the token T of keyword kw’ to CS.
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Search: After verifying that the attribute set W, satisfies
the decryption predicate (D,¢), CS executes algo-
rithm Search(7,T') to return the relevant ciphertext
CT'. If the attribute set W, satisfies the decryption
predicate D, CS can find a coeflicient set {w; |i € I, }
such that Y w;ﬁl (1,0,---,0), where I, =

i€l.
{i € [le] |attym) € We }. And thus, Y- wid,) = ac.
i€l.

Then, CS computes

_ € (D;7 WQ) w; _ acBrsy
=11 (Swy) oo

i€l
and checks whether the following Equation (1) holds
or not.

e(Wo,tkl) -EF=e (Wl,tkg) (1)

If the equation holds, CS returns the relevant cipher-
text C'T’ to data user. Otherwise, output L.

Unsigncrypt: After obtaining the search results CT”,
data user first computes

% H3(Cy),
(k1,-- ki) = Ha(ool|oal|[W|[We),
B = Hy(01]|Ca||Cs]|Cal|[Ws||We)

and checks the validity of CT’ according to the fol-
lowing Equation (2).

(2)

)

If Equation (2) does not hold, output L. Otherwise,
data user decrypt C'T” as follows.

e (0—379)

e(9.9)" e [ To H Tj, 00

att; cW,

e {yo [Tui.Cr) e ((5?52)’8701
i€l]

1) Reconstruct a set of coefficient {v; : i € I} such
that D> A,;)vi = ac.

=
2) Set
By = [[|De: ] DLis
i€l att; €W,
Ey, = H(Dé,i)vi
=
3) Compute

ach € (ClaEl)

e(gag) - €(CQ,E2)

4) Recover m = C3 ® H; (e(g, g)acg, o1, a4>.
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3.2 Correctness

In this section, we illustrate the correctness of the above
equations.

3.2.1 Correctness of Equation(1)

W, satisfies (D, ¢), so there is Y wjA
i€l

€ (D/ WQ) w; acPr
E = 71’ = B 2
1I (Smrwy) =0

e (W07tk1) = e(g7g)a0,8'r1 . e(g’g)bcﬂTle;(kw’)
e (Wi, thy) = e(g’g)acﬁ(r1+r2) . e(g,g)bcﬁrlH‘*(kw)

o(i) = ac. Then,

Therefore, we have e (Wy,tk1) - E = e (W1, tks).

3.2.2 Correctness of Equation(2)

When W, satisfies (S, p), there exists ) \,;w; = ac.
i€l,

Then,

wsi

[[{p IT DUy

i€l att, €W, j#p(i)
w;
A T4
= II (9" (TT0) Ir v
il att, €W, j#p(i)

E TiW;

i€l

_ ac
= 9| [ T
att;EWS

So,

e(o3,9) =e(g.9)" e | To H Tj, 09
att| €W,

ey [Jul.Cr e ((51”52)6701)

jell]

3.2.3 Correctness of Equation(3)

Since W, satisfies (D, @), we have ) A,;)v; = ac. Next,
i€l,

Vi

B o= [[ (o0 (KKew)™ - [ K7
i€le att; EWe,j#p(4)
2 Tivs
i€le
_ gac K, H K;j
att; €W,
/ X Ti \Vi zj: Tivi
B, = [[@en)" =] )" =g

icle il
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Hence,
> T
6 _ac Tj iele
elg’g*| Ko [l Kj
e(CLE) _ oW
e (Cy, Ea) 5 o
e Ko 1l K; g
att; EWe
6
= e(g9,9)"

Therefore, we prove that our scheme is correct.

4 Security Proof

Based on Rao et al’s scheme [16] and Zheng et al’s
scheme [28], the security of the proposed scheme can be
guaranteed through the following four theorems. Due
to space constraints, these proofs will be shown in Ap-
pendix A-D.

Theorem 1. Our scheme can achieve the indistinguisha-
bility of data ciphertext under selective encryption at-
tribute set and adaptive chosen-ciphertext attacks based
on the hardness assumption of n-DBDHE problem with-
out using any random oracle.

Theorem 2. Our scheme is unforgeable under selective
signature attribute set and adaptive chosen-message at-
tacks based on the hardness assumption of the n-CDHE
problem without using the random oracle.

Theorem 3. Qur scheme can achieve the indistinguisha-
bility of keyword ciphertext or index under selective en-
cryption attribute set and chosen-keyword attacks based
on the hardness assumption of DL problem in the stan-
dard model.

Theorem 4. Given the given one-way hash function Hy,
our scheme can guarantee the secrecy of keyword against
adaptive chosen-token attacks.

4.1 Efficiency Analysis

Table 1 shows the computation cost and size in different
phases. For convenience, we use the following notations.

e ¢: Time cost of an exponentiation;

e p: Time cost of a bilinear pairing;

|G1|(|G2|): Size of a group element in group G1(G2);

us(ue): Number of signature(decryption) attributes
in Us(Ue);

Is(I.): Number of signature(decryption) attributes in

(S, P)((D,));

¢s: Number of signature attributes required in the
signcryption;
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e ¢.: Number of decryption attributes required in the
unsigneryption;

e [: Minimum value that the hash functions are colli-
sion resistant.

Table 1: Efficiency analysis of the proposed scheme

Algorithm | Computation Cost Size
Setup . (us + 10, + DGl + Gl
Signing key ugls - € Usls
Decryption key Uele - € Uele
Signeryption (s +10) - € 6
Index (pe +4)-€ e+ 3
Token (2lc+2)-e 2 +2
Search | (2¢. +2) -p+ ¢c - € -
Unsigneryption 6p + 2¢. - € -

In the system Setup phase, CA takes charge of gener-
ating public parameters, whose size is us + ue + [ group
elements in group G; and one group element in group
Gs2. When a data owner wants to upload join the sys-
tem, he needs to require the CA to generate the signing
key, which needs usls exponentiation operations to output
usls group elements in group G;. Similar to the singing
key, decryption key contains u.l. group elements in group
G4 and takes u.l. exponentiation operations. Before up-
load some data, the data owner needs to encrypt the data
and its key. At the Signcrypt phase, data ciphertext
only contains 6 group elements in group Gy, which needs
(¢s + 10) exponentiation operations. In addition, in the
Genlndex phase, the size of the keyword ciphertext or
index is ¢, + 3 group elements in group G, whose gen-
eration needs (¢, + 4) exponentiation operations. With
the decryption key, a data user can run the GenToken
algorithm to generate the token, which needs (2, + 2)
exponentiation operations to generate 2/, + 2 group ele-
ments in group G;. To search over an index, the main
computation cost is 2¢, + 2 bilinear pairing operations
and ¢. exponentiation operations. In the Unsigncryp-
tion phase, there exits 6 bilinear pairing operations and
2¢. exponentiation operations.

5 Conclusions

In this paper, we have proposed a new concept of search-
able attribute-based authenticated encryption and con-
structed a concrete scheme. The proposed scheme is more
appealing on account of its supporting for expressive fine-
grained access control, data retrieval and authentication.
In our scheme, data owners are allowed to share their data
with flexible access policy and authorize legitimate data
users to issue search queries according to their token. To
avoid receiving illegal data, the users can check the valid-
ity of the ciphertext. Furthermore, security proof shows
that the proposed scheme is selectively secure in the stan-
dard model and has keyword secrecy.
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Appendix A

Proof of Theorem 1

Proof. In this phase, the encryption attribute space U,
is considered to have n attributes and the hash functions
{Hi}?zl are collision resistant. Assume that the simulator
C has a n-DBDHE instance (44,09, Z), where

gaﬁ = (gagea {gi}izlﬁ...n’n+2’... ’Qn) ygi = ga , a, 0 e Zp.

Then, C attempts to distinguish 7 is e (gn+17ge) or a
random element of Gy through the following game. In
addition, C plays the role of challenger in the game of the
security model and interact with adversary A.

Init: C gives the space of signature attributes U; =
{att’}, the space of encryption attributes U, =
{atty,--- ,att,} and the message space M =
{0, l}lm. Then, the adversary A chooses a challenged
encryption attribute set W2 C U, and send it to C.

Setup: C generates public parameters for A as follows:

1) Select o/ € Z, and set e(g,9)* = e(g,9)" -
e (91, 9n) by implicitly setting ac = o/ + a™*1.

2) For each att; € U, select v; € Z,, and set K; =

9% gny1—;. In addition, Ko = g7 [] K{l,
att;eWx

where vy € Zy,.

3) Choose ty € Zy, sets Ty = g19™, pick t; € Zy,
and compute Tj = g% for each att} € Us.

4) Let Cf = ¢°,u* = H5(C}), and compute 6§; =

1) «

gn/” ,02 = gy lg?, where d € Z,,.

5) Pick xg, -,z

goo, e up = gl

€ Z, and compute ug =

Phase 1: A queries the following oracles for polynomi-
ally times.

e O.p(S,p): Given a signature LSSS access struc-
ture (5, p), C generates a signature key sk(g
for A as follows:

1) Choose o at random and set ac = o +
a™ti.
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2) Let S = (8i;)« ko where S, = The decryption key is set as
(Sia, -, Sik,) is the i-th row of . Y
3) Pick vg,--- v, € Z, and generate a vec- sk(D,p) = {(D’QD) ADei, D3, D }ie[le]}'

"1 v, o+, vy, ), which im-

tor U5 = (o/ +a
n+1

plies the secret value is o’ + a
4) Let U5 = W, + (a™*1,0,--+,0), where

e Osc(m,W,,Wy): On input a message m €
. M, an encryption attribute set W, € U,
Ws and a signature attribute set W, € U,
wWe +

(@ vz, vg,). So Apsy = Siv, = 8; C chooses a signature access structure (.5, p)
a"t1S; 1. such that Wy € (S,p), runs Og (S,p) to
5) Select 7} € Z, and compute generate a signature key sk(g,) and runs
L ¢ (torton)S, Signcrypt(pk, m, sk(s, ), We, W) to return A

Ds; = g (TOTp(i))”gn oremE the ciphertext CT.
D;z — ngg;Si,l ] OUs(CT, (D,g&)): Suppose that CT =
/; " s {We7Wg,Ol,02703704,0—1,0—270—370-4}. C first
Dg; = {Ds iy = TJ 97 1, Yatt; € Us \attp(z)} checks whether C7 = Cf or not. If yes, C out-
o P puts L. Otherwise, C continues the following

where r; is implicitly set r; = r; —a”S5; 1. process.
Hence, the signature key is set as 1) If W* ¢ (D,yp), obtain the decryp-
I tion key sk(p,) according to the ora-
sK(s.p) _{ CYOR “’Ds’i}ie[ls]}' cle O4p (D, @), then run the algorithm
e O4(D,p): Given a decryption LSSS access Unsginerypt(CT' skp,y)) to return the
message Mm;

structure (D, ) such that WF ¢ (D, ), where

D = (D, ) C computes a decryption key 2) Otherwise, compute p = Hj (C7) and set

leXke®
sk(p,p) as follows: ach 4 (%,1)’1 o
Due to WS ¢ (D,p), there is a vector w = ¢(9.9)"" = e(Ca/CF. 1) 1 e(C’l,g )
(=1, wa, -+ ,wy,) € Zye so that Dy = 0 for Finally, output the message
Vi € [le] Wheregp( ) EW*
m=Cs®Hy (e(g,9)", 01,0
1) Select vy, -+ ,v; € Z, at random and set 3 1\A%9) 01,04
R SR R fh Y
Ve iy (O‘/ +a ) W+ ', in which 7" = Note that C; = ¢? is random for A, so the prob-
(07 Vg, o Uke)' ability of C; = C§ is at most 1/p.

2) If att,y € WZ, we have Dy = 0. So
Ao(i) = Di¥e = Dt
Select 7; € Z,, and compute

Challenge: A sends two messages m{,m; € M and a
signature attribute set W7 to C. C picks a random
bit b* € {0,1} and signcrypt the message m; with

D.. — gﬁﬁl (KOK (A))” the input W and W/ as follows:
el w(i
D. = 4" 1) Set Cf = ¢? and p* = H; (CY).
€,
2) Select Z,, and te C5 = (¢°)"° and
DIy = (D= KT Vatt, € U\att ) ) Si ec veev », and compute C5 = (¢)" an
| ot = (4)".
3) Otherwise, we have 3) Choose 7" € {0,1}”, and compute C5 =
)‘So(i) = [jﬂ_fe = l_ji (’L_)'/ — a’ﬁ)—(ﬁlﬂ)’) an+l. Hl (Z e (ge’ga'> >UT7T*) S5 mZ
5 — g€=1 which im-
In this case, g*¢® contains g,,y; which is 4) Silect /ﬁ_e Zp, 3 nd set o3 = ¢°g; ", which im
unknown to C. C chooses 7/ € Z, and 7; plies & = ¢ _Z '
. . * (0
is implicity set as 7, = 7/ + (Dﬂf}’) a?(@), 5) Set Cf = (9 ) -
Next, set 6) Let
D.; = gD-z‘(ﬁlfa”lB) . (KoKLp(i))Ti/ .giw(?;%v(i))f)iw ( 1,77 ’klz = Hy (Ui”T *||Wi|“/v,.:€ ) s ) )
B B* = Hy(of]|C3||C5l|CIWSIWE)
H (g;J(i)gn-H—j-‘r*P(i)) and
att; €W ¢
Dii = g7gny 0" = o (m JI 7] (e ] ou"
" 9 - - D;w att’ ;€W r att’ ;€W r
D.; = {De,i,j =K’ (gWJ(i)gn+1—j+¢(i)) ) g\ @8 vHzo+ Ez] ki
. JE(
Vatt; € U \att ) } (g )

where kF € {0,1}, for all ¢ € [I].
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7) Set of = T1*.

Phase 2: A continues to query the oracles as in Phase
1. The restriction is that A cannot query the
Ous(CT,Ay) for any Ag with Wr € Ay.

Guess: A returns a guess b’ € {0,1}. If ¥ = b, then
C can guess that Z = e (gn+1,go) in the n-DBDHE
instance.

We notice that C can distinguish Z = e (gn+1,g9) or a
random element in G if and only if C doesnot abort the
game and A can output b’ such that ¥ = b. Here, C
aborts the game when Cy = Cf. After querying ¢ the
Ous (+), the possibility of C aborts is at most 4/,. Hence,
the possibility of C in solving the n-DBDHE problem is

Pr [e (gn+1, gg) — C (Ya,0, Z)] > 14 e — ),

O
Appendix B
Proof of Theorem 2
Proof. Given an  n-CDHE  problem  instance
(9:91: " Gy Gnt2s -+ 1 G2n) € G%”,_ where a € Z,,

g is the generator of G; and g; = g% . The simulator C
attempts to compute g, 41 though the following game. In
which, C plays the role of challenger and interacts with
adversary A. Here, {Hi}?zl are four one-way, collision
resistant hash functions.

Init: C specifies the encryption attribute space U, =
{att;} and the signature attribute space U
{att},--- ,attl,}. Then, A chooses a challenge sig-
nature set W: C U, and sends it to C.

Setup: Given the security parameter k, C generates pub-
lic parameters as follows:

Sample o’ € Z,, and set e(g, g)" = e(g,g)al
-¢ (g1, gn) by implicitly setting ac = o/ + a™*1.

1)

2) Select ty € Z,, and set Tp = g ] Tj_l.
att; €Wy
For Vatt) € Us, pick t; € Z, and set T; =

t,.
97 9n+1—5-

Choose 70, {7, } 441, ey, ad compute
JEUe
Ky = glg’yo’ {Kj = Q’Yj }attjeue'

Pick d,d’ € Z, and set 6, = g%, 5, = g% .

Let ¢ = k, where ¢ (I+ 1) < p and [ is the out-
put size of the hash function Hs. Select an in-
teger w with the restriction 0 < w < [. Pick

(do’-.. 7dl) c Zé_‘i_l’ (xo,... 7$l) c Zi)—‘rl and

187

compute yo = gb~¢@+dogTo {yj = gzjng}
For k = (k1,--- . ki) € {0, 1}l,let

p—(w—i—do—i-ijdj

Jjell]
xo + Z ijj

jeln’

Jel]
So, yo I1 y;-cj = gs(k)g‘](g). In addition, set
Jel]
0, ifdo+ Y kjd; =0 mod ¢
Ki(k):: jell
1, otherwise.

Dueto((l+1)<p,whenlC(E>:1,F<E)7é

0.

Phase: A queries the following oracles for polynomial
times:

o Op(S,p): Given a signature LSSS access

structure (5, p) such that W ¢ (S, p), where
S = (8ij)i.wn,- C computes a signature key
sk(s,p as follow.

Since Wr ¢ (S,p), there is a vector & =
(=1, wg, - ,wy,) so that Syt = 0 for Vi € [L],
where p (i) € W7.

1) Pick wy, -+, v}
—(/ +a™) - @ +
(0,1}5, e ,v;%).

If att,;) € W, there exists S = 0. So
MGy = Sis = Siv.

Us
'17/

€ Z, and set

=2

v where

)

3) Select 7; € Z,,, and compute
§i’L7/ Ti
Dy = g% (ToT,u)
D, = g"
DY, = (DN, =T Ve )\ (o (i)}}
4) Otherwise, \,;) = Siv, = S, (V' — o/W) —

(gﬂb’) a1, Select 7/ € Z, and set

i

_ Si(v—a'w@ T (to+tp(i))§¢1ﬁ
Dsi = 9 ( )(TOTp(i)) 9o
¢ —5;@
H (gp(i)9n+1—j+p(i))
att’jEW;
Dy = 979y
7 [ tj
D!, = {D!,; =T (gp](i)gn+1—j+p(i)>

vj € [n]\p (i)}

where 7; is implicity set

T = 7'{ =+ (52117) CLp(i).

i W

)
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Hence, the signature key is set as 6) Set u = H3(C1), and compute

= : / . ”. ’ AN\ —1/F E
Sk(S,p) {(57 p) ) {Ds,mDs,zaDs,z}ie[ls]} . 04 _ (6?62)9 (gitd-i-d ) / ( )

o O up(D,p): Given a decryption LSSS access

structure (D, ¢), C generates a decryption key 7) Set 5 = Hy (01]|Ca||Cs]|Cal[W|[We).
sk(p,y) as follow: 8) Compute
1) Pick vo,--- , vk, € Z, and set ¢ )
176 = u_)'e + (a"+17 O7 e 70) , 03 = ga/ TO H Tj <gf(k)gJ(%))

. att! ;€W
where W, = (&/,va, -+ ,vg,). So

e Ops (CT, (D, ¢)): Given the ciphertext CT and
the decryption access structure (D, ), C first
2) Select 7} € Z,, and implicitly set runs the oracle O/ (D, ¢) to get a decryption
r; =} —a"D; . Compute key sk(p,) and outputs A the message m by

' the algorithm Unsigncrypt (pp, CT, sk(p,,))-

Ao(iy = Die = Dyt +a"*'D; 1.

R D; . ) T —(’YO+’Y¢(1‘))DM
Dei =9 (KoKo(n) " om Forgery: For message m*, such that (m*, W, W) has

D, = gT;g;Di’1 never been queried in O (m, W, W), A sends a
D' . = {D// o Kr’i,g—'ijm forgery OT™ = {W;, W, CY,C5,C5,Cy, 07,05,0%, 04}
&t @] j In ’ for a message m* and a decryption access structure
Vatt; € Ue\att¢(i)} A} to C, where Unsignerypt(CT™, skyy) = m*.
Then, C computes

-

C outputs the decryption key k* = (ky, - k') = Ha (o3||os |[WI|W)

Sk(D,p) = {(D790) ) {De,ivDé,i’D/e/,i}ie[le]}' and checks whether F (E*) = 0. If not, C aborts.

Otherwise, C verifies the validity of CT* though

/! . 1
o O'sc(m, W, Wy): C constructs a signature ac- Equation (2).

cess structure (S, p) such that W, € (S,p). _ _ § _
If W* ¢ (S,p), C runs Oy5(S,p) to ob- If A wins the game, i.e. the CT™* can passe the veri-

tain a signing key sk(s,), then outputs fication, which means that

a ciphertext C'I' by running the algorithm

. : i = gl =" 05 =" 1" = Hs (CY)
Signcrypt(pk, m, sk(g p), We, Ws).  Otherwise, dur N
C outputs a ciphertext as follow. B = Hi(o}||C5||C5ICHIWEIWe), Cf = g(@™+ )
. Y I ' -
1) Pick ¢',¢ € Z,, and set o3 = g* . . = gt M (gF(k*)gJ(E*)>9(CZ)B*‘9
2) Select 7 € {0,1} such that K (k) # 0, o "
att! ;€W

y 1/F(F)

sets 04 = 7 and compute C; = g% g,
which implies § = 0’ — a/F (E)

" In order to provide a perfect simulation, the game cannot,

abort in Forgery phase. Following Selvi et al. [18], we

3) Compute have
o' Pr [- abort] = é : H% = ﬁ
C = Ko H K; Suppose that A wins the game with an advantage ¢, C
att;€We can solve the n-CDHE problem with the advantage ¢’ =
T e/(k(1+1)). O
a0 [ 9
att; €We Appendix C

4) Select ¥ € Z, and te o1 = g.
) Selec p and compute o1 = g; Proof of Theorem 3

5) Compute
, - Proof. Given a DL instance (g,h, f, f™,g"), where
C; = H (e(gag)ace e(g,01) " /7 (F) g,h, f € Gy and 7,73 € Zy,. The simulator C attempts to
_1/F(F) compute h™ 772 through the following game, in which, C
- (92, gn) 015 T) &m plays the role of challenger and interacts with adversary

A. Here, H, is a one-way hash function.
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Init: C gives the encryption attribute space U, =
{att1,--- ,att,}. Then, A chooses a challenge W C
U, and sends it to C.

Setup: Given the security parameter k, C generates pub-
lic parameters as follows:

1) Set ¢* = h,¢° = f, where a,c¢ € Z, are un-
known.

2) Select d € Z, and compute g* = f¢ = g¢°
which implies b = cd.

3) For each att; € U \W, pick o, B; € Z, and
set K; = K&lfaigﬁi.

4) For each att; € W, set K; = K 'g%.

C outputs the public parameters pp =

(e,g, ho £ f Koo A K Y o cu ) and sets the master
¥l e

key as msk = d.

Phase 1: A queries the following oracles for polynomi-
ally times:

e O4r(D,p): Asends an encryption access struc-
ture (D,¢) to C, where D = (D;;); ., . If
Wx € (D, ), C outputs L. Otherwise, C per-
forms as follow.

Due to W ¢ (D, ), there exists a vector @ =
(=1, wa, -+ ,wk,) € ZLe such that Dyt = 0 for
all i € [l.] where ¢’ (i) € W.
1) Pick vh,--- v, € Zke and set ¥, = a4+ 7,
where @ = (0,05, - - ,v}ve).
2) If att,;y € W7, we have Dy = 0. Hence,
Ap(i) = D:—ff’. Select a random number 7; €
Z, and compute

D., = fﬁﬁ' (gﬁso(i))”
= g0 (KoKpm)™
D, = g"
3) Otherwise, C selects 7, € Z,, and computes
O) o
D.; = (g/\wi)) Qi) (f%mgﬁwn) i

0!
= fre (f%mgﬁw(i))“ (3

—1
Aoy [ ——
g “”(%m)QT{

D/e,i =
where, 7 is implicity set as ; = 7/ — %
(i)
C returns
sk = {(D7 90) ) {De,iv D/e,i}iG{le]} ’
e Ogr(kw,(D,p)): C first runs the ora-

cle O4p(D,p) to obtain skp.), then re-
turns A a token T by the algorithm
GenToken(skp ), kw). If W € (D,¢), C
adds kw to L., a keyword list which is initially
empty.
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Challenge: A sends two keywords kwg and kw; to C,
where kwg and kw; do not belong to keyword set list
L. Then, C randomly selects a bit b € {0,1} and
runs the algorithm GenIndex(kwp, W) to generate
the index I = {Wy, Wy, Wa, {W;|att; € Wr}}, where

Wo = [, Wy = T(fr) ")y, = g
For each att; € W, set W; = (gm)ﬁj-

Phase 2: This phase is performed as in Phase 1. The
restriction is that if W» € (D, ), A cannot query
the oracle Ogr with the input ((D, ), kwg) or

((D, @), kwy).

Guess: A outputs a guess b’ € {0,1}. If b’ = b, C outputs
T = h™*72 Otherwise, C outputs T'= R € Go.

Suppose that A wins the above game with an advantage
. In the challenge phase, if T = h"%"2, the index I is
valid, then A outputs b’ = b with the probability 1 + e.
Otherwise, T is a random element in Go, so the index [
is not valid, A outputs ¥’ = b with the probability %
Therefore, C can solve the DL problem with an advan-
tage 5.
O

Appendix D

Proof of Theorem 4

Proof. We utilize a challenger C to conduct the following
keyword secrecy game.

Setup: C first chooses random elements a,b,c € Z,,, f €
Gi. For each att; € U, C selects o € Zy and sets
K; = g®. Then, public parameters are set as pk =
(e, 9.9%, 9% g%, {K; |att; € U, }) and master key is set
as mk = (a,b,¢).

Phase: The adversary A queries the following two ora-
cles for polynomial times.

e Oyp(D,p): C runs the algorithm dEx-
tract(msk, (D, ¢)) to gain a secret key sk(p ),
sends it to A, and adds (D, ¢) to the list Lqyg.

e Ogr(kw,(D,p)): C first runs the oracle
Oar(D, @) to obtain secret key sk(p,), then
calls GenToken((sk(p,)), kw) algorithm to
generate token T for A.

Challenge: A first chooses an attribute set W7, then C
selects an encryption access structure (D*, ¢*) such
that W € (D*,¢") and computes sk, , accord-
ing to the oracle O4g (msk, (D*,¢*)). Next, C ran-
domly selects a keyword kw* and computes I* and
T*, where V (D, @) € Lag, WS & (D, p).
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Guess: A outputs a keyword set kw’ to C, then
C computes I’ by running the algorithm
GenIndex(Wg, kw'). If Search(T*,I') = 1,

then A wins the game.

Suppose that A has issued gg,, different keyword sets
before returning kw’, and the probability of A winning

the keyword secrecy game is at most W + ¢, where

|gkw]| is denoted as the number of the different keywords.
The size of remaining keyword set space is | M| —|qxw |, and
H, is denoted as a one-way hash function which means
recovering kw* from Hy (kw*) has at most a negligible
probability €. Therefore, given |gy.,| distinct keywords A
has queried, A wins the keyword secrecy game with the

ili 1
probability at most —Tara] T & 0
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