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Abstract

Securing the communication system in Wireless Sensor
Network (WSN) is still an open-end problem in spite of
series of dedicated research work for more than a decade.
This paper presents a Novel Pairwise Key Generation
(NPKG) technique intended for resisting replication at-
tacks as well as other forms of attacks that are related
to secret keys in WSN. The proposed system also harness
the potential role of a base station and trusted author-
ity which otherwise represents a mock module in existing
studies. Designed using an analytical method, the pro-
posed study particularly emphasize on achieving a bal-
ance between minimal resource utilization and ultimate
security feature of both forward and backward secrecy for
further strengthening privacy, confidentiality, and non-
repudiation in WSN. The algorithm is exclusively de-
signed to handle the possible security issues in a dynamic
network of WSN for its upcoming applications. The study
outcome shows better algorithm performance in contrast
to the existing system.

Keywords: Key Generation; Pairwise Key Predistribu-
tion; Security; Wireless Sensor Network

1 Introduction

The study of Wireless Sensor Network (WSN) has been
consistently a major point of focus among the research
community of wireless network. The usage of WSN ap-
plications has undergone revolutionary changes at present
than what it was five years back [17,19]. At present,
WSN is sought as one of the contributory technology in
Internet-of-Things (IoT), which is more about machine-
to-machine communication [10,23]. The conventional
research-based study of WSN was in the direction of solv-

ing energy problems, routing problem, traffic manage-
ment problem, security problem etc [16,26,27] and there
are more than thousands of research papers that have dis-
cussed the solution to such problems. The present paper
is focused on discussing security problems in WSN, which
is an unsolved problem till date. Although there has been
series of potential research on strengthening the security
features of WSN [31], still none of the security protocols
are found to be resistive to potential key-based threats in
WSN.

Basically, the source reason for all security problems in
WSN is the miniature form of a sensor node from hard-
ware structure viewpoint. Basically, such sensor nodes
are so small that they cannot be embedded with lots of
complex cryptographic algorithms that run on the wired
network. This is because execution of such complex cryp-
tographic algorithm calls for heavy usage of resources that
a sensor node cannot afford. It is also known that a sensor
node operates on a battery, while every routing operation
(where a sensor node is forwarding data packet or just in
a listening mode) is associated with significant drainage
of energy. Hence, usage of complex cryptographic-based
operation is kind of forbidden in WSN [20, 21].

Majority of the conventional applications of WSN con-
siders that all the nodes are static. On the contrary, the
sensory application in IoT is highly mobile and uses dy-
namic topology. Although IoT based applications claim
to support better communication performance, there is
no scheme to claim for ultimate secure communication
when sensors are integrated with cloud applications that
are already exposed to trillions of malicious programs.
An existing security-based technique that often uses sym-
metric key-based cryptographic approach [24] are found
most suitable to work on the low-resource node but suf-
fers from extreme overheads and higher dependencies to-
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wards memory use. At the same time, the rate of scala-
bility degrades along with declination of secure communi-
cation properties. Hence, the existing techniques of using
symmetric-based approaches are definitely not appropri-
ate to offer full-fledged secure communication in WSN.
Mohammed Hassouna et al. [13] introduced an integrated
hierarchical certificateless scheme with a Level 3 trust au-
thority merging the traditional PKI hierarchy and the
certificateless technology in one scheme. The new scheme
employs the X509 certificate format and is free of the scal-
ability and certificate management problems of the PKI.

However, they are actually proven to provide symp-
tomatic effectiveness towards only a few types of attacks
and they are never resistive against key-based attacks in
WSN. Therefore, we present a novel technique of pair-
wise key establishment especially focusing on resisting
key-based attacks in WSN. We also find that there is a
need for a multitier architecture design embedded within
a node to withstand multiple forms of attacks. This is
only possible when the randomness of the node is further
controlled to support a good balance between security
features and communication performance in WSN. The
proposed system offers a novel solution where multiple
layers of security are incorporated using very lightweight
cryptography that ensures that neither the compromised
node nor the attacker node will pass the authentication
system incorporated by proposed pairwise key predistri-
bution process.

Section 1.1 discusses the existing literature where dif-
ferent techniques are discussed for pairwise key pre-
distribution in WSN followed by a discussion of research
problems in Section 1.2 and proposed solution in 1.3. Sec-
tion 2 discusses algorithm implementation followed by a
discussion of result analysis in Section 3. Finally, the con-
clusive remarks are provided in Section 4.

1.1 Background

This section discusses the existing work being carried out
towards pairwise key distribution in WSN. The recent
work carried out by Gandino et al. [8] has introduced
a composite protocol using an arbitrary distribution of
the keys also focusing on memory minimization. Yuan et
al. [32] have presented a technique that optimizes the
predistribution of keys considering the case study of het-
erogeneous WSN and super network theory. Yagan and
Makowski [30] have investigated the impact of arbitrari-
ness towards the key pair distribution. Usage of graph-
based techniques can be found in work of Ding et al. [5]
towards designing blocks using predefined knowledge of
blocks. Halford et al. [11] emphasized on the usage of
public keys towards strengthening the secure communica-
tion using group keys during multicast operation. A simi-
lar trend of using group keys was also carried out by Harn
and Hsu [12] using multivariate polynomial approach.
Zheng et al. [33] have constructed an algorithm using
seeds and path key for enhancing the legitimate arbitrary
secure key during the distribution method in WSN. The
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similar trend of work is also carried out by Zhou et al. [34].
Gandino et al. [9] have considered static WSN and pre-
sented a unique key management technique for further
enhancing the randomness in the pre-distribution process.

Chen et al. [28] have considered multiple encryption
keys to evolve up with the hierarchical management of
secret keys in heterogeneous WSN.

Hu and Gharavi [14] have presented a multi-way hand-
shaking mechanism using Merkle-hash tree for enhancing
the key distribution scheme. Choi et al. [3] have addressed
the randomness in key distribution scheme by incorpo-
rating eigenvalue incorporated on the keypools to under-
stand any form of malicious tampering of the secret keys
in WSN. Bag and Roy [1] have achieved consistency in the
key establishment process for securing the group-based
communication over grid interface of WSN. Bechkit et
al. [2] have presented a unital distribution process of se-
cret keys that minimizes the feasibility of common key
to get compromised. Khan et al. [18] have presented a
key distribution of symmetric form especially emphasizing
on achieving memory minimization during predistribu-
tion process. Eslami et al. [7] proposed an identity-based
group key exchange protocol which addresses these secu-
rity concerns. We prove that our scheme achieves seman-
tic security in the presence of the adversarial model. Ya-
gan [29] have investigated the Eschenauer-Gligor key and
discusses its effectiveness towards achieving better con-
nectivity during key predistribution in WSN. Doraipan-
dian et al. [6] proposed KMS using LLT matrix for both
Node-to-Node communication and Group communication
emphasizing Local-connectivity, efficient node revocation
method, perfect resilience, three-level authentication, re-
duced the storage.

Therefore, it can be seen that there have been vari-
ous schemes towards improving the security performance
by further strengthening the pairwise key predistribution
scheme. All the existing studies have focused on a dif-
ferent form of sub-problems under key predistribution
scheme with a common goal of secure communication in
WSN. Although there are security advantages claimed in
all the above-mentioned schemes, there are also signifi-
cant pitfalls in existing scheme. The next section outlines
some of the significant limitation that the current paper
chooses to discuss.

1.2 Research Problem

The significant research problems identified are as follows:

Computational complexity: It is seen that existing
system does not emphasize on minimizing computa-
tional complexity while performing pairwise key pre-
distribution process.

Dynamic Topology: Dynamic topology is less often
considered in existing techniques and thus it does
not support mobility factor during secure key man-
agement.
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Attacks: Study towards node replication, as well as a so-
lution towards key-based attacks, are less and more-
over existing system does not offer a full round of
security on its encryption steps.

Clustering: The impacts of clustering towards the secret
key generation process during predistribution of keys
are not studied well.

Therefore, the problem statement of the proposed
study can be stated as to design and develop a pair-
wise key distribution system that has supportability of
dynamic topology, highly resistive towards lethal key-
based threats, and does mot adversely affect energy
consumption during the security operation.

1.3 Proposed Solution

The prime purpose of the proposed system is to introduce
a novel framework of security towards key management
in WSN by emphasizing on evolving up with pairwise
key predistribution using analytical research methodol-
ogy. The core goal of this technique is to offer

1) Significant resistance against replication attack and

other key-based attacks;

Offers more immunity towards nodes getting compro-
mised;

Enhanced secrecy, etc. the schematic diagram of the
proposed methodology is as shown in Figure 1.
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| Configuring Generation of System || Enrcliment of
System Attributes by TA Sensors
Generaticn of - Pairwise
. == | Pairwise Root Key .
— pairwise key Encryption Key
Formation of Cluster Key Membership
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Updating | |Pairwise Key Update [[Cluster Key U date
B Operation v L

Figure 1: The proposed scheme

The adopted methodology uses 4 different types of keys
to perform key management in WSN. There are 4 discrete
modules firstly responsible for configuring the system fol-
lowed by generation of a pairwise key, the formation of
clusters, and updating operation. The proposed system
also formulates the scenario of mobility where a node may
possibly join a new cluster and leave an old cluster in or-
der to assess the impact on both forward and backward
secrecy. Basically, the proposed system focuses on gener-
ating pairwise keys followed by multiple steps of securing
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the generated pairwise as well as cluster keys in such a
way that neither the adversary nor the compromised node
would be able to perform decryption of these keys. The
presented technique also focuses on utilizing trusted au-
thority (TA) and base station for assisting in validating
the updated key as well as secure management of revoked
key list in order to ensure privacy and non-repudiation
towards secure communication system in WSN. The next
section highlights the algorithm implemented for this pur-
pose.

2 Algorithm Implementation

The proposed system offers a novel mechanism for key
management. It is responsible for securing the commu-
nication channels in WSN using multiple forms of key
attributes. The proposed system uses

1) Key of the individual sensor (kind);

2) Key of public and private encryption (kpriv, kpub);
3) Key for pairwise distribution (kpair);

4) Key during clustering (kclust).

The Notations used in algorithm are as follows in Table 1.

Table 1: Notations

Notation Meaning

N1, N2 # of Member and CH nodes
a Simulation Area

P Arbitrary Orientation

Q@ Security Attribute

0l,02 03 04, 8 System Parameters

bound Boundary Area

70, 71, T2, T3 Hash Functions

arb(1) Generate one Arbitrary Number.
arb(N1) Generate N Arbitrary Numbers.
v1,v2 Partial public/private keys at BS
A, A2, 0,1, n2, n8 | Security Parameters.

ST Security Index.

Thres Threshold value

The proposed algorithm generates key of public and
private encryption (kpriv, kpub) and key for pairwise dis-
tribution (kpair), of the system in Algorithm 1.

In the above algorithm (Line-2) initializes N1, N2, a,
¥, a, ol, 02, 03, 04. In (Line-3) random x and y coordi-
nates are generated using random function arb (N1) and
member nodes are deployed under boundary area bound.
Similarly, Cluster heads are deployed in mesh grid topol-
ogy. In (Line-4) 1 (arbitrary orientation angle) is calcu-
lated to apply random mobility to all nodes. The com-
plete execution of the algorithm is carried out in following
subsections.
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Algorithm 1 Algorithm for novel pairwise key generation
(NPKG)

1: Begin

2: init N1, N2, a,a,01,02,03,04

3: [x y] + bound+(a-2x bound)* arb(N1)

4: [x y] + N2 in meshgrid

5: ) — 2m.arb(N1)

6: fori=1:N do

7. [10] = arb(1)xc12, [71] — o13xarb(1)x03

8  [12 73] = olxarb(1)x[olxarb(1)]x [olxarb(1)]x o1
9: B =[ol,02/0l, 03, 04, 05= %04, 70, 71, 72, T3]
10: 1 — [1+arb(N)]. 04

11: 72 = [1+arb(N)]+ mod([14+arb(N1)* 70

(Sensor Node ID+ ~1+([14arb(N1)].
o4),prime-number)])

12:  kpriv = [(v2)’, [1+arb(N1)]'] &
kpub = [([1+arb(N1)].04)’, 41|

13: for j=1:N1do

14: Compute Al, A2, §

15: Compute pl, pu2, pu3

16: if (u3*04 == Thres) then
17: A2 =o0lc

18: end if

19:  end for

20: end for

21: generate kpair < A2

22: End

2.1 Configuring for Key-

Management

System

In the first step, it is assumed that the base station con-
siders a prime number of a-bit as security attribute, tuple
(01, 02/ 01, 03, 04) of natural numbers, and selects a root
private key 6 and computes the public key of the system
as 05, which is a product off and o4. 70, 71, 72, 73 are
cryptographic hash functions defined in (Line-6 and Line-
7). A typical empirical mechanism is used for computing
the four different hash functions. Finally, in (Line-8) a
system parameter (3 is defined as a set of (o1, 02/ o1, 03,
o4, ob= 0.04, 70, 71, 72, 73).

The next step is the enrollment process of the legiti-
mate sensors with the base station. For this purpose, the
base station is assumed to recognize the legitimacy of a
sensor node using a specific identifier for both N1 and N2.
The algorithm allows all the sensors (N=N1+4N2) to com-
pute a private key 7 as a random number between 1-1000
using arbitrary function and then compute the product
of § and o4 as a public key of that node. At the same
time, the trusted authority is assumed to receive a request
for generating and the computation of the partial private
and public key for all nodes is carried out by 1 and ~2
as shown in Line-9 and Line-10 respectively.

All the member nodes perform validation of their pri-
vate keys by assessing the condition of v2. This step is
followed by further generation of full secret keys by all
nodes in (Line-11). The full private key is the transpose
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of 42 and nodes private key. The full public key is the
transpose of nodes public key and 1. In case of attacker
node, the identifier validation fails at initial step only and
there will be no generation of any form of full private
or public key. The proposed algorithm uses any form of
cryptographic function to generate a key of the individual
sensor. Immediately, after all the 4 types of keys are gen-
erated, a confidential list of all the public keys and node
identifiers are maintained along with a separate matrix for
revoked keys. Hence, the algorithm fails the attackers in
the first step of key management itself without affecting
the existing communication or security-based operation.
It should be noted that trusted authority plays a crucial
role in this process.

2.2 Generation of Pair Wise Keys

This part of the algorithm is responsible for computing
and generating a pairwise key. The first step of this pro-
cess is to select the source node and compute its secure
index SI as the product of its identifier and o4. Secondly,
calculate distance among all nodes and find out nodes
within the range. It then performs the computation of
other two security parameters A1 and Al as follows:

Al = arb(l) - 70.nodes in range(d, R).c4 - 05 + mod
(arb(1) * nodes in range(d, R), prime-number)
A2 = 7l.arb(1).A\l.arb(1).0c4.n0des in range(d, R)

The above-mentioned expression leads to the genera-
tion of A1 and A2 respectively (Line-13) for all the member
nodes (Line-12). The next step of the generation of the
pairwise key is to compute three more security parame-
ters i.e.ul, u2, pu3 (Line-14). 6 and arb(1) are the ran-
dom numbers. Following empirical mechanism is opted
for computing these parameters:

pwl = 72-ST-6-Al-a-arb(l) - nodes, within,

range (d, R)
w2 = 73-81-6-Al-arb(l)-nodes within range (d, R)
13 arb(1).arb(1) - pl - arb(1) - p2.

Assume that source node sends a packet as combina-
tion of Secure Index and p3. The receiver node decap-
sulates the packet by performing product of an arbitrary
number and secure index SI and recomputes p1. In (Line-
15) the system performs the comparison of the product
of u3 and ¢4 with dynamic threshold value Thres. The
computation of Thres is carried out as follows:

Thres = arb(1)+70-a-arb(l)-arb(l)-ob

+71-arb(l) - 72 - arb(1).

The third layer of security is considered by assuming
the state of a compromised node by re-computing A2 and
then upgrading the key generation process. In this, the
updated value of the A2 will be as ol.c, where c is as
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follows.

arb(1) - o5- Al -arb(1) - arb(1) - 65 - arb(1) -

nodesinrange(d, R).

C =

The above step offers extra security for compromised
nodes (Line-16) as if the node is compromised then it will
be able to find the value of ¢ as that will further result
in failure. Hence, the algorithm could offer enough resis-
tance to both adversaries as well as compromised nodes.
Therefore, Line-20 results in the generation of the pair-
wise during each round of authentication in WSN.

2.3 Cluster Key Generation

The final step is the generation of cluster key. The cluster
key is generated using any form of cryptographic hash
function on the root private key i.e. 6 and cumulative
hash value from concatenation.

2.4 Updating Operation

Uniqueness in the implementation of the above algorithm
is that the cluster updating operation is only carried out
by cluster head nodes, hence if any of the member nodes
try to alter or change the cluster key than that member
node will be indexed directly as the adversary. The cluster
head even considers the node mobility factor and notifies
the base station about any form of alteration. There are
multiple reasons for a sensor to either join a new cluster
or leave from an old cluster. The proposed system offers
maximum time-based synchronicity so that all the cluster
heads are always connected to each other, which is quite
essential during validation steps. The key revocation list
is constructed by the cluster head and maintained by a
trusted authority, hence there is no scope that it could
be compromised by any means. Once the revocation list
is constructed than only the base station has the privi-
lege to update the security attributes and not the clus-
ter heads. In this way, the proposed system maintains
a good balance between forward and backward secrecy
while performing any authentication of the nodes during
the communication process of data aggregation in WSN.
The next section highlights the outcome obtained after
implementing the above mentioned pairwise key genera-
tion algorithm and discusses its effectiveness.

3 Result Analysis

The study outcome of the proposed system is imple-
mented in Matlab with a large number of 100-500 sensor
nodes in presence of multiple cluster heads. The simula-
tion is repeated for 50 times, and results report the av-
erage values. The Proposed system is evaluated in terms
of memory usage, time, security evaluation and computa-
tional complexity. As the proposed study has introduced
a novel cryptosystem for incorporating security, so we em-
phasize on assessing the energy performance of a sensor
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node. However, energy factor is being evaluated with re-
spect to two different forms of the time instances as shown
in Figure 2 and Figure 3. The study outcome is also
compared with the most frequently adopted techniques
of pairwise key distribution using polynomial-based ap-
proach [15], combinatorial-based approach [25], Grid-
based approach [22], and Multivariate-based approach [4].

Impact of updating cluster key on Energy
Consumption: The first performance parame-
ter evaluated is the impact of updating cluster key
on energy consumption.

Energy c ion for cluster key update
- T T T T ¥ T

Froposed
Falynomial | 4
Combinateral
&rid

b u livarigte

Energy Consumptianioule)

o 2 4 [ 8 o 1z 14 1 18z
Update Cluster keyatregulartime instanceisec)

Figure 2: Impact of updating cluster key on energy con-
sumption

The proposed system maintains this time instance in
order to dynamically configure the cluster with the
mobility of the nodes. This will mean that if the value
of frequency of updating cluster key is equivalent to
zero than updating process of cluster key is carried
out only on demand(i.e. when node moves away or
moves in the cluster) or else the cluster head waits
till the specified time instance in order to update.
The proposed system uses about 1.2 units of energy
to update the key up to 10 sec and then gradually de-
creases. The outcome shows that proposed system of-
fers significantly lower scale of energy consumption as
compared to existing system. Polynomial-based ap-
proach is nearly similar form as that of proposed sys-
tem as it works on finite field cryptosystem normally.
However, it includes maximum processing towards
computing the common key and consumes about 1.9
units of energy up to 10 sec and then decreases. Sim-
ilarly, combinatorial-based key pair distribution may
pose a potential mechanism toward privacy preser-
vation but it includes increasing number of variables
that has higher dependencies on heuristic-based data.
This leads the algorithm to consume more amount of
energy only during the key set up process. It con-
sumes about 3.1 units of energy up to 5 sec and then
decreases.

Existing techniques towards grid-based key predistri-
bution calls for static positioning of the nodes. This



technique has two pitfalls i.e.

1) Tt does not address dynamism;

2) Similar effort for all member nodes leads to un-
necessary power consumption. Moreover, re-
dundant data could not be controlled as there
is very poor communication among the cluster
heads and hence there is much power drainage
consuming 4.9 units of energy up to 5 sec and
then steeply decreases to 2 units at 10 sec and
the gradually decreases. Similarly, if the num-
ber of clustering key updating process is in-
creased than multivariate schemes involves com-
plete processing using static threshold factor
that causes excessive drainage of approximately
8.5 units of energy in the first few rounds if mo-
bility is considered. The proposed system over-
comes all the above mentioned limitations of
existing approaches by ensuring that algorithm
process all the dynamic clustering and routing
information without overburdening the memory
of any sensor node. This is one of the prime
factors that illustrates that proposed system is
capable of supporting increasing number of up-
dates without any potential adverse effect on
the communication process.

Impact of Wait Time on Energy Consumption:

The next performance parameter is wait time the
time that allows the sensor to wait until root
pairwise key is disposed of when it departs from the
member nodes. Therefore, when the wait time is
zero second revocation of the root pairwise key takes
place as the node moves away from the existing
cluster.

Energy consumption for pairwise key establishment
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Figure 3: Impact of wait time on energy consumption

Figure 3 shows that with the increase of waiting time
the energy consumption is also affected. A closer
look shows that the proposed system and polynomial-
based approaches show a similar trend of energy con-
sumption, where both the system successfully main-
tains the similar scale of energy dissipation for wait
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time in the range of 0 to 600 second. Although the
combinatorial-based approach is also evident with
the similar trend, owing to increasing the number
of processing in the initial level of key distribution, it
suffers from increased energy consumption of about
153 units and then very gradually decreases up to 130
units. Both grid-based, as well as multivariate-based,
are found to have a steep trend of energy but such
trend is highly harmful to the nodes running the dy-
namic application in WSN. Grid approach consumes
230 units initially and steeps down to 150 after 300
seconds and then gradually decreases. Multivariate
consumes 350 initially and steeply reduces to 170 af-
ter 100 seconds and then decreases further. From the
energy viewpoint, it is essential that all the nodes
should have a nearly equal rate of energy dissipation
for any form of energy-efficient algorithm to work if
the wait time is increased. Moreover, with an in-
crease of wait time, the cryptographic process will
further be delayed to get executed, which may be
another cause of the further attack. We also find
that increase in node mobility also increases the en-
ergy consumption in the existing system for both the
performance factor of time.

Therefore, cumulatively, the study outcome finds
that when the frequency of updating cluster key in-
creases than proposed pairwise key distribution sys-
tem witnesses minimized the rate of energy con-
sumption. The proposed system takes approximately
1.48869 seconds to perform the entire process of com-
putation because all the existing system consumes
7.47719 seconds in average.

Memory Usage: From memory viewpoint, the pro-

posed system does not dispose extra memory. Mem-
ory is occupied by the hash functions, private, public
and pairwise keys, 7. There is very less number of
static variables and more number of dynamic vari-
ables. The proposed system optimizes its memory to
a higher level under different circumstances of com-
munication. These lets the algorithm work and re-
spond faster in generating the pairwise key in con-
trast to the existing system.

Security Evaluation: A closer look at all the above

mathematical expression will show that there are de-
pendencies among multiple parameters. As this in-
formation will be never with any compromised or ad-
versary, so even if adversary crosses the first process
of system configuration, they will result in the failed
computation of threshold, which will be a direct in-
dication of the node being adversary.

Thus, the proposed algorithm offers comprehensive
level of security in generating pairwise keys in WSN
that can assist in performing validation of the mem-
ber nodes as well as cluster heads during every round
of data aggregation cycle. The algorithm also trans-
mits significant amount of computed security results
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to the base station to filter the list of genuine and
illegitimate nodes existing in the network. However,
the base station always does dual check on the mes-
sages that are aggregated from the other nodes (clus-
ter head) by comparing the list that is maintained
within itself with the one that is maintained by the
trusted authority. As it is assumed that a trusted
authority can never be compromised therefore there
is no scope for any form of the error. Another inter-
esting part of this algorithm implementation is that
the updating pairwise key is a continuous process;
however, the root of the private key is completely
independent of any form of key updates.

Usage of Cryptographic Primitive: The usage of
cryptographic primitive is very less and is only lim-
ited to applying any standard encryption for finally
generating the cluster keys. Rest all are simple con-
catenation and conditional operation that makes the
proposed algorithm quite lightweight to balance the
security demands and enhanced network lifetime in
order to meet the claimed security goals. Therefore,
looking at the trend of outcome, the proposed sys-
tem is better applicable in sensory application that
demands consistent monitoring process, e.g. emer-
gency application, tactical applications, combat field
monitoring healthcare, etc.

4 Conclusion

Security is yet a challenging problem in WSN which ren-
ders prior security algorithm non-applicable for the up-
coming application of IoT where sensory applications are
used along with cloud computing. The present paper in-
troduced a novel key management approach that is con-
structed keeping in mind the necessity of dynamic net-
works in upcoming application of WSN. The proposed
algorithm is constructed for offering sustainable commu-
nication system with equal stress on highly resilient key
generation process along with robust mechanism of the
key updating process. The dynamic topology is con-
structed considering that a node may join or leave the
cluster at any point in time so that both forward secrecy
as well as backward secrecy is maintained. The study out-
come of the proposed system is compared with existing
approaches of key predistribution to find that proposed
system offers better energy conservation.
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