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Abstract

In this paper, a kind of secure and efficient ranked key-
word search over outsourced cloud data by chaos based
arithmetic coding and confusion is proposed. In the pro-
posed algorithm, data owner firstly extracts keywords and
generates index for files set for every keyword, in or-
der to protect the sensitive score information relative to
file, logistic map based arithmetic coding is used to give
order-preserving mapping from original score to arith-
metic coding, moreover, the number of relevant file to
keyword is expanded and chaos based confusion algorithm
is used to enhance the security of the algorithm. Sec-
ondly, for the authorized users, they hold different au-
thorized key, and generate different trapdoor even for the
same keyword, this is achieved by the idea of least signif-
icant bit replacement (LSBR). Upon receiving the trap-
door, cloud server first re-confuses to restore the order-
preserved coded scores, and then identifies the associated
files in a ranked sequence according to the coded scores.
The proposed scheme can guarantee the security of the
file, index and inquiry; make it impossible to disclose the
relation between trapdoor and keyword. Experimental
results and analysis are given to testify the security and
efficiency of the proposed scheme.

Keywords: Least Significant Bit Replacement; Order-
preserving Mapping; Ranked Keyword Search

1 Introduction

Cloud computing is an emerging computing mode where
the data owner can be permitted to store their data into
the cloud, by this kind of pattern of outsourcing the data
into the cloud, some enterprises and individuals need not
buy any storage devices with the demand of increased

storage space, and they can also enjoy high-quality ser-
vices from a shared pool of configurable computing re-
sources [3,4,6,20]. This makes cloud computing becomes
popular, and various information, including sensitive and
important personal e-mails, location information, enter-
prise documents are being outsourced into the cloud [1,2].

Data privacy also becomes an important issue while
cloud computing is increasingly prevalent. When peo-
ple outsource some personal or enterprise data into the
cloud, this information may be leaked to unauthorized
users, or the hacked. Although cloud service providers
(CSPs) have some data security measures such as fire-
walls and virtualization, however, these mechanism don’t
protect user’s privacy from CSPs itself due to the cloud
storage providers are not trusted [8,13-15, 26].

The traditional approach of privacy preserving of sen-
sitive data is to encrypt data before the data is out-
sourced into the cloud [5,16,25], but this may affects the
data application for authorized user. In the meantime,
some authorized user may only want to use some spe-
cific data files, so, people proposed keyword-based search
method [12,17,21,23], it permits user to select relative
files to the interested keyword, just as the method used
in plaintext search scenarios. Furthermore, different from
the keyword search in plaintext, people proposed search-
able encryption schemes, which lets user search encrypted
data through keyword search [17,23]. But these methods
have some drawbacks, one is that the search results gives
no any relevance of the files with the keyword, users only
know that these encrypted files contain interested key-
word. Another problem is that user need spend much
time to enquiry the encrypted data which cloud gives
back, so as to get the desirable file. Because user has no
knowledge of which file is mostly interrelated to the key-
word. Based on above considerations, the ranked keyword
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search (RKS) in the cloud data has been proposed. The
mechanism can operate the encrypted data by returning
the matching files with some keyword in a ranked order
according to certain criteria [27,29,30]. Obviously, the
RKS greatly enhanced the usability of data in the cloud.
In order to avoid leaking lots of sensitive frequency infor-
mation against the keyword privacy, RKS combined with
some order preserving schemes are given to protect the re-
lation between the keyword and file from leaking [18,22].

In this paper, a kind of secure and efficient ranked key-
word search over outsourced cloud data by chaos based
arithmetic coding and confusion is proposed. In the pro-
posed algorithm, data owner firstly extracts keywords and
generates index for files set for every keyword, in order
to protect the sensitive score information relative to file,
logistic map is combined with bisection method code to
generate order-preserving mapping from original score to
arithmetic coding, moreover, in order to enhance the se-
curity of the coded scores, the number of relevant file
to keyword is expanded and chaos based confusion al-
gorithm is used to shuffle the scores. Secondly, for dif-
ferent authorized users, even for the same keyword, as
they hold different authorized key, so they generate dif-
ferent trapdoor, this is achieved by the idea of least signif-
icant bit replacement (LSBR). Upon receiving the trap-
door, cloud server first re-confuses to restore the order-
preserved coded scores, and then identifies the associated
files in a ranked sequence according to the coded scores.

The highlights of our work can be summarized as fol-
lows:

1) In order to avoid leaking any information about key-
word and its corresponding scores to the file set,
chaos based arithmetic coding and confusion is used
to hide the original keyword, meanwhile, the enlarge-
ment of number of scores corresponding to certain
keyword also provides better privacy-preserving for
keyword and its scores.

2) Un-linkability of trapdoor is realized by the inspira-
tion of LSBR. This means that different user gen-
erates different trapdoor even for the same keyword
query, thus it can avoid adversary deduce the relation
between some trapdoor and someone keyword.

3) Some analyses on the efficiency, security and pro-
grammability are given to show that the proposed
scheme can be easily implemented even in the re-
source constrained mobile devices, and the proposed
algorithm has high efficiency for data owner and user.

2 Preliminaries

Some basic assumptions based on real application for out-
sourced data management are given in this section. Con-
cerning the roles in the cloud service is data owner, data
user and cloud server, as depicted in Figure 1.

Data owner: He has some set of files, he wants to out-
source these files to the cloud server, moreover he wants
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to keep the files encrypted, and these files can be searched
by a series of keyword. In order to protect the file from
attacks, he hopes to create secure ranked searchable index
from keyword and store them on the cloud server.

Authorized user: He hopes to get a series of files rel-
evant to certain or some keywords submitted to cloud
server, and the cloud server can give ranker files in a cri-
teria, thus the authorized user can easily obtain the files
he want.

Cloud server: It stores the files and keyword index,
when it receives the request from the user, it can in-
quiry index and return the search results according to
some ranked relevance criteria.

Application server: Application server is a component-
based product that provides middleware services for se-
curity and state maintenance, along with data access
and persistence. In our mode, it is a trusted program
that handles all application operations between users
and an organization’s backend business applications or
databases, and it can also be neglected in this model.

2.1 Design Goals

This paper aims at presenting a secure and searchable
encryption scheme for outsourced data in the cloud, the
scheme can prevent cloud server from learning some plain-
text information or encrypted files information; moreover,
the proposed scheme has better communication efficiency.
More specifically, the goals of the paper are given in the
follows.

1) Privacy goal: Privacy goals include three points,
which is data privacy, index privacy and keyword and
enquiry privacy. Data privacy means the data in the
cloud is secure and anyone including CSPs can’t ob-
tain the plaintext of the data stored in the cloud.
Index privacy demands that adversary can’t obtain
information stored in the cloud, including keywords,
and scores relative to the keyword. Enquiry privacy
demands that trapdoor generated by query keywords
should leak no information about the keywords.

2) Search and retrieval efficiency: The proposed scheme
should have lower time complexity of search time,
and moreover, the retrieval efficiency and accuracy
also meets the demand with the explosive growth of
document size in big data scenario.

2.2 Notations

Some notations used in the paper are described in the
following.

C': The file set to be outsourced, denoted as a set of n
data files;

W: The distinct keywords extracted from file collec-
tion C, denoted as a set of m words W =
(wl,wg,...,wm);
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Figure 1: System model of cloud data management

id(F;): The identifier of file that can help uniquely locate
the actual file;

T(W;, ky): The trapdoor generated by a user as a search
request of keyword W; , k, is the secret key of the
user;

I'(W;): The set of identifiers of the files in C that contain
keyword W;;

N;: The amount of files containing the keyword W;. Ob-
viously, N; = | I'(w;)l;

Invertedindex: inverted index is a list of mapping from
keywords to the corresponding set of files that con-
tain this keyword. In order to search the most related
file to the keyword, ranking function is often used to
achieve the goal.

In this paper, the ranking function is used to measure the
relevance of files with certain keyword; it is often given in
the form of relevance score. Without the loss of generality,
here, the relevance score is selected as the following:

1 N
@(1 +1In fa¢) In(1 + —).

Score(Q, Fq = Z 7
t

teD

(1)

where () is the searched keyword; fg; stands for the times
of term ¢ appears in the file Fy; f; donates the file num-
bers that contains term ¢; N is the total number of files;
and |Fy| is the length of the file F;. For more detailed
description, one can see literature [4].

To realize fast search, the keywords, IDs of files, and
the relevance scores are usually organized as an index
structure named ”Inverted Index”. A typical example
of Inverted Index is shown in Table 1. The cloud server
can complete search task through comparing the relevance
scores stored in the index which represent the importance
level of each file for a certain keyword.

2.3 Logistic Map

Logistic map is a polynomial mapping; it is given in Equa-

tion (2)
Tnt1 = rTn(1 — xp). (2)

For almost all initial conditions, the sequence of iteration
is chaotic with the parameter r = 4 , and it has been used
in data shuffling and encryption for all kinds of applica-
tion [9,11].

2.4 Bisection Method Code

The bisection method in mathematics is a root-finding
method that repeatedly bisects an interval and then se-
lects a subinterval in which a root must lie for further
processing. Here the method of data code based on bisec-
tion method is described in the following.

1) For a real number = € [0,1) , split the interval
[0,1) into two segments [0, @) and [, 1), then if z €
[0, ), we selected [a1,b1) = [0, &) and binary bit 0 is
selected; else if z € [a, 1), we select [a1,b1) = [a, 1)
and the bit 1 is selected, where o € (0,1).

2) The new interval [aq,b;) is split into two segments in
the ration 2. That is to say, [a1,b1) is divided into
[a1, x (by — ay)) and [ X (by — aq1),b1). Similarly,
one new bit 1 or 0 is produced, and new interval is se-
lected. After k iterations, a k bit binary is produced,

and an interval is generated.

Obviously, when & — oo , generated k-bit data is closely
equal to x, so the binary code generated by bisection
method is order-preserving, and it can be used to code
real number.

3 The Proposed Scheme

In this section, the detailed description of the proposed
algorithm is given, and some examples are also given to
verify the effectiveness of the algorithm.
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Figure 2:

Table 1: Example of posting list of the inverted index
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Keyword W
File ID F1 Fg . FF(w)
Relevant score 6.2 1.3 . 7.6

3.1 Index Generation

Generation of index includes three steps, one is computa-
tion of relevance scores for every keyword; next is genera-
tion of binary code for all the scores, and the last one is the
shuffling of coded scores to generate privacy-preserving
index. The flowchart is depicted in Figure 2.

1)

Computation of Relevance Scores:

Firstly, data owner extracts the keywords W =
(w1, wa, ..., wy) from the file set C, and then, the
scores of relevant file for every keyword are calcu-
lated by Equation (1). Next, the order-preserving
binary code of the scores will be given by chaos based
bisection method.

Generation of Binary Code:

For every keyword w;,i = 1,2, ..., m, the hash of the
keyword is calculated, marked as H; , then converts
the hash value to initial value zq of logistic map which
is expressed by Equation (2) using the same method
as that of [10].

Next, iterate the logistic map for Nijsert = Niotal —
N; times to obtain N;,ser+ random numbers, where
Niotar is the desired number of scores, and Njjgers iS
the number of randomly inserted scores.

Then, for all the scores related to keyword w;,7 =
1,2,...,m, labeled as s;;,t = 1,2,..., Niotar, trans-
forms them into the interval of [0,1), the interval is
notated as [a;,b;),7 = 0, the following step can be
conducted to transform these scores into the binary
code.

a. Iterate the logistic map two times to obtain two
numbers p and g, then, divide the [a;,b;),j =0
into two sections according to the ration:

0y =22 Q
Hj
where \; = ﬁ, i = p%’rq

b. Obviously, the interval can be divided two sec-
tions, one is [a;,a; + (b; — a;j) X A;), the other
one is [a; + (bj — a;) x A;,b;) , if the s;; €
laj,a; + (bj —aj;) x Xj), we get binary bit 717,
else the bit ”0” is given.

c. If the length of binary code is equal to the de-
sired length, then, all the bits construct the bi-
nary code of the score, else go to the Step 1) to
continue to iterate until the length of the bits is
enough.
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Through the above step, all the binary code of the
scores related to all the keyword could be obtained.
The detailed flowchart of the procedure can be de-
scribed in Figure 2.

3) Generation of Privacy-preserving Index:
In this procedure, in order to protect the binary code
from attacks of adversary, we shuffle all binary code
of the scores with respect to keyword. That is to
say, for any keyword w;,i = 1,2,...,m, the following
steps are given to shuffle the binary.

a. For above generated binary code of the scores,
iterates the logistic map for Nigie times
to produce Nyt numbers such as x;,i =
1,2,..., Niotai,and then rearrange these num-
bers in ascending order or descending order to
form the sequences which may be expressed as
Gl < GQ,. o< GNtoml.

b. Assume the position of z; in Gj,7 =
1727~'~7Nt0tal is L, 1 < L < Ntotal; then, the
binary code of score; which is in the position of
i will be moved to the L** position of the vec-
tor s;5,7 = 1,2,..., Niotqr. Thus all the coded
scores are totally permutated.

Obviously, the binary code of the scores will be totally
confused through the above method, and no one can ob-
tain any statistical information from the binary informa-
tion, and for different keyword, the shuffling is different,
this characteristic of dynamics can effectively protect the
binary code from attacks.

After all the scores corresponding to certain key-
word have been shuffled, data owner will store I(w;) =
(¢d(F3,5)||s:,5) to the posting list in the cloud.

3.2 Retrieval Phase

In this phase, authorized user can retrieves ranked key-
word search, and accordingly can get desired file, this
procedure includes trapdoor generation and obtaining of
ranked keyword index.

1) Generation of Trapdoor:

Trapdoor is used to encrypt the keyword, when au-
thorized user wants to inquiry certain keyword, he
sends it to the data owner, and the data owner will
generate the trapdoor of the keyword and send it to
the cloud server. Here, the trapdoor is an encrypted
query with secret key k,of certain user, and will be
used for searching the file corresponding to keyword.
It is denoted by Trapdoor(w, k). The fulfillment of
trapdoor function can be described as follows.

a. For the keyword w, the 256-bit hash of the w is
firstly calculated, then; convert the hash value
into 32 bytes. In the meantime, for the 256-bit
hash, we extract 2-bits (LSB) least significant
of every byte, thus, 64-bit data is got, denoted
by hS.
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b. Calculate the hash of keyword and secret key
k. , denoted by h, and then convert it into 128-
bit data by Equation (4), it is denoted by T;U =
hioghigr - hy.

h;:hi@hi+1287i:1)27"')]‘28' (4)

where h = hash(w, k).

c. For the secret key of inquiry k, , convert it
to the initial value of logistic map, and use
Equation (2) to generate 64 different integers

D1,D2,- -, Pea, which belong to {1,2,...,128},
the p1,p2,...,pea can be produced by Equa-
tion (5).

xo = mod((abs(xo—Floor(abs(xo))x 10, 128)+1.

()
where abs(x)returns the absolute value of
x.Floor(z) returns the value of x to the near-
est integers less than or equal to z, mod(zx,y)
returns the remainder after division.

d. Then, replace the corresponding bit value of po-
sition p1,pa, ..., Pe4 I TI/U with the bit value of
hS% in turn, thus, the new Ty of 128-bit data is
generated.

Lastly, the trapdoor T,, = (T||k.) is generated,
where T is a 128-bit binary data, and k, is 32-bit
binary secret key for the user.

Achievement of Ranked Keyword Index:

When the cloud server receives the trapdoor T, =
(Ts||kv) for an interested keyword w, the servers will
inquiry the table of encrypted keyword, and obtain
the file identifiers and the corresponding encrypted
scores, and then return the ranked file according the
binary code. The detailed steps can be given in the
follows.

a. The cloud servers firstly use the same method
as the step 3) used in the generation of trapdoor
to get 64 different integers p1, ps, . .., Pga, Which
belong to {1,2,...,128}, then extracts the 64-
bit data from T by the same method as that
of 4) in the generation of trapdoor. The 64-bit
data is labeled with 7.

b. Search the matched keyword. The cloud server
searches encrypted keyword index, and trans-
form the encrypted keyword into 32 bytes. And
then extracts 2-bits (LSB) least significant of ev-
ery byte, thus, a 64-bit data is got, denoted by
hS%. If the h%* is equal to T, then the interested
inquiry keyword is gotten.

c. Get ranked file index. Use the same method
as that in the procedure of generation privacy-
preserving index to re-shuffle the coded scores
corresponding keyword w to obtain original s; ;.
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d. Obtain the front NV; encrypted scores corre- the statistical attacks, the scores are shuffled, and the dis-
sponding keyword w, and discard the other in- tribution of shuffled original scores and coded scores are
serted scores from the recovered Nyoiq; sequence depicted in Figures 4(c) and (d).
of scores.

e. The server then selects the top-k most relevant !
files according to the coded scores and sends 25
them to the users in the case that k is provided.

Remarks: The Nioiqr stands for the desired number of 15
score, this number may play an important role in the pro- o .
posed scheme. In the basic SSE scheme [11], the number 0
isv=>3", N,. Here, it is recommended that Nyoq > v. 0
In the meantime, if k& < N;, then server return back the o ; m = 2 s
top-k most relevant files, else server only return back valid
file identifier. (a

Obviously, ranking keyword query in the proposed -
scheme has some kind of property of fuzzy query, that is 1 I T
to say, even for the same keyword inquiry, as different user A . / ‘ /r
has different secret key, cloud server may receive different o | Vo )
trapdoor, but the different search may refer to the same . YRR \\V\ |
keyword query, this may avoid adversary deduce the rela- wN AV g :
tion between trapdoor and keyword. Moreover, shuffled o |/ | | s
encoded scores also make statistical attacks impossible. |

10 15 20
encoded scores

=

Distribution of original scores (b) Distribution of encoded scores

%10

(c) Distribution of shuffled scores (d) Distribution of shuffled encoded scores

4 Experiments and Discussions

) . . . . Figure 4: Data distribution of original and coded score
In this section, some experiments are given to testify

the effectiveness of the proposed scheme, and some com-

parisons and analysis are also presented to show the

performance and usability of the scheme. The experi-

ments were done by Mathworks MATLAB version 12b in 4.2 Experiment Analysis
IntelCpuP8400@2.26GH z, RAM3.00GB. Here, assume

that there are 10 files containing the keyword ”digital 1) Security Analysis:

watermark”. The relevant scores of the file are list in the Firstly, for access pattern and search pattern, if the
Table 2. same keyword w; is requested in query by differ-

ent user, the query trapdoor submitted to the cloud

In order to resist the attack from the server, the file T )
server is different, and moreover, for different key-

scores are expanded to 20, thus,10 random score values ) :
are given, such that 1.34, 4.55, 3.46, 7.66, 5.55, 9.18, 4.33, words in the same user query, the generations of trap-
3.58, 6.89, 8.88, and the generation of encrypted score is door are independent.

firstly given. Secondly, the encrypted scores are randomly dis-
tributed after they are coded and shuffled, thus the
original distribution of scores is totally disrupted,
and this means that the score distribution is secure
Firstly, the hash of keyword is used to encrypt the key- from the viewpoint of statistics features.
word, and then we transform the hash value to the initial
value of the logistic map, the next is to encode all the
scores.

Here, the 256-bit hash value of keyword ”digi-
tal watermark” and the 128-bit encrypted keyword are
"F9437D7F3598D8FB1CDIEESD1E27A1DACTE4E96D3-

4.1 Experimental Results

Lastly, despite the coded scores has order-preserving
property, the final coded scores in the cloud has no
relevance between any two adjacent scores, it can be
seen from the experimental results in the Figure 4(c).
Thus, the relevance of scores is concealed, the data

BSC56ABA3080B4A29ACCDS0” and 15 Secre.
736C3E9CF4032BE45E05CE65118F7TE706”, respec- In a word, in the proposed scheme, the coded scores
tively. are the only information that adversary can utilize;
After the relevant scores to the keyword digital water- cloud server can only get sorted coded scores. Even
mark are coded, the distribution of original scores and if cloud server can learn partial information from the
coded scores can be seen in Figure 4. It can be seen that confusion process, as it is a one-time pad for differ-

the coded scores are order-preserving. In order to resist ent keyword, and different keys are used for different
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Table 2: Example of posting list of the inverted index
Keyword W
File ID Fl F2 F3 F4 F5 F6 F7 Fg Fg F10
Relevant score 6.78 7.23. 4.12 5.26 3.22 9.55 1.98 1.24 5.66 7.89

keywords and scores, thus, the keyword privacy can
be well preserved in the scheme.

For example, user A with the 32-bit key
”4053415001” and user B with the key ”2872283436”
submit the inquiry keyword ”digital watermark”, re-
spectively. The trapdoor generated by data owner for
user A is 7 7B756725317B019806E2368E7TD4AB07B”;
and however, the trapdoor generated for user B
is "7T1IEASEC1B46B023F6A 626531 EOETFOAB”.
Apparently, the trapdoor is different, but when
they are submitted to the cloud server, they are
transformed and point to the same keyword ”digital
watermark”.

As for the random distribution of coded scores, it can
be explained by another example. Assume that the
keyword ”digital watermark” and ”information hid-
ing” all have the same relevant scores to the files as
that in the Table 1, then distribution of coded scores
for keyword ”digital watermark” and ”information
hiding” can be depicted in Figure 5. It can be seen
from the Figure 5 that the coded score is different
and the distribution of the coded score is also differ-
ent despite the original scores are the same for two
keywords, so it is impossible to get any information
from coded scores stored in the cloud.

x10*

—— Keyword "H"
—+— Keyword "DW"

coded scores

number of scores

Figure 5: Different distribution of coded scores for the
same original scores

2) Efficiency Measurement:

a. Index Construction In the proposed scheme, the
length of the code for scores affects the perfor-
mance of the algorithm, here, we tested the ef-
fect of the length of the code, shown in Figure 6,
it can be seen from the Figure 6, the size of
the score is 180, and the time cost for coding is
about 35 milliseconds.

Because the 16-bit length of code is enough for
representing a number, so the difference of effi-
ciency affected by length of code is very small.
As the code method is a simple binary opera-
tion, the algorithm efficiency is enough to meet
the demands for cloud storage and computing,
even for the resource constrained mobile de-
vices.

— * - Length of code s 15
— + —Length of code s 16
* 7

* A
A

times (second)
\

size of the relevance score

Figure 6: Efficiency of code for different length of code

b. Inquiry Efficiency

For the inquiry efficiency, some experiments
are conducted. Firstly, the coded keywords
are stored in cloud server, remote computer
carries out inquiry of certain keyword, the
test is given for the number of keyword be
2000,4000,6000,8000,10000,12000. The time ef-
ficiency can be depicted in Figure 7. It need to
be explained that there are many factors, such
as the deploy of the server and the design model
of database all affect the inquiry efficiency, so it
is more precise to give inquiry time in the server.

900

800

700

600

500

400

inquiry time (ms)

300

200

100

0 2000 4000 6000 8000 10000 12000
The amount of data

Figure 7: Inquiry time for different amount of data

¢. Comparison

Firstly, from the security point of view, the
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proposed scheme can guarantee the security of
data, index and inquiry, cloud server can’t ob-
tain any information relative some inquiry, and
owing to the randomness of the coding, differ-
ent keyword use different coding, therefore, it is
also secure against attack of decryption. In this
aspect, some existing scheme such as the non-
linear order-preserving index is insecure against
attack [19].

Secondly, from the efficiency point of view, the
proposed scheme generates binary code through
bisection method; it is obvious that the algo-
rithm has the higher efficiency of computation
than that of the quasi-linear or nonlinear order-
preserving coding, such as [19,22-24].

Lastly, from the unlinkability point of view, dif-
ferent from some generation algorithms of trap-
door [17,24], the proposed algorithm uses the
idea of least significant bit replacement (LSBR)
to fulfil the unlinkability of the trapdoor. The
length of the trapdoor is 128-bit, the relative
data to the keyword is randomly inserted into
the 128-bit data, so it is difficult to deduce the
relation between some trapdoors and some key-
word.

As for the programmability, the proposed scheme can be
easily implemented by any program language; it has the
same better programmability as that of some existing
scheme [19, 22].

5 Conclusions

In this paper, a kind of secure and efficient ranked key-
word search over outsourced cloud data by chaos based
arithmetic coding and confusion is proposed. In the pro-
posed algorithm, data owner generates trapdoor of key-
word and index for files set for every keyword, in order
to protect the sensitive score information relative to file,
logistic map based arithmetic coding is used to give order-
preserving mapping from original score to arithmetic cod-
ing, moreover, the number of relevant file to keyword is
expanded and chaos based confusion algorithm is used to
enhance the security of the algorithm. For the authorized
users, even they hold different authorized key, and gener-
ate different trapdoor, they can also enquiry the same in-
terested keyword, and this is achieved by the idea of least
significant bit replacement (LSBR). The detailed steps
of flowchart of the proposed scheme are described in de-
tail; some experiments are given to testify the usability
of the algorithm. Lastly, some analysis and comparisons
are given to highlight the merits of the proposed scheme.

In the future, the system model on the addition, dele-
tion and modification of the files will be further re-
searched, and the inquiry model of multi-keyword will be
probed and analyzed.
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