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Abstract

The popularity of computers and the Internet in recent
years facilitates people’s life, but the Internet also pro-
vides a convenient crime platform for illegal elements. In
order to detect and prevent Internet fraud accurately, As-
sociation Rules Mining was performed on the information
in the samples of some Internet fraud cases using Apri-
ori algorithm in this study. The attribute fields used for
searching association rules are location of crime, scope of
crime, time of crime, number of cases and degree of loss.
Finally, it was found that the inherent rule is that Inter-
net fraud in the suburban community will cause a higher
loss. Moreover, several measures were put forward to pre-
vent crimes.
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1 Introduction

With the maturity of Internet technology and the popu-
larity of Internet terminals such as computers and mobile
phones, the network has rapidly been integrated into our
daily life [4]. The Internet has brought us a lot of conve-
nience. Moreover, all aspects of the modern society can-
not be separated from the Internet, for example, banking,
traffic management and criminal investigation. However,
in addition to bringing convenience to people’s lives, it
also provides a new space for criminals to commit crimes.
As a virtual society, the network has many social char-
acteristics; however, the information of users involved in
network is unreal because of the virtual property of the
network [16]. Criminals commit crimes, such as Internet
fraud, by taking advantage of the virtual property of the
network. Untrue information makes it very difficult to
solve cases.

Many scholars have studied this aspect. Vlasselaer [15]
proposed a method for detecting fraudulent credit card
transactions on Internet stores. The method combined
the characteristics of RFM based on customer transaction

and the derived characteristics with the network charac-
teristics of credit card holder and merchants to figure out
the time-dependent suspicious score of each network ob-
ject. The model combining two kinds of characteristics
has good effect. Wu et al. [17] detected network identity
fraud events on Facebook by analyzing the browsing be-
haviors of SNS users and found that the method could
achieve a reasonable detection accuracy within a given
observation time. Shen [10] carried out a deception de-
tection experiment with three-stimulus guilty knowledge
test paradigm under the simulated network fraud condi-
tion and put forward a multi-domain electroencephalogra-
phy (EEG) signal processing method. The optimal subset
was obtained using a genetic algorithm, and the linear dis-
criminant analysis was used for classification. The results
showed that the method was effective in detecting fraud
under the simulated network fraud condition. In order to
detect and prevent Internet fraud more accurately, this
study performed association rule mining on the informa-
tion in some Internet fraud case samples using the Apriori
algorithm, and put forward the corresponding suggestions
according to the rules.

2 Internet Fraud

2.1 Definition of Internet Fraud

With the rapid development of Internet technology, peo-
ple’s life has become more convenient, and has depended
on the Internet more and more. Moreover, because of the
non-face-to-face communication and anonymity on the In-
ternet, it provides a hotbed for the new network crimes.
Internet crime has emerged with the birth of the Inter-
net. Although it emerged not too long ago, its harm to
society is no less than that of traditional crimes. Internet
fraud [7, 13] is a kind of Internet crimes. The crime of
fraud is constantly changing with the development of the
times and society, and the emergence of the network is a
convenient tool for the illegal elements.

In general, Internet fraud is defined as the act of mak-
ing up or concealing the facts through the network or
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communication tools which rely on the Internet to achieve
the illegal possession of a large amount of others’ prop-
erty, the word ”Internet” has two connotations, Internet
in broad sense and narrow sense. At present, there is
no specialized classification of network fraud in China’s
criminal law [12]. The main reason is the wide range of
network fraud. The content of fraud includes the cate-
gories of frauds described in the current criminal law, but
it is difficult to be classified as a single category because
of the use of the Internet [5].

2.2 Characteristics of Internet Fraud

The popularity of the Internet and computers has a pro-
found impact on people’s lives and also makes the network
economy develop rapidly. The criminals also take the op-
portunity to implement fraudulent activities taking the
advantage of network vulnerability. Based on the analy-
sis of Internet fraud cases, the characteristics of Internet
fraud are concluded as follows:

1) A wide range of crime objects [9]:
Traditional fraud is usually face to face; therefore,
the victim of traditional fraud is often fixed, people
in an age group or people who engage in some kind
of job. However, after the emergence of network,
fraudsters release false information regardless of cost
and object via the Internet or the group chat function
of communication tools such as QQ. It shows that the
object of Internet fraud has changed from the single
group to all netizens, i.e., the target of crime becomes
more extensive.

2) Diversity of ways of crime:
As the Internet has been applied in different kinds
of professional fields, people on the Internet engage
in different kinds of works. Considering the wide
range of crime object mentioned above, fraudsters
may try to improve success rate by adopting different
fraud means for different objects. Therefore, network
fraud also has the feature of diversity. Moreover, the
progress of network communication technology pro-
vides more network fraud tools for Internet fraud.

3) Professional crimes [2]:
In the early stage of the emergence of Internet fault,
netizens were easy to be deceived by simple false in-
formation as they have not been familiar with it.
However, with the increase of knowledge and the im-
provement of security awareness, the ability of ne-
tizens in identifying false information has also been
improved. Fraudsters are more specialized in fabri-
cating false information. Modern defrauders often
have two skills: familiarity with the process of net-
work business transactions and proficiency at com-
puter programs.

4) Lowering trend of criminal age [8]:
The amount of information on the network is huge,
but there is a lot of negative information. Young

people who are shallow and immature and vulnerable
to the temptation of bad information are more likely
to commit crimes in pursuit of enjoyment. In recent
years, the cases of Internet frauds in different regions
show that the proportion of youngsters is increasing.

5) The concealment and continuity of fraud behaviors:
In Internet fraud, fraudsters only needs to send
false information to victim, and the information sent
through the network is not easy to be found. There-
fore, the characteristics of fraudsters are difficult to
know, and the backwardness of the network identity
verification system makes virtual identity a protec-
tive umbrella of criminals. As for continuity, because
the low implementation cost of Internet frau, it makes
criminals feel less guilty.

6) Difficult evidence collection in detection pro-
cess [14]:
Evidence collection is easy for traditional fraud be-
cause of the fixed objects and locations. However, for
the network fraud, its concealment makes the crime
process not easy to be found. Secondly, the dissem-
ination and storage of its information is in the form
of digital, which is very easy to be modified, hid-
den and deleted, and traces can be eliminated timely
before exposure. In addition, because of the right
to privacy of citizens, identity authentication on the
network in the initial stage is very ambiguous, and
most of the network identity information is not true.
Once the criminals commit fraud with such an iden-
tity, the public security organs are difficult to collect
evidences.

3 Apriori Algorithm

Apriori algorithm [3] put forward by Agrawal is used for
searching the project relationship in database. It searches
project relationship step by step and constantly repeats
procedures of connection and pruning. Connection [6]
means obtaining candidate set Bk by connecting frequent
set Mk and Mk−1. Suppose Mk−1 = (m1,m2, · · · ,mn),
mi, mj , (1 ≤ i ≤ n, 1 ≤ j ≤ n) are two elements of Mk−1,
and mt[x] as the X-th item of mt. Two elements in Mk

and Mk−1 can be connected, and moreover if mi and mj

in Mk−1 can be connected and (mi[m] = mj [1])∩(mi[2] =
mj [2])∩· · ·∩(mi[k−2] = mj [k−2])∩(mi[k−1] = mj [k−1])
when and only when the first k− 2 element of the two el-
ements are the same, then the result set generated after
connection is mi[m]mi[2] · · ·mi[k − 1]mj [k − 1]. Prun-
ing [11] means determining the count of each element in
candidate set Bk through scanning database and elimi-
nating elements with infrequent count. The remaining
elements constitute a new frequent set Mk. The flow of
Apriori algorithm [1] is shown in Figure 1.
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Figure 1: The flow of Apriori algorithm

4 Instance Analysis

With the continuous progress of information technology,
the information processing of cases has been advanced.
In the public security system, the functions of data pro-
cessing have been relatively perfect, including recording,
storage, classification-type query and static statistics of
data, which greatly promote office efficiency, but it is diffi-
cult to make linking analysis of information between cases
and explore the potential laws of cases. In order to deal
with this problem and improve the detection rate of cases,
Apriori algorithm was applied to search for information
rules in cases.

4.1 Selection of Field

The information of network fraud cases in the database
of the public security system was statistically analyzed,
and the fields which appeared the most frequent were se-
lected as the attribute values. After statistical analysis,
crime scene, scope of crime, time of crime and number of
criminals and degree of loss were selected as fields.

4.2 Data Preparation

The essential connection between different crimes and the
law of committing crimes can be obtained through ana-
lyzing the information of cases. The information of some
network fraud cases was selected from the case database
of the public security department as the sample data ac-
cording to the selected fields above. The content of the
fields is shown in Table 1.

4.3 Establishment of Database

According to Table 1, the network fraud information was
converted to the transaction database D. Crime scene was
set as A; scope of crime was set as B; time of crime was
set as C; scope of crime was set as D, and degree of loss
was set as E. The subclassification was distinguished by
number as shown in Table 2.

4.4 Data Mining

Association analysis was performed on the samples using
Apriori algorithm, and the flow of the algorithm has been
shown in the last section. In this study, the minimum
support was set as 30%, the minimum confidence was set
as 75%, and the measure of support was 3. Then the
detailed data mining is as follows.

1) Candidate set B1 was obtained after performing
scanning and statistics on Table 2 as shown in Fig-
ure 2.

2) The statistics of different item sets in Figure 2 were
compared with measure of support; item sets whose
statistics was smaller than 3 were deleted, and finally
frequent set M1 was obtained as shown in Table 3.

It could be found from Table 3 that C3, C4 and D1
were deleted, indicating that time of crime was at
16:00 22:00 and 22:00 4:00, and one criminal had
a low association with the other information of the
cases.

3) Item sets in frequent set M1 were combined in pairs,
and then candidate set B2 was obtained as shown in
Figure 3.
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Table 1: The information of some network fraud cases

No. Crime scene Scope of crime Time of crime Number of criminals Degree of loss
1 Residents community Suburb 4:00-10:00 3 High
2 Bank Suburb 22:00-4:00 2 Low
3 Bank Urban area 16:00-22:00 1 High
4 Residents community Suburb 10:00-16:00 2 High
5 Bank Urban area 10:00-16:00 3 Low
6 Residents community Urban area 10:00-16:00 3 Low
7 Residents community Suburb 16:00-22:00 2 High
8 Residents community Suburb 22:00-4:00 1 Low
9 Bank Urban area 4:00-10:00 2 High
10 Residents community Urban area 4:00-10:00 3 High

Table 2: Transaction database

No. Crime scene Scope of crime Time of crime Number of criminals Degree of loss
1 A1 B1 C1 D3 E1
2 A2 B1 C4 D2 E2
3 A2 B2 C3 D1 E1
4 A1 B1 C2 D2 E1
5 A2 B2 C2 D3 E2
6 A1 B2 C2 D3 E2
7 A1 B1 C3 D2 E1
8 A1 B1 C4 D1 E2
9 A2 B2 C1 D2 E1
10 A1 B2 C1 D3 E1

Figure 2: Candidate set B1
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Figure 3: Candidate set B2

4) The statistics of the item sets in Figure 3 were com-
pared with the measure of support; item sets whose
statistics was smaller than 3 were deleted, and finally
frequent set M2 was obtained, as shown in Table 4.

5) The item sets in frequent sets, M2 and M1, were
combined in pairs, and then candidate set B3 was
obtained as shown in Figure 4.

6) The statistics of the item sets in Figure 4 were com-
pared with the measure of support; item sets whose
statistics was smaller than 3 were deleted, and finally
frequent set M3 was obtained, as shown in Table 5.

Frequent set M3 was the final output result, i.e., the
potential law between the network fraud cases mined from
the sample database, which was numbered A1B1E1; af-
ter the conversion according to Table 1, the law was that
the loss of victims was high when network fraud crimes
happened in residence community and suburb. According
to this law, the public security department can pay more
attention to the related information in the surrounding of
residences communities in suburb, and take corresponding
measures to prevent crimes, for example, through popu-
larizing fraud prevention knowledge, reminding residents
to use more complex, strong passwords in key settings to
protect personal property, warning them not to disclose
the password of bank cards, especially to the stranger,
reminding residents who like online shopping not to do
online transactions in public places, and not clicking on
unidentified links sent by communication tools such as
QQ or WeChat.

5 Conclusion

This paper first introduced the definition of network
fraud, summarized several characteristics of network

Table 3: Frequent set M1

Item set Statistics Item set Statistics
A1 6 C2 3
A2 4 D2 4
B1 5 D3 4
B2 5 E1 6
C1 3 E2 4

Table 4: Frequent set M2

Item set Statistics Item set Statistics
A1B1 4 B1E1 3
A1D3 3 B2D3 3
A1E1 4 B2E1 3
A2B2 3 C1E1 3
B1D2 3 D2E1 3

Table 5: Frequent set M3

Item set Statistics
A1B1E1 3



International Journal of Network Security, Vol.20, No.6, PP.1227-1233, Nov. 2018 (DOI: 10.6633/IJNS.201811 20(6).24) 1232

Figure 4: Candidate set B3

fraud, and performed association rules mining on the in-
formation of some network fraud case samples. The data
attribute fields used for searching association rules are
crime scene, scope of crime, time of crime, number of
criminals and degree of loss. The inherent law found was
that network fraud in residential communities in suburb
will cause a higher loss. This rule provides a reference for
preventing crimes and finding a way to solve cases, which
can help the police arrange the police strength scientifi-
cally and rationally. Finally, several measures were put
forward for preventing fraud.
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