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Abstract

The existing secure routing protocol in Mobile Adhoc Net-
work (MANET) lacks the capability of identifying the du-
bious communication behavior of a mobile node, which is
essential in order to construct policy to resist them. This
could happen when the malicious nodes choose to act like
a regular node in order to bypass security. After review-
ing the existing research approach, we found that existing
studies are carried out in highly controlled research envi-
ronment which is no more applicable if the environment
changes. Therefore, we introduce a framework which is
capable of assessing the level of legitimacy of the node in
a network before confirming the route establishment with
it. The study uses a novel decision making constructs for
implementing its strategy of communication and it also in-
corporates strategic construction of assessing the security
threat. The study outcome of proposed system is found to
excel better communication performance when compared
with existing security routing protocols in MANET.

Keywords: Intrusion Detection; Intrusion Prevention;
Malicious; Mobile Adhoc Network

1 Introduction

Mobile Adhoc Network is one of the best way to provide
seamless communication platform without any kind of
fixed infrastructure. Hence, this communication feature
allows it to perform adhoc based communication [9,22].
Significant advantage of MANET system includes

1) Infrastructure independent;
2)
3) Autonomous terminal;
4)

Multi-hop routing;

Dynamic topology;

5) Fault tolerance;
6) Cost effective [1,7].

It has its wide range of applicability in tactical network,
emergency services, education applications, location-
based services [12,19,20]. However, an interesting fact
to observe that although MANET is being studied and
investigated from more than two decades, but still date
there are few application that is commercially available
or known to the common people.

The communication in MANET is supported by three
different routing protocols i.e. proactive, reactive, and
hybrid [18]. At present, there are more than thousand
numbers of research work on routing protocols till date,
but majority of them suffers from one or other issues. For
an example, proactive protocols suffers from slow con-
vergence rate, tendency for loop creation, higher depen-
dencies on resources, unexploited routing information etc.
Reactive protocols suffers from out-date routing informa-
tion, maximized delay, overhead cost, etc. Finally, hybrid
protocol suffers from usage of random schemes (proactive)
over the simulation area, latencies involved in inter-zones
routing, routing over zones are highly resource dependent.
Hence, it will be unwise to highlight any specific routing
protocol in MANET to be highly efficient one. Although,
these routing protocols are sufficient to form communica-
tion among mobile nodes but they are not enough pow-
ered to resist different forms of attacks e.g. active at-
tack and passive attack in MANET. Some of the attacks
in MANET are modification, Denial-of-Service, Spoofing,
Impersonating, Masquerade, wormhole attack, Sybil at-
tack, black-hole attack, rushing attack, replay attack, etc.

Some of the standard routing protocols in MANET are

1) Secured Efficient Distance vector (SEAD);

2) Secured Destination Sequence Distance Vector
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(SDSDV);
3) Secure Line State routing protocol (SLSP);

)
4) Server Routing Protocol (SRP);
5) Byzantine Failure Resilient Protocol;
6) Authenticated Routing for Adhoc Networks

(ARAN);
7) Secured Position-Aided Adhoc Routing (SPAAR);
8) Security Aware Routing (SAR), ete. [24,28,31].

However, all the existing secure routing protocols suffer
from problems that really don’t assist in proper identifi-
cation [11].

At present there are also various techniques based on
trust and reputation [27] meant for checking the security
validity of the next node. Unfortunately, all these tech-
niques have not offered any evidence that their outcome in
the form of identification process is reliable or not. Hence,
existing process doesn’t offer any form of standardized
validity that the outcome generated by security protocol
should be believed as universal standard. This is a serious
problem as it doesn’t lead us to find the distinct differ-
ence between different types of mobile nodes in MANET.
Therefore, if there is any malicious node pretending to be
normal node existing within simulation that it may lead to
collateral damage. Therefore, the proposed system offers
a framework that applies the potential of decision making
approach for strategy building in order to investigate the
pattern of malicious communication behavior of mobile
nodes.

The outcome of the study is meant to be used for both
intrusion detection system as well as intrusion prevention
system. The study uses multiple parameters of probabil-
ity to find the level of authenticity of the mobile nodes
present within the network. The proposed study is essen-
tially meant for adopting a communication strategy based
on the environmental condition. Section 1.1 discusses
about the existing literatures where different techniques
are discussed for secure routing protocols in MANET fol-
lowed by discussion of research problems in Section 1.2
and proposed solution in Section 1.3. Section 2 discusses
about algorithm implementation followed by discussion
of result analysis in Section 3. Finally, the conclusive re-
marks are provided in Section 4.

2 Background

This section presents the brief highlights of the existing
research-based approaches towards securing the commu-
nication in MANET. Cao et al. [3] have presented a frame-
work that evaluates the capacity of the secrecy along with
the delay factor in MANET using empirical-based ap-
proach. Anand et al. [2] introduced a scheme that in-
vestigates the misbehavior of the node using dynamic ap-
proach of partially retaining the malicious information.
Matam and Tripathy [17] have presented a multi-cast
routing using digital signature in order to resist wormhole

attack. Although this work is targeted for mesh network
but it is equally applicable for MANET. Surendran and
Prakash [26] have used bio-inspired algorithm for retain-
ing maximum resiliency of routing process in MANET.
Zhang et al. [33] have presented a technique that can of-
fer mitigation from jamming-based intrusion in MANET.

Study towards investigating traffic behavior was car-
ried out by Qin et al. [21] using statistical approach. Liu
and Yu [14] have introduced a routing technique that of-
fers both robust authentication as well as anonymity in
MANET using digital signature. Sekaran and Parasura-
man [23] have used conventional cryptographic approach
in order to secure the routing protocol. Usage of network
code for supporting a cryptographic scheme is seen in the
work of Zhang et al. [18] for enhancing the confidentiality.
Shakshuki et al. [10] have presented a unique mechanism
of intrusion detection system on the basis of the acknowl-
edge in the control message.

Liu et al. [15] have enhanced the reliability by pre-
senting a clustering scheme for assisting in revocation
of certificate in MANET. Lv and Li [16] have imple-
mented a mechanism for securing group-based communi-
cation system in MANET. Study towards trust effective-
ness is emphasized by Zhao et al. [34] considering the pat-
terns of cyclic movements using stochastic approach and
Bellmam-Ford algorithm. Zhao et al. [35] have presented
a mechanism for identifying the extent of risk involved
in capturing the response message in MANET. Chen and
Wu [4] have designed a secure protocol for safeguarding
the anonymity process during routing using hash func-
tion.

El-Defrawy and Tsudik [6] have also focused on privacy
preservation using group signature for resisting suspicious
node to take part in routing process. Dhurandharet al. [5]
have implemented a scheme for incorporating robust secu-
rity while routing among the networks of friendly nodes.
Study towards optimal secrecy was carried out by Liang
et al. [13] towards ensuring enhanced throughput in com-
munication process. Xu et al. [29] have presented a tech-
nique that performs execution of trust from kernel level.
Shen and Zhao [25] have also emphasized on incorporat-
ing a technique to maintain anonymity towards positional
information during the routing process in MANET.

Hence, it can be seen that there are various techniques
that has been evolved since last decade for securing the
routing process in MANET'. All the techniques play differ-
ent level of roles to address security problems as well as all
of them are implemented towards routing security itself.
Each one of the protocol has its own advantages in form
of security strength. The next section briefly discusses
about the problems explored from the existing system.

3 Research Problem

The significant research problems are: Existing solutions
are specific to the routing adversaries and its applicabil-
ity on different environment is yet to be proven. Studies
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towards identifying malicious behavior have not been as-
sessed deeply in existing system that is not capable of dif-
ferentiating the characteristics feature of nodes. Influence
of increasing level of attack (be it any) towards communi-
cational performance is not yet tested in existing system.
Existing studies also doesn’t assure the effectiveness / re-
liability of outcome of intrusion detection system in case
of complex attack scenario.

Therefore, the problem statement of the proposed
study can be stated as "It is technically o difficult task
to assess the level of legitimacy of the neighborhood node
if the malicious node chooses to either act as normal node
or self node in order to achieve their aim of intrusion”.

4 Proposed Solution

The prime purpose of the proposed work is to present a
novel framework that uses the strategic approach for con-
structing decision thereby assisting the node to perform
legitimacy evaluation for secured routing in MANET. The
adopted scheme of proposed system where the significant
contribution lies in behavioral modeling of a mobile node
into malicious and normal node as shown (see Figure 1).
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Figure 1: Adopted schema of proposed system

We formulate conditional feature stating that there are
common and uncommon behavior for both the type of
nodes. The common behavior is assisting the node in
data forwarding and dropping packet. However, uncom-
mon behavior is that actions of intrusion is only shown by
adversary while announcing the node as malicious (M) or
normal (N) is the feature of normal node.

The algorithm construction of proposed system takes
the different form of inputs which after processing leads
to evaluation of statistical information about ambiguity

factor, trust factor, and suspicious factor using simple
mathematical approach (discussed in the algorithm step
in next section). The algorithm also considers using mul-
tiple form of strategies that either of the nodes could pos-
sibly consider for achieving their objectives. The possi-
bility of false positive towards the announcement is also
formulated in the proposed system. The notion is that
for a given simulation scenario of unknown identities of
node, the proposed system evaluates the communication
behavior of the nodes and confirms a decision based on
statistical evaluation. The decision is finally confirmed by
filtering any form of false positive information in order to
ensure proper isolation of malicious node from the further
process of routing in MANET. The next section discusses
about algorithm implementation of this concept.

5 Algorithm Implementation

The algorithm is mainly responsible for assessing the
unpredictable behavior of the mobile nodes in MANET
where it is assumed that confidentiality of any nodes is
unknown. This assumption will mean that the proposed
system does not have any kind of prior information
about the legitimacy of the mobile nodes. The proposed
system runs two different algorithms where one of them
is responsible for computing the security attributes
responsible for making decisions of legitimacy nodes
and the other algorithm is responsible for isolating the
malicious or suspected nodes to be participating in the
routing process.

Algorithm for Computing Decisive Parameters
Input: s,, n, a, b

Output: 7, T, S
Start
1. init s, n, a,b
[x . y]= 54-(2*D).arb(n)
. for i=l:n

T=k .a1.a2

T=(1- 7).a.(a + b)~*
end
End

and S=(1- 7).b.(a + b)~*

O O N

The above mentioned algorithm is responsible for com-
puting the decisive parameters for exploring the legiti-
macy of a node in MANET. The algorithm takes the
input of s, (dimension of surveillance area), n (number
of mobile nodes), a (% of Adversaries), b (boundary of
surveillance area) (Line-1), which after process yields the
computed outcome of 7 (Ambiguity factor), T (trust fac-
tor), S (Suspicious factor). A closer look into this formu-
lation will show that the system just takes the input of
proportion information of adversary node as input and it
is never aware of any specific node to become adversary.
The next part is to perform random distribution of the
node according to Line-2, where the variable b represents
boundary of node. For effective computation, the pro-
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posed system uses probability theory for defining two dif-
ferent parameters a and b representing quantity of nodes
assisting in data forwarding and occurrences of identified
intrusion or packet drop respectively. It should be noted
that process of packet drop is not only characteristic of
malicious node but even a normal node can also drop the
packet because of genuine technical reasons.

Hence, now the modeling imposes quite a challenging
scenario to identify malicious or adversary node. In
Line-4, the variable a; and a; will represents (a.b) and
(a+b)2. (a+b+1) respectively that is used for computing
ambiguity factor. The variable k represent network
coefficient.  Similarly, the empirical representation of
computation of trust T and suspicious factor S is as
shown in Line-5. This computation is an iterative
process and is carried out by the transmitting node while
choosing its neighborhood nodes by evaluating their
legitimacy first. The next part of the algorithm will
further assist the node to confirm its decision by taking
necessary security measures.

Algorithm for Isolating Malicious/Suspected
Nodes

Input: pl, p2, pu3
Output: isolation of adversary
Start
] = [pl, p2, p3
if A % (1-7) < Threshold
if A <h
return strategy — v
else
return strategy — vo
end
end
. Compute 7,T,S
10. Q=5 *( (c- v1)/¢p)

11. Flag n (max(card(r))) — adversary
End

© XN G WD

The above algorithm confirms the level of threat for
its monitored nodes and isolates them from participating
in the routing process. The algorithm takes the input
of three different strategies i.e. ul (Defensive Strategy),
u2 (Tactical Strategy), u3 (Equilibrium Strategy), which
after processing leads to isolation of adversaries (Line-
1). By defensive strategy, it will mean that normal node
will always assist in data forwarding while malicious node
will always intrude. Hence, defensive strategy is the eas-
ier one that can be adopted by node straightly. Tacti-
cal strategy will mean that malicious node may even for-
ward data packet without harming anyone and normal
node may drop the packet without having any intention
of disrupting the ongoing communication. Therefore, the
tactical strategy is the most challenging one where there
are chances of misidentification of legitimacy of either of
the nodes. However, we believed that a malicious node
will never continue to forward a data packet for a longer
duration of time as it may significantly drain their re-

sources which will lower the success rate of their execu-
tion of harmful intention. Hence, at certain point of time,
it will definitely intrude.

In order to solve this problem, the proposed system
introduces a probability parameter A\ that represents the
probability that the identified mobile node is possibly an
adversary. A statistical threshold is used which is com-
pared with the probability of confirming that a node is
malicious (A * (1 — 7)) (Line-2). A new temporary pa-
rameter h is used for computing the gain obtained by a
mobile node for forwarding a data packet (Line-4). It
should be noted that if the malicious node is forward-
ing the data packet that it will not have gain as it is
only meant for initiating attacks. Similarly, if the regular
node forwards data then its gain will increase. There-
fore, the condition stated in Line3-Line7 is that, if the
threat probability parameter A is found to be minimal to
h than it is only the possibility that a data forwarding
event vy is taking place (Line-4) otherwise it will mean
that data packet is dropped (Line-6). Although, this con-
dition gives information about the state of data packet
forwarding or dropping, but it doesnt give much clarity
that if this information obtained from the node is normal
node or malicious node. Hence, the decision cannot be
confirmed although the nature of communication being
regular or threatful is confirmed.

The solution to this problem is consideration of the
third strategy called as ©3 (Equilibrium Strategy) that is
also one of the possible characteristics of any node (Line-
1). According to this characteristics, it will mean that a
malicious node will obtain maximum gain if it achieves its
intention of intrusion/attack as faster as possible without
much resource consumption. Similarly, equilibrium strat-
egy also states that a normal node has all the right to
compute the legitimacy of its neighbor node and can de-
clare them to be normal or malicious nodes depending
upon the level of threats in communication as seen till
Line-6.

Hence, we formulate a condition that if the normal
node flags incorrect information about its neighborhood
node than its gain value will reduce. Interestingly, we
don’t model any such characteristics of computing legit-
imacy for the adversary. It is because we believed that
performing such computation is completely unnecessary
for the adversary node as it will only result in draining
its own resources, which should be used only for invoking
attacks. After this, the algorithm recomputes the value of
trust factor T, suspicious factor S, and ambiguity factor
7 (Line-9). We define a parameter 7 which is representa-
tion of false positive information about the neighborhood
node computed by a normal node (Line-10). The variable
s represents selected strategy of action by the node (Line-
10) whereas the variable ¢ represents computation of the
probability of the threat level to higher intensity. The
variable 2 represents probability of identifying a mobile
node to be malicious, which will mean that higher value
of Q will provoke the normal mobile node to confirm that
the identified mobile node is malicious node. At the same
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time, the malicious node will ensure that it doesn’t take
such step so that value of €2 for itself comes to be higher
as per the principle of equilibrium strategy.

Therefore, according to the equilibrium strategy, a reg-
ular node will be be continuing more number of packet
dropping event as in that case its gain obtained will be
exponentially reduced which will affect its i) trust value
and ii) its resources too. At the same time, a malicious
node will only keep on forwarding data as long as their
gain of invoking an attack is more than the resource ex-
penditure inorder to carry out an attack. Hence, it is
eventual that an attacker node will not continue to be in
the mode of forwarding the data packet as in that way
it will minimize its gain, which is only meant for attack
purpose. Therefore, an indication of the attack scenario is
that consistent frequencies of packet dropping by a same
node is a direct indication of the malicious node (Line-11).

Even if such characteristics is carried out by a normal
node than we assume that involvement of such node is
highly detrimental for routing performance and therefore,
we choose to remove the identity of the compromised /
malicious node from the routing table. Also, we find that
there is a strong relationship between the ambiguity fac-
tor and 2 whereas we find that if the first one increases
than the later one also increases. Hence, the cardinality
of the ambiguity factor is consistently assessed. Our ob-
servation says that a normal node will never exhibit more
occurrences of relayed information more close to ambigu-
ity factor, which is the definite identification of the mali-
cious node. Therefore, the proposed system can success-
fully offer better behavioral analysis of the mobile nodes
and performs secure routing only after ascertaining that
its link with neighborhood nodes are stable and not yet
compromised. The algorithm incorporates more decision
making capabilities to the mobile node by using three dif-
ferent strategies to select from. The next section discusses
about the result being accomplished after implementing
the proposed algorithm.

6 Result Analysis

The implementation of the algorithm discussed in prior
section has been designed by MATLAB considering sim-
ulation area of 1200 * 1500m?2. The analysis was carried
out considering 100 mobile nodes where 10% of the nodes
are considered to be an adversary. The proportion of ad-
versaries can be varied to understand the impact. The
implementation is also analyzed considering all the three
different forms of strategies (defensive, tactical, and equi-
librium). For better assessment of the study outcome,
we consider comparative performance analysis with the
most standard secured protocol in MANET i.e. Secured
AODV [30] and ARIADNE [8].

As shown (see Figure 2) the proposed system offers
better throughput performance as compared to that of
existing system of SAODV and ARIADNE. The prime
reasons behind this are many. One of the advantages of

100 e - - . .
Proposed
—— sAODV
90 —— ARIADNE

80

70t

60t

Throughput{kb/s){%)

50

1 2 3 4 s °
Malicious nodes(%)

Figure 2: Comparative analysis of throughput

SAODV is its capability to detect and prevent misbehav-
ior of node and it does so by using digital signature. Usage
of digital signature offers significant resistance to the en-
try towards falsifying the legitimacy of the identity of the
requester node. Although, SAODV schemes offers higher
degree of resiliency towards authentication but it doesn’t
have capability to identify the selfish node like our system
does. Therefore, if a regular node is found to drop packet
for any good reason, SAODV still considers that node as
malicious node. This causes the complete communication
process to slow down causing lowering of the throughput
with an increased level of authentication being demanded
for with an increase in malicious node.

On the other hand, ARIADNE protocol is believed to
offer resiliency against denial-of-service attacks in adhoc
network, where the lightweights of the secured routing
is confirmed by the usage of symmetric encryption. Us-
age of secret shares makes this protocol highly resistive
towards authentication failures using digital signatures.
ARIADNE also uses MAC protocol to perform robust au-
thentication among each other. A closer look into both
SAODV and ARIADNE protocol shows that it offers max-
imum resiliency when there is an attacker present in the
network. However, none of these protocols are found ca-
pable of identifying any selfish node or compromised node,
which is the main pitfall of existing system. Therefore,
when SAODV and ARIADNE is allowed to be executed
in our environment where the adversaries acts as a nor-
mal node and assists in forwarding data packet, both the
protocol has failed to identify it.

Moreover, the existing protocol also found to be failing
in understanding the motive that malicious node assist in
data packet forwarding only because they want to increase
trust level which lowers down the resource expenditure to
greater degree. This causes the malicious node to meet
an appropriate situation where it is not possible for any
of the existing system to identify the degree of threat for
the existing system. From the perspective of throughput
as shown (see Figure 2), routing overhead as shown (see
Figure 3), and routing latency as shown (see Figure 4),
the trend is nearly similar. ARIADNE offers significant
routing overhead along with increased delay because of its
combined usage of MAC authentication with digital sig-
nature. Hence, existing on-demand routing schemes may
offer good security against certain types of attacks but
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doesn’t excel optimal performance when it comes to com-
munication performance in MANET where the identity of
the attacker is not immediately disclosed.
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Figure 3: Comparative analysis of routing overhead
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Figure 4: Comparative analysis of routing latency

Apart from this, we also find that proposed system
takes approximately 0.31176 seconds in order to identify
the malicious node while the existing system are found to
consume 0.9762 seconds and 2.7669 seconds for SAODV
and ARIADNE routing protocol tested on core i3 ma-
chine on windows platform. Moreover, the proposed sys-
tem doesn’t store any information during the run-time
of the algorithm, all the information regarding the ambi-
guity factor, trust factor, suspicious factor are computed
on run time. The advantage of this mechanism is that
the system forcibly introduces lots of updated informa-
tion about the legitimacy which assists the normal node
to take a final decision with high true positive about the
identity of the intruder by observing the communication
behavior of them. The proposed system doesn’t act di-
rectly as intrusion prevention system but rather it offers
more insights on the typical behavior of a mobile node
whose identity is suspected to be malicious. The frame-
work is free from any form of encryption and therefore it
is highly light weighted compared to any form of security
protocol in existing system. The applicability of proposed
framework is more on intrusion detection and prevention
system for any form of malicious activity in MANET.

7 Conclusion

A robust and full proof security incorporation is one of
the open-end challenging problems in MANET system
primarily due to its effect of decentralization. The ex-
isting studies towards secure communication only offers
resiliency from particular form of attack. This will mean
that if the adversary launches two different form of at-
tacks at same time than it is nearly impossible for the
normal node even to identify the threat level and defi-
nitely will not possess enough time even to take a deci-
sion for adopting a precise mitigation. It may also be
the case that mitigation policy doesn’t even exists in the
node being about to be victimized. Therefore, the pro-
posed study presents such a technique that could compute
the level of threat and takes necessary action in order to
resist it. The outcome of the study was assessed to find
that proposed system offers better throughput and mini-
mal overhead and latency as compared to existing secured
routing system in MANET.
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