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Abstract

In this paper, modifications in the original KASUMI block
cipher is proposed by introducing a finite-state machine
(FSM) and substitution box (S- box) to provide better
confidentiality and integrity function in global system for
mobile communications (GSM) and 3G networks. The
FSM constitute the nonlinear combiner of SNOW 3G
block cipher and it uses two S-box to provide strong dif-
fusion. The addition of FSM in KASUMI is introducing
the non-linearity in output bits and it will increase the
complexity for an attacker to make an attack. Also, few
changes are made in a KI and KL keys that are used in
a different rounds of KASUMI to prevent various attacks
such as a rectangle attack, sandwich attack, single key
attack, etc. The simulation results show the performance
improvement of the proposed modified KASUMI design is
compared with the conventional KASUMI in terms both
the encryption speed and encryption time taken.

Keywords: Finite-state Machine (FSM); KASUMI; S-
box; SNOW-3G

1 Introduction

The rapid growth of mobile communications has increased
the requirement of having secure network/communication
between the users. Multiple ways of attacking or hacking
a network are used by attackers. As the wireless mode of
communications provides feasibility and ease to the users,
the security of information being exchanged within two
users or group of users is always at threat. Many algo-
rithms have been proposed which are used for different
encryption purposes [5, 6, 16]. Some have proved resis-
tant towards attacks while some have high security issues
with them and hence, proved as weaker one by attack-
ers. For having secure network, encryption services and
algorithms involved need to be robust and secure enough

to provide end-to-end secure transmission of data among
various users. It poses a challenge for designers to design
highly secure and attack-resistant algorithm for encryp-
tion of data.

The KASUMI block cipher is used for providing en-
cryption services in mobile networks like GSM, universal
mobile telecommunications system (UMTS) and general
packet radio service (GPRS). In UMTS, KASUMI is used
in the confidentiality (f8) and integrity algorithms (f9)
with names UEA1 and UIA1, respectively. In GSM, KA-
SUMI is used in the A5/3 key stream generator and in
GPRS in the GEA3 key stream generator. The KASUMI
is evolved from MISTY1 algorithm to provide users safe
and secure way for exchange of data. The KASUMI is a
slightly modified version of MISTY1. And it provides easy
hardware implementation that meets security require-
ment of 3G mobile communications. In [3, 4, 11, 12, 14]
attacks related to KASUMI were discussed which indicate
that KASUMI is weak algorithm. Though these attacks
were very powerful and posed a threat on it, they were not
considered due to impractical assumptions made as sug-
gested in [11] by 3GPP society and thus, inapplicable to
real-life attack on full KASUMI. But as there are chances
of these or other attacks related to them being carried
out practically, new algorithms are designed and worked
upon to provide high confidentiality and security of data.
The experimental study of the obtained encryptor from
various researchers are demonstrated its effectiveness in
protecting from many existing types of attacks aimed at
block cipher algorithms [13]. Also Reference [10] present a
new concept called a certificateless key insulated encryp-
tion scheme (CL-KIE).

In this paper, it proposed the modified KASUMI block
cipher to improve its resistance against attack. The
SNOW-3G block cipher is a another encryption algo-
rithm for mobile networks and the concept of SNOW-3G
is widely used in our proposed method. The SNOW-3G
is used as UEA2 and UIA2 algorithm for providing con-
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fidentiality and integrity in 3rd Generation Partnership
Project (3GPP) [7, 8]. It is seen as strong enough for car-
rying any attack as it has Rijndael’s SR box and SQ box
and LFSR. It also uses three 32-bit registers R1, R2, R3
and 16 s-boxes and each having capacity to hold 32-bits.
As suggested in [9] inclusion of R3 had increased resis-
tance of SNOW-3G towards algebraic attacks along with
use of two S-box, and it can be used strengthen the pro-
posed modified KASUMI. The FSM is known to provide
resistance towards differential and linear attack and, alge-
braic attack as it uses S1 and S2 32-bit boxes along with
three registers R1, R2, and R3. The proposed KASUMI
is using a part of SNOW-3G security module which are
FSM machine and two S-boxes. We have taken into use
three 32-bit Shift Registers two of them providing input
to FSM. Besides introducing SNOW-3G, small change in
KL keys of 1st and 8th round as well as change in KI keys
is also made which is discussed in further section of paper.

This paper is organized in following way: Section 2
gives briefly an overview of KASUMI. Different functions
and keys used in each rounds for their respective func-
tions are described. Section 3 contains brief descrip-
tion of SNOW-3G and describes about its two modules
LFSR and, FSM. Functioning of initialization and key-
stream mode for generation of key-stream is also dis-
cussed. Section 4 discusses about our proposed work re-
lated to changes in KASUMI. Section 5 provides results of
our work done. Finally conclusions are given in Section 6.

Throughout this paper, ⊕ stands for EX-OR operation,
‖ stands for Concatenation operation and � is addition
modulo 223.

2 Overview of KASUMI

KASUMI is modified form of cipher algorithm MISTY1.
It is Fiestel network of 8-rounds taking input of 64-bit
and giving output of 64-bit by using 128-bit key for each
round. Functions of KASUMI are FI, FO and FL func-
tions performed by them are completely different from
each other and they use key values for doing their oper-
ations. The key values are KI for FI function, KO for
FO function and, KL for FL function for all 8 rounds.
Figure 1 provides Fiestel structure of 8-round KASUMI
algorithm [2]. For odd numbered rounds, function FL
comes before FO, FI functions while in even numbered
rounds, FO, FI comes before FL function. Brief descrip-
tion of three functions of algorithm is given below along
with key-value operations done in them.

2.1 FL Function

This function has two rounds of operation as shown in
Figure 1 It takes 32-bit input and performs operation on
it using 32-bit key, KL, to produce 32-bit output. Key,
KL, is divided in two 16-bit values for each of the two
rounds as shown below:

KLi = KLi,1‖KLi,2

 

C
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Figure 1: The original KASUMI algorithm, FO, FI and
FL functions.

Input is divided in two 16-bit values, L (left) and R
(right) as given below:

R
′

= R⊕ROL(L ∩KLi,1)

L
′

= L⊕ROL(R ∩KLi,2)

R
′
and L

′
are each 16-bit values obtained after performing

operations on R and L. These values obtained are then
concatenated to make 32-bit output.

2.2 FO Function

This function has three rounds of operation as shown in
Figure 1. It first takes 32-bit input, divides it in two
equal 16-bit values and, performs operation on it using
48-bit key KO and, another 48-bit sub-key KI used in FI
function. Figure for FO function is shown in Figure 1.
The 48-bit sub-keys are subdivided into three 16-bit sub-
keys where:

KOi = KOi,1‖KOi,2‖KOi,3

KIi = KIi,1‖KIi,2‖KIi,3
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For each integer j (number of rounds within FO) with
1 ≤ j ≤ 3, Rj and Lj are given as:

Rj = FI(Lj−1 ⊕KOi,j,KIi,j)⊕Rj−1

Lj = Rj−1

We then, return the 32-bit concatenated value obtained
(L3‖R3) after completion of FO function.

2.3 FI Function

This function involves four rounds of operation. FI func-
tion takes 16-bits of input data and gives 16-bits of out-
put. Data is split into 9-bit, say L0, which goes to left
side of FI function and, 7-bit value, say L0, which goes to
right side of FI function. Two S-boxes used are S9 box
used when 9-bit data is operated and, S7 box used when
7-bit data is operated. FI-box is given in Figure 1. Trun-
cation of 9-bit data done by removing 2 most significant
bits when it is operated with 7-bit data and, 7-bit data
is zero padded by adding two zeros as most significant
bits when it is operated with 9-bit data. We define the
following series of operations:

L1 = R0,

R1 = S9[L0]⊕ ZE(R0),

L2 = R1 ⊕KIi,j,2,

R2 = S7[L1]⊕TR(R1)⊕KIi,j,1,

L3 = R2,

R3 = S9[L2]⊕ ZE(R2),

L4 = S7[L3]⊕TR(R3),

R4 = R3

The function returns the 16-bit value (L4‖R4). The
Figure 1 shows the structure of KASUMI [2] along with
three functions used in it.

3 Overview of SNOW-3G

SNOW-3G is word-oriented cipher algorithm which per-
forms operations by using 128-bit key and, 128-bit Initial-
ization Vector (IV). It has two security modules, LFSR
(Linear Feedback Shift Register) and FSM [9]. The LFSR
is made up of 16 s-blocks each having the capacity to
hold 32-bit data and, the feedback is defined by a primi-
tive polynomial over the finite field GF (232). The second
module is FSM which consists of three registers R1, R2
and R3 and it perform functions by using two substitu-
tion boxes S1 and S2. The algebraic operations used in
the FSM are EX-OR and addition modulo 232.

The SNOW-3G algorithm is working under two differ-
ent modes, one is initialization mode and other is key-
stream generation mode. In initialization mode, 32-bit
output F is generated and it is discarded at the beginning.
After that, the algorithm goes into key-stream mode gen-
eration and produces 32-bit output called as F. The F

⊞

s11 s5 s2 s1 s0s15

-1

⊞

R1 R3R2

S2S1

FSM

Figure 2: The SNOW-3G algorithm [9]

value generated from key-stream is used in the feedback
part of LFSR as shown in Figure 2 Various 32-bit val-
ues of the key-stream are generated which are then used
for encryption of different input data. Brief description
about working of LFSR and, FSM is given below.

3.1 LFSR

It has 16 s-boxes s0, s1, ..., s15 and each box having the
holding capacity of 32-bit. As seen from Figure 2, the
feedback values are taken only from s0, s2 and s11 boxes
and given as feedback to the s15 after some mathematical
feedback computations that are MULα and DIVα.

3.2 FSM

The FSM takes two input values from LFSR which are s5
and s15 and it produces 32-bit output word F defined as
follows:

F = (s15 �R1)⊕R2

The registers (R1, R2 and R3) are updated with the
inflow of new values. Intermediate value r is calculated
before getting in operation with register R1 and so, it is
given as:

r = R2� (R3⊕ s5)

The values corresponding to the Registers R3, R2, R1
are computed in the following way:

R3 = S2(R2)

R2 = S1(R1)

R1 = r

4 Proposed Work on KASUMI

In this proposed design, the FI function is completely re-
moved from all 8 rounds of KASUMI. But the keys that
are used in FI function are retained. The three 16-bit
keys of FI function used in each round of KASUMI are
now used differently. For a particular round, three KI
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                                                                     R4 (Data coming after XOR operation from KI5prime)   

                 (Data coming after XOR operation                                                           
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                                                                                                                                                  ⊕      F 
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Figure 3: Structure used at end of the 4th round of KA-
SUMI

keys, KIi1, KIi2 and KIi3 are used. The first two 16-bit
KI sub-keys, KIi1 and KIi2 are concatenated to form a
32-bit key. Similarly, KIi2 and KIi3 are concatenated to
form another 32-bit key, i.e.,

KI1 = KIi1‖KIi2

KI2 = KIi2‖KIi3

The same operation is performed with KI keys of the
other rounds of KASUMI to form two separate 32-bit key.
Final key values are given below and their implementation
is shown in Figure 4 where ’n’ denotes nth round value,

KI3 = (KIi1[n]‖KIi2[n])⊕
(KIi1[n + 2]‖KIi2[n + 2])

KI3prime = (KIi2[n]‖KIi3[n])⊕
(KIi2[n + 2]‖KIi3[n + 2])

Similarly, other sets of 32-bit key values are defined as
follows:

KI5 = (KIi1[n + 3]‖KIi2[n + 3])⊕
(KIi1[n + 6]‖KIi2[n + 6])

KI5prime = (KIi2[n + 3]‖KIi3[n + 3])⊕
(KIi2[n + 6]‖KIi3[n + 6]).

KI7 = (KIi1[n + 1]‖KIi2[n + 1])⊕
(KIi1[n + 4]‖KIi2[n + 4])

KI7prime = (KIi2[n + 1]‖KIi3[n + 1])⊕
(KIi2[n + 4]‖KIi3[n + 4]).

KI8 = (KIi1[n + 5]‖KIi2[n + 5])⊕
(KIi1[n + 7]‖KIi2[n + 7])

KI8prime = (KIi2[n + 5]‖KIi3[n + 5])⊕
(KIi2[n + 7]‖KIi3[n + 7]).

It is well known that 8 rounds are involved in KA-
SUMI. Let’s say 0th round is the first round of KASUMI.
If [n+(integer)] > 7, then MSB will be masked and value
corresponding to binary value is obtained. Then the ob-
tained value will be considered for further operations (for
example, the binary value 110 gets changed to the binary
value 010 after masking MSB). Two nth round values are
required for producing 32-bit KI key and it will be cho-
sen as per the procedure given in the above eqnarray*s.
These KI keys are used as corresponding round values.
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Figure 4: Proposed modified KASUMI algorithm (using
combined S1 and S2 at the 7th round)

In proposed design, in addition to making changes in
KI key, small change in second KL-key produced by KL
function is also done in a proposed design. This change
is done only in last and first rounds. As suggested in
reference [15], KL key value used in the 8th round of the
KASUMI is weak and it is having some bits as same as
that of the KL key value that used in the second round of
the KASUMI. The chances for the attack can be extended
to more rounds of the algorithm if the attack has been
done already in the 6th or 7th rounds of the KASUMI.
The changes in the KL function is introduced only in the
first and last rounds of the KASUMI. The S3 box is used
to changing KL key value of 2nd stage of FL function that
present in the first and last rounds. This S-box is same
as that used in SNOW-3G (32-bit Rijndael’s S-box) but
it performs the 16-bit data operation as the length of the
key is 16-bit.

Another important change that made in the proposed
design is the insertion of FSM machine along with three
shift registers and each of it is having the capacity of hold-
ing 32-bits data as is shown in Figure 3 The functioning
of FSM is same as in SNOW-3G. But the SNOW-3G is
basically well known for key-stream generation but in our
case it is used different purpose. The FSM is used only
after the end of 4th round, as shown in Fig.7 and Fig.8.
The output which is generated from FSM for the first time
will be discarded. After discarding this first value from
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FSM, next output bits generated will be used as an input
for next round of the KASUMI. In purposed design the
FSM is initialized for only one time rather than 32 times
as done in SNOW-3G algorithm. The input to FSM is
given through two shift registers that are s1 and s2. The
left input value from the end of fourth round is entered
into s2. This s2 is then EX-ORed with right input value
that coming from the end of the fourth round. This value
produced is then passed into s1 shift register followed by
s0. Fig.6. illustrates the the above explanations.

The 32-bit value of F1 is generated from FSM and it
is EX-ORed with s0 to produce the final output F. This
F is referred as a right input data (R5) for next round
(i.e. 5th round) of the KASUMI. The left 32-bit input
data (L5) is r 4th round of the KASUMI.

L5 = L4 ⊕R4

R5 = F = (F1)(32− bitoutoutfromFSM)⊕ s0

Third modification which have been done in the pro-
posed design is the insertion of S1 and S2 boxes which
are based on Rijndael’s SR and SQ box, respectively.
The functionality of the S1 and S2 boxes are same as in
SNOW-3G. But these boxes are used only after the end
of the 7th round. It considers two different cases, one is
the use of both the S1 and S2 boxes while other use only
the S1 box at the end of the 7th round which are illus-
trated in Fig.7 and Fig8, respectively. Since the S2 box
is not strong as S1 box, it considered to use both the S1

and S2 boxes [8]. The 32-bit output data from left side is
EX-ORed with ’KI8’ key value and the 32-bit right side
data is EX-ORed with KI8 prime’ key to obtain the fi-
nal 32-bit left and 32-bit right data. This is illustrated
in Figure 4 and Figure 5 As given in [15], the last two
rounds are observed to be weaker. In order to strong, the
nonlinearity output can be produced with the help of S-
box that can be leads to increase the complexity for the
attacker.

The FSM is implemented after the 4th round, but this
produced more delay in the encryption process. If the
FSM is implement before 4th round, then also no differ-
ence in encryption time. Our focus was to merely propose
modifications in KASUMI to make it more robust and also
it consumes approximately the same time for encryption
compared to standard KASUMI.

5 Simulation Results

The proposed algorithm was tested using National Insti-
tute of Standards and Technology (NIST) [14] statistical
test suite where all 15 tests were passed. This suite is used
for testing of randomness produced in designed/modified
algorithm. The encryption time required by the modified
algorithm indicates an increase by few seconds compared
to original KASUMI. Comparison is done based on the
’No. of iterations’ which means number of times algo-
rithm remains in operational mode continuously before
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Figure 5: Proposed modified KASUMI algorithm (using
only S1 at the 7th round)

producing final output value. There are Federal Infor-
mation Processing Standard (FIPS) or Standardization
Administration of China (SAC) standards also used in
previous works as alternate standard for testing an algo-
rithm. In this proposed design, a large array of numbers
at a single time is given to find out an approximate time
taken when the number of iterations are entered. The
testing was based on the software (MobaXtermlinux ap-
plication) and it done on Intel (R) Core(TM) i7-4770 CPU
@ 3.4GHz.

As one can be seen from the simulation results and
the tables presented in this paper, the performance im-
provement of the proposed modified KASUMI design is
compared with the conventional KASUMI in terms both
the encryption speed and encryption time taken. In addi-
tion to that, it also present the simulation result for com-
paring the two different proposed design based on differ-
ent usage of the S-boxes (S1 box alone and combined S1

and S2). The Table 1 illustrate the values for encryption
speed and encryption time taken for various number of
numbers entered for the proposed modified KASUMI al-
gorithm (using combined S1 and S2 box at the 7th round).
And Table 2 illustrate the values for encryption speed and
encryption time taken for various number of numbers en-
tered for the proposed modified KASUMI algorithm (us-
ing only S1 box at the 7th round). And Table 3 illus-
trate the values for encryption speed and encryption time
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taken for various number of numbers entered for the con-
ventional KASUMI algorithm.

First, Figure 6 shows the performance comparisons
of the conventional KASUMI with that of the proposed
modified KASUMI (using combined S1 and S2 at the 7th

round) in terms of encryption time taken Vs number of
numbers entered. The main purpose of this simulation to
show the performance in terms of encryption time taken
of the proposed modified KASUMI is almost identical to
conventional KASUMI. Figure 7 shows the performance
comparisons of the conventional KASUMI with that of
the proposed modified KASUMI (using combined S1 and
S2 box at the 7th round) in terms of encryption speed Vs
Number of numbers entered. As can be seen from the Fig-
ure 7, the proposed modified KASUMI speed is reduced
for higher values of number of numbers entered compared
to the conventional KASUMI. Figure 8 and Figure 9 also
shows the similar type of performance comparisons as in
Figure 6 and Figure 7 but for the case proposed modified
KASUMI (using only S1 at the 7th round). Again, the
performance degradation of our proposed design over the
conventional design is clearly observed from Figure 8 and
Figure 9.

Figure 10 examines the performance comparison of the
proposed modified KASUMI using combined S1 and S2

box at the 7th round Vs proposed modified KASUMI us-
ing only S1 box at the 7th round in terms of encryption
time taken Vs number of numbers entered. From this
result, we can observe that while only the S1 at the 7th

round is used, the time taken for the for encryption is re-
duced by 1 to 2 seconds for the cases of 5 ∗ 107 to 1 ∗ 108

iterations. Figure 11 shows the proposed modified KA-
SUMI using combined S1 and S2 box at the 7th round Vs
proposed modified KASUMI using only S1 box at the 7th

round in terms of encryption speed Vs number of num-
bers entered. As can be seen from the Figure 11, the
encryption speed of the proposed modified KASUMI us-
ing only S1 box at the 7th is increased by 20 to 60 Kbps
for the cases of 5 ∗ 107 to 1 ∗ 108 iterations. Though, the
encryption speed of the proposed modified KASUMI us-
ing combined S1 and S2 box at the 7th round would get
reduced little, but it can be acceptable to have a delay of
1 to 2 by achieving more resistance against attacks.

6 Conclusion

In this paper,it is proposed the use the FSM machine,
Rijndael’s SR box and SQ box in the existing KASUMI
algorithm to make it as more robust against attacks. Also
it is proposed to modify the KL keys by using SR box.
And this changes are is done in the KL keys which are cor-
responding to the 1st and 8th. I addition to that, it is also
proposed to use KI keys in different ways by using Ex-OR
and concatenation operations in tth and 8th as explained
in this paper. From the simulation results, it observed
that the proposed modified KASUMI algorithm will take
more encryption time compared to standard KASUMI al-

Table 1: proposed modified KASUMI algorithm (using
combined S1 and S2 box at the 7th round)

No. of iterations Encry. time taken in sec. Encry. speed in bps

1 ∗ 106 to 2 ∗ 106 1 2000000.00

4 ∗ 106 2 2000000.00

6 ∗ 106 3 2000000.00

8 ∗ 106 4 2000000.00

1 ∗ 107 5 2000000.00

2 ∗ 107 11 1818181.82

4 ∗ 107 22 1769132.49

5 ∗ 107 28 1785714.29

6 ∗ 107 34 1764705.88

7 ∗ 107 40 1750000.00

8 ∗ 107 46 1739130.43

9 ∗ 107 51 1764705.88

1 ∗ 108 57 1754385.96

Table 2: proposed modified KASUMI algorithm (using
only S1 box at the 7th round)

No. of iterations Encry. time taken in sec. Encry.n speed in bps

1 ∗ 106 to 2 ∗ 106 1 2000000.00

4 ∗ 106 2 2000000.00

6 ∗ 106 3 2000000.00

8 ∗ 106 4 2000000.00

1 ∗ 107 5 2000000.00

2 ∗ 107 11 1818181.82

4 ∗ 107 22 1818181.82

5 ∗ 107 27 1821851.85

6 ∗ 107 33 1818181.82

7 ∗ 107 38 1832105.26

8 ∗ 107 44 1818181.82

9 ∗ 107 49 1826734.69

1 ∗ 108 55 1818181.82

gorithm, but the proposed modified KASUMI algorithm
reduce linear and differential attacks in KASUMI.
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