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Abstract

With the rapid development of identity-based cryptog-
raphy, several traceable (or linkable) identity-based ring
signature (TIBRS) schemes have been proposed. Com-
pared with ring signature based on public key cryptogra-
phy, TIBRS can simplify public key management and be
used for more applications. However, identity-based cryp-
tography still has the problem of private key management
and few traceable ring signature schemes are constructed
in the standard model. In this paper, we present a fully
traceable certificateless ring signature (TCRS) scheme in
the standard model, which has a security reduction to the
computational Diffie-Hellman (CDH) assumption.

Keywords: Certificateless Cryptography; Ring Signature;
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1 Introduction

Ring signature [1,12,22,24,42,49,51] allows ring member
to hide his identifying information to a ring when ring
member signs any message, thus ring signature only re-
veals the fact that a message was signed by possible one of
ring members (a list of possible signers). Ring signature
is also called as a special group signature [20]. However,
compared with group signature, ring signature has more
advantages: the group (ring) must not be constructed by
a group manager, who can revoke the anonymity of any
signer or identify the real group signer; additionally, be-
cause a list of possible signers must be constructed to form
a group, some intricate problems need to be solved in a
group signature scheme, such as joining the new members
and the revocation of group members. Although ring sig-
nature can provide more flexibility and full anonymity,
it is vulnerable to keep the signers from abusing their
signing rights. Namely, it is infeasible for the verifier to
determine whether the signatures are generated by the

same signer on the same event. Thus, in a practical ring
signature scheme, the third trusted authority or the veri-
fier must be able to know who signs the messages on the
same event many times and the verifier can not accept
the signatures generated by the same signer on the same
event [2,10,15,33,35,39].

Traceable ring signature! [27] is a ring signature that
restricts abusing anonymity. Unlike group signature has
too strong a traceability characteristic and ring signature
has too strong an anonymity characteristic, traceable ring
signature has the balance characteristic of anonymity and
traceability. Namely, traceable ring signature provides re-
stricted anonymity and traceability. In a traceable ring
signature scheme, traceable ring signature can provide
full anonymity for the responsible or honest signer when
the singer signs any message and provide traceability for
the verifier (or the third trusted authority) to determine
whether the signatures are generated by the same signer
on the same event when the irresponsible signer abuses
anonymity in some applications. In order to achieve
this requirement of traceable ring signature, we need to
consider the two notions ”one-more unforgeability” and
”double-spending traceability” [18,19,27] in the context
of ring signature, which originate from blind signature.
First, any user can not generate a ”one-more” new signa-
ture after he obtained a signature from the original signer.
Second, if an irresponsible user signs any message twice on
the same event, the signatures generated by the user can
be traced to reveal the identity of the signer [14,40]. In
the second notion, a responsible user can be anonymously
protected. Obviously, traceable ring signature can pro-
vide more practicality because of its restricted anonymity
in many no full anonymous applications.

Currently ring signatures are used in many different
applications, such as whistle blowing [42], anonymous au-

I This notion is closely related to linkable ring signature in [5,35—
37].
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thentication for ad-hoc network [35], e-voting [21] and
e-cash [45], non-interactive deniable authentication [44]
and multi designated verifiers signature [34], etc. Be-
cause ring signature is not linkable, no one can determine
whether two ring signatures are generated by the same
signer. Thus, it exists high risk that ring signatures are
used in e-voting and e-cash. For example, if a user signs a
message twice for double votes in anonymous e-voting, no
one can find the two signatures are linkable so as to de-
tect the irregularity. Obviously, traceable ring signature
is suitable for the kind of applications, because it can find
the two signatures are linkable. There also are other ap-
plications for traceable ring signature. In the ”off-line”
anonymous e-cash systems, a user is permitted to anony-
mously signs a message once during one cash transaction,
thus traceable ring signature is a natural choice for this
application [27]. Damgard et al. [23] proposed an un-
clonable group identification without the group manager,
traceable ring signature is also suitable for this applica-
tion because of not employing the group manager and its
balance of anonymity and traceability.

In public key cryptography, the management of public
keys is a critical problem. For example, certificate au-
thority (CA) generates a digital certificate, which assures
that public key belongs to corresponding user [38]. Thus,
in a ring signature scheme based on public key cryptogra-
phy, because a list (ring) of public keys is corresponding
to ring member’s private keys (signing keys), the man-
agement cost of public keys is proportional to the num-
ber of ring members. Additionally, in the ring signature
schemes based on public key cryptography, the proposed
schemes also suffers from other drawbacks such as verifi-
cation and revocation of certificates. Obviously, removing
public key certificates can simplify the procedure of join-
ing and revocation of ring member. Identity-based cryp-
tography is another cryptographic primitive. In identity-
based cryptography, a user’s public key is obtained from
his/her public identity, such as name, IP address or email
address, etc. Thus, the user’s private key is distributed
from a private key generator (PKG). The main target
of application of identity-based cryptography is to sim-
plify public key management and remove public key cer-
tificates. However, identity-based cryptography still has
the problem of private key management. For example, the
private key generator may be not fully trusted or be cor-
rupted, so identity-based cryptography has a certain risk
in practice. Al-Riyami and Paterson [3] proposed the cer-
tificateless public key cryptography, which not only solves
the problem of private key management, but also removes
public key certificates. Therefore, compared with ring sig-
natures based on public key cryptography and identity-
based cryptography, certificateless ring signature [17,29]
can lessen the risk of private key management and the
suffering of joining and revocation of ring member.

In this paper, we present a traceable certificateless ring
signature scheme in the standard model, which has the
properties of anonymity and traceability with enough se-
curity.
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2 Related Works

Liu et al. [35] first proposed the notion of linkable ring
signature. In their scheme, if an irresponsible user anony-
mously signs any message twice on the same event, the
two signatures generated by the user can be linked.
Base on this notion, some similar schemes were proposed
in [4,35-37,45,46]. In [35,36], the proposed schemes can-
not resist the attack that an irresponsible signer forges
the signature of a honest signer so as to make the honest
signer accused of ”"double-signing”. In [4,46], the pro-
posed schemes overcome this weakness, but the security
conditions are more complicated. In [45], Tsang et al.
proposed a short linkable ring signature scheme, which
is based on the group identification scheme from [25].
Their scheme provides weak traceability, namely it can
only detect the linkable ring signatures. In [46], Tsang
et al. proposed a separable linkable threshold ring sig-
nature scheme, where the threshold setting is to restrict
abusing signing. However, their scheme is complicated.
In [53], Liu et al. proposed a revocable ring signature
scheme, which supports that any ring member may revoke
the anonymity of the real signer when the ring signature
is proved to be argumentative. Their scheme provides
that all the ring members can reveal the identity of the
real signer of any ring signature generated on behalf of
their ring. In 2007 and 2011, Fujisaki et al. [27,28] pro-
posed two traceable ring signature schemes and a security
model of traceable ring signature was formally proposed.
In their scheme, if two signatures are linked, the iden-
tity of this signer will be revealed. In other words, the
anonymity of the signer will be revoked if and only if the
signer generates two ring signatures on the same event.
Compared with revocable ring signature [53], traceable
ring signature needs the condition of revoking anonymity
that the same signer generates two ring signatures on the
same event. However, the two secure schemes [27,28] are
based on public key cryptography. With the rapid de-
velopment of identity-based cryptography [11,13,41,47],
many researchers proposed many identity-based signature
(IBS) schemes in the random oracle model or standard
model [9,16,30,41]. Also, with these identity-based sig-
nature schemes, a lot of variants, such as the identity-
based proxy signature schemes [43, 48, 50], the identity-
based ring signature schemes [5-8,43], the identity-based
group signature schemes [26,31], etc. have also been pro-
posed. In 2006, Au et al. [6] proposed a constant size
identity-based linkable and revocable-iff-linked ring sig-
nature. However, their scheme was later proved to be in-
secure [32]. In 2012, Au et al. [5] proposed a new identity-
based event-oriented linkable ring signature scheme with
an option as revocable-iff-linked. With this option, if a
user generates two linkable ring signatures in the same
event, everyone can compute his identity from these two
signatures. In the Au et al’s frame, they consider the
PKG system is partially trusted, which is similar to certifi-
cateless public key cryptography. However, their scheme
is constructed in the random oracle model.
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3 Preliminaries

3.1 Bilinear Maps

Let Gy and Go be groups of prime order g and g be a
generator of G;. We say G has an admissible bilinear
map, e : G; x G; = Gy if the following two conditions
hold. The map is bilinear; for all a, b, we have e (ga7 gb) =

e(y, g)a'b. The map is non-degenerate; we must have that

e(g,9) # 1.

3.2 Computational Diffie-Hellman As-

sumption

Definition 1. Computational Diffie-Hellman (CDH)
Problem: Let Gi be a group of prime order q and g be
a generator of Gy; for all (g,9%,¢°) € G1, with a,b € ZLq,
the CDH problem is to compute g*°.

Definition 2. The (h,e)-CDH assumption holds if no h-
time algorithm can solve the CDH problem with probability
at least €.

4 A Framework for TCRS

In the section, we present a formal definition of TCRS.
Let A be universe of possible identities, we set ID C A as
the identity of user.

Definition 3. Traceable Certificateless Ring Signa-
ture Scheme: Let TCRS=(System-Setup, Generate-Key,
Sign, Verify, Trace-User) be a traceable certificateless ring
signature scheme on A, where the algorithm Generate-
Key includes four sub-procedures?. In TCRS, all algo-
rithms are described as follows:

1) System-Setup: The randomized algorithm run by key
generate center (KGC) inputs a security parameter
1¥ and then outputs all system parameters TCRK
and a system private key spk on the security param-
eter 1%,

2) Generate-Key: The randomized algorithm run by key
generate center (or user) inputs (TCRK, spk, ID; C
A) and then the following steps are finished:

o Generate-Partial Key: The algorithm run by
key generate center outputs a user’s partial pri-
vate key pskrp, to a ring member, where ID;
is the identity of the ring member with i €
{1,2....n} (n is the number of the ring mem-
bers in a ring).

o Set-Secret: The algorithm run by the ring mem-
ber outputs the corresponding secret srrp, ac-
cording to 1D;.

2In certificateless public key cryptography, the algorithm

Generate-Key is divided to four algorithms.
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o (Generate-Signing Key: The algorithm run by
the ring member outputs the corresponding sign-
ing (private) key skip, according to pskrp, and
STID; -

e Generate-Public Key: The algorithm run by the
ring member outputs and publishes the corre-
sponding public key pkrp,.

3) Sign: The randomized algorithm is a standard trace-
able certificateless ring signature algorithm. A ring
member needs to sign a message M € {0,1}* on an
event identifier € € {0,1}*. The algorithm run by the
ring member with the identity I1D; inputs (TCRK,
skip,, RL.ID, RL_.PK, M, €) and then outputs
a signature o, where RL_ID is an identity list in-
cluding all identities of the ring members belong to
this ring, RL_PK s a public key list including all
public keys of the ring members belong to this ring,
o € {0,1}*U{L}, skip, is the signing key of the ring
member with i € {1,2.....n}.

4) Verify: The signature verifiers verify a standard
traceable certificateless ring signature o. The deter-
ministic algorithm run by a signature verifier inputs
(TCRK, RL_ID, RL_.PK, 9, €, o) and then out-
puts the boolean value, accept or reject.

5) Trace-User: The trusted authority traces a real ring
member (signer) by two traceable certificateless ring
signatures o1 on My and o2 on Ms. The determin-
istic algorithm run by the trusted authority inputs
(TCRK, RL_ID, RL_.PK, {9y, o1}, {Ms, o2}, €)
and then outputs one of the following results: "the
identity 1D of the real signer”, or "Independent” or
?Linked”, where ID € RL_ID.

5 Traceable Certificateless Ring
Signature Scheme

In the section, we show a traceable certificateless ring sig-
nature scheme in the standard model under our frame-
work for TCRS. Let TCRS=(System-Setup, Generate-
Key, Sign, Verify, Trace-User) be a traceable certificate-
less ring signature scheme. In TCRS, all algorithms are
described as follows.

1) TCRS.System-Setup: The algorithm run by the KGC
system inputs a security parameter 1. Additionally,
let G; and G2 be groups of prime order ¢ and g be
a generator of G; and let e : G; X G; — G4 denote
the bilinear map. The size of the group is determined
by the security parameter and we set A C Z, as the
universe of identities. And one hash function, H :
{0,1}* — Zyx., can be defined and used to generate
any integer value in Zjx., (where 1% represents the
corresponding decimal number).

Then the system parameters are generated as follows
for a ring system setup. The algorithm chooses a
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3)

random a € Z, and then sets g = g*. Eight group
elements go, ¥, ¥, w, pu, 7, x and k € Gy are ran-
domly chosen. Finally, the algorithm outputs the
public parameters TCRK=(G1, Gao, €, g, 91, g2, VU,
¥, @, u, T, X, k), where spk = g§ is seen as a master
private key.

TCRS.Generate-Key: The algorithm run by the
KGC system generates user’s signing key with re-
spect to the identity of ring member when user joins
ring. The algorithm inputs (TCRK, spk, ID C A),
where ID is the identity of a ring member and then
the following steps are finished:

o Generate-Partial Key: The algorithm run by
the KGC system randomly chooses 71,7, € Zg,
computes rg = g%-ﬂ“'H(ID)-w“ cw'k =g,
sty = g't. The algorithm outputs a par-
tial private key psk{;py = {wo,21,52r} to the
ring member and publishes a new identity ring
RL_ID, where sxy, is the traced ring secret for
the ring member, RL_ID is an identity list in-
cluding all identities of the ring members belong
to this ring and ID € RL_ID.

Remark 1. FEvery ring member may verify his
partial private key by the following equation:

e(g1,92) - (0, 2" - e, 21)
-e(w, sxp).

6(500,9) -

e Set-Secret: The algorithm run by the corre-
sponding ring member randomly chooses 12 €
Zq, computes the member secret swirpy =
,lgrg-H(ID) . ¢7‘2.

e Generate-Signing Key: The algorithm run by
the corresponding ring member computes zo =
T ST{1p} = 9‘21~19T1'H(1D) )T .Yr2-H(ID)
Y2 = gg - 9(ritr2) HUD) gyritrz L and then
outputs the signing key sk¢;py = {1, 2, 57}

e Generate-Public Key: The algorithm run by the
corresponding ring member outputs and pub-
lishes the public key pk(rpy = g™, which is
added to the public key ring RL_PK, where
RL_PK is a public key list including all pub-
lic keys of the ring members belong to this ring
and pk{ID} € RL_PK.

TCRS Sign: A ring member with the identity I.D
needs to sign a message M € {0,1}* on an event
identifier € € {0,1}*. The algorithm run by the ring
member inputs (TCRK, sk{;py, RLID, RL_PK,
M, &) and then randomly chooses rs,rq,75 € Zg,
computes

ra-H(RL_ID||RL_PK) _ry

op = X
7T er-H(D'JIHG) . K75
= g8 . 9(ritratrs)-H(ID) ,¢T1+r2+r3 oLt
W

r5-H(OR||E) s
On€) . s

T X

o - 93 HUD) _yyrs ors | ra-H(RLAID|RL-PK) |
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e(ﬁH(ID) : ¢7 Ty - pk{ID}) : e(ﬁTSAH(ID) : ¢T3a g)

g1 =
— e(ﬁH(ID) 5 ¢7gr1+r2) . e(ﬁr3~H(1D) A ,(/)7"379)
— 6(19(7“1-&-T2+T3)-H(ID) . ql)n-i-rz-‘rrs7 9),

oy = swp-gt = QTLJFT3

o3 = gr4,

or = g".

Finally, the algorithm outputs a signature ® =
{007 01,02,03, 0.4}-

TCRS.Verify: The signature verifiers verify a stan-
dard traceable certificateless ring signature ®. The
algorithm run by a signature verifier inputs (TCRK,
RL_ID, RL_.PK, M, €, &) and then the following
computation is finished:

e(g1,92) - o1
-e(w,09) - €
(@)

e(o0,9) =

H(RL_ID|RL_PK
pHie I )1, 03)

/4370'4).

If the above equation is correct, then the algorithm
outputs the boolean value accept, otherwise the al-
gorithm outputs the boolean value reject.

TCRS.Trace-User: The trusted authority traces a
ring member (signer) by two traceable certificate-
less ring signatures ®; on 2M; and $5 on My when
the signatures need to be arbitrated. The algorithm
run by the trusted authority inputs (TCRK, RL_ID,
RL_PK, {7y, ®1}, {M2, P2}, €), where the trusted
authority may get z; and sz from the KGC or the
ring members® and then the following steps are fin-
ished:

a. For any potential identity 1Dy € RL_ID and
the tuple {90%1, @4}, the algorithm computes the
equation:

e(ﬁH(le) ), 11 'pk{ID} .

e(00,9)

s )=

e(g91,92) e(w,02)-e(p

If the above equation is correct, then the algorithm
securely records the identity I D; of the real signer,
otherwise if the algorithm does not find the corre-
sponding identity, the algorithm aborts; similarly,
the same computation is finished for any potential
identity ID2 € RL_ID and the tuple {93, 2} and
then the algorithm securely records the identity I D2
of the real signer, otherwise the algorithm aborts.

b. The algorithm outputs the following results accord-
ing to the comparisons:
e Result="Independent”, if IDy # I Ds;
e Result="Linked”, else if 911 = Mo;

e Result="1D,", otherwise.

3This setting does not break the security of the whole scheme

according to the Paterson et al.’s signature scheme [41].

H(RLIDIRL-PR) 7 50) o(x EORINE 1 51y °
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6 Analysis of the

Scheme

Proposed

6.1 Correctness

In the proposed scheme, the traceable certificateless ring
signature is ® = {0¢, 01, 02,03, 04}, where
T - 19T3-H(ID) . ,ll)rg Lo ur;yH(RLJDHRL,PK)

(o)) =
e e HERE) s
— g0 LQUritTatre) HUID) | yritratrs | oritrs
e H(RLADIRLPK) vy |\ ro-HER|) | s
or = e ap ayphirpy) - e(9 IR yrs g)
— (HUD) L grita) L o(graHUD) s gy
= (@t ) HUD) | ritratrs oy
o2 = srp-gt =g,
o3 = g™,
oy = ¢g'°.

So, we have that
e(00,9) = e(ge - 9ritratra)HUID)  yritratrs

ro+rs ., ra-H(RL_ID||RL-PK) _ _r4

Rovi .lu T

.XT5~H(93?HG) .

e(g5,9) - e( 9)
_e(wT‘L"!‘TS’g) . e(um»H(RLJDHRL,PK) T

5

K7, 9)
19(7”1+7”2+T3)~H(1D) "¢JT1+T2+T3

(xS HOUE) s gy

= e(91,92) - 01 e(w,02) - e(

MH(RLJDH RL_PK)

Ky 04).

6.2 Efficiency

In the proposed scheme, ® = {0y, 01, 09, 03,04}, where
g - 97 HUD) yyrs  ors | ra-H(RLID|RL-PK)

(o)) =

T XT’5-H(EIRH@) . ﬁr57
o = e 4 2y -pk{ipy) - e(9rs HUD) s gy,
oo = sxp-g", o3=4g"t, o4=g"".

Thus, the length of signature is 4 - |G1| + |Gz|, where |G|
is the size of element in Gy and |Gz| is the size of ele-
ment in Go. Additionally, because zy - 973 HUD) . 4)rs .
o’ .MM'H(RLJDHRL,PK) T4 KTS XS in er-H(imH@)’ o1,
02, 03 and o4 may be precomputed and we assume that
the time for integer multiplication and hash computation
can be ignored, signing a message for a traceable certifi-
cateless ring signature only needs to compute at most 1
exponentiation in Gy and 1 multiplication in G1. Also, in
the following equation

e(o0,9) = e(g1,92) - 01 - e(w, 02) 'e(MH(RLJD“RL’PK) :

T,03) 'e(XH(Em”@) " K, 04),

because the value e(gi,g2) can be precomputed and
cached, verification requires 4 pairing computations, 2 ex-
ponentiations in G1, 2 multiplications in Gy and 4 multi-
plications in Go.
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In this paper, we compare the proposed scheme (the
scheme of Section 5) with other traceable (or linkable)
ring signature schemes proposed by [5,27,28,36,52]. Ta-
ble 1 shows the comparisons of the traceable or linkable
ring signature schemes. Compared with other schemes,
our scheme is certificateless and constructed in the stan-
dard model and has constant signature size in the com-
parison of the performance.

6.3 Security

In the section, we show the proposed scheme (the scheme
of Section 5) has a security reduction to the CDH as-
sumption and the TCRS unforgeability (against linkabil-
ity attacks and exculpability attacks) under the adaptive
chosen message and identity attacks and has the TCRS
anonymity. Our proofs of the following theorems are
based on the security models of [5,27]*.

Theorem 1. The scheme of Section 5 is (h, €, qq4, qs)-

unforgeable, assuming that the (W', €' )-CDH assumption
holds in Gy, where

f=1-2) (1-L)? S0 -E) (1 2)? e,

B = max{h+0(gg-(10-Cezp+3-Crmut) +¢s - (15-Cenp+11-Crnui)), A+
O(gqqg + (3 Ceap + Cruut) + qs - (12 Cewp + 7 Crur)) },

and gy is the maximal number of ”Generate-Key” ora-
cle queries, ¢s is the maximal number of ”Sign” oracle

,9) queries, Cpyy and Ceyy, are respectively the time for a

multiplication and an exponentiation in Gy.

Proof. The procedure of the whole proof is divided to two
following parts for two types of attack. O

Type I:

Let TCRS be a traceable certificateless ring signature
scheme of Section 5. Additionally, let A be an (f, €, g,
gs)-adversary attacking TCRS. From the adversary A,
we construct an algorithm B, for (g, g%, g°)€ Gy, the al-
gorithm B is able to use A to compute g**. Thus, we
assume the algorithm B can solve the CDH with prob-
ability at least ¢’ and in time at most &/, contradicting
the (//, ¢')-CDH assumption. Such a simulation may be
created in the following way.

Setup: The KGC system inputs a security parameter
1%, Additionally, let G, and G be groups of prime
order ¢ and g be a generator of G; and let e :
G1 x G; — G, denote the bilinear map. The size
of the group is determined by the security parameter
and we set A C Z, as the universe of identities. One
hash function, H : {0,1}* — Z;x., can be defined and
used to generate any integer value in Zyx., (where 1k
represents the corresponding decimal number).

Then the system parameters are generated as follows.
The algorithm sets g; = ¢® and g, = ¢° with a,b €

4As the proofs of Theorem 2, Theorem 3 and Theorem 4 are
similar to the proof of Theorem 1, we omit the similar proofs in this
paper.
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Table 1: Comparisons of the six schemes

767

Signature Size | Cryptography | Traceability | Linking Cost Model
Scheme [36 O(n) Public Key No 0O(1) random oracle model
Scheme [52 O(n) Public Key No O(1) random oracle model
Scheme [28 O(y/n) Public Key Yes O(n -logn) standard model
Scheme (27 O(n) Public Key Yes O(n) random oracle model
Scheme [5] o(1) Identity-Based Yes 0(1) random oracle model
Our Scheme 0o(1) Certificateless Yes O(n) standard model
Zq (B doesn’t know a and b). Also, the algorithm @', g, 9"t} is a valid partial pri-

chooses ¢, 0, v, A\, n, a and 7 € Z, and then sets
V=g5-9,0=9" n=9"7=9" x=95-9,k=g"
and w = ¢". Finally, the system outputs the public
pa’ra’meters TCRK:(Gl7 GQa €, g, 91, 92, 197 1/}a w, T,

X Ky @).

vate key, where we assure that ¢- H(ID) #
0 mod gq.

— Set-Secret:
The algorithm randomly chooses 7y € Z,
computes the member secret ST{rpy =
Queries: When running the adversary A, the relevant Gro-HUID) . qpro
queries can occur. The algorithm B answers these in
the following way: — Generate-Signing Key:
The algorithm computes z2 = zq - sz{;py
and then outputs the signing key sk{;py =

{x1, 22,521} to A.

o Generate-Key Queries:
Given the public parameters TCRK and the
identity ID of the ring member (ID € RL_ID
where RL_ID is an identity list), the algorithm -
B can construct a private key of the ring mem-
ber u by the following computation (ID is the
identity of u):

Generate-Public Key:

The algorithm outputs the public key
pk{rpy = ¢g"°, which is added to the public
key ring RL_PK, where RL_PK is a public
key list including all public keys of the ring
members belong to this ring.

— Generate-Partial Key:
The algorithm chooses random 71,77, € Z,
a

1 _9,__1 _
and computes zg = g, * -9 - g, © TP

YA oy = (g7 - ™) T, sy =
gt and then generates a partial private key
pskirpy = {xo, r1,52L}.

Remark 2. To the correctness of psk{ipy,
pskirpy may be changed as follows:

e Sign Queries:
Given the public parameters TCRK, the iden-
tity list RL_ID (ID € RL_ID where ID is the
identity of the ring member that belongs to this
ring), the public key list RL_PK, the message
M and the event identifier €, the algorithm B

. g_% o g 3wy wH(rIlD) chooses random 73,73, 74,75 € Z4 and computes
o = g °- ) .
.’wrl‘
~$- 7oy 1 -2 70D =2
—a H(ID _ — 27 T . T
= 9392791 0" gy o = g "0 g S EAD) gt
i L
'wH(ID) g2 ’um'H(RLJDHRL,PK) T4 -0 Ta . XT‘5
_  ,a 1 -2 o a(—9). 2 . SN W 5
= g5-(g3-9) ¢ -9 . g" T THEID) g, > O o mOwTe
L
) HADY . gL ’ -5 r 1
v . o 1 o op = (g *"-g7)mam,
— a . 97 1 T ¢ HUD) H(ID)
gy -0 ARIRE V) P oy = g¢'*,
TL .
Xov} —  ra
g =
— ga 197’1*% .wH(Tzlm*%'H(}D) 'L ’ I 71 1
- 2 _ T Za s
(r1—%) or = (977 - g") T
a ™ — 5 1— T
= g LT 1/) Z H(ID).wL,
no= (g -g")TO i i
1 Finally, the algorithm outputs a forgery & =
a " 1
= (g% gm)FuD {00,0%,02,03,04} to the adversary A. Where
N CHRE DR we maximize the adversary’s advantage, o} is
-9 passed to A.
: /o a 1 —
Setting r, = (r1 — %) - TID) pskirpy =

{zo, 21,80} = {gg - 9 HUID) . yri . Remark 3. To the correctness of ®, ® may be



changed as follows:

op = 1

—5a 'H(mlm\@ =5
a R —
gl - g HMME)

o .1
2.2 H(ID)

a _a _a 7% ” —

— 2 2 2

= g2 . 92 . 92 . gl . ’19 2 . gl
w% s _MM-H(RLJDHRL,PK)

1 T .1 s
T g T YT g, 2o HOME) | Fme)
_o._1
27 H(UD) |

—a 1 .
9593 % ng; 70" gy

H(EDY ) .Mm-H(RL,IDHRL,PK) L pTa
T 1 ¢
2 2 o
922017 X7 gy :
5 a Y __a_ ro _ad 1
HH(DJ?llG)g2 . (92 .g) 2.7 . 972 . g 20 "H(ID)

w—H(?D) e .Mu.H(RLJDHRL,PK) T

a a-m 1
(0% T, T 9o HMIE) HMIEY
(g5 -g) 2a . xX™ . g~ 2o HEONE . gHOIE

__a _a 1
gg.ﬁ 2.7 .92 1/) 2.7 H({ID) .

w% s _Mm-H(RLJDHRL,PK) pTa
a . _a 1 __ 5
X—ﬁ . X75 . k7 2a HOIE) . g HIE)

a . 9r2—3% . (T2 'HIDY . o7
92.19 22 -9 22/ "HUID) .g"s .

rq-H(RL_ID|RL_PK T4 Ts— 5
'LL ( H ) - T . X 2 .
a 1
,@(’“5—‘2.0 ): HME) |
_ 1 1 — a1
ol = (g *7 g = g E
1 1 a 1
_ T.a rs = (rs—3%)-
oy = (gl g )H(smug) =g 2 HOM[e) |

a 1 [ _
37) Dy and 15 = (rs
a

1
ﬁ) . IGHOR A may get that

Setting 1 = (ry —

g8 g HUD) et | s

oy =
rH(RLID|RLPK)  ra
AT HEE) | s
o1 = (@D, o)) = e(@IP) .y, g2),
o2 = g,
o3 = g,
oy = gré.

Thus, ® = {0g,01,02,03,04} is a valid signa-
ture, where we assure that £- H(ID) # 0 mod ¢
and a- H(ON || €) # 0 mod gq.

Forgery: If the algorithm B does not abort as a conse-

quence of one of the queries above, the adversary
A will, with probability at least e, return a mes-
sage M*, an event identifier €* and a valid forgery,
&* = {of,07,05,0%,04} for RL_ID* and RL_PK*,
where RL_ID* is an identity list including all iden-
tities of the ring members belong to this ring and
RL_PK™ is a public key list including all public keys
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of the ring members belong to this ring, where

ok = e g HUDY) Ly o
ri H(RLID®[RLPK®) |}
S HEE) g

of = g7,

o5 = g,

o5 = g%,

ol = g's.

And A did not query Generate-Key on input
ID* € RL_ID* and did not query Sign on inputs
RL_ID*, RL_PK*, 9t and €*.

If ¢- HID*) # 0 mod ¢ or o - HON* || &%) #
0 mod g, then the algorithm B will abort.

If £-H(ID*) = 0 mod ¢ and o - H(ON* || €*) =
0 mod ¢, then the algorithm B computes and out-
puts %’: g»®, which is the solution to the given

CDH problem, where Q = g2 HUDP™) . gr2:0 . grgen .
griv-H(RLID|[RLPK") | gri-x | grs-HOU|€) | griom.

Now, we analyze the probability of the algorithm B
not aborting. For the simulation to complete without
aborting, we require that all Generate-Key queries
will have ¢ H(ID) # 0 mod ¢, all Sign queries will
have £- H(ID) # 0 mod ¢ and o - HON || &) #
0 mod ¢ and that ¢£- H(ID*) = 0 mod ¢ and « -
H(9* || ) = 0 mod ¢ in forgery. If the algorithm
B does not abort, then the following conditions must
hold:

1) ¢- HID;) # 0 mod ¢ in Generate-Key
queries, with i=1,2......q4;

2) {-H(ID;) # 0 mod ¢q and - HOM; || &;) #
0 mod g in Sign queries, with i=1, 2......¢s;

3) The algorithm B does not abort in forgery,
namely ¢+ H(ID*) = 0 mod ¢ and o - H(9* ||
¢*) = 0 mod gq.

To make the analysis simpler, we will define the events
Ei7 Fi, Ti7 R*, F* as

E;:0-H(ID;) # 0 mod ¢, with i=1,2......q,;
F; :4-H(ID;) # 0 mod ¢, with i=1,2......q;
T; :a- HOM; || €;) # 0 mod ¢, with i=1,2......qs;
R*:4-H(ID*) =0 mod g;
F*:a- HOM* || €*) = 0 mod gq.
Then the probability of B not aborting is

dg qs
Pr(not_abort) = Pr <ﬂ E; A ﬂ (F; ANT;) AR A F*> .

i=1 i=1



International Journal of Network Security, Vol.20, No.4, PP.762-773, July 2018 (DOI: 10.6633/1JNS.201807-20(4).19)

dg qs qs
It is easy to see that the events (| E;, () Fi, () T,
i=1 i=1 i=1
R* and F* are independent. Then we may compute

4g qg k
1
=1 i=1
= 1_ qu.
q
s Qs 1k
Pr(()F) = 1_Pr(UﬁFi):1—qs'1k.q
=1 i=1
- 1 %,
q’
ds qs 1k
Pr((T:) = 1—Pr(UﬂTi)=1—qs~1,€.q
=1 i=1
q’
1k 1 1k 1
Pr(RY) = —— =% Pa(F)=— -1
¥q q *.q q
Thus,

g qs
Pr(not_abort) = Pr (m E; N\ ﬂ (F; NT) ANR* A F*)

i=1 i=1

- Pr(m E)- Pr(ﬁ F)- Pr(ﬁ T)) - Pr(R*) - Pr(F*)

i=1 i=1

_ g e\ 1
=(1-2)-(1-=) -=.
q q q

We can get that &’ = (1 — %‘7) (1 -

If the simulation does not abort, the adversary A will
create a valid forgery with probability at least €. The
algorithm B can then compute g%° from the forgery as
shown above. The time complexity of the algorithm 5 is
dominated by the time for the exponentiations and mul-
tiplications in the queries. We assume that the time for
integer addition and integer multiplication and the time
for hash computation can both be ignored, then the time
complexity of the algorithm B is

&)2. €

5 .

I = h+0(qg-(10-Cezp+3-Crput)+4s-(15-Cogp+11-Crra))-
Type II:

Let TCRS be a traceable certificateless ring signature
scheme of Section 5. Additionally, let A be an (k, €, gq,
gs)-adversary attacking TCRS. From the adversary A,
we construct an algorithm B, for (g, g%, ¢°)€ Gy, the al-
gorithm B is able to use A to compute ¢®°. Thus, we
assume the algorithm B can solve the CDH with prob-
ability at least ¢’ and in time at most A/, contradicting
the (i, ¢')-CDH assumption. Such a simulation may be
created in the following way:

Setup: The KGC system inputs a security parameter
1%, Additionally, let G; and G, be groups of prime
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order ¢ and g be a generator of G; and let e :
G1 x G; — G, denote the bilinear map. The size
of the group is determined by the security parameter
and we set A C Z, as the universe of identities. One
hash function, H : {0,1}* — Zjx., can be defined and
used to generate any integer value in Zqx., (where 1*
represents the corresponding decimal number).

Then the system parameters are generated as follows. The
algorithm chooses y € Z, and then sets g; = g¥ and g =
g” with b € Z, (B doesn’t know b). Also, the algorithm
chooses ¢, 0, v, A\, , o and ™ € Z, and then sets ¥ =
9590 =9 p=g"7=9"x=959, k=g  and w =
g". Finally, the system outputs the public parameters
TCRK=(Gy, Go, ¢, g, 91, 92, ¥, ¥, p, 7, X, K, @) and
the master private key spk = g to A.

Additionally, the user u* is a challenger, whose iden-
tity and public key respectively are ID* and pk{;p-y, we
set that the member secret of the user u*, sr(;p-y =
YoHIDP™) 4h and that the public key of u*, pkyrp« = g°
(B doesn’t know a).

Queries: When running the adversary A, the relevant
queries can occur. The algorithm B answers these in
the following way:

o Generate-Key Queries: Given the public parame-
ters TCRK and the identity I D of the ring member
(ID € RL_ID where RL_ID is an identity list), the
algorithm B can construct a private key of the ring
member u by the following computation (ID is the
identity of u):

— Set-Secret: The algorithm randomly chooses
ro € Zq, computes the member secret sz;py =
Yo HUID) gm0 wwhere we assure that H(ID) #
0 mod gq.

— Generate-Public Key: The algorithm outputs
the public key pk(rpy = g™, which is added
to the public key ring RL_PK, where RL_PK
is a public key list including all public keys of
the ring members belong to this ring.

e Sign Queries: Given the public parameters TCRK,
the identity list RL_ID (ID € RL_ID where ID is
the identity of the ring member that belongs to this
ring), the public key list RL_PK, the message I
and the event identifier €, the algorithm B chooses
random ry,73,74,75 € Zg and computes

gg . 197"2~H(ID) . wrg Lo’

(o) =
s H(RLIDIRLPK) s
A HERE) s

7y 9",

02 = ng’

o3 = g,

04 g
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Finally, the algorithm outputs a forgery ® =
{00,0%,02,053,04} to the adversary A, where we
maximize the adversary’s advantage, o} is passed to
A. Thus, ® = {09, 01 = e(WTUIDP) 4, 57), 09, 03,04}
is a valid signature, where we assure that H(ID) #
0 mod ¢ and H(9 || €) # 0 mod gq.

Forgery: If the algorithm B does not abort as a con-
sequence of one of the queries above, the adver-
sary A will, with probability at least e, return its
forgeries, (M, €*, @7, RL_ID*, RL_PK*) and
(s, ¢, @5, RL_ID*, RL_PK™) for the challenger
u*, with ID* € RL_ID*, pk{p-y € RL.PK*,

@7 {010, 071,012, 013,074, 075,076} and @3
{U;O’ U;la 0';27 U;S’ U§4a ’ 055’ 056}5 where

0-1‘0 — y . 19(?”;2+a)~H(ID*) . wrfz""a . w’"fs
Mrm H(RL.ID*|RL-PK*) __r},
s HOTNE) | orfy

of, = g’

oy = g1

ofy = g’

J>1k4 - ngs,

UIS = g;fz,

ol = QQIS

U;O — 9?2! . ?9(7“;2+a)~H(ID*) . ¢7’;2+a . wrgs
S H(RLIDT|RLPK®) v,
.XT§5'H(91YI;|\€*) . k28

J;l = gTSZ,

0;2 = g’r;37

o3y = g’

o3 = g’

035 = 95527

03 = 9;25

Remark 4. In fact, o}, should be equal to g2 ‘pk{rp-y,
03, should be equal to g2 pkirp+y. Additionally, because
the adversary A can compute o5, = g2 and o1y = g5,
2 and
ole = g;”i", where of5 and oig return to the algorithm B
so as to make B solve the CDH problem. Similarly, o3
and o3¢ also return to the algorithm B.

. - T
A can easily convert these computations to 075 = go**

And the forgeries satisfy the following conditions:

1) 1 < Verify(TCRK, RL_ID*, RL_PK* 0, €*
®1);

2) 1 « Verify(TCRK, RL_ID*, RL_PK*, 0}, €*
®3);

3) ID* < Trace-User(TCRK, RL_ID*, RL_PK*

{om, @7}, {93, @3}, €);
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4) A did not query Generate-Key on input ID* €
RL_ID* and did not query Sign on inputs RL_ID*,
RL_PK*, 0% (9M3) and €.

So, the algorithm B computes and outputs

Q 7 ’
Where Q=93 9”2 CHUDT) | griy HUD™) L pleeppuy HUIPT)
gn pk{ID*} - g i3 -grﬁ“"H(RLJD*HRL,PK*) .grh'A .
ggls.a,H(mlH@ ) - g s HOMIE) L gris™ - Further, we can

¢-H(ID* l-a-H(ID*
compute “7UP/ gy ID") = ge

solution to the given CDH problem.

Now, we analyze the probability of the algorithm B
not aborting. For the simulation to complete without
aborting, we require that all Generate-Key queries will
have H(ID) # 0 mod ¢, all Sign queries will have
H(ID) # 0 mod ¢ and H(M || €) # 0 mod ¢. If the
algorithm B does not abort, then the following conditions
must hold:

= ¢%°, which is the

1) H(ID;) # 0 mod g in Generate-Key queries, with

2) H(ID;) # 0 mod g and H(M; || ¢;) # 0 mod ¢ in
Sign queries, with 1=1,2......q5;

To make the analysis simpler, we will define the events
El', Fl', Tz as
E; :H(ID;) # 0 mod ¢, with i=1,2......q4;
F; :H(ID;) # 0 mod ¢, with i=1,2......¢s;
T, :H(M; || €;) # 0 mod ¢, with i=1,2......¢s;
Then the probability of B not aborting is

(ﬂE/\ﬂ F/\T)

Pr(not_abort)

It is easy to see that the events ﬂ E;, ﬂ F;, ﬂ T; are

i=1 i= i=1
independent. Then we may compute

dg

E —l—P _|E :1— . :1_7.

ﬂ I‘(H i) dg 1% g g
s k

1 qs

ﬂ U~ o1t
9s k

1 qs

m (L:J 1F.q q

Thus,
Pr(not_abort)

(ﬂE /\ﬂ (F; NT;) )
= Pr(h E;) -Pr(ﬁ E) ~Pr(ﬁ T;)
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(-5 0%

We can get that ¢’ = (1 — ). (1 - %)% .¢.

If the simulation does not abort, the adversary A will
create a valid forgery with probability at least €. The
algorithm B can then compute ¢%° from the forgery as
shown above. The time complexity of the algorithm B is
dominated by the time for the exponentiations and mul-
tiplications in the queries. We assume that the time for
integer addition and integer multiplication and the time
for hash computation can both be ignored, then the time
complexity of the algorithm B is

h/ = thO(qg . (3 . Cemp +Omul) +qs . (12 N C@mp + 7- Cmul))
Then, from the above proofs, we may get that

S=1- %) (- %) ] [1- %) (- %)%,

h = max{h+O(qg 2(10-Cezp+3-Cmut) +qs - (15 Cegp+11-Crui)), it
0(qg-(3-Ceap+Cmut) +qs - (12-Cozp+7-Crmu)) }. Thus, Theorem 1
follows.

Theorem 2. The scheme of Section 5 is a linkable
(traceable) TCRS scheme when it satisfies the following
condition—the scheme of Section 5 is (h, €, qq, qs )-secure,
assuming that the (I, &' )-CDH assumption holds in Gy,
where

a )2

e (- 2)- (- %)
h = max{h+O(qg “(10-Cezp+3-Cmut) +qs - (15 Cegp+11-Crnui)), it
O(qg - (3 Cezp + Cmut) +qs - (12 - Ceap + 7 - Crpar)) },

and ¢4 is the maximal number of ”Generate-Key” ora-
cle queries, g5 is the maximal number of ”Sign” oracle
queries, t is the number of user (ring member) private
keys possessed by adversary, Cp,,; and Ce.y, are respec-

tively the time for a multiplication and an exponentiation
in Gl .

. k_ 2 )
g ) G ACEE SRCET LRt

Theorem 3. The scheme of Section 5 is exculpable when
it satisfies the following condition—the scheme of Sec-
tion 5 is (h, €, qq, qs)-secure, assuming that the (I, €')-
CDH assumption holds in Gy, where

¢=l1-%) (1-%) 5] [(1-2) (- L)%,

A = max{h + O(qg - (10 - Ceqp + 3 - Crput) + gs - (15 - Cezp + 11 -
Conut))s B4 0@y - 3+ Cowp + Comat) + s - (12 Cewp + 7+ Conu))
and g4 is the maximal number of ” Generate-Key” oracle
queries, ¢s is the maximal number of ”Sign” oracle
queries, Cp, and Cgyy are respectively the time for a
multiplication and an exponentiation in Gy.

Theorem 4. The scheme of Section 5 is (h, €, qq4, qs)-

anonymous, assuming that the (b, &' )-CDH assumption
holds in Gy, where

¢ =[(1- ) (- FHT (-4 (-
(1= %) (1= 512 (1= 12) - (1= T2)% o,

4 =max{h +

q
“2)2. 5]

O ((ag; + agy) " (7T Ceap + Crmuwt) + (qs; + Gsy) - (15 - Cezp + 11 - Crnui)),
h+

O ((QQl + Qgg) + (3 Ceap + Crut) + (QSl + q52) (12 Ceap + 7+ C'rnul))}7
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qg, and qg, are respectively the maximal numbers of
”Generate-Key” oracle queries in the Queries Phases 1
and 2, ¢s, and g5, are respectively the maximal numbers
of 7Sign” oracle queries in the Queries Phases 1 and 2,
Cui and Ceyy, are respectively the time for a multiplica-
tion and an exponentiation in Gy .

7 Conclusions

In this paper, we present a fully traceable certificateless
ring signature scheme, which has a security reduction to
the computational Diffie-Hellman assumption. Also, we
give a formal security model for traceable certificateless
ring signature. Under our security model, the proposed
scheme is proved to have the properties of anonymity and
traceability with enough security. Compared with other
traceable ring signature schemes, the proposed scheme is
efficient. However, because the proposed scheme is not
enough efficient in computing linking of signatures, the
work about TCRS still needs to be further progressed.
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