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Abstract

With the recent advancement in computational and stor-
age capabilities on mobile devices and Internet of Things
(IoT), Ciphertext policy Attributed-based Encryption
(CP-ABE) can provide confidentiality and direct selec-
tive fine-grained access control. There must be an ease
of maintaining ciphertext, capability to share and protec-
tion against breach of trust. We present a novel revoca-
tion scheme Scalable Proxy-based Immediate Revocation
for CP-ABE (SPIRC) which does not require prior revo-
cation list, re-encryption and re-distribution of keys. It
improves the Proxy-based Immediate Revocation of AT-
Tribute based Encryption (PIRATTE) scheme for scal-
able revocation with reduced overheads for proxy data
and master key generation. The paper also demonstrates
the practical implementation of SPIRC for a case study of
a portable Mobile-based Healthfolder on a patient mobile
device for direct local access as well as sharing with med-
ical professionals using reader application on their mo-
bile devices. The performance evaluation on mid-range
Android devices indicates acceptable overheads for access
and security.

Keywords: CP-ABE; Mobility; RBAC; Scalable Revoca-

tion

1 Introduction

Attribute-Based Encryption (ABE) [15] provides fine-
grained access control for sharing ciphertext with a group
of users. It comprises of a set of plaintext attributes and
an access policy to generate the ciphertext and decryp-
tion keys so that each user has a different decryption
key. ABE has the advantage that users cannot aggregate
their attributes together to decrypt the ciphertext and

hence, it is collusion-free. There are several variations
of ABE [22,28] such as Key-Policy Attribute-Based En-
cryption (KP-ABE) scheme, Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) and Hierarchical Attribute-
Based Encryption scheme (HABE). The CP-ABE) [§]
variation associates a set of attributes to the decryption
key and the access policy to the ciphertext. A decryption
key can decrypt the ciphertext only if it’s associated at-
tributes satisfy the access policy of the ciphertext. Users
can be assigned different decryption keys, with each de-
cryption key associated with a subset of attributes that
satisfies the ciphertext’s access policy. Since CP-ABE can
provide Role-based access control (RBAC) by represent-
ing a set of attributes for a specific role, we choose it for
selective sharing of ciphertext. It also supports revocation
as well as collusion resistance. However, it lacks support
for scalability as discussed in the survey comparison by
Lee et al. [22]. CP-ABE has been used for several cloud-
based data sharing applications such as for health [23] as
well as proved feasible on resource-constrained portable
devices such as mobile devices [3] and Internet of Things
(IoT) [12].

Motivation: Cloud-based storage solutions are prone to
security threats and may not provide 24/7 support in the
case of an outage or lack of infrastructure. There is an in-
crease in the penetration of smartphones across the globe.
Hence personal portable mobile devices may retain highly
available critical data such as that for health [29] and fi-
nance and share it directly with other users.

In this paper, we present a case study of a secure
portable mobile-based healthfolder on a patient mobile
device to store dispersed health data and share it directly
with other health professionals. It is a future health man-
agement system which can improve availability, sharing
capability and mobility to seek the right diagnosis and
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treatment across various hospitals.

Health records may be dispersed due to patients vis-
iting various hospitals and hence increase overheads for
health management. Developing countries like India lack
proper healthcare policies and infrastructure required for
a centralised health system. Hence, people visit various
hospitals for seeking specialised consultations and second
opinions for a reliable diagnosis which leads to dispersed
health records.

Health management systems in developed countries are

well established. Patients are associated with a particular
healthcare or insurance policy such as NPfIT system in
U.K [31] and Taiwan Electronic Medical Record Template
(TMT) suggested by Chen et al. [9]. However, records
may be dispersed in the case of citizen mobility for work
and tourism across the various states and countries. Also
for an emergency situation, a patient may land in a hospi-
tal which is not under his health policy. Developed coun-
tries have strict and structured health policies which may
cause challenges in integrating dispersed health records
on cloud-based solutions. Hence, a portable device with
health records can benefit patient for high availability as
suggested by Anciaux et al. [4]. A mobile-based health-
folder can provide mobility to patients to seek efficient
treatment and retain their health records securely on their
personal devices for both developed and developing na-
tions. Section 5 discusses the case study of the mobile-
based healthfolder in detail.
Problem: Since the mobile device is vulnerable to se-
curity and privacy threats; it is important to maintain
confidentiality and allow selective sharing with authorised
users. This paper considers schemes based on Bethen-
court et al.’s CP-ABE [8] to retain and share secure data
on a mobile device since it has been implemented and
proved feasible on mobile devices and IoT [3,12]. The
owner of the portable device must access it locally and
directly share with other authorised users using selective
access policy. There must also be protection from mali-
cious users using a revocation scheme with minimal over-
heads. We identify the following requirements for retain-
ing and selective sharing data on a portable device using
CP-ABE:

R1: No prior knowledge of the revocation list.
There must be no prior requirement for a revocation
list for encryption so that the ciphertext can be
shared with multiple users.

R2: No re-encryption of ciphertext.

There must be no requirement for re-encryption of ci-
phertext after revocation so that the owner and other
authorised non-revoked users can access it without

interruption.

R3: No re-distribution of decryption keys.

There must be no requirement for re-distribution of
decryption keys after revocation so that the owner
and other non-revoked users can continue to access

the ciphertext without interruption.
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R4: Revoke a scalable number of users.
The owner must be able to share ciphertext with mul-
tiple users as well as revoke a scalable number of ma-
licious users.

R5: Independent of the ciphertext.
No ciphertext specific data must be maintained for
user revocation to reduce storage and revocation

overheads.

There are several revocation schemes for sharing data
on the cloud such as suggested by the survey by Liu et
al. [24]. However, they do not consider the issues of avoid-
ing re-encryption or key re-distribution after revocation.
The revocation schemes can be categorised as direct,
indirect and hybrid revocation as discussed by Pang et
al. [28]. Unlike direct schemes, the indirect schemes
do not require any prior knowledge of a revocation list
and support broadcast of an intermediate key update,
such that only non-revoked users can update their keys.
Hence, they are suitable for portable devices to provide
ease and flexibility to the owner. They also require a
key update phase which can provide bottleneck for inter-
action with the Certified Authority (CA). Proxy-based
Immediate Revocation of Attribute-based encryption
(PIRATTE) [21] by Jahid et al. is an indirect revocation
scheme for CP-ABE which satisfies all of the above
requirements except R4 for scalability. Hence, there is
a need to improve PIRATTE for scalable revocation for
secure storage and sharing of critical data on a portable
device.

Our Contribution:

e Design and implementation of a novel scheme called
Scalable Proxy-based Immediate Revocation for CP-
ABE (SPIRC) which extends PIRATTE [21] for scal-
able user revocation. It fulfils all revocation require-
ments R1-R5 for sharing of secure data from portable
devices. The scheme requires a trusted proxy-based
server which manages cryptographic credentials for
registered owner and users and also provides proxy
data to users to complete decryption. The proxy
server updates the proxy data for a revoked user so
that decryption fails. Section 3.1 describes the de-
tails of the trusted server in the intuition.

e Demonstration of a case study for a next-generation
Portable Mobile-based Healthfolder [29] on a patient
mobile device which retains dispersed health records
from various hospitals. The patient can share it di-
rectly with health professionals based on their roles
such as a doctor, nurse, lab technician and a pharma-
cist. The Healthfolder is encrypted using the SPIRC
scheme for selective access by health professionals
and scalable revocation. The health professionals ac-
cess it directly with their mobile devices as shown in
Figure 1.

e Practical implementation and evaluation of SPIRC
for the prototype of the Mobile-based Healthfolder
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Figure 1: Mobile-based Healthfolder stakeholders: Patient,
External users and trusted proxy-based server

on mid-range Android devices. Performance eval-
uation indicates acceptable delays for communica-
tion and security handshake. A comparison of differ-
ent schemes for storage and computational overheads
shows that SPIRC provides scalable revocation with
lower overheads for proxy data and master key gen-
eration.

To the best of our knowledge, our work is the first novel
attempt to address the issues of selective sharing and scal-
able revocation for a portable device using Bethencourt et
al.’s CP-ABE scheme [8]. In future, we can work on scal-
able revocation schemes based on variations of CP-ABE
with better performance such as Cheung et al.’s provably
secure CP-ABE [10] and Lewko et al.’s CP-ABE scheme
based on (Linear Secret Sharing Scheme) LSSS matrix [7].

The rest of the paper comprises of Related Work in Sec-
tion 2, details of the new SPIRC scheme in Section 3
and Security Analysis of SPIRC in Section 4. Section 5
presents a Case Study for Selective Access for Portable
Mobile-based Healthfolder along with its Security Anal-
ysis with SPIRC and Implementation and Performance
Evaluation. It is followed by performance comparison of
revocation schemes in Section 6. The paper finally con-
cludes with Section 7 for Conclusion and Future work.

2 Related Work

The indirect revocation schemes for CP-ABE for portable
devices must satisfy all revocation requirements RI-R5
for the ease of portability, personal access for the owner
and sharing data directly with other external authorised
users.

CP-ABE techniques used in the cloud-based record shar-
ing schemes such as those for health records are not di-
rectly suitable for portable devices. Narayan et al. [26]
propose a broadcast variation of CP-ABE which has the
limitation that the length of ciphertext grows proportion-
ally with the number of revoked users. Hence, this may
not be feasible for portable devices with limited storage.
Liet et al. [23] suggest a scalable Electronic Health Record
(EHR) scheme which uses revocation scheme by Worces-
ter et al. [33] which requires re-encryption for revocation
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and violates requirement R2 for a portable device.

Attrapadung and Imai [5] provide a hybrid revocation
scheme which supports both direct and indirect modes.
However, it has the drawback of longer user secret key
length, which can be difficult to store on a portable mo-
bile device. Ibraimi et al. [19] suggest an indirect revoca-
tion scheme which generates two portions of the private
key one of which is retained by the user and the other
with a mediator. The mediator sends the right portion
of the key to a user only if it not revoked. However, it
uses CP-ABE scheme by Cheung et al. [10] which has
the drawback that there is an increase in the size of ci-
phertext and key with the increase in the total number
of attributes in the access policy. Hence it is not suitable
for a mobile device with limited storage. Modi et al. [25]
propose a revocation scheme for secure file access on the
cloud. However, it violates requirement R1 needed for
scalable sharing of ciphertext on a portable device. Hur
et al. [17] propose an indirect revocation scheme to pro-
vide fine-grained attribute revocation with the limitation
of requiring re-encryption of ciphertext and hence violates
the requirement R2.

PIRATTE (Proxy-based Immediate Revocation of AT-
Tribute based Encryption) [21] scheme by Jahid et al.
is a variation of Bethencourt et al’s CP-ABE [8], which
provides indirect revocation without re-encryption of the
ciphertext and key re-distribution. Users receive proxy
data from the proxy-based server to complete decryption.
PIRATTE scheme uses a polynomial P of degree t + 1
in the master key. The trusted server divides the secret
P(0) into portions and provides a share to each user. Dur-
ing decryption, each user seeks a proxy key and t shares
of the secret from the proxy-based server. It uses La-
grange’s interpolation to combine the ¢ secret portions
with the user portion to generate the secret P(0). If the
user is non-revoked, the proxy-based server sends valid
secret portions. Otherwise, it sends invalid secret por-
tions, so that the user cannot generate the secret P(0)
and hence decryption fails. PIRATTE fulfils all revoca-
tion requirements, except for R/ since it can revoke only
limited ¢ number of users.

A permanent revocation scheme (referred to as
PERMREYV in this paper) by Dolev et al. [13], modifies
the Bethencourt et al.’s CP-ABE [8] scheme and asso-
ciates a counter CTR with the ciphertext and a user state
State; for the ith user user;. It considers ciphertext to
reside on a secure cloud-based system. For revocation of
user;, the secure server updates CTR, re-encrypts the ci-
phertext and sends the updated State; with new CTR
only to the non-revoked users. Since revoked users do
not receive any updated state, decryption fails. To avoid
ciphertext re-encryption a Modified PERMREV scheme
referred as M-PERMREYV in this paper requires a server
to broadcast State to all users. For a revoked user, the
server updates the CTR and the user state for only re-
voked users, which causes failure of decryption. How-
ever, M-PERMREYV scheme does not fulfill requirement
R5 since it associates a constant CTR with the user’s
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state State; for every ciphertext.

CP-ABE can provide RBAC as suggested by role-based
access control scheme (RACS) for sharing medical data
on cloud by Tian et al. [32]. However it cannot be used
for portable devices since it does not fulfill requirement
R2.

The SPIRC scheme presented in this paper improves PI-
RATTE for scalable revocation and fulfils all requirements
R1-R5 for revocation.

3 Scalable Proxy-based Immediate
Revocation For CP-ABE Scheme

Billinear pairings. Let G1, G> and G be multiplica-
tive cyclic groups of prime order p. Let g; and go be a
generator of G; and G5 respectively. e is a bilinear map
such that e : Gy X G3 = Gp. It has the following proper-
ties:

1) Bilinearity: for all u, v element of G, G2 and a; b
element of Z,, e(u®,v?) = e(u,v)®.

2) Non-degeneracy: e(g,g) # 1.

Intuition: This paper looks into the issue of storing se-
cure data on a portable device and sharing it using selec-
tive access control. It outsources encryption to a trusted
proxy-based server. The owner decrypts the ciphertext
locally on the personal portable device, and shares it di-
rectly with other users who decrypt it locally on their
respective devices.

The trusted proxy-based server retains credentials and
identities of registered users, as well as constants related
to the proxy data.

Each user; registers with a trusted proxy-based server
and is associated with a set of random parameters S; =
{Mi,a;, b;}. The constants are associated with the decryp-
tion keys of the user as well as proxy data. For decryption,
a user contacts the trusted server through a secure chan-
nel such as HTTPS to gather proxy data to complete the
decryption process. The trusted server also maintains a
revocation list RL which is populated by an authorized
owner or an administrative personnel to protect portable
device from malicious users on breach of trust or theft of
device. To revoke a user, the proxy-based server updates
S; so that the proxy-based data is modified and causes
decryption to fail.

The cloud-based service is contacted only for seeking
proxy data and not for the actual ciphertext as in the
cloud-based sharing applications [23]. The trusted proxy-
server must comply to all requirements for Trusted Com-
puting [30]. The trust between authorized users and
proxy-server can be established through some of the ex-
isting techniques such as mutual authentication and re-
mote attestation techniques as suggested in [6], to ensure
that they are not compromised with any malicious soft-
ware. Further authorized users can communicate with the
trusted server using separate CP-ABE access policies for
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RBAC for allowing trusted revocation and configurations
of credentials by users with administrative roles. This can
ensure secure maintenance of credentials as well as revo-
cation list on the proxy-server. The detailed design of the
trusted proxy-based server are beyond the scope of the

paper.

3.1 SPIRC Construction

The SPIRC scheme supports scalable user revocation
without requiring re-encryption or re-distribution of keys.
This paper modifies Jahid et al.’s PIRATTE [21] scheme
for scalable revocation for infinite users. It comprises of
the following algorithms:

Setup: Generates Public key PK and Master key MK.

Encrypt(PK, M, 7): Takes data M, Public key PK,
and access policy 7 to generate the ciphertext CT.

KeyGen(MK, S): Takes master key MK and set of at-
tributes S and generates the secret key SK.

Proxy-Data(Uy, RL): Takes user identity us and the re-
vocation list RL as input and generates the proxy
data PXD. It also invokes CONVERT function to
transform portion of the ciphertext C!, for each at-
tribute z satisfied by users u; and generates the con-
verted portion CY.

Decrypt(CT, SK): Decrypts the ciphertext CT to gen-
erate a plaintext M if the set of attributes S in SK
satisfy the access policy 7 that is used to generate
ciphertext CT.

The details of the different phases are given below:

Setup. The trusted proxy-based server chooses G1, Ga,
g1, g2 and random elements o and 3 € Z, to generate
the public key PK and a master key MK.

PK =
MK =

G17G17gl7923h = 91656(91792)a
B.95

Unlike PIRATTE, for master key MK, there is no
generation of polynomial P of degree t + 1, where t
is the number of users that can be revoked. Hence,
it provides scalable revocation.

Encrypt(PK, M, 7): The tree structure T represents the
access policy with attributes at leaves and threshold
of k-of-n gates at the interior nodes. ¢, is the poly-
nomial at node x with degree d = k -1, where k is the
threshold value of the node. For all OR nodes and
leaf nodes, the polynomial degree is 0. The proxy-
based server chooses a random secret s € Z, for a
message M, such that for root node R,qr(0) = s.
The secret is distributed from top to bottom for
all other nodes, ¢,(0) = Gparent(x)(index(x)), where
index(z) is a number associated with z between 1
and num (number of children of parent(z)). X is the



set of leaf nodes in the access tree 7. The ciphertext
CT is: CT = (1,C = Me(g1,92)*°,C = h%), Yz €
X 1 Cp =gt ¢ = Hatt(z))=© = g}=©)
H : {0,1}* — Gy is a hash function that maps
a string attribute to a random element in G5 and
h, =log,, H(att(z)).

KeyGen(MK, S): It generates the secret key SK for

user; for a set of attributes S. For each user i, it
chooses a random number r along with set S; =
(Mi,a;,b;) € Z, and for each attribute j it chooses

a random number r; € Z,. SK = (D = géo‘”)/ﬁ7

VjieS:D; = gy H (j)ri(Piaithi) — g§+}LJ7'j()‘iai+bi)
D} = g7, DY = (D))" = g™,

The portions of the secret key SK,D; and D} for
each attribute j contain random number r; and D
contains random number r which is specific to a user.
Hence attributes from different users cannot be com-
bined together and prevents collusion.

)

Proxy-Data(user;): Proxy-based server maintains a

random set S; for each user along with a revocation
list. For the completion of decryption, user; seeks
proxy data PXD from the proxy-based server which
is unique for a user.

PXD = );. The trusted server sends proxy
data PXD to wser;, who also sends C to
the proxy-based server to return Convert C! as:
CONVERT(C",b;) = (C")b = ghe=(0b:  The user
secret SK is blinded by (M\;a; + b;) and needs C¥
along with C, and C’,. Proxy can revoke the user by
updating the A; and b; for user; in PXD and C7.

Decrypt. For a user;, each leaf node z of the policy is

an attribute, with j = attr(z), if j € S, (S is the set
of attributes) then, DecrytpNode = A; is as follows:

A e(Cij)
1T oDy el D}, Cy)
2(0) r+hjri(Aiai+b;
e(Co.D;) = e(gi=® gyt )
- 6(91,gZ)qI(0)r+q1(0)hj7’j(>\iai+bi)
A 6(91792)‘1””(0)”“11(O)hjrj(/\iai+bi)
J = Tia; hj = (0 . T h7‘ ()b,
e(gh® , ghi ( ))’\'Le(gl' PR ()b

e(g1, go )%= (Or+a2(0)hm5 (Niaitbi)

e(gr, g2)7i%ihit=(0Xie(gy | go)ritid=(0)b:

42 (0)7+q (0)hj7j (Xiai+bi)
e(g1,g2)" hjqz(0)(Xia;+b;)
qx (0)7'

= e(g1,92)

Each user; has associated constant values \;, a; and
b; which are maintained on the proxy-based server.
Whenever revocation is required, the proxy-based
server updates A; or b;, which are part of PXD and
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C?, and cause the DecryptNode function to fail and
return L.

The rest of the decryption process is the same as in
the Bethencourt et al.’s CP-ABE scheme [8] to obtain
the original message M.

For each node z of a non-leaf node z, it calculates
F, = e(g1,e2)"%(0), If S, is the set of children of
so that F, # 1. This is followed by the following
decryption process:

Sz
F, = H F2i, (i = index(z)\icalculatedVz € S,)
=1

S,
= [](elgr, 92)7 )

i=1

9]
)

— (elgy, gg)rqpmemz)indez(Z))Ai

Q|
-

x

= (e(g1, g2)"= (D)

«
Il
—

:gl rag ()X
= 6(91 , 92)

= e(g1,92)"

Let A = e(g1,92) %) = e(g1, g2)" %) = e(g1, g2)"*
at root node R. Decryption can be done as follows,

E<gD) = Me(g1,92)*° dorgp) =M.

= e(gl)gz)as+7‘s

4 Security Analysis For SPIRC

The definitions for user-based revocation are as per [21].

4.1 Security Game

In the security game between an adversary and a chal-
lenger, the encryption remains secure even when the ad-
versary compromises the proxy and obtains it’s key after
a recent revocation.

Setup. A challenger runs the SETUP and provides pub-
lic parameters PK to the adversary. Challenger also
generates a proxy data PXD.

Phase 1. The adversary performs repeated queries for

KEYGEN to obtain keys for multiple user wuq,

-+, Uug, with different sets of attributes S, ---,

Sq,- The adversary also contacts the proxy for the

CONVERT({Cy, -+ ,Cl},uy) for C! € Gy. Simul-

taneously challenger also computes CONVERT with

the stored values. The adversary contacts proxy

server to get the proxy data PXD. In the meanwhile
challenger updates the proxy data PXD.

Challenge. The adversary submits messages My and M,
of equal lengths and an access structure A* such that
either uy, is to be revoked or Sj does not satisfy A*.
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The challenger flips a coin to obtain a random bit b
and returns M, encrypted with the access policy A*.
It also runs Proxy-Data and returns the proxy data
PXD to the adversary.

Phase 2. The adversary makes repeated queries to the
KEYGEN to obtain keys for users ug, 41, -+ ,uUqg,
with attributes Sg, 41, ,8,. The new keys are
such that if ug ¢ revocation list RL, then Sy does
not satisfy A*.

Guess. The adversary outputs a guess b’ of b.

The adversary has an advantage defined as Pr[b/ =
b] — 3. As in PIRATTE even if an adversary user;
finds Proxy portions of another user;, the portions
will not help him with the decryption since each user
has a different set of random constants values. The
SPIRC scheme provides forward secrecy since a re-
voked user cannot decrypt any previously recorded
ciphertext.

4.2 Security Proof

Asymmetric Groups Similar to PIRATTE [21] for user
¢ and attribute j, different groups are used for C’ and
D’. The user sends C} to convert and receive C}', where

cl = C’;bi. If both C} and D’ belong to the same group

and user sends D;- to convert, then user will get Djbj =

g5’ %7, User will also get A; and can get D; A g5’ Aiaj

Combining these two terms by multiplication will provide
g5’ (A5aH05)  Uger can use this to decrypt any cipher-
text without using the proxy-based server for revocation.
Hence asymmetric pairing is used with different groups
for C; and D).

Similar to PIRATTE [21], SPIRC is based on the
generic asymmetric bilinear group model, which consid-
ers a asymmetric pairing of e : G; X Gy — Gp, with the
assumption that their is no isomorphism from G; to Gs.
Both are based on CP-ABE |[8] scheme, and hence are se-
cure against Chosen Plaintext Attack (CPA). Other varia-
tions of CP-ABE such as Cheung et al.’s CP-ABE [10] are
secure against Chosen Ciphertext Attack (CCA). How-
ever, this paper focuses on only Bethencourt et.al’s CP-
ABE scheme which has been proven feasible on mobile
devices and IoT devices [3,12].

Theorem 1. The construction of SPIRC scheme is se-
cure under the generic bilinear group model. It assumes
that there is unexpected collisions between asymmetric
groups.

The paper assumes that in the security game, A* con-
tains single attribute A; for some attribute j. After
Phase 2, the adversary has the following elements for each
user uy and A; from Si: G : g1,glﬁ, C = gfs, C = gi,
D} — g™, D} = g™,

Secret s encrypts the message and H(j) = ggj. G2 :
927D _ g§a+r)/B’Dj _ g;‘u+hjrukj(kkak+bk),cj/' _ g;zjs.
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Figure 2: Selective access of a mobile-based healthfolder

GT : 6(91792)a7 M. e(gth)OéS.
Adversary only knows wu; for all revoked users in
the revocation list RL*  However, secret s occurs

only in elements of the ciphertext C,C; and Cj. To
guess s, the adversary can compute e(C,D®*)) =
e(g1, o)t ks, To determine e(gy,g2)*%, adversary
must compute e(gy, g2)"*. However, it is not feasible to
compute it from D;. Hence it is difficult for the adversary
to determine the secret s in the security game. SPIRC is
hence secure under the generic asymmetric bilinear group
model.

5 Case Study: Selective Access
Mobile-based Healthfolder

5.1 System Design

We present the system design for a Mobile-based Health-
folder on a patient device. The SPIRC scheme encrypts it
and stores it on a secure storage with direct selective ac-
cess. Figure 2 shows the system design. Our preliminary
work in [29] is based on PIRATTE [21]. SPIRC scheme
improves it for scalable revocation for enhanced portabil-
ity and mobility of a patient across hospitals. The system
comprises of a patient’s mobile device with a Healthfolder
containing different health data from dispersed hospitals.

The Mobile-based Healthfolder is retained as a large
sized contactless card using NFC-based Host Card Em-
ulation(HCE) [2]. A health professional accesses the
software-based HCE contactless card by a tap of his mo-
bile device, using IoT-based communication interfaces of
NFC [11] and Bluetooth. It is supported by a cloud-based
HealthSecure service which comprises of a trusted proxy-
based server and a secure digital vault to store data sync.
The proxy-based server maintains cryptographic creden-
tials, unique user identities and support for SPIRC proxy
decryption. The service can be managed by government
intuitions, insurance companies or chain of well-known
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Table 1: Main terms for mobile-based healthfolder

Term Description

Idp Identifier for Patient

Idm Identifier for Health Professional
H/H’ Unencrypted/Encrypted Healthfolder

U User (P-Patient/M-Health professional)

CU User’s Credentials on SE
{KUpub/KUpri | User’s Public/Private RSA keys
Certu User certificate for {Idu,KUpub}
KDRUabe User CP-ABE Read decryption key
KDWUabe } User CP-ABE Write decryption key
Healthcard ith section, i = 1-7

Section;
ri Random number for Section;
Encrypted ri for ith section
E(KEWabe,ri)

rei
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Table 2: Healthfolder organization

Sections 1 2 3 4 5 6 7
Stakeholder | Basic |Allergies| Advan. Medic | Lab/ | Emerg/ | Non-
Vitals |/Disease| Vitals Immun| Admin | clinical
Doctor RW RW RW RW RW R R
Nurse RW R R R R R R
Pharmacist -- - - RW - R -
Lab Tests - - - - RW R -
Emergency RW RW RW RW RW RW RW
Patient R R R R R R RW
Admin R R R R R RW R
Read Policy | ACRB | ACRB | ACRB |ACRM | ACRL | ACRALL | ACRB
Write Policy |ACWBV| ACWSP |ACWSP|ACWM | ACWL | ACWADM ACWNC

Table 3: Healthfolder CP-ABE write access policies

T - Name Section Policy
RW={rel..re6} | Write policy encrypted random nos. TACWBYV | Basic vitals | AND(wobb,0OR(doctor,nurse,emerg))
Update; Update for Section; ACWSP Special AND(wobs,OR(AND(doctor,department),emerg))
Ksym Symmetric Session key _ACWM Medication | AND(wmed,OR(doctor,pharm,emerg))
ACWL Lab tests AND(wlab,OR(doctor,pharm,emerg))
ACWADM | Admin AND(wadm,OR(admin patient))
| ACWNC Non-clinical | AND(wnoncl, OR(emerg, patient))

hospitals and must have a policy that complies with the
requirements for Trusted computing [30].

Both devices of the patient and health professional reg-
ister with the HealthSecure service and store secure cre-
dentials and identity on tamper resistant Secure Element
(SE) in the form of a microSD card. It can be accessed
internally through applications compiled with special li-
braries on the processor. The SE utilises Java Card [27]
technology which enables Java-based applets to execute
with limited memory and processing capabilities.

After an NFC tap between the mobile devices, they mu-
tually authenticate and establish an asymmetric session
key Ksym. The patient mobile device automates Blue-
tooth setup over HCE for higher throughput. All subse-
quent communication is encrypted using Ksym. A health
professional reads and writes to set of sections on the
Mobile-based Healthfolder over Bluetooth and terminates
it after the transfer is complete.

Due to the high computational costs of bilinear pair-
ing, the Mobile-based Healthfolder outsources CP-ABE
encryption to the HealthSecure service. However, both
the Patient and Medic mobile device locally decrypt to
view the Healthfolder. The health professional evaluates
the past records and provides diagnosis and treatment for
the current medical condition. All new updates are writ-
ten securely to the Mobile-based Healthfolder. Hence a
patient retains upto date health records. Table 1 describes
the main notations for the case study.

5.2 Selective RBAC with SPIRC

The Mobile-based Healthfolder retains different health
records such as prescriptions, reports, medication de-
tails from various hospitals in standard formats such as
HL7 [16] for interoperability. It organises each depart-
ment record into different subsections. Various autho-

rised health professionals access them as per their roles
with selective RBAC as shown in Table 2.

For each section, a read access policy encrypts it, and
a write access policy encrypts a section specific random
number 74 as rei. Table 2 shows the different access poli-
cies for each section on the Healthfolder. A stakeholder
stores two decryption keys: a read decryption key KDRU-
abe and a write decryption key KDWUabe to access the
authorised sections. A CP-ABE decryption key can de-
crypt all sections for which the attributes in the key can
satisfy the section access policy.

A stakeholder first reads the Healthfolder and obtains
the concerned sections by decrypting with his read de-
cryption key KDRUabe. However, once he can read a
section, he must be able to update it only if he has access
according to the write access policy.

Figure 3 shows a sample read access policy ACRALL
which permits all stakeholders to read. Each section has
a different write access policy with a special set of as-
sociated attributes as shown in Table 3. For example,
to read sections encrypted with ACRM and ACRALL
read policies, a pharmacist must have a read decryp-
tion key with attributes that satisfy the related access
policies. Similarly, to write to sections encrypted with
ACWM write policy, the write decryption key must have
attributes which satisfy the access policy. For example
for a user pharmacist, the decryption key must have at-
tributes pharmacy, time between and 4 and wmed to sat-
isfy the access policy.

Write Access Policy. For each section i of the health-
folder, random number 77 is encrypted with the write
CP-ABE policy of the section as rei. When a stake-
holder requests to write to section i, patient chal-
lenges it with the encrypted rei for the section. If the
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Figure 3: CP-ABE read access policy ACRALL

Table 4: Sequence for SPIRC-based selective access and scalable revocation

S.No | Messages

1. Card: Personalisation: ((KPpub, KPpri, KDRPabe, KDWPabe, RW=(rel..re7))
1. Reader: Personalisation: ((KMpub,KMpri) Non-emergency:KDRMabe, KDWMabe)
2. Card <— Reader: Mutual Authentication to generate Ksym
3. Card < Reader: Action: write/read, Section;
4. Card: MP1=H’ || rei
5. Card — Reader: E(Ksym,MP1)
6. Reader «— Server: | If Emergency personnel obtain BTG keys (KDRMabe, KDWMabe)
7. Reader «— Server: | Proxy-based server-based decryption H=D(KDRMabe,H’), ri=D(KDWMabe, rei)
8. Server: Revoke users in RL
9. Server: ri’ = ri+1, Access = hash(Update;), MM1 = ri’||Update;
10. Card < Reader: E(Ksym,MM1)
11. Server: If ri’== ri+1 then accept Update;
12. Card —: Server Update; through HTTPS
13. Server: Revoke key if user is an Emergency personnel
Sync Update; on digital vault, Re-encrypt H as H”
14. Card < Server: H” through HTTPS

stakeholder has access to write, he can decrypt rei us-
ing his write decryption key KDWUabe. In response,
he computes ri’=ri+1 and sends it to the Mobile-
based Healthfolder along with the update Update;
for the section. The Mobile-based Healthfolder com-
pares the received 71’ and the locally computed value
of (ri+1). If they match, then the Update; is written
on the healthfolder, else it is rejected.

Revocation. Healthsecure service associates time-based

attributes with the decryption key and each stake-
holder must renew it periodically. The ACRALL
policy in Figure 3 shows the time-based attributes.
Decryption keys with time attributes between 1 and
4 will only satisfy this policy, else decryption will
fail. However, for a valid key time, the proxy-based
server must be able to directly revoke a user using
the SPIRC scheme and provide fine-grained access
control.

Sequence Flow. Table 4 shows the sequence diagram

for the access of the secure Mobile-based Health-
folder. The patient and health professionals per-
sonalise their device with credentials and identi-
ties on SE. After the HCE tap, they mutually au-
thenticate each other and set a secure session key
Ksym. The reader device requests to read or write
to a Section;. The card device sends the encrypted
Section; along with a challenge rei. In the case of an
emergency, the emergency professional obtains the
Break the Glass (BTG) CP-ABE decryption keys
(KDRMabe, KDWMabe) from the Healthsecure ser-
vice. The health professional uses the read and write
decryption keys to read and write to Section;. Af-
ter the session terminates, the patient mobile device
sends the update for data sync to the digital vault.
It also re-encrypts the Healthfolder with the new
Update;. After the session, the proxy-based server
revokes the BTG CP-ABE decryption key for emer-
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gency professional the SPIRC scheme.

5.3 Security Analysis

This section presents the security analysis for selective
RBAC for Mobile-based Healthfolder.

S1:

S2:

S3:

S4:

S5:

5.4 Implementation

Confidentiality.

The mobile-based Healthfolder is encrypted by
SPIRC and assures selective access by only autho-
rised health professionals to assure confidentiality.
SPIRC supports forward secrecy so that on revoca-
tion, a revoked user cannot access Healthfolder with
his credentials.

Selective read and write access.

Authorised stakeholders access various sections
through selective RBAC. Each health professional
has a separate CP-ABE decryption key to read and
write to different sections and can access them only if
the CP-ABE attributes associated with the key sat-
isfies the corresponding access policy.

Revocation.

The SPIRC scheme satisfies all revocation require-
ments for portable ciphertext R1-R5 and provides
flexibility to retain the secure Mobile-based Health-
folder on patient’s mobile device. If an adversary
user; finds Proxy data of another user;, it will not
help him with the decryption since each user has a
different set of random constants maintained on the
proxy-based server. There are however overheads of
maintaining a constant set s; for each user; on the
proxy-based server. With scalable revocation, a pa-
tient can share health records across various hospitals
and hence get mobility.

Theft of device.

On the loss or theft of a registered device, the proxy-
based server revokes the old credentials. Hence ad-
versary cannot use the device. It issues new creden-
tials along with the copy of re-encrypted Healthfolder
on the new patient mobile device.

Hence it allows portability of secure health with di-
rect sharing with trusted stakeholders.

Emergency Break The Glass Key.

An emergency person authenticates with the Mobile-
based Healthfolder and gets temporary CP-ABE read
and write decryption keys from the HealthSecure ser-
vice to provide emergency care. Later the proxy-
based server revokes the emergency keys.

and Performance
Analysis

Hardware Requirements: SPIRC-based CP-ABE re-
quires around 40 MB of RAM and 1 GHz processor. This
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Table 5: Average timings

Event | PIRATTE | SPIRC
(ms) (ms)
Server Encryption 4197 4197
Proxy decryption 1864 450
Device decryption 2143 2143

configuration is already available in mid-range smart-
phones available in developing countries like India in the
price range of 100-200 US dollars. CP-ABE has been im-
plemented and tested successfully on Android-based mo-
bile devices such as Samsung Galaxy Nexus device as well
as IoT SBS (Single Board Computing) devices [12] such
as Raspberry Pi and Intel Galileo.

The mobile-based healthfolder application discussed in
the paper is based on NFC which is available currently in
mid to high-end devices. NFC is primarily used for ini-
tial mutual authentication with the locality of reference
as well as to automate pairing of Bluetooth. However, the
application can also be deployed on the low-end devices
without NFC, by using an alternate proximity technique
of scanning secure QR~code using an inbuilt mobile cam-
era to automate Bluetooth. Hence with the growing pen-
etration of mobile devices across the world, the rollout
of such a healthcare service in future can enable a rapid
transition to health management.

The implementation of the Mobile-based Healthfolder
comprises of a JavaScript Object Notation (JSON) file
with a list of HL7 health records. The patient mobile
device emulates an HCE-based card. A health profes-
sional accesses it directly using a reader application on
the mobile device. Both mobile-based Healthfolder and
the reader applications are implemented using:

e 2 Mid-range Android mobile device such as Sony
Xperia M2 devices running Android 5.0.0 (Lollipop)
which supports NFC-based HCE.

e Proxy-based CP-ABE scheme SPIRC scheme for se-
lective access

e GO-Trust based secure microSD cards [14]. It in-
cludes Java card chip for SE on the microSD card, to
store credentials and identities.

e Android SDK and Android Studio

e MongoDB and Python interpreter to maintain the
HealthSecure service with Proxy-based Server for

SPIRC.

The Health secure service outsources encryption to the
proxy-based server. Decryption is performed partially
on the user’s mobile device and the Proxy-based server.
When a patient visits an OPD for a department, typically
a doctor reviews the previous health records. This paper
assumes that a doctor would review approximate past 10
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Table 6: Comparison for revocation requirements

Requir. | PIRATTE | M-PERMREV SPIRC
[21] [13] (Proposed)
R1 No Yes Yes
R2 Yes Yes Yes
R3 Yes Yes Yes
R4 No Yes Yes
R5 Yes No Yes

records at a time to gather the health history for a spe-
cific department. Hence, for the evaluation, 10 records
are chosen, with an original size of 17KB and encrypted
size of 57 KB. Table 5 shows the average timings for the
Healthfolder encryption and decryption using PIRATTE
and SPIRC scheme. It indicates that the overheads for
the security computations for encryption and decryption
of Healthfolder for both PIRATTE and SPIRC are similar
with acceptable values for usage. SPIRC has lower over-
heads of proxy decryption as compared to PIRATTE since
it associates proxy data with constant values instead of
using Lagrange-based secret sharing in PIRATTE. Hence
the total decryption time for SPIRC is lower as compared
to PIRATTE.

Figure 4 shows the impact of the size of records for en-
cryption, decryption and access time. It indicates that
there is a significant increase in time to read as the number
of records increase. However, it does not effect the encryp-
tion and decryption timings, since the size of ciphertext
does not change. An AES key encrypts the Healthfolder,
and the CP-ABE key is used to encrypt the AES key
which remains constant. The read time comprises of com-
munication time and decryption time to view the records.
Since the communication time increases with the number
of health records, the read time also increases. Figure 5
shows the increase in the timings for key generation, en-
cryption and decryption with the increase in the number
of attributes. Figure 6 illustrates that the increase in
the number of attributes does not affect the storage size
of encrypted Healthfolder. However, similar to CP-ABE,
the key size increases with the increase in the number of
attributes.

6 Performance Comparison

Table 6 illustrates the comparison of the different revo-
cation techniques for the revocation requirements. Only
SPIRC fulfils all the requirements R1-R5. Hence it is suit-
able for secure and selective access of a portable cipher-
text and provides ease of usage to the owner and other
non-revoked users.

Table 7 shows the comparison of CP-ABE techniques for
overheads of storage and computational overheads of en-
cryption and decryption. It also describes the terms used
for comparison. The comparison assumes that all CP-
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Table 7: Comparison of storage and performance
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Scheme | CP-ABE [§] PIRATTE [21] M-PERMREV [13] SPIRC
(Proposed scheme)
Size of keys and ciphertext in different schemes

PK 2Lg1 + Lg2 + Lar 2Lg1 + Lg2 + Lar 2Lg1 + Lag2 + Lar 2Lg1 + Lg2 + Lar

MK Lgi+ Lzp Lgi+ (1 +t)Lzp L1 +2Lzp Lgi+ Lzp

SK Laa+ (a+ Le1 + La2)|Av | La2 + (a+ Lai+ La2+ (a+ L1 + La2)|Av | La2 + (a+ Lai+

2Lg2)|Au 2Lg2)|Au

cT (2]Ac|+1)Le + La2 (2[Ac|+ 1) Le1 + La2 | (2JAc|+1)Lg1 + Lae (2]Ac|+1)Le1 + La2

Broadcast | None tZy + |Au|La2 + Zp Lg1 + La2 Zp + |Au|Laa
Comparison of computational overhead

Encrypt. (2AC + 1)G1 + G (2Ac + 1)G1 + G (2Ac + 1)G1 + G (QAC + 1)G1 + G
Decrypt. | 240C. + (219] 1 2)C= 3A,C. 1 (218] + 2)02 | 240C. + (25| + 3)Ca 3A,C. + (215 + 2)Ga

Ac: Attributes of ciphertext C; Ay: Attributes of user U; a: Length of an attribute; C.: Number of bilinear pairings

G;: Group or operations in group ¢, i = 1 or 2; S: Least interior nodes satisfying access structure (including root node);
L*: Bit length of element in *; ¢ number of users to be revoked

ABE schemes use asymmetric group pairing. All schemes
have similar lengths for public key PK. However, the mas-
ter key MK is shorter in SPIRC as compared to PI-
RATTE |[21] since there is no generation of polynomial
P. Both PIRATTE and SPIRC have similar lengths for
private key SK, but which is longer as compared to the
Bethencourt et al.’s CP-ABE [8] and M-PERMREV [13]
schemes (both have same lengths for SK). SK is depen-
dent on the number of attributes Ay allocated to the
user U. The ciphertext length is dependent on the num-
ber of attributes of ciphertext A and is the same for all
schemes. There is no broadcast overhead for Bethencourt
et al.’s CP-ABE scheme [8]. The Broadcast overhead for
PIRATTE is dependent on the number of revoked users
and the number of attributes of a user Ay. The broadcast
overhead of M-PERMREYV is constant since it is only a
state update for a user. However, it links a separate user
state for each ciphertext and does not satisfy revocation
requirement R5. SPIRC broadcasts a constant value for
proxy data and is independent of the number of revoked
users and dependent only on the number of attributes of
a user Ay. Also unlike M-PERMREV, the proxy data
is not be linked with the ciphertext such that there is
an overhead of creating separate proxy data for each ci-
phertext for a user. The encryption time is dependent
on the number of attributes in the ciphertext A¢ and is
similar to all schemes. The decryption time for PIRATE
and SPIRC is higher as compared to the decryption time
for CP-ABE and M-PERMREYV, due to an extra bilinear
pairing for proxy-base decryption. Due to simpler proxy
data generated, the overall decryption time for SPIRC is
smaller as compared to PIRATTE.

7 Conclusion and Future Work

Portable devices such as mobile devices can retain critical
data encrypted with CP-ABE for fine-grained selective ac-
cess control. This paper proposes a novel SPIRC scheme

which improves PIRATTE [20] for scalable revocation. It
satisfies all the revocation requirements RI-R5 for ease
of maintenance of ciphertext on a portable device. The
overheads for generation of the master key and broad-
cast data as lower as compared to the PIRATTE scheme.
Also, SPIRC does not associate the proxy data with the
ciphertext as in the M-PERMREV scheme [13].

The paper presents a case study for using SPIRC for
sharing secure portable Mobile-based Healthfolder with
various health professionals over NFC as a contactless
card. The Mobile-based Healthfolder is a next genera-
tion future Healthcard which can provide highly available
and secure dispersed health records. The healthfolder can
be shared with multiple health professionals using selec-
tive RBAC and provides mobility of patient across various
hospitals. With the reduction in prices and the increase in
penetration of mobile devices across the world, they can
assist in the secure portable management of health data
in emerging countries like India. The paper also success-
fully demonstrates the implementation and evaluation of
a prototype of SPIRC for Mobile-based Healthfolder on
mid-range Android devices with acceptable overheads for
security and access.

Our work is the first novel attempt to address secure
data on a portable device using Bethencourt et al.’s CP-
ABE [8] with scalable user revocation. SPIRC can provide
multi-user selective access to IoT devices such as users
with different roles in a family access a car with their
mobile devices to lock/unlock, configuration setup and
access logs using selective RBAC.

The SPIRC scheme can be enhanced in future for sup-
porting single key authority and multi-key authority del-
egation as well as attribute revocation. In future, we
can compare SPIRC with other schemes such as those
by Ibraimi et al. [19] using provably secure CP-ABE
scheme [10] and by Lewko et al. [7] based on LSSS. Since
mobile devices are vulnerable to security threats, the se-
curity scheme must assure that they are not susceptible
to malware [1] and have trustful states. We can also use
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secure smart card-based authentication [18] using Secure
Element on a mobile device.
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