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Abstract

Nowadays, the users’ authentication is a main aspect of
any security system in which network access should be
completed by only accepted users. For this purpose, the
EPS network uses EPS-AKA procedure to authenticate
the mobile users. In this paper, we present and analyze
this procedure and we propose a new solution in order to
manage its weaknesses and vulnerabilities. This solution,
called Improved EPS-AKA, is a combination between the
simplicity of deployment, the full mutual authentication
and the secured communication between all network enti-
ties. Finally, our solution is checked and validated by the
AVISPA model.

Keywords: 4G Security; Authentication; AVISPA; EPS-
AKA; LTE-SAE

1 Introduction

During the last three decades, many new mobile networks
have been developed after the first generation. The EPS
(Evolved Packet System) network is one of the fourth-
generation networks, which was modeled to increase not
only the user data rate and mobile communications secu-
rity, but also the network reliability. The EPS system is
the result of combination between Long Term Evolution
network (LTE) and System Architecture Evolution net-
work (SAE) in which the LTE plays the role of an access
network and the SAE as a core network [11]. In fact, the
LTE is an evolved UTRAN connected directly to mobile
users via base stations called eNodeB, while the SAE is an
IP-based network, which contains many network elements
to connect mobile users with outside networks. The main
elements of SAE network are as follows [2, 11]:

1) Home Subscriber Server (HSS): A main subscribers
database, which contains authentication parameters
and subscription information of mobile users;

2) Mobility Management Entity (MME): The control
node which handles control functionalities, such as
security functionalities;

3) Packet Data Network Gateway (PGW): A bridge be-
tween SAE network and external IP-based networks
in order to manage mobile users’ data;

4) Serving Gateway (SGW): A bridge between E-
UTRAN and PGWs in order to manage mobile users’
data and mobility.

Regarding mobile user authentication, the 3GPP group
has chosen the EPS-AKA (Evolved Packet System - Au-
thentication and Key Agreement) as a procedure of mo-
bile users’ authentication in the EPS networks [1]. How-
ever, the procedure does not provide a real secure authen-
tication protocol [3]. Many researches have been carried
out to address this weakness by improving or modifying
totally or partially the initial procedure. Currently, the
most proposed solutions are designed to improve the ini-
tial procedure as it will not make a considerable change
to the network. Cao et al. in [10] have made a survey
on the security weaknesses of the 4G LTE network and
the proposed solutions in the literature. Indeed, the EPS-
AKA authentication mechanism was found vulnerable to
several kinds of passive and active attacks, breakthrough
of the privacy, Denial of Service attacks and some IP at-
tacks. However, many solutions have been proposed to
cover these issues but still doest not provide a real secure
full authentication procedure like in [4–7,15,17].

With a wide range of potential applications, Machine
Type Communication (MTC) is gaining a tremendous in-
terest among mobile network operators, equipment ven-
dors and research bodies. Regarding mobile networks,
the MTC becomes an important part of the 4G and 5G
network infrastructure in which the communication is es-
tablished between different devices sharing similar fea-
tures and the core network [12, 14]. Traditionally, each
device must authenticate separately to others, which in-
crease the signaling and communication latency between
the serving network and the home network. To cover this
issue, Giustolisi et al. have proposed a group-based AKA
to authenticate a group of devices [14]. Despite the solu-
tion protects the permanent identity of the mobile users
in the air links as the mobile user never send his IMSI,
this identity is always in danger on the wired links as the
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transmission is done in plaintext format. As well, the
network privacy is in danger as it is vulnerable to traffic
redirection attacks.

With the rapid development of the smart-cards, the
smart-card-based password authentication as a two-factor
authentication mechanism (2FA) becomes the subject of
many research in the last two decades in which hundreds
of this type of schemes have been proposed [27–29]. By
the way, the 2FA is a mechanism for confirming the iden-
tity claimed by a mobile user by utilizing a combination
of two different factors, which means that the user who
owns the smart card and its corresponding password is the
one who can connect to the server [29]. Indeed, password
protection is the main challenge of the 2FA mechanism
as it can be leaked from a compromised server or from
the user itself. For this reason, several schemes have been
proposed to cover these issues like Yi et al.s in [32] where
they have proposed to distribute the password files and
the users’ data into several servers to prevent the pass-
word leakage from a compromised server, while Yan et al.
in [31] have proposed to use a trusted device by users to
avoid the password leakage from users’ side. Although
significant efforts have been made to develop safe and
effective 2FA schemes, a small effort has been made to
design systematic systems to evaluate the 2FA schemes.
Hence, Wang et al. have proposed a systematic frame-
work that contains a practical adversary model as well as
a well-refined criteria set, which was used to evaluate and
analyze 67 proposed schemes in the literature. Thus, the
proposed schemes do not satisfy truly the security goals
of the 2FA mechanism. Therefore, a new scheme has been
proposed [29].

The reminder of this paper is organized as follows. In
Sections 2 and 3, we describe and analyze the EPS-AKA
procedure, while in Sections 4 and 5 we present and an-
alyze the new solution. In Section 6, we describe the
AVISPA tool that is used to test the new solution and
Section 7 present the tests results. Finally, we draw our
conclusions and interpretations.

2 EPS-AKA Protocol

The EPS-AKA procedure is an authentication protocol
defined by 3GPP group for mobile users’ authentication
when they access to EPS network via E-UTRAN. The
procedure is an improvement of UMTS-AKA used in 3G
network in order to have a strong authentication proto-
col. The authentication procedure as shown in Figure 1
is described as follows [13]:

1) UE −→ MME: The user equipment (UE) starts the
authentication procedure by sending its permanent
identity IMSI to the serving MME in an attach re-
quest message;

2) MME −→ HSS: In the authentication information
request message, the serving MME forwards the re-
ceived IMSI and its network identity SNID to the

home HSS;

3) HSS −→ MME: Consequently, the HSS checks the
IMSI and the SNID in order to generate an authen-
tication vectors array when the verification is done
successfully. In the authentication information re-
sponse, the HSS shares these authentication vectors
with the serving MME. In fact, each authentication
vector contains a random number (RAND), a local
master key (KASME), an expected response (XRES)
and an authentication token (AUTN);

4) MME −→ UE: The serving MME stores then the re-
ceived authentication vectors and selects one to an-
swer to UE’s request. In the authentication request
message, the serving MME sends the value of RAND
and AUTN to the UE. For future authentication, the
serving MME will select an unused authentication
vector from its database or from previous serving
MME;

5) UE −→ MME: Consequently, the UE calculates its
AUTN and compares it with the received one in or-
der to authenticate the home HSS. After a successful
authentication, the UE calculates the value of RES
and then sends it to the serving MME;

6) MME: Finally, the serving MME compares the value
of RES and XRES to authenticate the UE.

3 Security Analysis of EPS-AKA
Protocol

Currently, the EPS-AKA protocol presents many threats
and weaknesses, which can affect the privacy and secrecy
of the network and mobile users. We explain and analyze
below some threats and possible attacks [3]:

• IMSI leakage: In the attach request message, the UE
sends its permanent identity (IMSI) to the serving
MME in plaintext without confirming, in advance,
the honesty of this MME. Therefore, an attacker who
can catch and read this message can easily identify
this UE and then affect his privacy;

• SNID leakage: According to 3GPP specifications [1],
the serving network identity (SNID) is a combination
of mobile country code (MCC) and mobile network
code (MNC). In the authentication information re-
quest message, the serving MME sends its identity
to the home HSS in plaintext. Therefore, an attacker
who can catch and read this message can easily iden-
tify this MME and then impersonate the serving net-
work;

• GUTI Tracking: The radio interface is a weak space
against attacks. Therefore, the knowledge of the
UE’s temporary identity (GUTI) may affect the pri-
vacy of that user in which a fake eNodeB or MME
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Figure 1: EPS-AKA procedure

can use this information to ask the UE to send its
permanent identity and then affect the UE’s privacy;

• Key leaked: Usually, the transmission over wired
links is performed in plaintext, so an attacker can
easily catch the authentication vectors shared with
the serving MME and then gets the value of session
keys. Therefore, the attacker can affect the secrecy
of UE’s communications;

• Link leakage: The transmission between EPC net-
work entities is not protected against attacks because
the transmission is performed in plaintext. There-
fore, an attacker can easily catch the shared informa-
tion and then affect the network privacy and secrecy;

• Traffic redirection: According to 3GPP specifica-
tions [1], the UE uses the value of AUTN to authen-
ticate the HSS and the serving MME uses the value
of RES to authenticate the UE, while the UE does
not authenticate the MME and the MME does not
authenticate the HSS. Therefore, the traffic redirec-
tion from an honest network to a fake network can
be done by attackers.

4 Improved EPS-AKA Protocol

As described above, the EPS-AKA protocol still has some
weaknesses related to the privacy and secrecy of the net-
work and mobile users. To avoid such situation, the com-
munication between UE and network in one side and be-
tween network elements in the other side should be pro-
tected. As well, the involved entities in the authentica-

tion procedure should be authenticated by each other’s
and the identity of the UE and network should be kept
away from the third parties. Therefore, we propose the
following changes to the original procedure:

• The communication between the involved entities
in the authentication procedure is protected by the
asymmetric cryptography system [20];

• The UE’s permanent identity (IMSI) is hidden from
the serving MME;

• The UE uses new symmetric key (NK) calculated by
applying the XOR (exclusive or) operator to a gen-
erated random key (RK) and the original symmet-
ric key (K) that is installed on its USIM card. The
purpose of this new symmetric key is to protect the
procedure from the replay attacks [18];

• The UE and HSS use a new secret parameter, called
User Validation Parameter (UVP), to authenticate
the UE by the HSS. The purpose of this new param-
eter is to protect the UE to be impersonated by an
attacker when the UE’s permanent identity is leaked;

• The serving MME and the home HSS use two new
secret parameters, called Serving Network Validation
Parameter (SVP) and Home Network Validation Pa-
rameter (HVP). The SVP is used to authenticate the
serving MME by the home HSS while the HVP is
used to authenticate the home HSS by the serving
MME. Indeed, the two new parameters are an agree-
ment between the home network and the serving net-
work.
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The improved EPS-AKA procedure is illustrated and ex-
plained below (Figure 2):

1) UE −→ MME: Firstly, the UE generates a random
key RK to calculate a new symmetric key NK by ap-
plying the XOR operator to this random key and
the original symmetric key K: NK = RK ⊕ K.
After that, it executes the hash function H on the
new symmetric key and the UVP parameter: UA =
H(NK.UV P ). By using the HSS’s public key (Pkh),
it encrypts the values of UA, RK and IMSI in which
the result is sent to the serving MME in the attach
request message with the value of the hybrid IMSI
(HIMSI). In fact, the HIMSI is the first five digits
of IMSI, which are related to country and network
codes;

2) MME −→ HSS: The serving MME uses the HIMSI to
get the HSS’s public key from its database to encrypt
its network identity (SNID), its SVP parameter and
the encrypted value sent by the UE. Then, the result
is sent to the home HSS;

3) HSS −→MME: The HSS uses its private key (Prh) to
decrypt the received messages and gets the values of
UA, IMSI, RK, SNID and SVP. In order to authen-
ticate the serving MME, the HSS uses the SNID to
get the value of SVP parameter and then compares
it with the received one. After a successful authenti-
cation, it uses the IMSI to get the value of the UVP
parameter and the symmetric key K in which the lat-
ter is used to calculate the new symmetric key by the
same way as UE: XNK = RK ⊕K. In order to au-
thenticate the UE, it calculates the value of XUA =
H(XNK.UV P )) and compares it with the value of
UA. After a successful authentication of MME and
UE, the HSS executes the hash function H on the
SNID and the XNK: MA = H(XNK.SNID)) in
which the result is encrypted by the UE’s public key
(Pku). Moreover, it generates an authentication vec-
tors array, which is encrypted by the MME’s pub-
lic key (Pkm) with the UE’s public key (Pku), the
home network identity (HNID), the HVP parameter
and the value of MA encrypted by the Pku key. Fi-
nally, the result is sent to the serving MME in the
authentication response message;

4) MME −→ UE: The serving MME uses its private key
(Prm) to decrypt the received message and then au-
thenticates the HSS by verifying the HVP parameter.
After a successful authentication of the HSS, it stores
all data and choose one authentication vector (AV) to
answer to UE’s request. By the received UE’s public
key (Pku), it encrypts its identity SNID, its public
key Pkm, the value of encrypted MA and the val-
ues of RAND and AUTN obtained from the selected
vector, which are sent to UE in the authentication
request message;

5) UE −→ MME: The UE decrypts the received mes-
sages by its private key (Pru). In order to authenti-
cate the serving MME, the UE calculates the value
of XMA by using the value of its new symmetric key
NK and compares it with the received MA. After a
successful authentication of the serving MME, it cal-
culates the value of AUTN and compares it with the
received one in order to authenticate the HSS. After
a successful authentication of the serving MME and
the home HSS, it calculates the value of RES and en-
crypts it with the received Pkm. Finally, the result
is sent to the serving MME;

6) MME: Finally, the serving MME compares the values
of RES and XRES to authenticate the UE.

5 Security Analysis of Improved
EPS-AKA Protocol

The improved EPS-AKA protocol is designed to be a full
mutual authentication protocol and solve the problem of
the privacy and secrecy of the original protocol. A secu-
rity analysis of this protocol is explained below according
to the threats mentioned in Section 3:

• IMSI leakage: The UE encrypts its permanent iden-
tity (IMSI) by the HSS’s public key before sending
it to the serving MME. Therefore, the UE’s identity
is protected even if the serving MME is an attacker
because it will need the HSS’s private key to decrypt
the message;

• SNID leakage: Using the SVP parameter by the HSS
to authenticate the serving MME can protect the
serving network from being impersonated by an at-
tacker even if the SNID is disclosed. In addition,
the transmission of this parameter is encrypted by
the HSS’s public key, which means that the attacker
needs to know the HSS’s private key to know the
value of SVP parameter;

• GUTI Tracking: The transmission of the UE’s per-
manent identity is protected by the HSS’s public key.
Therefore, an attacker cannot get the value of this
identity even if he knows the value of his temporary
identity, because he will need the HSS’s private key
to decrypt the message;

• Key leaked: The transmission of the UE’s authenti-
cation vectors is protected by the MME’s public key.
Moreover, the serving MME must be authenticated
successfully by the HSS before having these vectors.
Therefore, a fake MME needs to be authenticated
successfully by the HSS and needs to know the pri-
vate key of the true MME to have these vectors and
thus the session keys;

• Link leakage: The transmission of the authentication
messages is protected by the asymmetric cryptogra-
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Figure 2: Improved EPS-AKA procedure

phy, which protects the network links against the dis-
closure of the shared information;

• Traffic redirection: The HSS needs to authenticate
successfully the UE and the serving MME before
sharing any information related to this UE’s authen-
tication. In addition, the serving MME needs to
authenticate successfully this HSS before sending an
authentication request message to the UE. Similarly,
the UE needs to authenticate successfully the home
HSS and the serving MME before confirming its ac-
cess to the network in which the serving MME ac-
cepts this access if the authentication of that UE is
succeeded. Therefore, the improved EPS-AKA is re-
sistant against redirection attacks because each in-
volved entity in the authentication procedure is au-
thenticated by the others.

Furthermore, many schemes have recently been proposed
to also secure the authentication procedure and solve the
privacy problem in EPS networks. We present below three
proposed schemes in order to compare them with our so-
lution. The result of this comparison is shown in Table 1.

Hamandi et al. have proposed a privacy-enhanced to
the initial EPS-AKA in which the aim is to minimize the
transmission of IMSI and remove the linkability between
the IMSI and GUTI [16]. In fact, the idea is to replace
the permanent identity by a dynamic identity based on
the RAND value and redefine the temporary identity by
removing the MCC and MNC from the GUMMEI and
calculating the M-TMSI by using the encryption and in-
tegrity keys of the NAS traffic. These keys are shared

between the UE and the serving MME. In addition, the
transmission of IMSI in the first attach is protected by the
home HSS’s public key and randomized by a timestamp.
However, the transmission delay can affect the whole pro-
cedure if the request doest not arrive to the home HSS
in the acceptable delay, hence the HSS will reject the re-
quest. This case is mostly happened when the serving
MME and the home HSS are belongs to different net-
works (roaming case). As well, the transmission over the
wired links is achieved in plaintext, which can affect the
transferred information.

Wang et al. have proposed in [30] an improved privacy-
preserving to Li et al. scheme [19] as it is found vulnerable
to user anonymity violation attack and offline password
guessing attack. Indeed, the both schemes are based on
the use of a password-based smart card when a mobile
user tries to access a foreign network and this password is
used in the authentication parameters. However, the hu-
man action can affect the whole procedure as the human
being can forgot the password of his or her smart-card or
make multiple times a wrong password, which will block
the smart-card and then the network access will not be
possible. In addition, the human user can use the same
password to access other applications and servers, such
as e-mails, credit cards and so on, hence if the password
is leaked from a non-secure access to these application
and/or devices, the mobile user privacy can be affected.

Ramadan et al. have proposed in [22] a new scheme to
solve the problem of radio attacks such as base station at-
tacks in order to provide user-to-user mutual authentica-
tion and key agreement security in which the authentica-
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Table 1: EPS network authentication schemes comparison result

Our
scheme

K. Hamandi scheme D. Wang scheme M. Ramadan scheme

IMSI leakage Safe Safe: The IMSI is
encrypted before being
sent.

Safe: The identity used
instead of the IMSI is pro-
tected before being sent.

Safe: The hash value of
the IMSI is used instead of
the IMSI.

SNID leakage Safe Unsafe: The SNID is
sent in plaintext.

Unsafee: The identity
(IDFA) used instead of the
SNID is sent in plaintext.

Safe: The hash value of
the SNID is used instead
of the SNID.

GUTI Tracking Safe Safe: The new iden-
tity is calculated sep-
arately in both sides
(UE and MME).

Not specified. Safe: The hash value of
the IMSI/GUTI is used in-
stead of the IMSI/GUTI.

Key leaked Safe Unsafe: The AVs are
sent in plaintext.

Safe: The session keys are
calculated separately in
both sides (foreign agent
and mobile user).

Safe: The session keys
are calculated separately
in both sides (user A and
user B).

Link leakage Safe Unsafe: The trans-
mission over the wired
links is done in plain-
text.

Safe: A pre-shared sym-
metric key is used between
foreign agent and home
agent.

Unsafe: The transmis-
sion between HSS and
MME is not secured.

Traffic redirec-
tion

Safe Unsafe: The property
of full mutual authen-
tication is not applied.

Unsafe: The property of
full mutual authentication
is not applied.

Unsafe: The property of
full mutual authentication
is not applied.

tion is done between mobile users and the serving MME,
while the HSS is used only to generate the system param-
eters from the security parameters. In fact, the proposed
scheme is based on the Designated Verifier Proxy Signa-
ture (DVPS) in which the network is operate as a proxy
and a non-trusted party. However, the idea of doing a
user-to-user mutual authentication is interesting but the
solution doest not provide any network privacy protection
as the communication between the home network and the
serving network is not discussed.

6 AVISPA Description and Archi-
tecture

The validation of security protocols is more difficult than
normal communication protocols. Recently, many re-
searches have been done to design validation tools by us-
ing the formal verification mechanism. R. Patel et al.
in [21] have made a comparative study on the existing se-
curity verification tools in which they have concluded that
the Scyther and AVISPA tools are the most efficient to
verify and falsify security protocols. Therefore, we have
chosen AVISPA to validate our solution.

The AVISPA project has been funded by European
Community under the Information Society Technologies

Program in which the High-Level Protocol Specification
Language (HLSPL) was chosen as the programming lan-
guage for the formulation of security protocols [23]. In
fact, the HLPSL program is translated to intermediate
format (IF) in order to be used by the four following
back-ends tools: OFMC, CL-AtSe, SATMC and TA4SP
(Figure 3) [26].

The HLPSL specification is defined by roles instead of
messages, so it is sometimes difficult to confirm the cor-
respondence between the HLPSL program and what the
protocol designer wants to design. For this reason, an an-
imator tool, called Security Protocol Animator (SPAN),
has been developed to write, animate and understand
the HLPSL specifications and build a Message Sequence
Charts (MSC) of the protocol. In addition, the SPAN
tool can simulate the possible attacks by constituting an
active intruder [9].

7 Specification and Validation

The validation tests of the Improved EPS-AKA have been
performed by the SPAN tool in which the security features
to be simulated are mentioned in the HLPSL program
goals section. By the way, our HLPSL program is divided
into six sections in which the first three ones define the
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Figure 3: AVISPA Architecture

Figure 4: Improved EPS-AKA protocol simulation

role of UE, MME and HSS while the last three ones define
the sessions, environment and goals of the protocol [24].
The improved EPS-AKA protocol simulation is illustrated
in the Figure 4.

In order to check the robustness of the protocol, the
following security features have been verified:

Secrecy: The expression secret(K,k,{A,B}) in the
HLPSL program means that the value K produced or
selected by a role played by the agent A is a shared
secret between this agent and the agent B in which
k is used to identify the secrecy goal in the goals sec-
tion. In our case, the values of IMSI, K and UVP
should be kept secret between the UE and the HSS
while the values of SVP and HVP should be kept
secret between the HSS and the MME;

Full mutual authentication: The full mutual authen-
tication is obtained when the involved entities in the
authentication procedure authenticate each other’s.
The verification of such goal is done by declaring the
authentication request in the agent to be authenti-
cated and the authentication witness in the authen-
ticator. In our case, the UE authenticates the HSS
by checking the AUTN value and the HSS authen-
ticates the UE by checking the UA value. As well,

Figure 5: Improved EPS-AKA simulation results by
OFMC

Figure 6: Improved EPS-AKA simulation results by Cl-
AtSe

the UE authenticates the MME by checking the MA
value and the MME authenticates the UE by check-
ing the RES value. Finally, the HSS authenticates
the MME by verifying the SVP parameter and the
MME authenticates the HSS by verifying the HVP
parameter.

In addition, the protocol robustness is also simulated
by introducing in the intruder knowledge any information
that can be known by the attackers. In fact, the Figures 5
and 6 show the results of the simulation by OFMC and Cl-
AtSe verification tools [8,25]. As we can see, the summary
of the simulation shows that the protocol is safe and that
no attack has been detected. Therefore, all security goals
mentioned above have been satisfied.
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8 Conclusions

The EPS-AKA protocol objectives are quite similar to
those for UMTS-AKA, used in 3G networks. The en-
hancement of EPS-AKA is that it provides implicit serv-
ing network authentication, which is achieved by binding
an appropriate key, KASME, to the serving network iden-
tity. However, the existing EPS-AKA protocol does not
offer a real secure authentication. Therefore, in this paper
we proposed a new method called Improved EPS-AKA,
which offers a secure authentication procedure by protect-
ing any message exchange by the asymmetric cryptogra-
phy system. Moreover, it protects the confidentiality of
the UE and network even if the serving MME and the
HSS are belong to the same network. The AVISPA tool
was used to validate this new solution in which the result
shows that it is resistant against attacks such as a re-
play attacks. The choice of AVISPA tool to validate our
solution is due to the validation tools that it contains,
which are used to validate the security protocols such as
the authentication protocols. However, the security goals
defined in a formal model may be different from the oth-
ers, hence the simulation results may be different also. In
addition, new attacks may be appeared in the future and
may be difficult to model on a formal verification model.
Therefore, if the security model used is currently the right
one, the correctness of a security proof generally depends
on the attacking experience.
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