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Abstract

Vehicular Ad hoc Network (VANET) is identified as a key
part of Intelligent Transport framework. VANET plays a
significant role to establish communication between Vehi-
cle to Vehicle (V2V) and Vehicle to Infrastructure (V2I).
Keeping in mind the end goal to build an effective net-
work, it is expected to have steadiness of security and
transmission of unwavering quality in VANET. In this pa-
per, a discrete event based threat driven authentication
approach to provide secure communication between V2V
and V2I is proposed. A combination of re-encryption key,
public key, private key and session key is used by this ap-
proach for guaranteeing a secure communication between
vehicle to vehicle and vehicle to Road side Unit (RSU).
The analysis of the proposed approach is realized by using
Petri nets and Veins framework. The proposed approach
is also compared with the related works on the basis of
computational overhead (CO), throughput, packet deliv-
ery ratio and average delay. The evaluated results reflect
that proposed approach outperforms.

Keywords: Road Side Unit; Vehicle to Infrastructure; Ve-
hicle to Vehicle; Vehicular Ad hoc Network

1 Introduction

VANET act as a promising application situation for facil-
itating intelligent transport system. In VANET, V2V and
V2I are the two types of primary communications [6,7,17].
In VANET vehicles are having their communication de-
vices, through the help of which vehicles initiate commu-
nication among themselves and also communicate with
the RSUs placed at vital points on the side of road. In
V2V communication, the on board unit(OBU) embed-
ded in vehicles frequently broadcast information related
to location of the vehicle, speed of the vehicle, present

time, direction, acceleration/deceleration of the vehicles
and traffic events [12, 18]. Due to which driver can ob-
tain a better-quality understanding of their driving situ-
ations. Moreover, with the help of the information fre-
quently broadcasted by OBU, VANET plays a vital role
in prevention of accidents, in providing solution for heavy
traffic jams and in broadcasting of alternate road mes-
sages [13]. On the other hand, vehicles are provided with
internet facilities for accessing local information, enter-
tainment, songs and movies in V2I communication [15].

Security and privacy are the major barricades in the
successful deployment of VANET [9]. Before utilizing the
above attractive applications of VANET, issues related to
security and privacy must be resolved. Authentication
and integrity of messages exchanged among vehicles and
between vehicles and RSUs must be ensured. To pro-
vide security and privacy to the information exchanged
among vehicles and between vehicles and RSUs, it is very
important to establish secure authentication among vehi-
cles and between vehicles and RSUs. Plenty of research
work has been done in VANET related to privacy and
security preservation based authentication schemes. But
most of the existing authentication schemes are vulnera-
ble to various types of attacks in VANET which results
in lesser throughput and high computational cost There-
fore, to design a secure authentication scheme with high
throughput and low computational cost still remains a
primary challenging problem in VANET.

Thus primary aim of this paper is to address the au-
thentication problem among the vehicles and between ve-
hicles and RSUs. The authentication among the vehicles
and between vehicles and RSUs helps to prevent acci-
dents and traffic jams. Moreover, it can also be utilized
as fundamental information for any type of responsibility
issue after accident. In order to provide an efficient secu-
rity mechanism in VANET, this paper proposes a discrete
event based threat driven authentication approach. Per-
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formance of the proposed approach is analyzed by using
Petri net model and veins framework.

The remainder of this paper is organized as follow. Sec-
tion 2 describes the related work. Next, Section 3 de-
scribes the methodology of proposed authentication ap-
proach. Section 4 describes the petri net model of the
proposed authentication approach. Section 5 describes
the system model used to simulate the proposed authen-
tication approach. Results and discussions are described
in Section 6 before concluding the paper in section 7.

2 Related Works

This section describes in brief the different types of exist-
ing authentication schemes in VANET.

In [10] to diminish the entrust of authentication de-
lay, an authentication scheme is proposed that utilize a
process based on dynamic session secret to increase the
computational efficiency and speed of authentication pro-
cedure. This scheme has efficient authentication ability
and safeguards the VANET towards variety of malicious
attacks.

In [11] an efficient authentication protocol is proposed
to provide an anonymous authentication that utilize cer-
tificate less signcryption without pairing. Even in the ab-
sence of RSU, the proposed protocol performs efficiently.

In [14] an exhaustive message authentication scheme is
proposed that provide authentication among inter RSU
ranges and between Intra RSU ranges. This authenti-
cation scheme also permits the hand off among different
RSUs. This scheme provides an efficient secure commu-
nications by balancing the computational overhead.

In [4] a trust evaluation mechanism is utilized to calcu-
late trust value for the nodes. The trust values assigned to
nodes are useful in identifying the malicious nodes in the
network. Moreover, a layered structure is demonstrated
to establish communication among the authenticating ve-
hicles.

In [5] a novel and efficient authentication method is
proposed to provide authentication to public and private
vehicles in VANET. To speed up the process of many to
one communication, the total signature and total sign-
cryption are utilized.

In [16] an authentication protocol based on blind sig-
nature scheme is proposed for I2V communication. This
authentication scheme not only provide speedy authenti-
cation but also assure the security and location anonymity
to the vehicle.

In [2] an authentication scheme is described that uti-
lize identity based signature mechanism in a way to pro-
vide multiple level of secrecy to vehicles in VANET. This
authentication scheme utilizes an efficient pseudonyms is-
suance mechanism with the help of which pseudonyms
issuer can issue unique pseudonyms to the vehicles. More-
over, each pseudonym binds with the expiration date due
to which no public key certificate is required by this pro-
tocol to implement short term credentials.

In [1] time stamp based authentication approach is pro-
posed to provide authentication among vehicles and RSU.
Legal users are protected from malicious attacks with the
help of this authentication approach. This authentication
approach provides privacy to every vehicle by not reveal-
ing the original identity of vehicles.

In [3] a light weight authentication scheme is mentioned
that provides authentication among vehicles and RSUs in
VANET. This scheme utilizes hash function, XOR opera-
tion and symmetric cryptography to provide privacy and
security among vehicle and RSU in VANET.

In [8] a novel ID based authentication scheme is pro-
posed to provide secure RSU to Vehicle communication
in VANET. For authentication this scheme uses road pass
ticket and vehicle plate number. The effectiveness of this
scheme is is analyzed by using Petri nets.

The aforementioned conventional authentication
schemes discussed so far do not provide the complete
authentication solution for VANET. As these schemes
either provides authentication among the vehicles or
between vehicles and RSUs. None of the aforementioned
authentication schemes provides authentication among
the vehicles and between vehicles and RSUs together
which results in lesser throughput and high computa-
tional overhead. Therefore, the authentication approach
proposed in this paper provides authentication among
the vehicles as well as the authentication between vehicles
and RSUs. Thus providing the complete authentication
solution for VANET.

3 Proposed Authentication Ap-
proach

In this approach, before starting the authentication pro-
cess among vehicles and between vehicles and RSUs, cre-
dential provider provides the credentials related to Ve-
hicle and RSU that enter into the VANET. Credentials
includes public key of moving vehicle, private key of mov-
ing vehicle, session key, public key of credential provider,
re-encryption key of moving vehicle, public key of fixed
RSU, private key of fixed RSU, re-encryption key of fixed
RSU.

Step by step procedure used for the authentication be-
tween vehicle and RSU is as follow:

• Vehicle sends a message containing arbitrary number
X1, particular time instance t1, and session key S1.
The sent message is first encrypted with public key
of fixed RSU that can be decrypted by private key of
RSU.

• RSU initiates message transmission to vehicle con-
taining arbitrary number X1 send by vehicle, arbi-
trary number X2 generated by RSU, Session key S1
and a particular time instance t2. Then, message is
encrypted with the public key of credential provider.
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• Public key of credential provider plus re-encrypt key
of moving vehicle generates public key of moving ve-
hicle. When public key of vehicle is next generated
the message is decrypted by the private key of moving
vehicle. Arbitrary number X1 generated by vehicle
is verified.

• Vehicle sends a message to RSU containing arbitrary
number X2 generated by RSU, Session key S1 and
a particular time instance t3. The message is then
encrypted with the public key of credential provider

• Public key of credential provider plus re-encrypt key
of RSU generates public key of fixed RSU. When pub-
lic key of fixed RSU is generated the message is then
decrypted with the private key of fixed RSU. Arbi-
trary number generated by the RSU is verified.

• Authentication is over after verifying the arbitrary
number X1 and X2 by both vehicle and RSU and
communication is established.

Step by step procedure used for the authentication be-
tween two vehicles is as follow:

• Vehicle Vi sends a message containing arbitrary num-
ber X1, particular time instance t1, and session key
S1. The sent message is first encrypted with public
key of Vehicle Vj that can be decrypted by private
key of Vehicle 2.

• Vehicle Vj initiates message transmission to vehicle
Vi containing arbitrary number X1 send by vehicle,
arbitrary number X2 generated by vehicle Vj , Session
key S1 and a particular time instance t2. Then, mes-
sage is encrypted with the public key of credential
provider.

• Public key of credential provider plus re-encrypt key
of vehicle Vi generates public key of vehicle Vi. When
public key of vehicle Vi is generated the message is
decrypted by the private key of vehicle Vi. Arbitrary
number X1 generated by vehicle Vi is verified.

• Vehicle Vi sends a message to vehicle Vj containing
arbitrary number X2 generated by vehicle Vj , Ses-
sion key S1 and a particular time instance t3. The
message is then encrypted with the public key of cre-
dential provider

• Public key of credential provider plus re-encrypt key
of vehicle Vj generates public key of vehicle Vj . When
public key of vehicle Vj is generated the message is
then decrypted with the private key of vehicle Vj .
Arbitrary number generated by the vehicle Vj is ver-
ified.

• Authentication is over after verifying the arbitrary
number X1 and X2 by both vehicle Vi and vehicle Vj

and communication is established.

Algorithms for establishing mutual authentication are
listed in Algorithms 1 and 2.

Algorithm 1 Authentication between Vehicle and RSU
1: Begin
2: Initialize the authentication. .
3: while Authentication session not end do
4: Vehicle send message containing(X1,S1, t1) en-

crypted with public key of RSU
5: RSU Decrypts the message by its private key.
6: RSU then send the message containing (X1,X2,S1,

t2) encrypted with public key of credential provider.
7: Public key of Vehicle⇐public key of credential

provider + re-encryption key of vehicle
8: Vehicle decrypts the message by its private key
9: if X1 in the message send by RSU to the vehicle

matches with theX1 genrated by vehicle then
10: X1 verified
11: end if
12: Vehicle send the message containing (X2,S1, t3) en-

crypted with public key of credential provider.
13: Public key of RSU⇐public key of credential

provider + re-encryption key of RSU
14: RSU decrypts the message by its private key
15: if X2 in the message send by vehicle to the RSU

matches with theX2 genrated by the RSU then
16: X2 verified
17: end if
18: Establish communication between Vehicle and RSU
19: end while
20: End

Algorithm 2 Authentication between Vehicle Vi and Ve-
hicle Vj

1: Begin
2: Initialize the authentication. .
3: while Authentication session not end do
4: Vi send message containing(X1,S1, t1) encrypted

with public key of Vj

5: Vj Decrypts the message by its private key.
6: Vj then send the message containing (X1,X2,S1, t2)

encrypted with public key of credential provider.
7: Public key of Vi ⇐public key of credential provider

+ re-encryption key of Vi

8: Vi decrypts the message by its private key
9: if X1 in the message send by Vj to the Vi matches

with theX1 genrated by Vi then
10: X1 verified
11: end if
12: Vi send the message containing (X2,S1, t3) en-

crypted with public key of credential provider.
13: Public key of Vj ⇐public key of credential provider

+ re-encryption key of Vj

14: Vj decrypts the message by its private key
15: if X2 in the message send by Vi to the Vj matches

with theX2 genrated by the Vj then
16: X2 verified
17: end if
18: Establish communication between Vi and Vj

19: end while
20: End
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4 Petri Net Model for Proposed
Authentication Approach

Petri net is widely used in depicting the dynamic behav-
ior of system due to its simple and flexible nature. Petri
net can be applied to variety of systems in the form of
graphical and mathematical modeling tool. Petri net is
capable tool to illustrate and learn information processing
systems that are described as being synchronous, asyn-
chronous, parallel, distributed, non deterministic, and/or
stochastic. Petri net is utilized to draw flow charts, block
diagrams and networks. Moreover, Petri net is used to
simulate the lively and synchronized actions of the sys-
tems.

A discrete event based threat driven authentication ap-
proach for vehicles and RSUs has been proposed in the
previous section. The proposed authentication approach
is analyzed by using Petri net model that control arbi-
trary events and processes the input data. Petri net model
carries out various types of token values from one place
to another at the time of transition firings where initial
marking is labeled by P0. The subsequent Petri net model
and reachability graph for the proposed authentication
approach is shown in Figures 1 and 2 respectively.

Figure 1: Petri net model for the proposed authentication
approach

Reachability and liveness are the two important prop-
erties that must be possessed by the proposed authen-
tication approach for the assessment of its correctness.
Whether we can reach from one state to another is de-

termined by the reachability. Whether all reachable state
can be fired without coming into deadlock situation is
determined by liveness. After testing the proposed au-
thentication approach by using Petri net model, it was
found that the proposed authentication approach pos-
sessed both reachability and liveness properties. Various
types of marking and states that can be reached are de-
picted by reachability graph. In Figure 2 nodes represent
markings and arrows are labeled with transition names
to represent that markings are reached by firing a certain
transitions.

Figure 2: Reachability graph for proposed authentication
approach

Table 1: Description of places

State Description
P0 Working place of credential provider
P1 Original place of on board unit
P2 Original place of RSU
P3 Waiting place
P4 Working place of on board unit
P5 Keep on board unit information
P6 Waiting Place of RSU
P7 Working place of RSU
P8 Waiting place of RSU
P9 Keep information of RSU
P10 Verify information-Yes
P11 Verify information-No
P12 Workplace for authentication
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For the better understanding of the Petri nets model
for the proposed authentication approach, description of
places and transitions used to represent the proposed au-
thentication approach in Petri net model are shown in
Table 1 and Table 1. To analyze the model of the pro-
posed approach, Petri nets tool is utilized in Acer laptop
with Window 7 environment. The methodology of the
proposed model is carried out smoothly in the given sim-
ulation environment. The authentication process among
vehicles and between vehicle and RSU is carried out ini-
tially whenever a vehicle enters the network. Different
types of situations that RSUs and Vehicles can undergo
during authentication process are identified from T0-T10
transitions.

Table 2: Description of transition

Transition Description
T0 Receiving credentials of RSU
T1 Receiving credentials of Vehicle
T2 Process data received from vehicle
T3 Received Data from vehicle and RSU
T4 Process data received from RSU
T5 Received RSU data
T6 Process data received from RSU
T7 Received vehicle data
T8 Verify vehicle and RSU data-Yes
T9 Verify vehicle and RSU data-No
T10 data transmission for authentication

5 System Model

The proposed authentication approach is also compared
with the authentication schemes mentioned in [1, 3, 8]
by using vehicle in network simulation(Veins) framework.
Veins is an open source framework suitable for VANET
simulation. In Veins framework simulation model is exe-
cuted with the help of OMNet++ which is an event based
network simulator and SUMO which act as a road traf-
fic simulator. The simulation parameters used to execute
simulation moodel are mentioned in Tables 3 and 4.

6 Results and Discussions

The performance evaluation of the proposed authentica-
tion approach is compared with the existing authentica-
tion approach mentioned in [1, 3, 8] on the basis of CO,
throughput, packet delivery ratio and average delay.

The excess time or indirect time required by the au-
thentication approach to establish secure authentication
among vehicles and between vehicles ans RSUs is termed
as computational overhead (CO). Table 5 depicts the com-
parison of proposed authentication approach with the
existing authentication approach mentioned in [1, 3, 8],

Table 3: Traffic simulation parameters

Parameter Name Value
Number of Vehicles 5,10,15,20,25,30

Maximum Speed 22m/sec
Acceleration 5m/s2

Deceleration 8m/s2

Driver Fault 0.5

Table 4: Network simulation parameters

Parameter Name Value
Network Simulator OMNet++
Simulation Time 120 sec

Area of Simulation 400 meters x 400meters
Message Size 512 bytes

Simulation Set Up Random and Cross roads
MAC Protocol IEEE802.11p

Range of Transmission 300 meters

where RN represents cost of random number generation,
HF represents cost of hash function, AE represents cost of
executing asymmetric encryption using re-encryption key,
SE represents cost of executing symmetric encryption, XF
represents cost of executing XOR function.

Due to the use of complex mathematical function by
asymmetric algorithms, they are considered to be the
slower as compared to symmetric encryption algorithms.
But with the existing state of computational technology,
security of VANET depends mainly on the size of the
keys of its encryption algorithms. With the advancement
of technology both symmetric and asymmetric algorithms
requires same key size. Moreover security of asymmetric
encryption algorithm exists in the security of its private
key that cannot be figure out from its public key. In ad-
dition to this, asymmetric encryption algorithm requires
less number of secret keys as compared to symmetric al-
gorithm. Asymmetric encryption algorithms are efficient
for the encryption of short messages to provide security
and privacy in VANET. As our proposed authentication
approach utilizes asymmetric encryption algorithm and
the other authentication approach mentioned in [1, 3, 8]
uses symmetric algorithm, hash function and XOR func-
tion due to which CO of the proposed authentication ap-
proach is less as compared to the existing authentication
approach mentioned in [1, 3, 8] as shown in Figure 3.

The number of data packets sent within a given time
period over a physical or logical communication channel
is termed as throughput. Throughput of the proposed
authentication approach is better as compared to the ex-
isitng authentication approach mentioned in [1, 3, 8] as
shown in Figure 4.

The ratio of total number of data packets that are
suceesfully received to the total number of data packets
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Table 5: Comparison table

CO Proposed Approach Approach in [1] Approach in [3] Approach in [8]
RN 2 3 2 2

Hash Function 0 4 9 2
AE 2 0 0 0
SE 0 2 6 2
XF 0 3 2 2

Total Cost 2RN+2AE 3RN+4HF+2SE+3XF 2RN+9HF+6SE+2XF 2RN+2HF+2SE+2XF

Figure 3: Computational overhead

Figure 4: Throughput

sent is termed as packet delivery ratio.Packet delivery ra-
tio of the proposed authentication approach is better as
compared to the exisitng authentication approach men-
tioned in [1, 3, 8] as shown in Figure 5.

Figure 5: Packet delivery ratio

Time taken by the data packets to reach from source to
destination over a given physical or logical communication
channel is termed as average delay. Average Delay of the
proposed authentication approach is less as compared to
the exisitng authentication approach mentioned in [1,3,8]
as shown in Figure 6

Figure 6: Average delay
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7 Conclusions

The discrete event based threat driven authentication ap-
proach has been described in this paper. This authen-
tication approach utilizes asymmetric cryptography, re-
encrypt key and time based arbitrary numbers to provide
authentication among vehicles and between vehicles and
RSUs. The proposed authentication approach is analyzed
by using Petri Nets and Veins framework. With the help
of Petri nets model and its reachability graph, it has been
observed that the proposed authentication approach ac-
quires the reachability and liveness property. With the
help of Veins framework, it has been observed that the
proposed authentication approach is better as compared
to existing authentication approaches described in [1,3,8]
in terms of computational overhead, throughput, packet
delivery ratio and average delay. This approach also pro-
vides privacy and security among vehicles and between
vehicles and RSUs from different types of authentication
attacks in VANET.
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