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Abstract

Black-Hole and Gray-Hole attack considers two of the
most affected kind of attacks on the Mobile Ad-Hoc Net-
work (MANET). Therefore, the use of intrusion detection
system (IDS) has a major importance in the MANET
protection. In this paper, a proposed optimized fuzzy
based intrusion detection system is presented with an au-
tomation process of producing a fuzzy system by using an
Adaptive Neuro-Fuzzy Inference System (ANFIS) for the
initialization of the FIS and then optimize this initialized
system by using Genetic Algorithm (GA).
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1 Introduction

Mobile ad-hoc network (MANET) is a new and evolving
area of interests, which used in many different applica-
tions [6]. The black-hole attack is a Denial of Service
(DoS) attack; it works by drawdown packets in the net-
work to a malicious node and then drops, alters the con-
tent of the packets, or even passes the packets to another
malicious node [1]. Another effective attack is gray-hole
attack [7], MANET works under an assumption that all
nodes in the network are collaborating to forward pack-
ets [3], which is not true as there are selfish nodes that
refuse to forward the packets to reserve its energy and
other resources, also there are attack nodes, which drop
packet to harm the network. One of the important parts
in utilizing and deploying the MANET is securing it.
Achieving a secure MANET helps this kind of network
to achieve its full potential, which is to be used not only
in military and crises situation applications but also in a
commercial way. A certain level of security can accom-
plish by using the existing security solution [25]. How-
ever, because of the nature of the MANET, it has its
own vulnerabilities coupled with the normal vulnerabil-
ities of the wireless networks [5]. Therefore, these solu-
tions cannot provide a sufficient security level. Intrusion
detection systems [2] with the traditional security solu-
tions can accomplish a sufficient security level. In this

paper, a proposed intrusion detection system (IDS) intro-
duced against the black-hole and gray-Hole attack where
an adaptive neuro-fuzzy inference system (ANFIS) used
to automate the process of producing a fuzzy system and
then optimizes this system using the genetic algorithm
(GA). The system tested in the presence of black-Hole
attack and the presence of both black and gray-hole at-
tack.

The rest of this paper is organized as follow: Sec-
tion 2: literature survey; Section 3: problem statement;
Section 4: proposed systems; Section 5: performance eval-
uation; Section 6: results are discussions, and Section 7:
conclusions.

2 Literature Survey

There are many techniques used to detect the packet drop
attack (mainly black-Hole attack and gray-attack) some
of these techniques are presented below [8, 24].

2.1 PDRR Based Detection Method

The packet Drop Ratio (PDRR) used in [19] to detect
the behavior of black-Hole nodes. The PDRR calculated
from the Packet Delivery Ratio (PDR) where it is used as
a performance metric. The maximum PDRR calculated
in an attack free network and then sets as a threshold
value.

In network exhibiting attacks the PDR calculated for
each node, the node that has a PDR exceeds the threshold
value consider malicious otherwise, its behavior consider
normal.

2.2 Promiscuous Mode Detection
Method

A secure routing protocol presented in [21], which is a se-
cure modified version of the ad-hoc on demand distance
vector (AODV) routing protocol. In this modified routing
protocol, the promiscuous mode used to detect malicious
nodes. The promiscuous mode allows any node to over-
hear the communication of its neighbors. As soon as the
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tested node sends a route reply (RREP) message to the
source node replying to the route request (RREQ) mes-
sage, its neighbor promiscuously hears this RREP. So, it
sent a plane packet to the tested node to see if it for-
warded it to the destination if it does the testing node is
considered normal and if not malicious.

2.3 Additional RREP Detection Method

In [13], a secure AODV routing protocol presented to de-
tect the malicious nodes by adding a preprocessing stage
called preprocess RREP. In this method, all the RREP
messages received in a predefined time slot is stored to
find the freshest RREP, analyze the data, and secure route
to the destination. When the source node receives RREP
messages it stores them and compares its destination se-
quence number, whenever a RREP message received with
a much higher destination sequence number the RREP
will be discarded and the black-Hole attack is detected.

2.4 Watchdog and Pathrater Detection
Method

The watchdog and pathrater technique was introduced
by Marti et al. in [15]; it was added on top of the stan-
dard routing protocol to increase the throughput of the
network when malicious nodes appear in the network.
This method is divided into two parts: watchdog part
and Pathrater part. The watchdog part works as IDS for
MANETs to prevent malicious nodes. This is done by
promiscuously listening to its next hop’s transmission, if
the node does not transmit the packet within a predefined
time the watchdog increases its failure counter, Whenever
a node’s failure counter surpasses a predefined limit, the
Watchdog hub reports it as getting out of hand. When a
node reported as a misbehaving node the pathrater which
is the other part of the technique work with the routing
protocol to avoid the misbehaving nodes in the future
transmission. This technique proved itself efficient; it is
also a node detection technique rather than link detection
technique.

2.5 Permutation-Based ACK Detection
Method

In [9], Dave proposed an Ad-hoc On-demand Multipath
Secure Routing (AOMSR), which is an improvement of
the AODV routing protocol with a security mechanism
based on the adaptive acknowledgment (AACK) and
TWO-ACK security mechanism. In this protocol, the
source node stores all the paths to the destination that
came from the RREP message. After detecting many
routes to the destination, the source node sends the same
packet throughout those paths. Every time the destina-
tion node receives this packet from any of these paths,
the destination node sends back a permutated acknowl-
edgment. If one of these paths does not send back a per-

mutated acknowledgment, a black-Hole attack can be de-
tected.

2.6 Using Fuzzy Logic Approach

The fuzzy logic used in intrusion detection since 90’s [16]
because it is able to deal with uncertainty and complex-
ity, which derived from human reasoning. By the help of
fuzzy variables or linguistic terms, intrusion detection fea-
tures can be viewed easily and the decision of normal and
abnormal activity in the network is based on its fuzziness
nature that can identify the degree of maliciousness of a
node instead of yes or no conditions. IF-then-else based
fuzzy rules are used to define all situations in the network
for identifying the attacks or intrusions. The fuzzy rule-
based system is known as fuzzy interference system (FIS)
that is responsible for taking decisions.

Method (1): Ramkumar in [17], proposed a fuzzy based
IDS where forward packet ratio and the average des-
tination sequence number is used to distinguish nor-
mal from malicious. The system is divided into four
parts: (1) Fuzzy factor withdrawal, (2) Fuzzy calcu-
lation, (3) Fuzzy confirmation module and (4) Alarm
packet generation module.

Method (2): Balan in [4], proposed a fuzzy based IDS
for black-Hole and gray-hole attack. The proposed
system consists of three main blocks they are: attack
categorization, fuzzy implementation, and fuzzy esti-
mation. The number of packets dropped by the node
is used in the fuzzy implementation module.

Method (3): Wahengbam in [29] proposed a fuzzy
based IDS. The parameters used in work were the
number of packets lost and the number of packets
forwarded by the node.

Method (4): Sengar et al. in [20] proposed a fuzzy
based where a trust level is calculated by a proposed
formula. Three ranges to this trust level used to cate-
gorize the nodes and differ the normal from abnormal
behavior.

Method (5): Vydeki et al. used in [28] a Sugeno type-2
FIS to detect the black-Hole attack. It is proven to
have 97% detection rate.

3 Problem Statement

The black-hole attack is a denial of service attack which
drawdown the network traffic to a specific malicious node.
The attack node in this type of attack act maliciously in
the route discovery process [14], this is done by sending a
fake route reply message to a requesting source node when
it sends a route request message with a fake destination
sequence number to fool the source node that it is the
shortest path to the destination. Then it drops, alters
the content of the packets, or even passes the packets
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Figure 1: The normal proposed system in detail

to another malicious node. The gray-hole attack is also a
denial of service attack like the black-Hole attack. The big
difference between the two is that the black-Hole attack
act maliciously from the beginning at the route discovery
process but the gray-hole attack does not. In gray-hole
attack, the malicious node acts legitimately in the route
discovery process by sending a true RREP message, but
if it is chosen to forward packets is act maliciously [11].
The malicious node can accomplish the gray-hole attack
selectively. This can be done by dropping packets for a
specific destination, or at a defined part of the day, or
by dropping a packet every t seconds or every n packets,
or even a randomly selected portion of the packets [18].
To detect the behavior of this attack and prevent it from
affecting the network an IDS mechanism must be used.

4 Proposed Systems

In many types of research, the solution of detection the
black and gray-Hole attack comes with the use of FIS,
which relies on the researcher experience to understand
the system very well in order to choose the number of the
membership function for each fuzzy set, the shape, and
the position of each one. In addition, it requires an effort
from the researcher’s hand to set the rule base for that
fuzzy system (noticing that even with a high expert re-
searcher these parameters are difficult to be optimized).
In order to see the effectiveness of the optimization pro-
cess in discovering the black-hole attack and gray-Hole
attack a fuzzy based IDS is introduced. A similar opti-
mization process used for grade estimation in [26].

The proposed intrusion detection system illustrated in
Figure 1 consists of four main modules: (1) Extraction of
the fuzzy based parameters module; (2) Fuzzy inference
module; (3) Fuzzy decision module; and (4) Response
module. To optimize and automate the fuzzy interface
module an optimization process is done which includes
three stages: Data preparations stage, ANFS stage, and
GA stage.

Figure 2: The data preparation stage

4.1 Extraction of Fuzzy Based Parame-
ters

In this module, a set of parameters chosen to be extracted
from the network (this parameter should be the most af-
fected parameters when attack nodes are presented in the
network); in this system, the forward packet ratio (FPR)
and the average destination sequence number (ADSN) are
chosen [23] as an input to FIS. In addition, the fidelity
level is chosen as an output from the FIS. To do that a
neighbor table is presented to every node in the network
to be able to store the number of forwarded data packets,
the no. of the packets that the neighbor has been send-
ing, and the destination sequence numbers that the node
receives from the neighbor each time it sends an RREP
message to it. Equation (1) can calculate FPR and ADSN
for each neighbor as follows:

FPR =
no. of the packets that the neighbor has been send

no. of forwarded data packets to the neighbor
(1)

ADSN for each node calculated by averaging the desti-
nation sequence numbers stored in the neighbor table in
a predefined time slot.
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4.2 Fuzzy Inference Module

An automation process is done to find the number of the
membership function for each fuzzy set, the shape, and
the position of each one to minimize the error that can be
done by setting these parameters manually. To optimize
and automate the fuzzy interface module an optimization
process is done which includes three stages: Data prepa-
rations stage, ANFS stage, and GA stage.

4.3 Data Preparations Stage

A database is extracted from the network by recording
all the activity of all the nodes in the network. Then a
mapping process is done by mapping the normal activity
with high FL (10 is chosen in the system) and the ma-
licious activity with low FL (0 is chosen in the system).
In the learning process, the normal activity and the ma-
licious activity is known by the IP address of each node.
After that, the input parameters ”forward packet ratio”
and ”average destination sequence number” must be cal-
culated from the database. The entire sets are divided
into two groups training group and testing group the first
is two-third of the data set and the second is the remain-
ing third. See Figure 2 for the Data Preparations Stage
process.

4.4 ANFS Stage

A generation of the initial individuals of the FIS is done
in this stage which will be optimized in the GA stage. A
Sugeno FIS with Gaussian MFs is chosen in this stage Fig-
ure 3 is the MFs for initial FIS. In addition, see Figure 4
for ANFS stage process.

Figure 3: The membership function for initial FIS

4.5 GA Stage

This module used as an optimization tool. Since the GA
deal with chromosomes, the variables presented to GA en-
coded by chromosome. Since each Gaussian MFs has two
variables (mean “M” and standard deviation “SD”) and
each rule has three variables (pi qi ri)) the chromosome
should look like, see Equation (1) [22, 27]:

M1SD1M2SD2 . . . . . . . . . p1q1r1 . . . . . . . . . p3q3r3 (2)

Figure 4: The ANFS stage

The initial population of individuals, which called the
parent population is evaluated by the fitness function,
which is the Mean Square Error (MSE). See Equation (3):

MSE =
1

n

n∑
i=1

(Pi − Ti)
2

(3)

Where Pi is the value of from the GA system, Ti is the
target value and n is the number of data in the training
dataset. GA started with 25 randomly generated chro-
mosomes, and their parameters were crossover percent-
age, mutation rate and population size with the values
of 0.4, 0.15, and 25, respectively. Figure 9 shows GA
optimization process and Figure 9 shows the optimized
membership functions.

Figure 5: The genetic algorithm stage
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Figure 6: The membership functions for optimized FIS

4.6 Fuzzy Decision Module

A threshold value with three as a value is used in this
module to distinguish the normal from the abnormal ac-
tivity. If the resulted FL from the Fuzzy Inference Module
is above the threshold value the node considers legitimate
otherwise the node is malicious.

4.7 Response Module

Four actions are done when a malicious node detected:

• Delete the malicious from the routing table.

• Add the malicious node to a blacklist.

• Any route reply message comes from any node in the
blacklist considers a fake route reply message and the
source nod will not consider it.

• Send a message to the other nodes in the network to
inform them about the malicious node.

5 Performance Evaluation

This section describes simulation methodology, network
simulation configurations, and performance metrics.

5.1 Simulation Methodology

The network simulated in four situations.Situation (1):
The network without the presence of malicious nodes, Sit-
uation (2): The network with the presence of only black-
Hole node, Situation (3): The network with the presence
black-Hole node and gray-Hole nodes, Situation (4): The
network with the presence of only black-Hole node and
the IDS. Situation (5): The network with the presence of
black-Hole node and gray-Hole nodes and the IDS. Each
situation simulated with 1 m/s speed mobility and 20 m/s
speed mobility

5.2 Network Simulation Configurations

The Network Simulation Configurations presented in Ta-
ble 1.

Table 1: The network simulation configurations

Parameter Network Parameter Value
Number of nodes 75 nodes
Coverage area 800×800 m
Transport layer UDP protocol
Packet length 512 bytes
Send interval 0.025s
Mobility type Random WP
Application layer for source nodes UDP Basic Burst
No. of sources 2 to 12
Application layer for the other nodes UDP Sink
Mac type IEEE 802.11
Routing protocol AODV
No. of black-hole attack node 1
No. of Gray-hole attack node 10
Initial position of black-Hole node (400,400)

5.3 Performance Metrics

A number of two performance metrics used to evaluate the
performance if the proposed system in the five situations,
which are:

• Packet Delivery Ratio (PDR) [12] , which shows the
ability to successfully deliver packets to the destina-
tion, which can be calculated by Equation (4):

PDR =

∑
No.of packets received by the destination node∑

no. of packets sent by source nodes
(4)

• Routing Overhead (ROH) [10], which shows the over
heading in the routing related packets resulted by the
use of the proposed IDS which can be calculated by
Equation (5):

ROH =

∑
routing related packets in bytes∑

total routing/data transmissions in byte
(5)

6 Results and Discussions

In this section, the simulated result presented along with
result discussion. Two different scenarios presented the
first with low-speed mobility (1 m/s) and the second with
high-speed mobility (20 m /s). Each scenario simulated
in five situations (without attack, with a black-Hole at-
tack only, with both black-Hole and gray-Hole attack,
with black-Hole attack and IDS, with both black-Hole
and gray-Hole attack and IDS).

The result of the PDR in low-speed mobility presented
in Figure 7. The PDR in situation (1) is 99.74% in case of
four or fewer source nodes but with an average of 84% in
case of twelve or fewer source nodes, which means that the
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Figure 7: Packet delivery ration in Scenario (1) Figure 8: Packet delivery Ration in Scenario (2)

Figure 9: Routing overhead in Scenario (1) Figure 10: Routing overhead in Scenario (2)

ability to deliver packet decreases with the increase of the
number of source nodes. In case situation (2) the average
of PDR is 44% but situation (3) the PDR decreases to
only 40% which means that the black-hole attack has the
big influence on the network. However, with the use of
the proposed IDS and the presence of black-Hole attack
node, only the PDR increases to an average of 80% with
only 4% decrease from the average percentage in case of
no attacks. However, this percentage decreases to 78.1%
in case of the presence of both attacks, which means that
the presence of gray-Hole attack decreases the ability of
the system with only 2%.

However, the increase in speed mobility changes the
results completely, see Figure 8. The PDR in the case of
no attacks is 74.36% in case of four or fewer source nodes
but with an average of 93.63% in case of twelve or fewer
source nodes. In the case of the presence of a black-Hole
node in the network the average of PDR is 31.8% but in
the presence of both black-Hole and gray-hole attack node
the PDR decreases to only 28.3%. However, with the use
of the proposed IDS and the presence of black-Hole attack
node, only the PDR increases to an average of 63% with
10% decrease from the average percentage in case of no
attacks. In addition, this percentage decreases to 56% in
case of the presence of both attacks, which means that in
the case of the two attacks and high-speed mobility the
system has poor performance.

RoH is another performance evaluation, which pre-
sented in Figure 9 with low-speed mobility. The average
percentage of RoH in the case of no attack is 4%, which
decreases to 3.1% in case of the presences of black-Hole
node and decreases again to 3.3 in case of the presence of
both attacks this is because of the decrease of the route
maintenance packets in the network in the absence of IDS.
However, the percentage does up in case of the presences
of black-Hole Node and the proposed IDS to 4.7% and
to 5% in the presence of both attacks and the proposed
IDS because of the use of the IDSRERR message, which
is used by the detecting node to inform the other nodes
about the attack.

With high speed in Scenario (2) in Figure 10, the RoH
changes completely where the highest percentage value of
5% happens in the case of no attacks due to the route
maintenance process. Noticing that the value decreases
to 2.5% in case of the presence of black-Hole attack only
and decreases again to 1.8% in case of the presence of
both attacks. In addition, the value goes up again in Sit-
uation (4) to 3.1% and increases again to 3.6% when the
effect of attacks increases the route maintenance packets.

7 Conclusions

In this paper, a proposed fuzzy IDS presented against
both black-Hole and gray-Hole attack. This system de-
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pends on an automated process to set the values of the
MFs parameter in the fuzzy inference module to prevent
errors from setting the parameters values manually. From
the simulated results it appears that the black-Hole attack
has more influence on the network than the gray-hole at-
tack. It is proven that the network improved with an
average of 36% in the presence of black-Hole attack only,
and with an average of 37.8% with the presence of both at-
tacks in case of low-speed mobility by using the proposed
IDS in the PDR with an increase of 2.5% in the RoH. But
in the case of high-speed mobility the network improved
with an average of 31% in the presence of black-Hole at-
tack only, and with an average of 27% with the presence
of both attacks in case of high-speed mobility by using
the proposed IDS in the PDR with an increase of 1.8% in
the RoH.
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