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Abstract

Nowadays, the distributed password-authenticated key
agreement schemes become more and more popu-
lar. Compare with the three traditional architectures
(client/server, two clients/server and multi-server), the
distributed architecture can solve problems of single-point
of security, single-point of efficiency and single-point of
failure. Moreover, it has the characteristics of scalabil-
ity, flexibility and fairness. In the paper, we proposed a
new Provably Secure and Distributed Privacy-Protection
scheme using chaotic maps. The proposed scheme firstly
achieves mutual authenticated among three nodes in three
rounds with privacy protection, and at the same time, the
unregistered server can store a temporary authenticator
for a while for improving the efficiency. Security of the
scheme is based on chaotic maps hard problems and a
secure one way hash function. Compared with the re-
lated literatures recently, our proposed scheme can not
only own high efficiency and unique functionality, but is
also robust to various attacks and achieves perfect for-
ward secrecy. Finally, we give the security proof and the
efficiency analysis of our proposed scheme.

Keywords: Chaotic Maps Keywords; Distributed Archi-
tecture; Key Agreement; Privacy-protection

1 Introduction

Nowadays, more and more people want to enjoy surf-
ing on Internet and meanwhile care about their privacy.
The most popular technology is authenticated key ex-
change (AKE) [5, 12, 13] which can establish an authen-
ticated and confidential communication channel. Many
papers adopt multi-server architecture (MSA) [7, 14] to
reduce the numbers of users’ registration, and the litera-
ture [14] can achieve Privacy-Protection and without us-
ing symmetric cryptography which can lower the calcu-

lated amount. For seeking universal computing environ-
ment, Zhu [15] proposed an AKE protocol in different
realm, which can make two-party in two-realm negotiate
a session key in the standard model. Naturally, the group
key agreement scheme with privacy preserving can be pro-
posed in [10, 11, 16]. But the multi-server architecture
makes the registration center become the focus of hacker.
Furthermore, single-point of efficiency and single-point of
failure trouble the registration center all the time.

An excellent architecture can make some hard prob-
lems become better easily. For example, distributed ar-
chitecture can solve centralized architecture problems.
Zhu [9] firstly proposed a new distributed architecture
which called Multiple Servers to Server Architecture
(MSTSA). The paper [9] proposed the first provably se-
cure and flexible password-authenticated key agreement
scheme based on chaotic maps [1, 3] with MSTSA in ran-
dom oracle model [2]. Then, Zhu gives another password-
authenticated key agreement scheme [13] with MSTSA
which security is proved in standard model. But above-
mentioned two distributed schemes using chaotic maps
have two main problems: without privacy protection and
have many communicated rounds [4]. Therefore, the pa-
per proposes a new distributed scheme to solve the two
main problems. We adopt chaotic maps because it has
numerous advantages, such as extremely sensitive to ini-
tial parameters, unpredictability, boundeness, etc. Mean-
while, chaotic sequence generated by chaotic system has
the properties of non-periodicity and pseudo-randomness.

The main contributions are shown as below: (1) The
paper presents a new password authenticated key ex-
change scheme with privacy protection towards Multiple
Servers to Server Architecture. (2) The proposed scheme
achieves mutual authenticated among three nodes in three
rounds with privacy protection. (3) The scheme can make
the unregistered server store a temporary authenticator
for a while for avoiding the registered server involved over
and over again. (4) The proposed scheme is mainly based
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on chaotic maps without using modular exponentiation
and scalar multiplication on an elliptic curve. In Security
aspect, the protocol can resist all common attacks, such
as impersonation attacks, man-in-the-middle attacks, etc.
(5) About functionality, the protocol also has achieved
some well-known properties, such as perfect forward se-
crecy and execution efficiency.

The rest of the paper is organized as follows: Some
preliminaries are given in Section 2. Next, a dis-
tributed privacy-protection scheme is described in Sec-
tion 3. Then, the security analysis and efficiency analysis
are given in Section 4 and Section 5. This paper is finally
concluded in Section 6.

2 Preliminaries

2.1 Multi-server Architecture

In the multi-server environment [7], each user must per-
form authentication procedure to login the server for a
transaction. If the user is in a single authentication ar-
chitecture, then the user must register at various servers
and memorize the corresponding identifications and pass-
words, which could not be convenient for a user. In or-
der to make the registration to various servers easier for
users, each user must register with the registration cen-
ter to obtain a secure account. Then the user uses the
secure account to perform the login and authentication
procedures with various servers.

2.2 Multiple Servers to Server Architec-
ture

In the proposed multiple servers to server communication
architecture, the registration center is not fixed. In other
words, any server can work as a registration center. How-
ever in multi-server authentication architecture, the sin-
gle registration center will face to single-point of security,
single-point of efficiency and single-point of failure prob-
lems. The proposed architecture can solve the problems
under multi-server environment with only one registration
center architecture, that means ”once security register for
all registration” [9].

2.3 Chebyshev Chaotic Maps

Zhang [8] proved that semi-group property holds for
Chebyshev polynomials defined on interval (—oo,+00).
The enhanced Chebyshev polynomials are used in the pro-
posed protocol:

T, () = (22T, —1(x) — T)—2(x))(mod N),

where n > 2,2 € (—o0, +00),and N is a large prime num-
ber. Obviously,
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Definition 1. (Enhanced Chebyshev polynomials) The
enhanced Chebyshev maps of degree n(n € N) are de-
fined as: T, () = (22T,—1(x) — Tr,—2(z))(modp), where
n > 2,x € (—oo0,+00), and p is a large prime number.
Obviously, Trs(aj) = T’I‘(TS (l‘)) = Ts(Tr(x))

Definition 2. (DLP, Discrete Logarithm Problem) Given
an integer a,find the integer r, such that T,.(z) = a.

Definition 3. (CDH, Computational Diffie-Hellman
Problem) Given an integer =z, and the wvalues of
T-(z), Ts(x), what is the value of Ty.s(x)?

It is widely believed that there is no polynomial time
algorithm to solve DLP, CDH with a non-negligible prob-
ability.

2.4 Threat Model

The threat model should be adopted the widely accepted
security assumptions about password based authentica-
tion schemes [2].

1) The wuser; holds the uniformly distributed low-
entropy password from the small dictionary. The
server keeps the private key. At the time of regis-
tration, the server sends the personalized security
parameters to the user; by secure channel and the
user; should keep the personalized security parame-
ters safe.

2) An adversary and a user; interact by executing oracle
queries that enables an adversary to perform various
attacks on authentication protocols.

3) The communication channel is controlled by the ad-
versary who has the capacity to intercept, modify,
delete, resend and reroute the eavesdropped mes-
sages.

In the password authenticated protocol II, each partic-
ipant is either a user u; € U or a trusted server S interact
number of times. Only polynomial number of queries oc-
curs between adversary and the participant interaction.
This enables an adversary to simulate a real attack on
the authentication protocol. The possible oracle queries
are as follows:

Execute (IT;;, IT): This query models passive attacks
against the protocol which is used to simulate the
eavesdropping honest execution of the protocol. It
prompts an execution of the protocol between the
user’s instances II%, and server’s instances II% that
outputs the exchanged messages during honest pro-
tocol execution to A.

Send (II{;,m): This query sends a message m to an in-
stance II};, enabling adversary A for active attacks
against the protocol. On receiving m, the instance

@ continues according to the protocol specification.
The message output by II¢, if any, is returned to A.
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Reveal (II},): This query captures the notion of known
key security. The instance II};, upon receiving the
query and if it has accepted, provides the session key,
back to A.

Corrupt (l'IiU7 m): These queries together capture the
notion of two-factor security. The former returns the
password of U; while the latter returns the informa-
tion stored in the smart card of U;.

Test (II{;): This query is used for determining whether
the protocol achieves authenticated key exchange or
not. If IT¢; has accepted, then a random bit b € {0, 1}
chosen by the oracle, A is given either the real session
key if b = 1, otherwise, a random key drawn from the
session key space.

We say that an instance II}; is said to be open if a
query Reveal (II};) has been made by adversary, and un-
opened if it is not opened. We say that an instance II},
has accepted if it goes into an accept mode after receiving
the last expected protocol message.

Definition 4. Two instances IIf; and 11 are said to
be partnered if the following conditions hold: (1) Both
I}, and 1% accept; (2) Both 11}, and 11y share the same
session identifications(sid); (3) The partner identification
for 1%, and 11% and vice-versa.

Definition 5. We say an instance H’i] 18 considered fresh
if the following conditions are met: (1) It has accepted;
(2) Both 11}, and its partner Il are unopened; (3) They
are both instances of honest clients.

Definition 6. Consider an execution of the authentica-
tion protocol I1 by an adversary A, in which the latter is
given access to the Execute, Send, and Test oracles and
asks at most single Test query to a fresh instance of an
honest client. Let b be his output, if b’ = b, where b is
the hidden bit selected by the Test oracle. Let D be user’s
password dictionary with size |D|. Then, the advantage
of A in violating the semantic security of the protocol T1
is defined more precisely as follows:

Advyp(A) = [2Pr[b = b] — 1]

The password authentication protocol is semantically se-
cure if the advantage Advr, p(A) is only negligibly larger
than O(qs)/|D|, where g5 is the number of active sessions.

3 The Proposed Privacy Pro-
tection Scheme with Multiple
Servers to Server Architecture

3.1 User Registration Phase

The concrete notations used hereafter are: IDg, means
identity of the ith server; I D 4 means the identity of Alice;
a,a1,7q,r; are all nonces; (z, Ty, (x)), the public key based
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on Chebyshev chaotic maps of the ith server; k;, the secret
key based on Chebyshev chaotic maps of the ith server;
H, A secure one-way hash function. H: {0,1}* — {0, 1}/
for a constant [; || means concatenation operation.
Figure 1 illustrates the user registration phase.

Step 1. When a user wants to be a new legal user,
she chooses her identity ID,4, a random number
rq, and computes H (r4||PW). Then Alice submits
ID 4, H(rq||PW) to the RC via a secure channel.

Step 2. Upon receiving 1D, H(rq||PW) from Alice,
the RC computes B = H(IDal|k;) @ H(r,||PW),
where k; is the secret key of S;. Then Alice stores
{ID 4,74, B} in a secure way.

g Secure channel
Alice ID,H(r, | PW) S
Compute B=H(ID, || k,)® H(r,|| PW)
Store {ID,,r,, B} B

Figure 1: a premium user registration phase

Public information: 1D, ID; 1D, H,(x.T;, (¥).T, (x))
Information held by Alic: B Information held by Sy & Information held by S;: &

5 S;as a Registration Server
Sy as another Service
Server

A

Alice as a user

Tnput PW and compute
B =B®H(r, | PW)- Select

random a, ay and compute T, (x).

7,0, C, =T, 7T, (0)ID, .
V, =TT, T, (x).
C, =T.T,()ID; .
H,=H(C, | C, ||V,] D)

Using T, (x) and kito get /D, =C,, /T, T, (x)

Compute B" = H(ID, || k).

L,x)=V,/LT.(x), Using 7, (x) and & to get

Dy =C, I LT,(x). D =Cy /T, T, (x)

H,=H(C, |C, 7,1 1Dy)- Compute T, (x) =V, /T, T, (x).
D, =Cy I T, T, (x).
L(x)=Cs /T T.(%

H(B'| T() =W, /T, T, ()
Hy=H(Cy || Cy, Vs 17 |1 ID,)
Checkif H ?=H

Checkif /1, ? = H ,. Ifholds, S; selects random
1.1 and computes T, (x), T, (x)

C, =I5, WD, . V, =T,()T,T, ().
Cy, =T,5, WID,.Cy, =T,T;, (V)
Wy =H(B'|| 1N T} (2)-

Hy=H(Cy || Cy 1V W, 11D,

|
‘ = (1,(9.C5.Cy G VoslWoo 1) ’—»

m ={T,(x,C,.C,.V,.H}

Ifholds, S ', selects random r; and

computes T, (x).
H, = H@,@ | HE L) D,)
SK = H(T,T,(x))

Compute
Hy = H(@,()| HEB | T, D)

Checkif ; ?=H . Ifholds, Alice
computes SK = H (T, T, (x))

——— m={],().H}

Figure 2: Authenticated key agreement phase for MSTSA
with privacy protection

3.2 Authenticated Key Agreement Phase
for MSTSA with Privacy Protection

Figure 2 illustrates the process of authenticated key agree-
ment phase.

Step 1. If Alice wishes to consult some personal issues
establish with S; in a secure way, she will input
password and compute BY% = By @ H(r.||PW),
and then choose two random integer numbers a, aq
and compute Ty (z), Ty, (x), Ca, = To, Tk, (x)ID 4,
VA = Ta(x)TB*Tki (.I), CA2 = TaTki (.’L‘)IDSj, HA =
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H(Ca,||Ca,||Va|lIDs,).  After that, Alice sends
my = {Ta,(x),Ca,,Ca,,Va, Ha} to S; which she has
registered.

Step 2. After receiving the message my = {T,, (z), Ca,,
Ca,, Va, Ha} from Alice, S; will use Ty, () and
the secret key k; to get 1Dy = Ca, /Ty, Ty, ().
Then S, computes B* = H(IDy4 || ki), Ta(x) =
VA/TleB* (:C), IDS]. = CAQ/TkiTa(:U), H1/4 = H(CAl
|| Ca, || Va || IDs;). Check if H) is equal to
H,. If holds, that means Alice is the real and
legal user. Next, S; selects random 7y, ry and
computes T, (z), Ty, (v), Cs, = Tr, Ty, (x)IDs,, Vs
- TTQ(m)TkiTkj(x)7 C52 - TTsz( )IDAv 053 =
TTsz]‘ (x)Ta<x)7 Ws = (B* H T, ( ))TszkJ (.’E), Hs
= H(Csl H Cs, || Vs H Ws || IDA) After that, S;
sends mg = {T,, (), Cs,, Cs,, Cs,, Vs, Wg, Hg} to
server S; which Alice wants to get service.

Step 3. After receiving the message mo = {1}, (x), Cg,,
Cs,, Cs,, Vs,Wg, Hg} from S;, Sj uses T;, (z) and
the secret key k; to get IDs, = Cs, /Ty, Ty ().
Then S; computes Tp,(x) = Vs/Ty, Tk, (x), 1D

= Cs, /Ty, Ty, (x), To(zx) = Cs,y /Ty, Ty, (x), H(B* ||
Tfl(z)) = WS/Tijki(I), H:‘S’ = H(CS1 || CS2 || VS
|| Ws || ID4). Check if Hg is equal to Hg. If

holds, that means .S; is the real and legal server.
Next, S; selects random 73 and computes Ty, (x),
Hs, = H(T,,()|[H(B"|[T,(x))|[IDs,), SK -
H(T,,T,(x)). Finally, S; sends m3 = {T},(x), Hs,}
to Alice.

Step 4. After receiving the message mg ={T,,(x), Hs, },
Alice computes Hy = H(Ty,(z) || H(B" || Ta(z )) [l
IDg;) using local 1nformat10n Then, Alice checks
if H gj is equal to Hg,. If holds, that means S; has
helped Alice to authenticate S;, because S; owns the
authenticator H (B*||T,(x)) which only Alice and S;
can compute B*. Finally, Alice computes the session
key SK = H(T,T,,(x)).

If any authenticated process does not pass, the pro-
tocol will be terminated immediately.

Remark 1. H(B*||T,(z)) is the temporary authenticator
which can be used for a certain time. So, Alice and S; can
use H(B*||T,(x)) to construct some other session keys,
such as H(H(B"||Ta(2))), H(H(B*|[T,())||T, (x)) and
so on, without S; involved.

3.3 Password Changing Phase
Figure 7?7 illustrates the password changing phase.

Step 1. When a user wants to change her password, she
chooses a new password, two random numbers r/,, a
and computes B* = BO&H (r,||PW), To(x), Ka—s, =
ToTy(x), Ha = H(B*[|IDg,[|To(x)||C1]|C2), C1 =
IDAXKA,Si and02 ( a||PW’)XKA S+ Then
Alice sends my = {T,(x),C1,Ca, Ha}.
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S:as a Registration Server

Alice as a premium user 5

Compute Ky, =T,T,(x)
Recover [D, =C, /K _,-

H(, | PW)=C, /K, _,

 ={L().C.C. 1}
[t Vel

Choose PW'.r,.a .
Compute B°=B® H(r, | PW).

T(x). K, s =T,T.(x)-
. C te B' = H(ID, || k)~

H,=HB | ID | T, GIIC)- " . D, 1K)

C =ID,xK,» H,=H®B | D IT,MC1C)-

. . , Check H' 2= H ,.If holds, RC computes:
C,=HG | PWIXK, - €., o r
3 H,

Compute B'=H(ID, || k,)®H(r, || PW").
| Hy=UD,|lID,||B).

Decrypt Cy and verify H .
If holds, then store {ID,, 7, B’}

C,=BxK,_,

Figure 3: Password changing phase

Step 2. Upon receiving my = {T,(z), Cy, Co, Ha} from
Alice, S; computes Kg,_a = TT,(z) and recov-
ers IDA = Ol/KSi—A7 H(T;HPW’) = OQ/KSi_A.
Next S; computes B* = H(IDullk;) and H) =

H(B” To(x )||Cl||Cz) Then S; checks H!, =
H 4 or not. Ifholds S; computes B’ = H(IDl|k;) &
H(r'||PW’), Hs, = (IDs,||ID4||B’) and C5 =

B’ x Kg,_a, where k; is the secret key of S;. Fi-
nally S; sends {Cs5, Hg, } to Alice.

Step 3. Upon receiving {C5, Hg, }, Alice uses K4_g, to
decrypt C3 to get B’. Then Alice computes locally
Hg = (IDs,|[ID4||B’) to compare with Hg, .If they
are equal, Alice stores {IDy4, 7., B’} in a secure way.

4 Security Analysis

4.1 The Provable Security of the Pro-
posed Scheme [2]

First of all, we transform the process of our proposed
scheme with privacy protection in MSTSA to the follow-
ing two simulation Algorithms.

Theorem 1. Let D be a uniformly distributed dictionary
of possible passwords with size D, Let P be the improved
authentication protocol described in Algorithm 1 and 2.
Let A be an adversary against the semantic security within
a time bound t. Suppose that CDH assumption holds,
then,

s+ Qe c 2
+7(q 9e)” | gy Advidh ()4 240 4 95
p? p D

2qh

Ad’UrLD(A) 2l+1

where Advidh(A) is the success probability of A of solv-
ing the chaotic maps-based computational Diffie-Hellman
problem. qs is the number of Send queries, q. is the num-
ber of Execute queries and qp is the number of random
oracle queries.

Proof. This proof defines a sequence of hybrid games,
starting at the real attack and ending up in game where
the adversary has no advantage. For each game G;(0 <
i < 4), we define an event Succ; corresponding to the
event in which the adversary correctly guesses the bit b
in the test-query.
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Algorithm 1 Simulation of send query

1:

10:
11:
12:

13:
14:
15:

16:
17:
18:
19:

20:

On a query send(Ili;, start), assume that U; is in cor-
rect state, then we proceed as follows:
Choose  two  numbers a,a1€RZ,,
{To,(x),Ca,Va, Hy}. This  query
{T,,(x),Ca,Va, Hs} as answer.

On a query send(S;,{Ts,(x),Ca,Va,Ha}), assume
that Si is in correct state, we continue as follows:
Compute IDy = Cy, /T, Ty, (x), B* = H(ID4llk:),
Ta(a;) = VA/TleB*(JJ), IDSj = CA2/T]%T@($) and
H)y = H(Ca,||Ca,||VallIDs;).

if H, # H,4 then

compute
returns

Reject the message.
else S; choose two numbers Tl,TQERZ; and com-
putes {T;,(z),Cs,,Cs,,Vs,Wg,Ha}. This query
returns {7}, (z),Cs,,Cs,, Vs, Ws, Ha} as answer.
On a query send(S;,{T,(z),Cs,,Cs,, Vs, Ws, Ha}),
assume that Sj is in correct state, we continue as
follows:
Compute T.,(x) = Vs/Ty,Tr,(x), IDa =
CSz/TijTz (l‘), H(B*”Ta(x)) = WS/Tijki (Z‘) and
Hg = H(Cs,||Cs,||Vs|[Ws|[IDa)
if Hy # Hg then
Reject the message.
else S; chooses a number rzc RZ; and com-
putes Hs, = H(T,(2)|[H(B"|[T.(2))||IDs,)
and SK = T,,T,(z). The query {T),(z), Hs,}
returns as answer.
end if
end if
On a query send{T;,(x), Hs,}, assume that U; is in

correct state, then we proceed as follows:
U; computes Hfgj = H(T,, (:c)||H(B*||Ta(:z:))||IDS7)
if ng # Hg; then
Reject the message.
else compute SK = T,T,,(z) and the user U; in-
stance accepts.
end if

Algorithm 2 Simulation of Execute query

On a query Reveal (I1%;), we proceed as follows:
if The instance I, is accepted then

This query answered the session key.

end if

Game G(: This game correspond to the real attack in

the random oracle model. In this game, all the in-
stances of Uy and Upg are modeled as the real exe-
cution in the random oracle. By definition of event
Suce; in which the adversary correctly guesses the
bit b involved in the Test-query, we have

Advn, p(A) = 2| Pr[Sucey] — %| (1)

Game Gp: This game is identical to the game G, except

that we simulate the hash oracles h by maintaining

the hash lists List;, with entries of the form (Inp,
Out).On hash query for which there exists a record
(Inp, Out) in the hash list, return Out. Otherwise,
randomly choose Out € {0, 1}, send it to A and store
the new tuple (Inp, Out) into the hash list. The Ex-
ecute, Reveal, Send, Corrupt, and Test oracles are
also simulated as in the real attack where the simu-
lation of the different polynomial number of queries
asked by A. From the viewpoint of A, we identify
that the game is perfectly indistinguishable from the
real attack. Thus, we have

Pr[Suce;] = Pr[Sucep) (2)

Game G5: In this game, the simulation of all the ora-

cles is identical to game (7 except that the game
is terminated if the collision occurs in the simula-
tion of the partial transcripts {1y, (z),Ca,Va, Ha},
{Tm (l‘), CS’1 s CSQ, VS7 Ws, Hs} or {TTS (ZL‘), Hsj} and
on hash values. According to the birthday paradox,
the probability of collisions of the simulation of hash
oracles is at most g7 /2'*1. Similarly, the probability

of collisions in the transcripts simulations is at most

2
%. Since a,a;,r; were selected uniformly at

random. Thus, we have

Q}Ql + (Qh + qe)2 (3)

Pr[Succa] — Pr[Sucey] = S o

Game G3: In this game, the session key is guessed with-

out asking the corresponding oracle h so that it be-
come independent of password and ephemeral keys
a,r3 which are protected by the chaotic maps-based
computational Diffie-Hellman problem. We change
the way with earlier game unless A queries h on
the common value SK = H(T,Tr3(z)). Thus,
Advgdh(A) > q%l Pr[Succs] — Pr[Suces]| — %,that is,
the difference between the game G3 and the game G4
is as follows:

Pr[Succs] — Pr[Succy)| < gnAdv&™(A) + % (4)

Game G4: This game is similar to the game G35 except

that in Test query, the game is aborted if A asks
a hash function query with SK = H(T,T,3(z)). A
gets the session key SK by hash function query with
probability at most 2?% Hence, we have

2

| Pr[Succy] — Pr[Suces]| < 2?% (5)
If A does not make any h query with the correct in-
put, it will not have any advantage in distinguishing
the real session key from the random once. More-
over, if the corrupt query Corrupt (U, 2) is made
that means the password-corrupt query Corrupt (U,
1) is not made, and the password is used once in lo-
cal computer to authenticate user for getting some
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important information and no more used in the pro-
cess of the protocol II. Thus, the probability of A
made on-line password guessing attack is at most .
Furthermore, the probability of A made off-line pass-
word guessing attack is 0, because even if A gets the
secret information {ID 4, r,, B}, he has no any com-
pared value to authenticate the guessing password is
right or not. Combining the Equations (1) - (5) one
gets the announced result as:

Ad’UH,D(A)
207 (g5 +qe)° o0, Advedh(4) 4 2n , 9
—2l+1+ p2 + 2qn UG()+7+B
O

4.2 Further Security Discussion

Proposition 1. The proposed scheme could resist pass-
word guessing attack.

Proof. In this attack, an adversary may try to guess a
legal user password PW using the transmitted messages.
Password guessing attack can only crack a function with
one low entropy variable (password), so if we at least in-
sert one large random variable which can resist this at-
tack. In our protocol, the adversary only can launch the
on-line password guessing attack, because there are no
any of the transmitted messages including password as
the input value. Even if the adversary gets the secret in-
formation {IDy,r,, B}, he has no any compared value to
authenticate the guessing password is right or not with-
out the server help. In other words, the adversary can-
not construct the form function(x||PW’) = y, where *
is any known message, and only the server can compute
the value y. On the other side, about on-line password
guessing attack, because the maximum number of allowed
invalid attempts about guessing password is only a few
times, then the account will be locked by the registration
server. O

Proposition 2. The proposed scheme could support mu-
tual authentication.

Proof. In our scheme, the Registration Server S; verifies
the authenticity of user A’s request by verifying the con-
dition H'y = H4? during the proposed phase. To com-
pute B* = H(ID4||k;), the password is needed. There-
fore, an adversary cannot forge the message. Addition-
ally, Ca,,Ca,, Va includes large random numbers a and
al, the adversary cannot replay the old message. This
shows that S; can correctly verify the message source.
For Alice authenticating the server Sj, it can be di-
vided three steps: Firstly, .S; transfers the authenticator
H(B*||T,(z)) which can only be decrypted by S; using his
own secret key k;. Secondly, only S; or S; can compute
Ty, Ty, (x), so S; authenticates S; by verifying the con-
dition Hg = Hg? Finally, Alice authenticates the server
S; by verifying the condition H gj = Hg,? S; computes
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Hg, only by the helping of S;, and while S; and S; have
achieved mutual authentication.

Hence, mutual authentication can successfully achieve
in our scheme. O

Proposition 3. The proposed scheme could support
Privacy-Protection.

Proof. Alice’s identity is anonymity for outsiders because
1Dy is covered by Ca, = T,, Tk, (x)ID 4, and then only
the Registration Server S; can use his secret key to recover
the ID 4. It is the same way for covered the identity of S;.
Due to PKC-based about our scheme, the ID4 and I Dg;
must be emerged to S;, or it cannot construct the authen-
ticator of the user and send the covered authenticator to
S;.

For the second message ma = {T},(z), Cs,, Cs,,
Cs,, Vs, Ws, Hs}, we construct Cs, = T;., Ty, (x)I D4
to covered Alice’s identity, and Cs, = T, Ty, (z)IDg,,
Cs, = Tp, Ty, ()T, (x) to covered S;’s identity and Tq(x).
The encrypted message Csg,,Cs,,Cg, are generated from
r1, ro which are different in each session and are only
known by S,. S; can decrypt Cg,,Cs,,Cs, using T, (z)
and his own secret key which is secure under the CMB-
DLP and CMBDHP assumptions, and furthermore get-
ting all the information IDs, = Csg, /Ty, T, (v), ID4
Cs, [Tk, Ty,(x) and T, (x) = Cs, /T, T, (x). Additionally,
since the values r1, 7o of the random elements are very
large, attackers cannot directly guess the value 71, ry of
the random elements to generate T, (z), Ty, (x).

For S;, because it has know all the necessary infor-
mation including IDg,, ID 4, T,(z) and the covered au-
thenticator H(B*||Ty(x)), S; only need send the authen-
tication of integrity message ms = {T,,(z), Hs, } which
has no any of information about identities of the involved
three nodes.

Therefore, the proposed scheme provides privacy pro-
tection. O

Proposition 4. The proposed scheme could resist stolen
verifier attack.

Proof. In the proposed scheme, any party stores nothing
about the legal users’ information. All the en/decrypted
messages can be deal with the user’s password which is
stored in the user’s brain, or the secret keys which are
covered strictly, so the proposed scheme withstands the
stolen verifier attack. O

Proposition 5. The proposed scheme could withstand re-
play and man-in-the-middle attacks.

Proof. The verification messages include the temporary
random numbers a,aq,7q,7;. More important thing is
that all the temporary random numbers are protected by
CDH problem in chaotic maps which only can be uncov-
ered by the legal users (using secret keys or password).
So our proposed scheme resists the replay and man-in-
the-middle attacks. O
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Table 1: Security of our proposed protocol

Category Eun-Jun Yoon’s Zhu’s Scheme [5] | Zhu’s Scheme [1] Our scheme
Scheme [14] (2013) (2015) (2016)
Architecture Multi-server MSTSA MSTSA MSTSA
(Centralized) (Distributed) (Distributed) (Distributed)
Single-point of security N/A Provided Provided Provided
Single-point of efficiency N/A Provided Provided Provided
Single-point of failure N/A Provided Provided Provided
Architecture Symmetry N/A Provided Provided Provided
properties Transparency *F FEE FEX FEE
and Simplicity * FEE FEFE FEF
functionality Expandability FF FEE FEFE FEF
No timestamp Provided Provided Provided Provided
Secure password update Provided Provided Provided Provided
Repeatable Authenticated N/A N/A N/A Provided
Privacy-Protection N/A N/A N/A Provided
Mutual authentication Provided Provided Provided Provided
Guessing attacks Provided Provided Provided Provided
Man-in-the-middle attack Provided Provided Provided Provided
Security Replay attack Provided Provided Provided Provided
requirements| Key freshness property Provided Provided Provided Provided
Perfect forward secrecy Provided Provided Provided Provided
Data integrity Provided Provided Provided Provided
Impersonation attack Provided Provided Provided Provided
Known key secrecy property| Provided Provided Provided Provided
Stolen verifier attack Provided Provided Provided Provided
Security Model Heuristic method Random Oracle Standard model Random Oracle
. Hal‘c%ware, .software, Software and Software and Software and
Required components biometric and
password password password
password
N/A: not available or not support. *: provided but in low level.
**: provided but in middle level. ***: provided but in high level.

Proposition 6. The proposed scheme could resist user
impersonation attack.

Proof. In such an attack, an adversary may try to mas-
querade as a legitimate user Alice to cheat another legiti-
mate user. For any adversary, there are two ways to carry
this attack:

e The adversary may try to launching the replay at-
tack. However, the proposed scheme resists the re-
play attack.

The adversary may try to generate a valid au-
thenticated message {T,,(x),Ca,,Ca,,Va,Ha} for
two random values a, a;. However, the adversary
cannot compute {Cya,,C4a,,Va} as computation of
{C4,,C4,,Va} requires PW which is only known to
legal users.

This shows that the proposed scheme resist user imper-
sonation attack. O

Proposition 7. The proposed scheme could have Key
freshness property.

Proof. Note that in our scheme, each established session
key SK = H(T,T,,(x)) includes random values a and rs.
The unique key construction for each session shows that
proposed scheme supports the key freshness property. [

Proposition 8. The proposed scheme could have known
key secrecy property.

Proof. In our scheme, if a previously established session
key SK = H(T,T,,(z)) is compromised, the compromised
session key reveals no information about other session
keys due to following reasons:

e Each session key is hashed with one-way hash func-
tion. Therefore, no information can be retrieved from
the session key.

e Each session key includes two nonces, which ensures
different key for each session.

Since no information about other established group
session keys from the compromised session key is ex-
tracted, our proposed scheme achieves the known key se-
crecy property. O

Proposition 9. The proposed scheme could have forward
secrecy.

Proof. Forward secrecy states that compromise of a legal
user’s long-term secret key does not become the reason
to compromise of the established session keys. In our
proposed scheme, the session key has not included the
user’s long-term secret key: Password. This shows that
our scheme preserves the forward secrecy property. O

Proposition 10. The proposed scheme could have perfect
forward secrecy.

Proof. A scheme is said to support perfect forward se-
crecy, if the adversary cannot compute the established
session key, using compromised secret key k of any server.
The proposed scheme achieves perfect forward secrecy. In
our proposed scheme, the session key has not included the
server’s long-term secret key k;, k; because the session key
is SK = H(T,T,,(x)). This shows that our scheme pro-
vides the perfect forward secrecy property. O

From the Table 1, we can see that the proposed scheme
is more secure and has much functionality compared with
the recent related scheme.
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5 Efficiency Analysis

Compared to RSA and ECC, Chebyshev polynomial com-
putation problem offers smaller key sizes, faster compu-
tation, as well as memory, energy and bandwidth sav-
ings. In our proposed protocol, no time-consuming mod-
ular exponentiation and scalar multiplication on elliptic
curves are needed. However, Wang [6] proposed several
methods to solve the Chebyshev polynomial computation
problem. For convenience, some notations are defined as
follows. The computational cost of XOR operation could
be ignored when compared with other operations. Ta-
ble 2 shows performance comparisons between our pro-
posed scheme and the literature of [7] in multi-server ar-
chitecture and [13, 9] in MSTSA. Therefore, as in Table 2
the concrete comparison data as follows:

6 Conclusion

We only use chaotic maps and a secure one-way hash func-
tion to construct a distributed password authenticated
key scheme which provides a provable privacy protection
towards Multiple Servers to Server Architecture. Our pro-
posed scheme only needs three rounds can catch mutual
authenticated with privacy protection among three par-
ties in MSTSA, and the unregistered server can store a
temporary authenticator for a certain time without the
registered server involved. The above-mentioned inno-
vation points can improve the efficiency of protocol im-
mensely. Based on our discussion we proposed a suitable
protocol that covers those goals and offered an efficient
protocol that formally meets the proposed security defi-
nition. Finally, after comparing with related literatures
respectively, we found our proposed scheme has satisfac-
tory security, efficiency and functionality. Therefore, our
protocol is more suitable for practical applications.
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