International Journal of Network Security, Vol.20, No.3, PP.439-446, May 2018 (DOI: 10.6633/IJNS.201805.20(3).05) 439

A Novel Physical Channel Characteristics-based
Channel Hopping Scheme for Jamming-resistant
in Wireless Communication

Qiuhua Wang*!, Hongxia Zhang?, Qiuyun Lyu!, Xiaojun Wang!, And Jianrong Bao®
(Corresponding author: Qivhua Wang)

School of Cyberspace, Hangzhou Dianzi University!

School of Communication Engineering, Hangzhou Dianzi University?
School of Information Engineering, Hangzhou Dianzi University®
No. 1158, 2nd Street, Jianggan District, Hangzhou 310018, P.R.China
(Email: wangqiuvhua@hdu.edu.cn)

(Received Nov. 30, 2016; revised and accepted Mar. 11, 2017)

Abstract

Jamming is an effective denial-of-service (DoS) attack in
wireless networks due to the open nature of radio propa-
gation. In Jamming attack, the attacker purposely emits
radio signals to corrupt the ongoing communication be-
tween the legitimate transmitter and receiver. Channel
hopping is a feasible link-layer method for preventing jam-
ming attack in wireless communications. In this paper,
we propose a novel channel hopping scheme for jamming-
resistant in wireless communication. In our proposed
scheme, we explore the reciprocity, randomness and spa-
tial uncorrelation of the wireless fading channel to gener-
ate random channel hopping sequences. We evaluate our
channel hopping scheme through real-world experiments
on 802.11a 5 GHz band. Experiment results show that
our scheme is efficient and secure, and achieves higher
channel agreement ratio with almost equally channel dis-
tribution.

Keywords: Channel Hopping; Channel Reciprocity; Jam-
ming Attack; Quantization

1 Introduction

As wireless networks become increasingly popular, the se-
curity and reliability issues attract more and more atten-
tions. Due to the broadcast and open nature of radio
propagation, wireless networks are not only vulnerable
to traditional attacks such as eavesdropping but also to
jamming attacks [24]. Jamming is a very effective denial-
of-service (DoS) attack, in which the attacker purposely
emits radio signals to corrupt the ongoing communica-
tion between a pair of legitimate users [15, 28]. Jamming
resistance is crucial for secure and reliable wireless com-
munication.

The dominantly used approach to cope with jamming
attacks is to employ physical layer techniques such as Di-
rect Sequence Spread Spectrum (DSSS) [1] and Frequency
Hopping Spread Spectrum (FHSS) [19]. These techniques
use identical spreading codes or frequency hopping se-
quences known to both the sender and the receiver but
unknown to jammers to achieve anti-jamming capability.
To do this, both the sender and the receiver need to share
secret keys (such as spreading codes in DSSS or frequency
hopping sequences in FHSS) beforehand and keep them
secret [3]. However, those spread spectrum techniques
employ sophisticated physical-layer, which require more
advanced and expensive transceivers and cannot be em-
ployed in most commodity wireless networks. Moreover,
although the Frequency Hopping was available in the orig-
inal 802.11 standard, it was not incorporated into the sub-
sequent, more popular 802.11a, b and g protocols [16].

An alternative easy-performed method for anti-
jamming is channel hopping (also known as channel surf-
ing), in which legitimate transceivers quickly switch their
communication channels to avoid jamming from attack-

ers [8, 20, 23, 25].

The idea of channel hopping is motivated by frequency
hopping. Channel hopping is similar to frequency hop-
ping in that both of them change frequency during the
communication. However, the difference between them is
that, FHSS, unlike channel hopping, requires specialized
antennas for transmitting and receiving signals. Channel
hopping is a link-layer technology, it is much more feasi-
ble and easily used than FHSS and can be applied to the
existing wireless devices without frequency hopping fea-
tures [20]. Since there are multiple channels are available
for next hopping, the key concern for channel hopping is
to achieve the same channel selection between legitimate
users.
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Similar to FHSS, channel hopping also relies on a se-
cret key shared by sender and receiver to control the chan-
nel selection. This secret key enables the communication
parties to switch channels such that their transmission
becomes unpredictable for a third party, thus reducing
the probability of jamming. Without such a shared se-
cret, it is impossible to establish effective anti-jamming
communication between sender and receiver.

Until now, the requirement of shared keys has been
fulfilled by out-of-band key pre-distribution on the de-
vices. However, this approach suffers from scalability con-
straints in environments where a large number of users
potentially take part in a pairwise communication, and
may not even be feasible in highly dynamic network en-
vironments such as mobile ad hoc networks where two
arbitrary parties usually do not have pre-shared secrets
and they have to talk to each other beforehand to decide
the channel switching sequence. Moreover, an attacker
can compromise the pre-shared key and then jams the
network. When those happen, the communication par-
ties will have to agree on a new secret key in an ad-hoc
manner using the wireless channel.

All these observations lead to the following challenge:
How can two users that do not pre-share any secret key
achieve the channel hopping agreement securely over a
wireless channel in the presence of a jammer? Only when
two legitimate transceivers select the same channel at each
time slot can they successfully communicate.

Some research works resort to Diffie-Hellman key
agreement algorithm or public key encryption (e.g RSA)
to establish a shared secret key over an insecure chan-
nel. However, unfortunately, all these schemes share some
common limitations: (1) They have to split each DH/RSA
message into multiple packets at the sender and reassem-
ble them into meaningful DH/RSA messages at the re-
ceiver due to the constraint of wireless network packet
size. This takes a long time (and sometimes is impos-
sible) for these schemes to finish a DH/RSA key estab-
lishment in presence of jammers [9]. (2) Such methods
consume significant amount of computing resources and
power which might not be available in certain scenarios
(e.g., wireless sensor networks). (3) More importantly,
since they are based on the hardness of a mathematical
problem, they are only computational secure.

Recently, exploiting wireless channel characteristics
(e.g reciprocity, randomness and spatial uncorrelation) to
generate a shared secret key between two legitimate users
has become a promising technique for its high reliability,
easy implementation, and low energy consumption [26].
It provides an excellent approach to the problem of key-
establishment and can even achieve information theoreti-
cal secrecy [14]. However, almost all of these schemes need
extra information reconciliation to correct the quantized
bit errors between two parties [21]. If we try to adopt
these approaches for channel hopping purpose directly,
the extra communication overheads are considerable be-
cause information reconciliation needs many rounds in-
formation exchange and should be performed each time
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the channel switches. As a result, it will take a long time
(and sometimes it may be impossible) for these schemes
to finish information reconciliation in the presence of jam-
mers.

In this paper, we propose a novel channel hopping
scheme based on wireless channel characteristics which
is effective and energy-efficient. Our method makes use
of the inherent reciprocity, randomness and spatial un-
correlation of wireless fading channel. In typical wire-
less network environments, the wireless channel between
two users, Alice and Bob, is reciprocal and varies ran-
domly over time and space. Alice and Bob can measure
some wireless channel characteristics (such as received
signal strength indicator (RSSI) [4, 6, 10, 11, 14, 17],
amplitude [13, 22] and phase [5, 12]. The channel reci-
procity theory demonstrates that bidirectional wireless
channel characteristics should be identical between two
transceivers within the channel coherence time. We can
use these measurements as shared random secrets to
achieve the channel selection agreement.

In our approach, the information reconciliation proce-
dure is eliminated, which greatly reduces the communica-
tion overheads and time cost. Therefore, our method is
more energy efficient. Our approach only needs one-time
extra information exchange which happens in the quanti-
zation phase.

Furthermore, due to the spatial uncorrelation of wire-
less channel, as long as the jamming attacker, Eve, is
more than a half-wave-length away from Alice and Bob,
the channel measurements she obtains will be indepen-
dent to that between the legitimate ones. This means
that the attacker can obtain no information about the
channel characteristics between legitimate communicators
because she experiences independent fading [2] and thus
cannot measure the same channel characteristics as Alice
and Bob [14]. To this extent, our channel hopping method
provides a strong security.

We also conduct real-testbed experiments to evaluate
our approach. The results show that with least informa-
tion exchange, we can achieve a channel agreement ratio
higher than 95 % and even 100%.

The rest of this paper is organized as follows. Section 2
introduces the network and adversary model used in our
proposed scheme. Section 3 provides the detailed descrip-
tion of our proposed channel hopping scheme. Section 4
presents the experiment results and performance analysis.
Finally, we conclude the paper in Section 5.

2 Network and Attack Model

We now outline the basic wireless network and jamming
attack model that we use throughout this paper.

2.1 Network Model

Here we consider an ubiqitous Alice-Bob-Eve wireless
communication scenario in Figure 1, in which Alice, Bob
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and Eve are geographically located at different positions.
The legitimate users, Alice and Bob, want to transmit
messages via wireless channel. An jamming-attacker, Eve,
tries to jam the communication between Alice and Bob
by sending random packets (or noise). Both Alice and
Bob have multiple transducers that allow them to work
on multiple channels. In our setting, Alice and Bob each
sends data and ACK packets through the wireless channel
from which they respectively measure the channel charac-
teristic and construct the channel measurements, denoted
by hep and hp,. Due to the channel reciprocity, we have
hap = hpq when they are conducted during the channel
coherence time. Eve can estimate her channel to Alice or
Bob, however, if Eve is more than A / 2 ( A is the wave-
length) away from Alice and Bob, she will experience in-
dependent channel variations, hence, her observations h,e
and hye are sufficiently uncorrelated with hgp, and hy, due
to the spatial variations, e.g., hge # hap and hpe # hpe [2].
If Alice and Bob communicate on a fixed channel, Eve,
could identify the channel used for communication and
then start to jam it indefinitely. Clearly, if the legitimates
wish to continue communication, they must hop to a new
channel. Let [ represent the number of channels that
can be utilized between legitimate users. For instance,
1 =12 in 802.11a when only non-overlapping channels are
used for communication. The legitimate users may change
channels over time. When such a channel change occurs,
we say that the communication hops between channels.

2.2 Attack Model

Since we focus on message transmissions in the presence
of a jammer, we only consider jamming attacks in this pa-
per. Similar to the assumption in traditional channel hop-
ping schemes [16, 20, 25], instead of considering a power-
ful attacker, we assume that Eve uses the same or similar
hardware as legitimate users in terms of capability, energy
capacity, and complexity, and the power-limited attacker
can jam only one channel at a given time. One reason is
that, to remain inconspicuous, the jammer would need to
jam with conventional (802.11) hardware such as a sin-
gle laptop with one or two wireless interfaces. In many
cases, the attacker launches a jamming through a compro-
mised node. Another reason for such assumption is that
if a jammer is a high-power, broadband capable device, it
can be easily detected by defenders since they violate the
normal communication rules. Eve has the knowledge of
the set of channels used by the sender and the receiver,
and she chooses her jamming strategy depending upon
the information that she obtains about the system.

3 Our Proposed Channel Hopping
Scheme
Our method relies on the reciprocity of channel to achieve

channel agreement, and spatial uncorrelation to prevent
eavesdropping. Let X = (a7, 24, ......, z) be the chan-
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Figure 1: Wireless communication scenario.
nel measurements recorded by Alice at time ¢, to, ...... ,tn
: B __ /
respectively, and X” = (28,22, ......,28) be Bob’s chan-
nel measurements at time 1/, to/, ...... st , where t; <

tr < tg < tor < ...... < tp < tp , and i is the channel
measurement value at time ¢; or ¢, u = {A,B}, u= A
represents Alice and u = B represents Bob. According to
the reciprocity of wireless channel, 7! ~ zZ(1 < i < n),
if they are obtained within the channel coherence time ¢.
, i.e, ty — t; < t;. Since the channel variation is mainly
caused by channel fading, it is random and unpredictable.
Moreover, based on the location decorrelation property of
the wireless channel, the attacker Eve cannot observe the
same channel variations as the Alice-Bob channel if she is

located several wavelengths away.

3.1 Channel Hopping Protocol

Suppose that in the initial stage, Alice and Bob
have obtained n channel measurements, X" =
(a4, 2y, ...... ,2%),u = {A, B} prior to Eve's arrival. Both

Alice and Bob can use [ channels, and their clocks are
synchronized. Our protocol is described as follows.

1) Alice and Bob first quantize their channel measure-
ments into binary bit sequences of length m respec-
tively by performing channel quantization algorithm.
Then they randomly permute the bit positions in
their quantized sequences and obtain the random se-

quence Q“ = (¢4, ¢4, ...... ,qv) € {0,1}™.

2) Alice and Bob divide their random sequence Q" into
blocks of length | denoted as

By = (@, 1)
Bit = (qluvqlujtla"' ’q;lfl)
qum/ljfl = (qﬁm/uq)z’qﬁm/uq)zﬂ"" 7qqu/uzf1)-

Then Alice and Bob compute a random channel se-
lection sequence CS* = (CSY, CS3, ......, S|, /1) —1)
respectively, where CS; = {Ep«(i) mod [},
i is the packet sequence number, B! =

(q?l’q?l-i-lv '''''' ) ?i+1)171)a(0 < 1 < I_’I’I’L/ZJ — 1),

and Ek(-) is an encryption function.
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3) Both Alice and Bob change their own channels ac-
cording to the random channel selection sequence
CS* (which is unknown to anyone but the two parties
involved).

4) Alice and Bob exchange their packet pair (DATA-
ACK) with the sequence number i using channel CS;'.
Once the communication begins, the channel charac-
teristics are recorded and used to calculate the next
round channel choice.

5) If Alice and Bob cannot achieve agreement on one
channel (i.e.CS% is not equal to CS?), both of them
go to the next channel represented by CS}, .

6) Once the current round channel selection sequence
is used up, Alice and Bob jump to Step 1) to gen-
erate a new channel selection sequence based on the
channel measurements obtained during the current
round, and continue their next round communication
according to the new computed channel selection se-
quence.

3.2 Quantization Algorithm

It is obvious that quantization is a crucial step in our
proposed channel hopping scheme, and the choosing of
the quantization algorithm has a great influence on the
performance of our proposed protocol.

In the quantization stage, both Alice and Bob quan-
tize their channel measurements into binary bit sequence
based on particular thresholds. There are many proposals
of channel quantization. The paper [27] summarizes some
existing quantization methods and evaluates their per-
formance. The difference in these quantization methods
mainly results from their different choices of thresholds
and the different number of thresholds they use. These
quantization methods could generally be classified into
two categories: Single-bit approaches and Multi-bit ap-
proaches [11]. Single-bit approaches quantize each chan-
nel measurement into at most one bit, while Multi-bit
approaches quantize each channel measurement into mul-
tiple secret bits, k-bit (k > 1), but at a cost of higher bit
error rate.

In tradition key generation based on the channel-
characteristic, to achieve an identical shared key between
two legitimate users, an information reconciliation proto-
col should be used to reconcile the bit errors. However,
during information reconciliation phase, Bob and Alice
must exchange reconciliation information on public chan-
nel several times, which is time and energy consumption.
Even worse, information reconciliation leaks some infor-
mation about the secret key which can be used by the
attacker to guess portions of the extracted key, hence, a
privacy amplification protocol will be further applied to
solve this issue, which consumes more time and commu-
nication overheads.

Moreover, with the quantization bit error rate increas-
ing, the subsequence information reconciliation will be-
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come more and more difficulty and the whole process of
key generation may even be failure. That is because when
the quantization bit error rate increases, the information
reconciliation protocol has to be performed much more
rounds to eliminate all errors, which will reveal more bits
to the attacker. For example, when the bit error rate
is 0.08 after the quantization phase, the Winnow infor-
mation reconcile protocol should be performed 5 rounds
to eliminate all errors with 57.13% information leaked.
While when the bit error rate is 0.25, the Winnow infor-
mation reconcile protocol should be performed 11 rounds
with 96.77% information leaked [21]. So, the quantization
approaches that exhibit high bit error rate are not useful
in establishing a secret key.

In this paper, since we focus on designing a fast and en-
ergy efficient channel hopping protocol, we try to achieve
channel agreement with high probability without using
information reconcile and privacy amplification. This re-
quires that the bit error rate of the quantization algorithm
should be as low as possible. Our experimental result in
Section 4.1 shows that with [=12, to achieve a channel
agreement ratio higher than 95%, the bit error rate of the
output of quantization should be lower than 0.4%. How-
ever according to our experiment results in Figure 2, none
of multi-bit quantization approaches can achieve such low
bit error rate. Therefore, in this paper, we choose to use
two-threshold single-bit approach since it has lower bit
error rate compared with Multi-bit approaches and other
single-bit approaches [11].

The quantization algorithm used in this paper is de-
scribed as follows.

1) Both Alice and Bob divide the channel measurement
sequence into blocks of length j which is a config-
urable parameter.

2) For each block, they calculate two thresholds: the
upper threshold ¢% and the lower threshold ¢ inde-
pendently such that

(1)
(2)

where p* and o“ represent the mean and the stan-
dard deviation of the measurement sequences in the
1th block, and 0 < a < 1 is a parameter which can
be tuned through experiments.

q = p"+axo

q* p—axao.

3) Each measurement value z}(1 < i < n) is mapped to
a binary bit via a quantizer Q“(-) as shown in Figure
3, such that measurements below ¢“ are encoded as
bit 0; measurements above ¢} are encoded as bit 1,
while measurements within the interval [¢*, ¢%] are

discarded.
1, if o > qY
0, if ¥ <q“

e, otherwise

Q"(z}) = 3)

where e is an undefined state. The superscript u
stands for user and may refer to either Alice, in which
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Figure 3: Bit error rate of different quantization ap-
proaches.

case the quantizer function is Q4(-), or to Bob, for
which the quantizer is QF(-).

4) Alice and Bob maintain a list of indexes of discarded
values and exchange it with each other so that they
only keep the ones that they both decide not to drop.

4 Experiment Results and Perfor-
mance Analysis

In this section, we first describe our experiment settings,
and then present the results and the performance of our
scheme.

In our experiment, we make use of the most popular
channel characteristic parameter, RSSI, as the indicator
of the channel because its reading is readily available in
the existing wireless infrastructures. Most of the current
of-the-shelf wireless cards, without any modification, can
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measure it on a per packet/frame basis. RSSI can be read
during the preamble stage of receiving an 802.11 frame.
The variation over time of the RSS caused by motion and
multipath fading, can be quantized and used for generat-
ing channel agreement sequences.

It should be noted that our approach is also applicable
to any other parameters of channel characteristic, such as
amplitude or phase, etc.

4.1 Experiment Setup

We conducted our experiments on three laptops (act-
ing as Alice, Bob and Eve) equipped with in-built Intel
PRO/Wireless 3945ABG network cards in a real indoor
environment. Alice is configured as an access point (AP
mode) and remains stationary, while Bob acts as a client
(Station mode) and moves randomly at a speed of about
1m/s . Eve is configured to monitor mode and sits next to
Alice, only about 30 centimeters away. Alice records the
RSSI values of data packets from Bob, and Bob records
the RSSI values of the corresponding MAC layer ACK
packets from Alice. These data and ACK packets are all
for data communication between Alice and Bob.

We perform experiments on 802.11a 5 GHz band be-
cause it has more non-overlapping channels (12 non-
overlapping channels in the 802.11a) than 802.11b/g. We
note that this experiment setting favors the jammer, as
she only needs to scan 12 channels in order to detect the
used channel between legitimate users. The jammer is
guaranteed a direct hit once he locates the channel with
traffic. In our experiments, the residence time that the
legitimate communication stays fixed in a particular chan-
nel is 100 ms.

4.2 Channel Hopping Approach

As introduced in Section 2.1, after the legitimate users
communicate on a single channel for a short period or once
a communication channel is jammed, they must jump to
another new channel to continue the communication. Ac-
cording to the jamming attack style, there are two most
efficient hopping approach for jamming: the reactive hop-
ping and the proactive hopping.

e Reactive hopping approach [24, 25]: the legitimate
users hop to a new channel only after they have de-
tected the presence of a jammer on the current chan-
nel they are using.

e Proactive hopping approach [7]: the legitimate users
hop channels for every t seconds without attempting
to detect the presence or the absence of the jammer
on the current channel and hopping channel.

The advantage of the reactive hopping is the least
hop number per unit time, while the proactive approach
switches hop more often than is necessary. However, the
advantage of the proactive hopping is that since chan-
nel hopping takes place for every ¢ seconds it is difficult



International Journal of Network Security, Vol.20, No.3, PP.439-446, May 2018 (DOI: 10.6633/IJNS.201805.20(3).05)

for the jammer to identify the current channel. It is ro-
bust when appropriate ¢ value is chosen [7]. Moreover, in
the proactive hopping, the legitimate users dont need to
detect the presence of a jammer. In fact, obtaining an ac-
curate estimate of a channel’s status in a short period of
time is not easy. For example, the DOMINO system [18]
as reported requires several seconds to make an accurate
determination of a greedy station. In our experiment, we
make use of the proactive hopping approach. Alice and
Bob switch their channel every 100 ms.

It should be noted that when a pulsing, fast-switching
attacker appears, channel hopping can work in conjunc-
tion with other approaches such as the packet fragmen-
tation and the redundant encoding to defend against this
type of jamming [23].

4.3 Channel Hopping Agreement Ratio
and Distribution of Channel Selec-
tion

We simulate the performance of our proposed channel
hopping scheme with different quantization parameter .
The experimental results are shown in Figure 4. It is
clear that larger value of a leads to a higher probability
of channel agreement rate. When o = 0.3, our channel
hopping method can achieve a channel agreement ratio
higher than 97%. When a =0.45, the channel agreement
ratio of our method can even achieve 100%.

We also evaluate the channel selection distribution of
our proposed scheme. The experiment results are draw
in Figure 5. From Figure 5, we can see that the hopping
probability on each channel is almost equally distributed.

Additionally, our approach eliminates the information
reconciliation cost and only needs one time extra informa-
tion exchange in the quantization phase. Therefore, our
proposed channel hopping scheme is an effective one and
is more energy efficient.

4.4 Security

As for the security, on the one hand, Eve’s channel mea-
surements do not provide her any useful information
about the measurement sequences X4 and XZ due to
the spatial uncorrelation. On the other hand, the trans-
mission of position indexes over the public channel in the
quantization phase does not reveal any information about
the quantized bits to Eve either. This is because they con-
tain position indexes only, whereas the generated quan-
tized bits depend upon the values of the channel mea-
surement at those indexes. Further, this guarantees that
Eve cannot use his observations to infer the values of the
channel measurement of Alice or Bob at those indexes
Eve can perform two kinds of Jamming attacks: predic-
tive jamming and reactive jamming [7, 3]|. If Eve chooses
to use the predictive jamming, she has two possible strate-
gies. The first is random Jamming. Eve sends jamming
signal on a random channel. In this case, the probability
of Eve selecting the correct channel at random is 1/1. In
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our experiments, [ = 12, and Eve’s random attack success-
ful probability is about 1/12 = 8.33% (Of course, the more
channels legitimate users have, the lower probability Eve
can achieve). By itself, this gives a relatively high chance
of success to the attacker. However, successful jamming
one message gives no advantage for the next, since legit-
imate users will be on a different, unknown channel. If
Eve is more intelligent, she may use the same method as
Alice and Bob to select channel. Eve can also collect the
RSSI sequences by eavesdropping the communication be-
tween Alice and Bob, and then computes the channel hop
sequences following the same steps as our method. We
tested the probability that Eve successfully computes the
channel that Alice and Bob will hop to. The experimental
results are also shown in Figure 4. From the results, Eves
successful attack probability is almost 0, which is even
much lower than the random attack. This demonstrates
that our proposed scheme is also resistant to more sophis-
ticated jammers. Our experiment results also verify that
the channel fading is a random shared secret between Al-
ice and Bob, and Eve almost obtains no useful information
by eavesdropping.

On the other hand, if Eve chooses to use the reactive
jamming attack, she needs to scan all channels first and
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then launches attacks on the channel that legitimate users
are using. The time to scan each channel and the radio
start-up cost in a new channel of 802.11 devices is typi-
cally tens of milliseconds [24]. In our experiments, since
Alice and Bob switch their channel every 100 ms, it is
impossible for Eve to complete scanning before Alice and
Bob switch their channels.

Hence, our proposed scheme is secure and causes no
loss of secrecy.

5 Conclusions

In this paper, we focus on how to protect legitimate trans-
mission from jamming attack by having the legitimate
users hop among channels to hide the transmission from
the jammer. We propose a novel channel hopping scheme
for jamming-resistance based on wireless channel charac-
teristics. We evaluate the proposed scheme through real-
world experiments in terms of the channel agreement rate,
distribution of channel selection and security. The exper-
iment results show that our proposed scheme can work
reliably with high efficiency and that it achieves higher
channel agreement rate with almost equally channel dis-
tribution. Moreover, our scheme is light-weight and easy-
implementable on the current wireless devices. In the
future, we will focus on achieving channel hopping agree-
ment without extra information exchange.
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