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Abstract

Current web security systems need Intrusion Detection
and Prevention Systems (IDPS), web proxies and firewalls
to protect the websites from malicious network traffic. All
these functions come at a cost for a web farm and add to
power costs. Our previous work has concluded that the
web server detection of application layer DDoS attacks is
far more power efficient than an equivalent IDPS. This
paper shows that all remaining IDPS functionality can
be split between the firewall and the web server allowing
the removal of the traditional IDPS and so substantially
reducing the CPU load and total electrical power bill of
a web farm.
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1 Introduction

The Web plays a vital role in modern life but web servers
are under constant attack. Common attacks include
buffer overflow based attacks, cross-site scripting, code
injection, brute force attacks, and DoS attacks [11, 13].
A web security system is usually built around web prox-
ies, firewalls and IDPS. The IDPS play a significant role
in blocking attacks but they can be overwhelmed by high
traffic levels and consume electrical power. In a mod-
est system such as a host-based web server, the network
traffic is received, analysed, and transmitted by these se-
curity devices before getting to the web server. Consider
the above scenario; the packet needs to traverse the full
TCP/IP stack three times before the web server. Con-
sider a web server farm in an enterprise that operates
many web servers with a large number of security devices.
These security devices consume significant power due to
this repetitive packet.

A possible solution is to remove any devices if the func-
tionality can build into other existing devices. Former re-
search work [14] analysed the power consumption of tra-

ditional IDPS as a separate device in a host based web
server and compared this to a Two Dimensional Web page
Daemon (TDWD) which implemented IDPS functional-
ity within the web server in a host based system. The
experimental results show that the traditional IDPS con-
sumed significantly more power than the TDWD. Based
on this novel foundation, this paper examines the pos-
sibility of detecting all types of attacks by distributing
the IDPS functionality between a web server and other
devices thus eliminating the IDPS box or IDPS software
such as Bro or Snort. If this proves feasible, it will reduce
equipment costs and the electricity usage in a web server
farm.

This paper is organized as follows: Section 2 describes
the different types of attacks handled by an IDPS and
explores attack detection strategies for web servers and
firewalls. Section 3 explains a novel security system that
eliminates the IDPS. Section 4 considers practical imple-
mentation. Section 5 suggests some exciting future work
based on the new architecture. Finally Section 6 provides
a conclusion.

2 Literature Search

This first part of this section will examine IDPS function-
ality and discuss the types of attacks such a system can
detect and block. The second part will then show that
many authors have suggested how individual IDPS func-
tions can be implemented either within a firewall or web
server.

2.1 IDPS Functionality

An IDPS aims to detect and alert the system when sus-
picious traffic occurs and blocks the offending traffic [18].
IDPS detection methodologies on major attacks are dis-
cussed below.

Phishing [12] is a common problem in an email, where
the embedded hyperlink in an apparently legitimate email
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redirects to the fake website which aims to steal user se-
crets. Common aims of this attack includes financial gain,
identity hiding mainly in the purchase of goods and for
fame and notoriety. Phishing attack is possible through
the websites blogs and on commercial websites. IDPS ap-
ply signature-based detection for phishing attacks. The
author Khonji et al. [8] describes the Collaborative In-
trusion Detection System (CIDS) where many number of
IDS share phishing related data and each IDS will main-
tain a list of infected IP addresses, pattern matches to
mitigate phishing attacks.

Several major websites including eBay, Google, and
McAfee have been the targets of cross-site scripting [4],
SQL injection exploits, or content based sniffing [6, 17].
An attacker injects malicious script in the web application
thereby causing unintended script execution by the vic-
tims browsers. Once this attack is successful, the attacker
can perform exploits such as account hijacking, cookie
poisoning, DoS and web content manipulation. IDPS de-
tection on these attacks are based on the signature rules
such as pattern matching, whitelist techniques which com-
pare inputs with the known good inputs, and model-based
approaches to analyse the user behaviour [18].

Brute force attacks are an illegal attempt to websites
by repeatedly trying username and password. Major vic-
tims are email and banking user. IDPS detect these types
of attacks by pattern matching [18]. According to a review
by Hydara et al. [6] this functionality can be provided by
a web server.

Cookie poisoning is a fraudulent act on cookie data
after accessing a website. This is a common attack on
web applications, for example in an online shopping. An
attacker can poison the cookie by neglecting the shipping
fee or postal price using tools as Paros proxy [9] that
results in financial loss to the owners. IDPS detect these
types of attacks by state transition analysis or by model-
based approaches.

Network layer DoS (Net-layer DoS) attacks include
SYN attack, ICMP attack, and UDP attack [5]. These
attacks aim to flood the server and make it unavailable to
the legitimate requests. IDPS will detect and block flood
attacks by using state transition analysis.

Well known commercial IDPS products such as those
from Cisco IDS, Snort or Bro can detect these types of
attacks with the help of attack signature matching in cen-
tral databases. IDPS plays a major role in detecting and
blocking attacks. Most inline IDPS sensors offer firewall
capabilities to mitigate the suspicious network activity.

2.2 Detection Techniques by Web Server
And Firewall

This subsection examines how web servers and firewalls
[2] can take over responsibilities of an IDPS. There is a
good body of research showing that web servers provide
effective detection against individual forms of application
layer (app-layer) attacks. For example WebIDS [7] from
IBM Tivoli Risk Manager analyses the Web servers access

log files to detect Web server attacks. Apache server mod-
ules such as mod security, mod evasive, and mod rewrite
[10] can be configured to defend against applayer attacks.
Mod security is as web application firewall designed for
blocking applayer attacks. Mod evasive is an Apache
module used to detect DDoS attacks, the detection is
based on number of single page access per unit time.
Anton et al. [1] deployed a web server to detect cookie
poisoning and SQL injection and stated that server side
detection is more powerful for cross-site scripting than a
firewall. Their approach based on checking the payload
content such as response headers, < Meta tag > and the
number of bytes. Web servers can filter for phishing at-
tacks [8] with the help of blacklisting and whitelisting IP.

Web servers are unsuitable for Net-layer DoS attacks
such as SYN, ICMP and UDP flood attacks. Haining
et al. [5] showed that an advanced firewall is capable of
resisting these types of flooding attacks. Gallagher [3]
stated that instead of using an IDPS, firewalls could be
configured to block Net-layer attacks and also Domain
Name Service (DNS) and Network Time Protocol (NTP)
reflection attacks.

Commercial web application scanners include App-
Scan, WebInspect, Hailstorm, Acunetix WVS. Open
source web application scanners, include Paros and Pan-
tera. These scanners examine the log files from the web
server to detect problems. This is essentially an IDS func-
tion but not a real time thus making them less useful for
directly blocking unwanted traffic.

The literature has outlined the functionality of IDPS
and has shown that all individual app-layer IDPS func-
tions can be moved into the web server, and that indi-
vidual net-layer IDPS functions can be implemented in
a firewall. There is no overarching reasoning as to why
the IDPS is still required. There is no commentary on
the possibility or advantages of completely eliminating an
IDPS.

3 Novel Architecture

Figure 1: Attacks handled by web server and firewall

The literature search showed that many authors have
implemented individual IDPS functions on the firewall or
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Figure 2: Novel architecture

web server. This section will show that the total IDPS
function can successfully split between a web server and
a firewall thus making it possible to eliminate the IDPS.
Furthermore, it will show that this results in real power
and CPU savings even in a cloud environment.

3.1 Eliminating IDPS

Figure 1 illustrates the attacks handled by IDPS can be
splitted between a web server and a firewall. The Apache
web server has powerful modules such as mod status,
mod rewrite, mod evasive, mod clamav, and mod proxy
that can be customised using HTTP variables for effective
detection of attacks.

The detection techniques used by web server modules
are listed in Table 1. The Apache web server is capable of
detecting all types of attacks except network layer attacks,
which the firewall can handle. The first column lists the
common types of attacks. The second column describes
the user activities on each attack. The IDPS detection
and blocking methods on each one is summarized in the
third column.

The last column explores the web server techniques in
handling those attacks. All attacks can be handled by the
web server or firewall thus it is possible to eliminate the
IDPS. In situations requiring very high security the redun-
dancy of having an IDPS may be considered worthwhile
but there are no attacks which and IDPS can handled
that cannot be handled by the web server and firewall
together.

3.2 Power Saving Opportunity

Figure 1 showed that much of the IDPS functionality can
absorbed into the web server and so it is feasible that
the security modules can work at the HTTP, TCP, or
UDP level. This proposed a novel architecture is shown
in Figure 2.

Figure 3: Traditional network design

Figure 4: Novel design

The system receives packets to the TCP, UDP, or
HTTP level and these formed packets are shared be-
tween the applications thus the packets need not to travel
up and down TCP/IP stack, from Ethernet frame to
TCP/UDP and from TCP/UDP back down to Ethernet
frame. Avoiding multiple packet reception and transmis-
sion on each devices results in far less CPU computing
time and the use of far less electrical power. The next
section examines the size of this electrical power saving.

4 Practical Implementation

The basic architecture of a traditional IDPS and web
server is shown in Figure 3 where the ingress and egress
traffic for each network device is at the level of the Eth-
ernet frame. The IDPS used in our work was Snort, and
another called Bro. Section 3.2 showed that this was com-
putational inefficient and proposed a generic solution in
Figure 2. Figure 4 shows how this was implement as a
way to eliminate Bro or Snort when working with Apache.
This novel design has been implemented in our previous
work [14, 15, 16] and further extended in this paper. Our
TDWD is built into the Apache web server and uses a
two-dimensional linklist (client IP and time) with time
based garbage collection. The following rules have been
implemented in TDWD:

• DDoS attack: excessive similar page accesses per sec-
ond, accessing pages at random, and repeatedly ac-
cessing the same page. Blocking rules can be eval-
uated by examining the linklist of accesses for each
user IP.

• Brute Force attack: repeatedly accessing the admin-
istration page.

• Blocking: Blacklisting based on user IP.
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Table 1: Attack methods handled by web server

Figure 5: Bro, Snort and TDWD a comparison

In order to analyse the power savings of the TDWD ap-
proach three experimental setups were devised; the Bro
IDPS running with Apache, the Snort IDPS running with
Apache, and TDWD which integrates into Apache. In or-
der to achieve a realistic comparison each IDPS devices

Figure 6: Power consumption of Bro, Snort and TDWD

was run by itself on the same machine with Apache ac-
tive and servicing packets. The CPU usage is shown in
Figure 5 where the dotted lines are the CPU load of the
individual IDPS devices, and the solid lines show any vari-
ation in the Apache CPU load given the IDPS being used.
Our previous research [16] shows that the CPU usage is
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linearly related to the power consumption. Using a watt
meter we successfully calibrated our computer against this
model which enables the translation of the CPU utiliza-
tion in Figure 5 to real watts in Figure 6. This shows
that at the highest traffic load TDWD consumes 40 watts,
Snort 50 watts, and Bro 65 watts.

Additionally the IDPS programs were configured to
receive the network traffic but do no processing. The
power consumption was proportional to the packets per
second. When the IDPS analysis was added, the power
consumption increased very marginally. The receive pro-
cess, which is dominated by Ethernet frame to TCP/UDP
translation, was responsible for the majority of the power
consumption in the IDPS. To confirm this, the same type
of packet analysis was programmed into TDWD, which
runs inside Apache and inspects the already assembled
HTTP packets. This added functionality marginally in-
creased the power consumption of Apache but this was
under 10% of the power used by Snort or Bro to achieve
the same functionality.

The experimental work has clearly shown that IDPS
functionality can be moved into a web server and that fur-
ther more there is a significant saving in electrical power.
This work points to a general methodology whereby net-
work devices share data at the highest possible level
(HTTP, TCP, or UDP) and do not waste CPU time
and power in unnecessary conversions between Ethernet
frames and higher levels. This approach could be useful
in a wide variety of network designs.

5 Future Work

The TDWD is novel and powerful tool as the link list
of user page requests with time stamping allows complex
DDoS detection rules to be implemented as well as more
basic rules such as blacklisting. There is considerable
scope to develop rules well beyond the simple rules we
have implemented. There is also scope for machine learn-
ing to analyse the link list to detect anomalies caused by
attacks. The TDWD structure is suitable for other re-
search projects, as it will work in a real webserver or in
a cloud network. The focus of this work has been the re-
duction in electrical power usage by allowing networking
devices to share data at the highest possible level, HTTP,
TCP, or UDP. By reducing CPU utilization not only is
power reduced, the speed of network operations should
also be significantly improved. The ability to speed up
network devices in this way and the actual time savings
achievable are an interesting research area. Not only can
networks be made greener, they can be made faster.

6 Conclusion

This paper has examined the literature and has concluded
that an IDPS device can have all its functionality moved
into the firewall or web server thus the IDPS may be re-
moved. An IDPS may be kept for reasons of security re-

dundancy but it is not required as a function. The IDPS
functions that are moved into the web server can be im-
plemented at the UDP, TCP, or HTTP level thus elimi-
nating the repeated conversions between Ethernet frame
and TCP/IP. This results in a useful saving of CPU ca-
pacity and electrical power. In proving that there was a
saving of electrical power, a Two Dimensional Web page
Daemon (TDWD) was developed to hold user access re-
quests so they could be analysed for attacks, particularly
DDoS attacks. This structure has proved to be very use-
ful and may be the basis for developing novel intelligent
attack detection and blocking algorithms.
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