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Abstract

Biometric authentication has been getting widespread at-
tention over the past decade with growing demands in au-
tomated secured personal identification. Continuous Au-
thentication (CA) system verifies the user continuously
once a person is logged in. Continuous Authentication
system prevents the intruders from invoking the system.
A new framework for continuous user authentication that
primarily uses hard and soft biometric traits using In-
dependent Components Analysis (ICA) dimension reduc-
ing method for video frames. The proposed framework
automatically registers (enrolls) soft biometric traits ev-
ery time the user logs in and fuses soft biometric match-
ing with the conventional authentication schemes. Differ-
ent soft biometrics are considered to obtain the matching
score value, here optimize the soft biometrics weights us-
ing Grey Wolf Optimization (GWO) technique is used.
Finally the authentication is performed and evaluated us-
ing standard evaluation metrics then produce the maxi-
mum accuracy compared to existing methods.

Keywords: Biometric Traits; Continuous Biometric Au-
thentication; Face Recognition; Online Exam Authentica-
tion

1 Introduction

In a modern life personal authentication is a common con-
cern to both industries and academia due to its numerous
applications such as physical access control, computer se-
curity, banking, airport, computer system login, and mo-
bile phones law enforcement, etc [16, 17, 21]. Biometric
measurement is a key component of several personal au-
thentication systems that only render services to legiti-
mately enrolled users [8, 10, 12]. The most known and of-
ten used modalities are fingerprints, face, hand geometry,

knuckle print, palm and iris. These are widely deployed
in large-scale systems such as border control and biomet-
ric passports [2, 6, 20]. Biometric information stored in a
database may leak biometric features which can be used
to reconstruct a biometric image [1]. Biometric traits are
difficult to counterfeit and hence results in higher accu-
racy when compared to other methods such as using pass-
words and ID cards [7]. Biometrics identifies the person
by what the person is rather than what the person carries,
unlike the conventional authorization systems like smart
cards [9, 13]. Hand-based person identification provides
a reliable, low-cost and user-friendly viable solution for a
range of access control applications. Palm print is one of
the relatively new hand-based biometrics due to its stable
and unique characteristics [15]. Authentication with re-
spect to fingerprints implies that recognition is based on
matching the features of a live fingerprint against those of
fingerprints that are already stored in a server database.
In addition, a digital signature of a fingerprint can be used
for reliability [18].

2 Literature Review

In 2014, Gao et al. [3] Had proposed the Competitive Cod-
ing (Comp Code) scheme, which extracts and codes the
local dominant orientation as features, had been widely
used in Finger Knuckle Print (FKP) verification. How-
ever, Comp Code may lose some valuable information
such as multiple orientation and texture of the FKP im-
age. To remedy the above drawback, a novel multiple
orientation and texture information integration scheme is
proposed in the process. As compared with Comp Code,
the proposed scheme not only considers more orienta-
tions, but also introduces a multilevel image threshold-
ing scheme to perform orientation coding on each Gabor
filtering response. For texture features extraction, LBP
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maps are first obtained by performing Local Binary Pat-
tern (LBP) operator on each Gabor filtering response,
and then a similar coding scheme is applied on these LBP
maps.

In 2014, Gupta et al. [4] had proposed an efficient algo-
rithm to segment all finger tips from a slap-image and to
identify them into their corresponding indices i.e. index,
middle, ring or little finger of left/right hand. Geometri-
cal and spatial properties have been used to identify these
fingertips. The proposed algorithm can handle various
challenges like the presence of dull prints, large rotational
angles of the hand, small variation in the orientation of
the fingertips and non-elliptical shape of components. It
has been tested on a database of 6732 images of 1122 sub-
jects. Experimental results reveal the segmentation of all
fingertips from slap-images with an accuracy of 99.02%.

Tan et al. [19] had presented that discrimination of
Used Frying Oil (UFO) from Edible Vegetable Oil (EVO),
the estimation of the using time of UFO, and the deter-
mination of the adulteration of EVO with UFO. Both the
heating time of laboratory prepared UFO and the adul-
teration of EVO with UFO could be determined by Par-
tial Least Squares Regression (PLSR). To simulate the
EVO adulteration with UFO, for each kind of oil, fifty
adulterated samples at the adulterant amounts range of
1-50% were prepared. PLSR was then adopted to build
the model and both full (leave-one-out) cross-validation
and external validation were performed to evaluate the
predictive ability.

Lai et al. [11] 2016 had proposed a new lip feature rep-
resentation for lip biometrics which can portray the static
and dynamic characteristics of a lip sequence. The new
representation catches both the physiological and behav-
ioral parts of the lip and is strong against varieties brought
about by various speaker position and posture. In our ap-
proach, a lip sequence is initially partitioned into a few
subsequences along the fleeting measurement. For every
subsequence, sparse coding (SC in short) is received to
portray the details of the lip locale and its development in
little spatiotemporal cells. At long last, notwithstanding
when there is one and only preparing test per speaker,
the proposed feature still accomplishes high discrimina-
tive power (an exactness of 98.39% and HTER of 2.62%).

Gupta et al. [5] 2016 had exhibited that hand dorsal im-
ages procured under infrared light are utilized to outline
a precise individual authentication framework. Another
quality estimation algorithm is proposed to assess the na-
ture of palm dorsal which appoints ease back qualities
to the pixels containing hair or skin surface. Matching
scores are acquired by matching palm dorsal veins and
infrared hand geometry features. These are in the long
run combined for authentication. For execution assess-
ment, a database of 1500 hand images gained from 300
unique hands is made. Exploratory results exhibit the
predominance of the proposed framework over existing
frameworks.
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3 Biometrics

Biometric identifiers are the distinctive, measurable char-
acteristics used to label and describe individuals. Biomet-
ric identifiers are often categorized as physiological versus
behavioral characteristics. Biometrics is used to refer to
the field of technology devoted to identification of individ-
uals using biological traits, such as those based on retinal
or iris scanning, fingerprints, or face recognition. Biomet-
rics provides a convenient and low-cost additional tier of
security. It eliminates problems caused by shared pass-
words by using physiological attributes. This work Au-
thentication process considers the some natural and soft
bio metrics are considered to the online exam process.

4 Proposed Methodology

In the current investigation, an earnest effort is made to
design an effective technique for the multimodal biometric
recognition employing the soft bio metrics in online exam
process. Initially prepare the video frame database for
the authentication process. User authentication merely
at the very first login session is one among these severe is-
sues, which is normally found in majority of the currently
available computer and network systems. This proposed
method for continuous user authentication is proposed
that continuously collects soft biometric information. In
particular, in this method the colors of user’s clothing and
face as the soft biometric traits are used. This proposed
approach having four models such as Initial login authen-
tication, continuous authentication, re login authentica-
tion and enrollment template are considered to bio metric
authentication process. Proposed block diagram shown in
Figure 1. Then the dimension reduction process Indepen-
dent Component Analysis (ICA) is used and also obtain
the matching score value Grey Wolf Optimization (GWO)
techniques are used.

This issue is a massively serious security issue, partic-
ularly in systems with high security requirement, since an
imposter is permitted to access the resources in the sys-
tem in the period between user log in and user log out.
Therefore, this paper introduces a continuous biometric
authentication system, wherein, the system is observed
incessantly from the time the user logs in.

—_—
Initial login - . Contmuous F.e- logim
Amnthenticat Aunthenticat ™ anthenticat
Enrollment
Templat=

Figure 1: Block Diagram of the proposed method

Figure 2 shows the diagram of template registra-
tion and continuous authentication process consider the
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Figure 2: Schematic for continuous authentication system

modalities such as face, ornaments, dress colour, beard,
scars and mustache for monitoring the logged in user in a
continuous manner. Moreover, the login security of this
system is augmented through the union of hard as well
as soft biometric traits. Initially template registration
process considers the database to obtain the above men-
tion modalities are considered to store the data. Then
continuous authentication process chooses the different
video frame find the modalities with the dimension re-
ducing ICA technique is used after this process finding
maximum score value using optimization technique. This
score value based to obtain the fusing score value to iden-
tify the user if minimum fusing score value means that is
a original user and maximum fusing score means the user
is imposter to re login the authentication process.

A genuine user will be the authentication result, if the
fused score exceeds the predetermined threshold. Other-
wise, the presence of imposter is evident. In the proposed
system, a remedy is provided for the situation with im-
poster.

4.1 Initial Login Authentication

The user employs the conventional authentication system
for entering the system. Then, the sensor focuses the
user’s body for making the registration of the different
above mention modalities. During the period of training,
the various poses of the user like turn head down, turn
head to right, turn head to left, stretching the arms, quit-
ting and leaning back in chair are caught due to the fact
that the user may make movements or leave the spot.

Initial Authentication: Biometric face recognition au-
thentication method can be used.

Face Detection: A user is typically looking in the
frontal direction during the login session. This is
a reasonable assumption because the user typically
looks at the monitor at the login time as the user
wants to be authenticated.

Body Localization: Location and size of the user’s
body with respect to his face are estimated.

4.2 Continuous Authentication

Continuous authentication starts after Initial login pro-
cess. The system continuously authenticates the user
by using the ”soft face” and ”clothing” enrollment tem-
plates registered in initial login authentication. The sys-
tem tracks the face and the body separately based on the
histograms registered in initial login process. Hard face
recognition is not directly used in continuous authenti-
cation but it is stored for use in relogin authentication.
In continuous authentication process, the template that
is registered in the beginning and the second frame of
the video are subjected to the matching process. The
matching score value calculated in video frame 1 and video
frame 2 in continuous authentication process help of op-
timization technique, this initial login and continuous au-
thentication with modalities shown in Figure 3.
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Figure 3: Diagram for Initial and continuous authentication

4.3 Enrollment Template

The system status enters enrollment template whenever
the similarity falls below threshold. This step is intro-
duced to reduce the false rejects caused by illumination
changes. A pair of images, one just before and one imme-
diately after the time when Similarity < threshold is used
for image subtraction; the number of pixels that show a
large difference in brightness between the two images is
counted.

4.4 Score Level Fusion Process

The score level fusion effectively matches scores output
of the multiple biometric matchers by integrating them
to produce a new match score. The score value calcu-
lation different modalities weights are considered to the
score value evaluation process. Now the feature weights
are optimally chosen with the help of GWO optimization
technique the score value is attained. The gradual process
of the score level fusion for the authentication process in
different modalities considered to find the values. Score
value calculation process optimal modalities weights are
considered this optimization process is discuss below.

4.4.1 Grey Wolf Optimization Process

The grey wolves adequately frame a Canidae’s piece fam-
ily and are esteemed as the apex predators showing their
position at the sustenance’s food chain. They routinely
show an inclination to make due as a group. The choices
made by the alpha are passed on to the group. The Beta

speaks to the second rank in the pecking order of the grey
wolves. They are, basically, auxiliary wolves which ade-
quately offer some assistance to the alpha in the choice
making or comparable group functions. In the GWO tech-
nique the hunting (optimization) is guided by the «, 8, §
and w.

Initialization Process: In the district developing pro-
cedure, pick the weights of the different modali-
ties such as face, ornaments, dress colour, beard,
scars and mustache W; = Wy, Ws,....W,, and algo-
rithm parameters, for example, a, A,and C as coeffi-
cient vectors.

Fitness Evaluation: In video frame different modalities
are considered to the score value calculation process
the weights and random values are selected. This
GWO Algorithm is being proposed here for accom-
plishing an enhancement in the performance of the
score level fusion. In above equation W; specifies
weight and r; are random values from [0 to 1].

Based on the fitness separate the solution: Now,
we find the fitness separate solution (weight) based
on the fitness value.Let the first best fitness solutions
be « the second best fitness solutions S and the
third best fitness solutions 6.

Update the position: We assume that the alpha (best
candidate solution) beta and delta have the improved
knowledge about the potential location of the prey in
order to mathematically reproduce the hunting be-
havior of the grey wolves. As a result, we hoard the
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first three best solutions attained so far and require
the other search agents (including the omegas) to re-
vise their positions according to the position of the
best search agent. For revision, the novel solution
W (t+ 1) below mentioned formulas are employed.

DY = [CL.W*—W],
DP = [C.WP —w],
D’ = [CL.W° —W]. (1)
Wy = Wa— Ai(Da,
Wy = Wps— Ay(Dpg,
Wi = Ws— As(Ds. (2)

Algorithm 1 Pseudo code for GWO

: Begin
Initialize the solution
W; = Wy, W, ... W,

Initialize a,A and C
Find the fitness for the initial solution

Fi = zn: Wsz
i=1

7: Based on the fitness separate the solution

8: W, = the best search solution

9: Wp = the second best search solution

10: Ws = the third best search solution

11: Update the position of the current search solution
12: W(t+1) = BtletiWs

13: Calculate the fitness for new search solution

14:

n
F; = Max Z W;.s;
i=1
15: Store the best solution so far attained
16: Iteration=Iteration+1

17: Stop until optimal solution attained
18: End

To have hyper-spheres with different random radii the
arbitrary parameters A and C help candidate solutions.
Investigation and utilization are guaranteed by the adap-
tive values of A and «. The values of parameters A and
« permit the GWO to smoothly transition them among
the investigation and the utilization. With decreasing A,
half of the iterations are dedicated to the investigation
(JA] < 1) and the other half are devoted to the utiliza-
tion. Encircling the behavior, the subsequent equations
are employed in order to mathematically model.

D = [CWya) =W ()] (3)

For find the coefficient vectors use Equation (3):

C= 2’/“2 (4)

Where t indicates the current iteration, A and C are co-
efficient vectors, Wpis the position vector of the prey T

A =2ar| = a,

427

and indicates the position vector of a grey wolf. The com-
ponents of a are linearly decreased from 2 to 0 over the
course of iterations and rq, ry are random vectors in [0, 1].
The GWO has only two main parameters to be adjusted
(a and C). However, we have kept the GWO algorithm
as simple as possible with the fewest operators to be ad-
justed. The maximum score value obtained in the process
will be continued.

4.4.2 Matching Process

Matching is conducted with a weight preset as W. An op-
timized weighting strategy was used in an earlier phase
for yielding a fused score of all the features. The funda-
mental structure of the matching process, which works in
accordance to the preset threshold, is shown as follows:

Fused
Score

Impost
er

Gemue

Figure 4: Matching process

The below Figure 4 states that a comparison is made
between the fused modality score and the preset thresh-
old. If the result of comparison is in such a way that the
fused score exceeds the threshold level, the user is deemed
as genuine. Else if the threshold is smaller than the fused
score, the user is proved to be an imposter or a fake one.
If a fake user is identified, our proposed methodology al-
lows another process, known as Re-login authentication,
to be carried out.

4.5 Independent

(ICA)

ICA is a data analysis tool derived from the ”source sep-
aration” signal processing techniques. The aim of source
separation is to recover original signals S; , from known
observations O; , where each observation is an (unknown)
mixture of the original signals. If unsuccessful authenti-
cation occurs in any place of the authentication process,
Re-login authentication is immediately conducted as the
subsequent step in the proposed scheme. It is expected
that, ICA source vectors being independent (instead of
PCA eigenvectors being uncorrelated only), they will be
closer to natural features of images, and thus more able
to represent differences between faces.

Component Analysis



International Journal of Network Security, Vol.20, No.3, PP.423-432, May 2018 (DOI: 10.6633/IJNS.201805.20(3).03)

4.5.1 Use of ICA in face feature authentication

ICA is an unsupervised technique which separates the in-
dependent sources from a mixture. The general model of
ICA is

(5)

Where B represents unknown mixing matrix, S repre-
sents unknown source signal and O represents observed
mixtures. In this case, it is assumed that the source sig-
nals are statistically independent and non-Gaussian and
observed mixtures is the only information to have. In
ideal condition, mixing matrix B can be inversed. If the
estimation of separation matrix is accurate, then a good
approximation of source signal will be obtained.

O =BS.

I=WO=WBS and W =B

(6)

Where I represents unknown mixing matrix.

Pixel;

0
Coeticient
Source (S) B—b ; w ;
Pixels Coefficientz
Basis . Weights
Image

h

Pixely Coefficienty

Input face image Independent Co-

efficient

Figure 5: Image synthesis model

In Figure 5 shows the pixels are treated as variables
and images are observations. This results the column of
B = W™! as a set of basis image. Column of I con-
tains a set of independent coefficient of basis images in
A for reconstructing image in O. Therefore, I is a facto-
rial code representation. In order to assess the sensitivity
of ICA in terms of the dimension of the compressed and
whitened space where it is implemented, we carried out a
comparative assessment for different dimension whitened
subspace.

This recognition phase computes the weights W, for
both the training as well as the test frame. The com-
putation of the difference in weights allows finding the
Euclidean distance. To achieve recognition, a threshold
has to be predetermined. The expressions in the images
would be identical, if the threshold and the Euclidean dis-
tance have the same value. The weight W}, is computed

in accordance to the following equation.
Wi = Ix(Bi — ¢x) (7)

Where .
Iy =) Ep¢;
k=1

Further, I denotes the Eigen faces,F) points to the
Eigen vectors and ¢ represents the mean adjusted value.
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Re-login step will be performed at the condition, when
the authentication ends up in failure in the proposed con-
tinuous biometric system.

4.6 Relogin Authentication

In this process the system is locked and it tries to de-
tect the user and re authenticates him automatically. If
the system detects a user and re authenticates the user
as genuine, the status moves to continuous authentica-
tion process. Here, the user is authenticated using both
soft (colour histograms) and hard biometrics (face). The
similarity score is used for relogin authentication. There
will be a small discontinuity in the values of soft biomet-
rics when the unauthenticated person tries to replace the
student. When there is a discontinuity in the similarity
scores based on the soft biometric, the system enters rel-
ogin authentication mode. In the relogin authentication
mode, the user must provide valid soft and hard biomet-
rics.

5 Result and Discussion

This section discusses about the results of the proposed
method biometric authentication using ICA with GWO
technique and has scrutinized their appearance in the
working platform of MATLAB 2014 with the system con-
figurations as 15 processor with 4GB RAM. This model
consider the hard biometric is face and soft biometrics Or-
naments, beard, mustache, dress color and mole different
performance evaluation parameters are obtained.

5.1 Database Description

This work generates the synthetic database to the con-
tinuous authentication scheme. Each user was asked to
perform the following set of actions while seated in front
of the webcam. We collected videos of 20 subjects using
the system shown in Figure 8. Every one user was asked
to carry out the subsequent set of action while seated in
front of the webcam. A few examples are illustrated in
Figure 6.

5.2 Performance Evaluation Metrics

The effectiveness of proposed technique is analyzed by
invoking some performance measures such as False Rejec-
tion Ratio (FRR), False Accept Ratio (FAR), Sensitivity,
specificity and accuracy. The performance measures are
explained below:

False Rejection Ratio: The system identifies imper-
fectly that a user is not in the camera’s field of view
although the user is yet in front of the camera. False
discards lower the usability of the system.

Genuine scores falling below Threshold

(8)

FRE= All Genuine Score
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Figure 6: Sample Video frames for authentication process

False Accept Ratio: The system incorrectly identifies
an imposter as the legitimate user. False admits
lower the security of the system.

Imposter scores exceeding Threshold

(9)

Sensitivity: Sensitivity is a measure which determines
the probability of the results that are true positive
as 'that person has the authenticated person.

FRR =

All Imposter Score

NTP

—_— 1
NTP+ NFN (10)

Sensitivity =
where NTP denotes number of true positives; NFN
denotes number of false negatives.

Specificity: Specificity is a measure which determines
the probability of the results that are true negative as
‘that person does not have the authenticated person.

NTN

—_—— 11
NTN + NFN (11)

Speci ficity =

where NTN denotes number of true negatives; NFIN
denotes number of false negatives.

Accuracy: Accuracy is a measure which determines the
probabilities that how may results are accurately au-
thenticated.

(TP+TN)
TP+TN+FP+ FN'

(12)

Accuracy =

5.3 Registration of Biometric Data

The system registers face biometric data. This work using
ICA with GWO optimization approach based face recog-
nition. Because the system registers face biometric data
every time a user logs in, the problem of the illumination
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difference between the time of enrolment and the time
of identification is mitigated. The suggested re-login au-
thentication method is assessed by means of video clips
where an authorized user logs in, the user leaves the work
environment (without logging out) and next, another user
(an impostor) emerges in the field of view of the webcam.
Figure 6 shows the different position identification of the
data.

Figure 7: Face, clothing and mustache sample

Face recognition is executed at regular intervals (e.g.,
once every 10 seconds). If it succeeds, Tlast, which rep-
resents the last time the face recognition was successful,
is updated. Face recognition is used only for assisting the
identification using colour histograms because the system
cannot obtain the face information during different cases.
The system enters the initial login authentication mode.
On the other hand, if the user is absent for only a short
time, it is more likely that he will be accepted given valid
soft and hard biometric traits.

Figures 8 and 9 shows that the Graphical User Inter-
face (GUI) for new user authentication and original; user
authentication process. Initially load the video then ob-
tain the score value and compare the matching score in
original and new user authenticated the person, if the
score value based obtain similarity in original user and
imposter.

Figure 10 shows that the FRR and FAR in GWO and
GSO techniques, the FRR rate is maximum value com-
pared FAR. Performances of face and soft biometrics are
evaluated using False Acceptance Rate FAR and the False
Rejection Rate FRR. Test was conducted using different
number of training files. FAR is the percentage of illegal
users that are accepted as genuine. FRR is the percent-
age of legal user rejected as imposter. From the result,
FAR and FRR is high for small number of trained sam-
ples. The proposed technique FRR is 0.82 its maximum
value compared to GSO similar difference in FAR in au-
thentication process.

5.4 Comparative Analysis in Perfor-

mance Parameters

Here a comparison of authentication process in existing
approach PCA with GSO and propose technique ICA
with GWO techniques is compared. The parameters such
as accuracy, sensitivity, specificity, FRR and FAR are
compared.
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Figure 11 shows that the accuracy, sensitivity and
specificity comparison GWO and GSO technique, here
different four persons are considered to evaluate this per-
formance. The maximum performance attained in ICA
with GWO techniques, maximum accuracy is 0.5246 it’s
compared to GSO the difference is 0.256%. Likewise, the
accuracy of the ICA with GWO being 6.05% , it is seen
reduced by 0.16% and 1.15% respectively in the case of
GSO. As a whole, the proposed method shows a signif-
icant hallmark of 0.75% when compared with the other
methods in terms of the parameters specified in the bar
graph. Similarly other parameters are smaller difference
in authentication process.

6 Conclusion

This framework registers a new enrolment template every
time the user logs in, which enables the system to effec-
tively use soft biometric traits for continuous authenti-
cation; the proposed system uses face color information
as well as clothing color (soft biometric) to continuously
authenticate the user. This authentication process ICA
with GWO produced the maximum accuracy value. The
main purpose of this paper is to present a new e-learning
model used for identification, authentication and track-
ing the student. The system is robust with respect to
user’s posture in front of the workstation. Experimental
results demonstrate that the system is able to success-
fully authenticate the user continuously with high toler-
ance to the user’s posture. In our ongoing work, we are
considering introducing additional soft biometric traits.
By applying these methods we enhance Continuous Au-
thentication system and try to obtain better result other
than state-of-art method.
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